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Deploying the Ingestion Node

Deploying the Ingestion Node

This section describes how you can deploy and configure the Ingestion Node to collect data.

What is the Ingestion Node

The ArcSight Ingestion Node is a lightweight Java program that is used to forward logs in real time
from remote servers to the ArcSight UBA Kafka brokers. This real-time forwarding of logs to Kafka
brokers provides the ability to ingest and analyze events as soon as they are generated.

Using the Ingestion Node offers you the following advantages:

o Forwards logs fromvarious data centers and locations

o Compresses the data to reduce network bandwidth utilization

o Encrypts data to secure the communications

« Maintains a local cache and retransmits data in case of communications failure

Requirements for the Ingestion Node

The Ingestion Node has the following requirements:

Remote Ingestion Node (RIN) Server Requirerments

The Remote Ingestion Node (RIN) is a lightweight process that collects and forwards logs to the
ArcSight UBA centralized Kafka Brokers. Several Remote Ingestion Nodes can be deployed in

remote locations to collect and forward the events to ArcSight UBA. The RIN servers can be physical

servers or virtual machines. The following table describes the RIN sizing recommendations fora
small, medium and large configuration.

Remote Ingestion Node Sizing Recommendations

Small (1000 EPS) | Medium (5000 EPS) Large (10000 EPS)
CPU 4 6 8
Memory (GB) 8 16 64
Storage (/Securonix) 100GB 1TB 271B

Ej Note: A 10 GB network is recommended for more than 1000 EPS.

The sizing recommendations are made on the following assumptions:
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Deploying the Ingestion Node

o Operating System: CentOS 7.x or Red Hat 7.x
o Data Retention onthe RIN: 4 days

Note: Additional storage can be added if the data retention on the RIN server is longer than
4 days.

« Additional CPUs may be required if a large number of jobs are scheduled on the RIN

Firewall Configuration
RIN Server ArcSight UBA Consoles (typically port 80 or 443)
RIN Server Kafka Brokers (typically port 9092 or 9093)
Syslog sources RIN syslog server (port 514 typically)

Non-root User Requirements

The ArcSight UBA Remote Installer should be installed by a non-root user. To create a non-root user,
open a terminal session and run the following commands:

1. useradd securonix (Forexample, choose any username.)
2. passwd securonix (Provide yournon-root usera password.)

3. Loginasrootand goto /etc/
vi sudoers

4. Scroll down through the sudoers file to the section below, add the user information forthe non-
root user that will start the installer (securonix from the example above), and save the file. Provide
the non-root user password as sudo password on the installer screen.

## Allow root to run any commands anywhere

root ALL=(ALL) ALL

securonix ALL=(ALL) ALL

## Allows members of the 'sys' group to run networking,
software,

## service management apps and more.

# %sys ALL = NETWORKING, SOFTWARE, SERVICES, STORAGE,
DELEGATING, PROCESSES, LOCATE, DRIVERS

## Allows people in group wheel to run all commands

Installing the Ingestion Node

Install the Ingestion Node using either of the following methods: Step 1. Command Line Installeror
the Step 1: GUI Installer.
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Deploying the Ingestion Node

After installing the Ingestion Node using one of the installer options, go to Step 2: Starting the Inges-
tion Node and Syslog Server.

Step 1: Command Line Installer

Once you have downloaded the installation file for the Ingester, follow these steps to install it:

1. Download the installation file and transfer the file to the Ingestion Node server.

2. Create the /Securonix folder with ownership assigned to the securonix account.

mkdir /Securonix
chown securonix:securonix /Securonix

Note: Create the /Securonix folder under the / folder. This is required as syslog is deployed
under /Securonix.

3. Ensure that you are installing the ArcSight_UBA_6.10_Ingestion_Node_xxxxxxxx.bin as user
securonix. As a root user, execute the following commands to create a /Securonix folderto
make the ArcSight_UBA_6.10_Ingestion_Node_xxxxxxxx.bin an executable forthe securonix
user:

chown securonix:securonix ArcSight UBA 6.10 Ingestion Node
XXXXXXXX.bin

chmod u+x ArcSight UBA 6.10 Ingestion Node xxXxXxxXX.bin

The /Securonix folder must be created under/ and owned by the securonix user. This is
required as syslog is deployed under /Securonix.

4. Launchthe installer as securonix user with this command:
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./ArcSight UBA 6.10 Ingestion Node xxxxxxxx.bin

tinuing with

allotion. If

right

NTINUE:

6. Accept the license agreement, and click Enter to continue.
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INTIMUE :

right ; 8 EntIT Software LLC

OF THIS LICEMNSE

7. Choose the path to the installation folder.
For example: /Securonix/ArcSightingester
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ation. Eemote ingester will be
lation.

Default Install Folder:

ENTER Ah LUTE PATH, OR PRESS <Eh

s the

d blank and pr ENTER

9. Enterthe ArcSight UBA Console access instructions.

Note: The ArcSight UBA Console must be running and accessible on the network from the
server where the RIN is installed.

The following steps create a shared secret in an encrypted properties file forthe RIN to access
the web services of the ArcSight UBA Console.

Enterthe ArcSight UBA Console detalils:
URL (example: https://10.0.0.100:8443/Snypr)
Admin user (example: admin)

Admin password (example: adminpw123)
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nter Arcsight_UBA Application url

plication url {Default: »: htt

3 oadmin

If the steps fail, referto Troubleshooting the Ingestion Node . Post-installation configuration is
required if the Kafka brokers are protected with SSL or if the ArcSight UBA Console is configured

for SSL using a self-signed certificate.
10. Selectthe event brokerif it is available, and provide the bootstrap server information.

cafka topic from which the data will be

le
ilable

ENTER THE MNUMBER FO R CHOICE, OFE PRESS 0 CEPT THE DEFAULT:: 1
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1. Available: Provide the bootstrap serverinformation forthe event broker.

t and port p airs that

s t a

If you are using

Default: D

2. Not Available: Proceed to Step 12: Confirm Pre-Installation Summary.
11. Select NOT_SSL_ENABLED to be directed to the Pre-Installation Summary.

ight Ewent Br

BLED
U4

ENTER THE MUMBER FOR _ NTER= T0O EFT THE DEFAULT:: :

Please review the following information before you continue:

t Mame:

nstallation Tl'_]l‘!':'_li
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13. Exitthe installer when the application is successfully installed.

ics Ingestion Node Installer installation

ight User Beha

smmand after installation

e as a MNOW_ROOT USER

WTER=> TO EXIT THE INS

14. Execute bash_profile and validate the Ingester_Home by using the following commands:

source ~/.bash profile
echo SINGESTER HOME

Step 1: GUI Installer

Once you have downloaded the installation file for the Ingester, follow these steps toinstall it:

1. Download the installation file and transfer the file to the Ingestion Node server.

2. Create the /Securonix folder with ownership assigned to the securonix account.

mkdir /Securonix
chown securonix:securonix /Securonix

Note: Create the /Securonix root under the / folder. This is required as syslog is deployed
under /Securonix.

3. Ensure that you are installing the ArcSight_UBA_6.10_Ingestion_Node_xxxxxxxx.bin as user
securonix. As a root user, execute the following commands to create a /Securonix folder to
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make the ArcSight_UBA_6.10_Ingestion_Node_xxxxxxxx.bin an executable forthe securonix
user.

chown securonix:securonix ArcSight UBA 6.10 Ingestion Node
XXXXXXXX.bin

chmod u+x ArcSight UBA 6.10 Ingestion Node xxxXxxxXx.bin
The /Securonix folder must be created under/ and owned by the securonix user. This is
required as syslog is deployed under /Securonix.

4. Launchthe installer as securonix user with this command, and click Next:
./ArcSight UBA 6.10 Ingestion Node xxxxxxxx.bin

[ ] N ArcSight User Behavior Analytics Ingestion Node Installer
. Introduction
XArcsight | CIYAETE
= Introduction Installer will guide you through the installation of ArcSight User Behavior Analytics Ingestion

Node Installer.
It is strongly recommended that you quit all programs before continuing with this installation.

Click the 'MNext' button to proceed to the next screen. If you want to change something on a
previous screen, click the 'Previous' button.

You may cancel this installation at any time by clicking the 'Cancel' button.

NOTE: You need to have a directory /Securonix and it should have right permissions as syslog
will be installed under /Securonix/syslog

Installanywhere

i

5. Confimthat the /Securonix folder is created with the correct permissions, and click Next.
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[ ] N ArcSight User Behavior Analytics Ingestion Node Installer
Important Information
MICRO
<CArcSight ~ [IFAE52
+ Introduction Please Read Before Continuing:
= Impertant Infarmation Server Prereguisites:

* Make sure you have /Securonix directory created under / and it is owned by the
non-root user who is running this installer. This is required as syslog will be
deployed under /Securonix

InstallAnywhere

6. Accept the license agreement, and click Next to continue.
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[ ] N ArcSight User Behavior Analytics Ingestion Node Installer
License Agreement
X ArcSight | CIFLETE
+ Introduction Installation and Use of ArcSight User Behavior Analytics Ingestion Node Installer

+ Important Information Rec!mr_gs Acceptance of the Following License Agreemednt

-

—* License Agreement

17. Russian Consumers. If you are based in the Russian Federation and the rights
to use the software are provided to you under a separate license and/or
sublicense agreement concluded between you and a duly authorized Micro Focus
partner, then this Agreement shall not be applicable.

S5200-0945 v1.0, 2018

@ Copyright 2015-2018 EntIT Software LLC

[4]

@ | accept the terms of the License Agreement

i) I do NOT acceptthe terms of the License Agreement

InstallAnywhere

7. Choose the path to the installation folder, and click Next.
For example: /Securonix/ArcSightingester
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[ ] N ArcSight User Behavior Analytics Ingestion Node Installer
Choose Install Folder

<X Arcsight b

+ Introduction

+ Important Information Provide a destination folder for the installation. Remote ingester will be deployed at

v License Agreement this location during the installation.

= Choose Install Folder

[ ]

[ ]

[ ] Provide a destination folder for the installation

L] fSecuronixArcSightingester |
[ ]

° | Restore Default Folder I Choose... |
[ ]

[ ]

[ ]

Installanywhere

8. Enterthe sudo password.
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[ ] N ArcSight User Behavior Analytics Ingestion Node Installer
Enter SUDO Password

<C ArcSight FoCoS

+ Introduction

+ Important Information This installation requires sudo password to continue. SUDO password is the password of
non-root user which is included in the sudoers file,

v License Agreement
g If this user doesn't have SUDO password leave this field blank and press ENTER to proceed.

+ Choose Install Folder
= SUDO Password

Please Enter the Password:
************»1

InstallAnywhere

9. Enterthe ArcSight UBA Console access instructions.

Ej Note: The ArcSight UBA Console must be running and accessible on the network from the
server where the RIN is installed.

The following steps create a shared secret in an encrypted properties file forthe RINto access
the web services of the ArcSight UBA Console.

Enterthe ArcSight UBA Console detalils:
o URL (example: https://10.0.0.100:8443/Snypr)
o Application username (example: admin)
o Application password (example: adminpw123)
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[ ] N ArcSight User Behavior Analytics Ingestion Node Installer
. ArcSight UBA Application Details
<X Arcsight FoETE
+ Introduction
+ Important Information Enter ArcSight UBA Application log in (URL username, password) details,

+ License Agreement

+ Choose Install Folder

v SUDO Password

-2 ArcSight Application Details

L ArcSight_UBA Application URL

® | https:/10.0.1,198:3446/Snypr |
[ ]

PY ArcSight_UBA Application username

° ‘admin |
® ArcSight_UBA Application password

@ e e | |

Installanywhere

e

If the step fails, the Ingestion Node installation will continue. After installing the Ingester, referto
Appendix A for post installation configuration. Post-installation configuration is required if the
Kafka brokers are protected with SSL or if the ArcSight UBA Console is configured for SSL using
a self-signed cetrtificate.

10. Indicate if the event brokeris available.
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[ ] N ArcSight User Behavior Analytics Ingestion Node Installer
ArcSight Event Broker
<KArcsight | CIZERE
+ Introduction
v Important Information Is ArcSight Event Broker available?

+ Llicense Agreement
g MNOTE : ArcSight Event Broker is the kafka topic from which the data will be pulled in the

+ Choose Install Folder application.

v SUDC Password

+ ArcSight Application Details

= Arcsight-Event-Broker

@ Available
' Not_Available

Installanywhere

(e | |

If the ArcSight Event Brokeris SSL enabled, and SSL is not enabled in your environment, follow
the steps described in Appendix A - Configuring the Ingestion Node Properties Filesto configure
the SSL keystores and properties files after installation.

11. Provide the bootstrap server information forthe event broker.
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[ ] N/ ArcSight User Behavior Analytics Ingestion Node Installer
ArcSight Event Broker Details
<CArcsight  JFETE :

v Introduction
+ Important Information Enter the Kafka Broker details (bootstrap server) of the ArcSight Event Broker. Bootstrap []
v License Agreement servers is a comma-separated list of host and port pairs that are the addresses of the
Kafka brokers in a "bootstrap” Kafka cluster that a Kafka client connects to initially to
¥ Choose Install Folder bootstrap itself. A host and port pair uses : as the separator.
+ SUDOD Password Bootstrap Servers (Format: 10.xxx 98092, 192,168.xx:9092) —
v ArcSight Application Details or (Format: HCI)STNAME_I59(_)92.HOISTNAM§2:9092.HOSTNAME3:9092) If you are using -
+ Arcsight-Event-Broker Bootstrap Server
= Arcsight-Event-Broker Details 34.224.60.226:6062
[ ]
®
[ ]
[ ]
[ ]

Installanywhere

12. Select NOT_SSL_ENABLED.
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[ ] N ArcSight User Behavior Analytics Ingestion Node Installer

<CArcSight  [CIFLERE

Introduction

SSL Info for AEB

Important Infarmation Is Arcsight Event Broker topic SSL Enabled?
License Agreement

Choose Install Folder

SUDO Password

ArcSight Application Details

Arcsight-Event-Broker
Arcsight-Event-Broker Details ~/55L ENABLED

SSL for Arcsight-Event-Broker % NOT S5L ENABLED

[ L I JN N N U U O U O N

Installanywhere

e L

13. Review the pre-installation summary and click Install to proceed.
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[ ] X! ArcSight User Behavior Analytics Ingestion Node Installer
Pre-lInstallation Summary

<CArcSight  [JFAEEE

+ Introduction Please review the following information before you continue:
+ Important Information
+ License Agreement Drodupt Name: X X X
ArcsSight User Behawvior Analytics Ingeston Mode Installer

+ Choose Install Folder
v 5SUDO Password Install Folder:
« ArcSight Application Details fSecuroniArcsightingester
+ Arcsight-Event-Broker Product Features:
+ Arcsight-Event-Broker Details Ingestear
+ S5L for Arcsight-Event-Broker isk f i f lati
« Arcsight Event-Broker SSL Details Disk Space Information {for Installation Target}:

- Required: 0.29 GigaBytes
= Prednstallation Sumrmary Available: 50,26 GigaBytes
[ ]
[ ]

Installanywhere

Cancel Previous | | Install

The installation will begin.
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[ N e e N . T T S

Installanywhere

<CArcsight  [JFeERE

Introduction

Important Information
License Agreement

Choose Install Folder

SUDO Password

ArcSight Application Details
Arcsight-Event-Broker
Arcsight-Event-Broker Details
SSL for Arcsight-Event-Broker
Aresight-Event-Broker SSL Details
Prednstallation Surmmary
Installing...

N ArcSight User Behavior Analytics Ingestion Node Installer

Installing ArcSight User Behavior Analytics Ingestion Node Installer

Installing... Ingester

Cancel

| — T

14. Click Doneto complete the installation.

ArcSight User Behavior Analytics 6.10
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[ ] N ArcSight User Behavior Analytics Ingestion Node Installer
Install Complete
< ArcSight ot
¥ Intreduction ArcSight User Behavior Analytics Ingestion Node Installer installation completed
+ Important Information successfully.

¥ License Agreement Thank you for installing ArcSight User Behavior Analytics Ingestion Node Installer.

+ Choose Install Folder NOTE: Execute following command after installation

v SUDO Password . ~[.bash_profile

) T _ Please start ingester service as a NON_ROOT USER ONLY using the command:

+ ArcSight Application Details service scnx-ingester start

v Arcsight-Event-Broker Please start syslog-ng service using the command:

) : For non-root user - sudo service scnx-syslog-ng start

¥ Arcsight-Event-Broker Details For root user - service scnx-syslog-ng start

+ SSL for Arcsight-Event-Broker Please start arcsight_eb_to_securonix service as NON_ROOT USER using the command:

v Arcsight-Event-Broker S5L Details service scrnx-arcsight_eb_to_securonix start
NOTE:

¥ Pre-Installation Summary To check the logs for ingester

+ Installing... tail -1234f /Securonix/arcSightingester/ingester/senice/scnx-ingester/scnx-ingester.log

To check the logs for syslog-ng

tail -1234f fvar/log/syslog-ng/syslog-ng.log

To check the logs for arcsight_eb_to_securonix

tail -1234f
/Securonix/ArcSightingester/ingester/ArcsightEB2Securonix/service/arcsight_eb_to_securonix

=* Install Complete

NOTE: If Kafka is SSL enabled, please set up the S5L. Please refer the documentation for
steps to configure SSL.

Installanywhere

| Frevious || Done |

15. Execute bash_profile and validate the Ingester_Home by using the following commands:
source ~/.bash profile
echo $INGESTER HOME
Note: Post-installation configuration is required if the Kafka brokers are protected with SSL
or if the ArcSight UBA Console is configured for SSL using a self-signed cerfificate. Refer to

Appendix A for the post-installation configuration.

Step 2: Starting the Ingestion Node and Syslog Server

Follow these steps to start the Ingestion Node and the Syslog Service:

1. Start the Ingestion Node as securonix user using the following command:
service scnx-ingester start
2. Check the Ingestion Node status with the following command to confirn that it has started:
service scnx-ingester status
If there is an error oryou want to check the Ingestion Node logs, use this command:

tail -1234f /<your installation path>/Ingester/service/scnx-
ingester/scnx-ingester.log

3. Start the Syslog server using the following command:
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e Asa securonix user:
sudo service scnx-syslog-ng start
To stop or check the status of the Syslog server.

sudo service scnx-syslog-ng stop
sudo service scnx-syslog-ng status

To check the logs forthe Syslog server.
/var/log/syslog-ng/syslog-ng.log
e Asaroot user:
service scnx-syslog-ng start
To stop or check the status of the Syslog server.

service scnx-syslog-ng stop
service scnx-syslog-ng status

If you have ArcSight Event Broker in your environment, complete the following steps:

1. Start arcsight_eb_to_securonix service as securonix using the following command:
service scnx-arcsight eb to securonix start
2. Use the following commands to stop or check the status of the arcsight_eb_to_securonix ser-
vice:
service scnx-arcsight eb to securonix stop
service scnx—arcsight:eb:to:securonix status
3. Use the following commands to check the logs for arcsight_eb_to_securonix:

tail -1234f /<your installation
path>/Ingester/ArcsightEB2Securonix/service/arcsight eb to
securonix/arcsight eb to securonix.log

Step 3 - Verifying Ingestion Node Connectivity to Console

When the Ingestion Node starts, it tries to validate the token with the application. If the connection is
successful, you are prompted with a message that says Token Validated. If the connection fails, the
Ingestion Node shuts down.

Upon logging into the web console, click the natification icon to ensure the connection is successful.
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<X MENU v — Enter text to search

0 vio

Top Violators Top Threats Top Violations
© Last 24 hours v TR U 4 hours v © Last 24 hours v

Type text to filter Y ¢l Q Type text to filter P Q Type text to filter 4 Q

SHOWING 0 OF RECORDS

Kill Chain Analysis
“D Last 24 hours v "f" 0

The Ingester started notifications indicates the connection is successful.

Enter text to search._..

@ [SaaS_QA_NODE:10/08/2017 16:29:07 +0530] Ingester starte %
d
Creation Time:10/8/2017 16:29:8 GROUP,

@ [SaaS_QA_NODE:10/08/2017 16:29:03 +0530] Node register %
ed
Creation Time:10/8/2017 16:29:5

@® T-2: Noderegistered! SaaS_QA_NODE %
Creation Time:10/8/2017 16:29:3

@ [SPX-Test:10/08/2017 10:50:19 +0530] Ingester started %
Creation Time:10/8/2017 10:50:20

@ [SPX-Test10/08/2017 10:44:27 +0530] Ingester started %
Creation Time:10/8/2017 10:44:28

Ingestion Node Notifications
The Ingestion Node also sends natifications for the following events:
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o Node is registered - Ingestion Node is started

o EPD exceeds 80% of daily limit

o EPD exceeds 100% of daily limit

o EPD exceeds 120% of daily limit [Ingestion is suspended in this case!]

« Ingestion is resumed after suspension

o DU exceeds 50% of allocated disk space

o DU exceeds 75% of allocated disk space

o DU exceeds 90% of allocated disk space

o DU exceeds 95% of allocated disk space

o License expiry is less than orequal to 10 days - Ingestion Node is shutting down.

Stopping the Ingestion Node

To stop the Ingestion Node service on the Ingestion Node server, use this command:

service scnx-ingester stop
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Troubleshooting the Ingestion Node

This section highlights some common troubleshooting issues that may appear with the Ingestion
Node on the ArcSight UBA Console.

Ingestion Node Installation Issues

Creation of ingestercloud.properties fails during installation

During installation, the installer attempts to connect to the ArcSight UBA Console web service to gen-
erate the required ingestercloud.properties file underthe SINGESTER_HOME/conf folder, using the
supplied URL, admin userand admin password. If the installer cannot reach the ArcSight UBA Con-
sole, orif there is an SSL trust issue due to the ArcSight UBA Console being deployed with SSL and
using a self-signed certificate, this file needs to be manually generated. See Appendix A forthe
instructions to create this file.

Ingestion Node Post Installation Issues

Authentication checks

See Appendix A forthe instructions to create the ingestercloud.properties file.

o Token validation fails
« URL ortoken is not provided in ingestercloud.propetties file

Katka publishing fails with SSL error

« Ifthe Kafka Brokers are protected with SSL and use self signed certificates, the truststore and
SSL config file, sslconfig.properties, located in the $INGESTER_HOME/conf folder must be con-
figured to point to the truststore.jks and the public keys of the Kakfa brokers, orthe public key of
the signing certificate must be imported to the truststore.jks. See Appendix A for instructions.

o Ifthe Kafka Brokers are configured with mutual SSL authentication, a client certificate must be
imported into the keystore forthe Ingester. The SSL config file sslconfig.properties, located in the
SINGESTER_HOME/conf folder, must be configured to point to the ingester-client.jks. See
Appendix A forinstructions.

Ingestion Node Log File for Troubleshooting

To troubleshoot or examine the Ingestion Node log file, use this command:

tail -1234f /<your installation path>/Ingester/service/scnx-
ingester/scnx-ingester.log

Generally, the default log level is set to debug in the Ingestion Node log file. If you would like to define
a custom log level, change the log4j2.xml log level to trace. The file is available at INGESTER_
HOME/conf/log4j2.xml.
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ArcSight UBA Console Issues

« Unabletoinitialize Web Service client
« Unable to obtain Hadoop configuration
« Unabletoinitialize Kafka producer
Note: During shutdown, Ingestion Node clears the properties files used by Syslog-ng ser-

vice to filter and publish events. This is to ensure that no events are published once the
Ingestion Node is shut down.

« Unable to obtain or register the Ingestion Node node (refers to the Ingester table)
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Uninstalling the Ingestion Node

To uninstall the Ingestion Node, complete the following steps:
1. Stop scnx-syslog-ng, scnx-ingester, and scnx-arcsight_eb_to_securonix services.

2. Delete the files using these commands as securonix user:

sudo rm -rf /etc/init.d/scnx-ingester

sudo rm -rf /etc/init.d/scnx-syslog-ng

sudo rm -rf /usr/bin/wmic

rm -rf /your installation path/

rm -rf /Securonix/syslog/

unset INGESTER HOME

sudo rm -rf /etc/init.d/scnx-arcsight eb to securonix
3. Openthefile /.bash_profile using this command:

vi ~/.bash profile

4. Delete the line export INGESTER_HOME = /your_installation_path/.
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Appendix A - Configuring the Ingestion Node
Properties Files

This appendix contains information about the properties files that are available with the Ingester, and
the process to manually configure the properties in each file. The property files are configured during
installation of the Ingestion Node. However, if there is an issue with the keystore, truststore orthe net-
work connectivity to the ArcSight UBA Console during the RIN installation, you may need to manu-
ally configure the files after installing the Ingestion Node.

Step 1: Generating the ingestercloud.properties file

§| Note: Before you generate the ingestercloud.properties file, ensure that the ArcSight UBA Con-
sole is installed and running. Also, it should be accessible from the server where the RIN is
installed.

Optional: Import the public key of the Console into the Java truststore. This step is required if the Con-
sole is configured with SSL, and is using a self-signed certificate.

1. Export the public key from the ArcSight UBA Console into the Java truststore. This is a required
step if the ArcSight UBA Console is configured with SSL, and it is using a self-signed certificate.

/<Installation DIR>/Console/Java/jre/bin/keytool -export -
keystore /<Installation
DIR>/Console/Tomcat/conf/securonixKeyStore -alias
securonixSIEMKS -file consolepublic.cer

The names of the keystore and alias are the defaults created by the ArcSight UBA installer. If you

preferto use an alternate name, replace those values with your values.
2. Copy the public key of the ArcSight UBA Console to the Ingester server.

3. Import the public key into the Ingester truststore.

SINGESTER HOME/Java/jre/bin/keytool -import -alias
securonixSIEMKS -file consolepublic.cer - keystore SINGESTER
HOME/conf/truststore.jks
Use this command as a securonix (non-root) user on the Ingestion Node host to generate a
token.

/$INGESTER HOME/Java/jre/bin/java -jar S$INGESTER

HOME/Utilities/TokenGenerator-1.0.jar -url: <http

(s)://fgdn:port/Snypr> -

username:admin -password:<password> -tenant:<tenantid>
A new ingestercloud.properties file will be generated. Forexample:

Generating token ..

Token:<tokened>

File: <APTH>/RIN/conf/ingestercloud.properties

Done!
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Timers Available in the Ingestion Node Cloud Properties File
o COUNT TIMER - If EPD interval is provided, the timer periodically validates published counts
against EPD. The timeris set at 10 seconds.

« EPD UPDATE TIMER - If EPD interval is provided, epd.update.interval periodically gets pub-
lished counts from the ArcSight UBA Console and updates the Ingestion Node. This property
also performs validation.

« DUUPDATE TIMER - The diskusage.update.interval timer gets disk usage fromthe console
and validates against the allocated/licensed disk space.

o CONFIG UPDATE TIMER - The config.update.interval periodically gets the control flags from
the ArcSight UBA console. The control flags are set in Console when:

o Resource group is created, updated or deleted
o AD userimportis configured

o Licenseisinstalled oruninstalled

o Job schedule is updated

o Preview is requested for activity or user data

Step 2: Configuring the SSL Keystores and Properties Files

The sslconfig.propetties file contains the SSL settings. The Ingestion Node reads the SSL properties
from the sslconfig.properties file if SSL is enabled for Kafka. The keystore and truststore need to be
configured if self-signed certificates are used.

§| Note: These values are needed only if SSL is enabled for the Kafka brokers.

Import the Public Key of the Kafka Brokers into the Truststore

This step is required if the Kafka brokers are configured with SSL and are using self-signed cer-
tificates.

1. Export the public key from the Kafka Brokers keystore

§| Note: Perform this step for each of the Kafka brokers if they are not using a signing cer-
tificate to establish a trust chain. If a signing certificate is used, export the public key from
the signing certificate only.

keytool -export -keystore <keystore> -alias <alias> -file
brokerpublic.cer

2. Import the public key into the Ingester truststore.

keytool -import -alias broker -file brokerpublic.cer —-keystore
$INGESTER HOME/conf/truststore.jks
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Import the Private Key of the RIN into the Keystore

This step is required if the Kafka brokers are configured with SSL and mutual authentication with cli-
ent certificates onthe RIN.

1. Copy the Ingestion Node public key to the Ingester server.

§| Note: This can be a self-signed certificate or a production certificate. If this is a self-signed
cerfificate, it is recommended that this certificate be signed by a Certificate Authority
(CA) that also signed the Kafka broker certificates.

2. Import the public key into the Ingester truststore.

keytool -importkeystore -noprompt -deststorepass <TSPASSWORD> -
destkeypass <KPASSWORD> -destkeystore <INGESTER
HOME>/conf/ingester-client.jks -srckeystore <rincert>.pl2 -
srcstoretype PKCS12 -srcstorepass <TKPASSWORD> -alias <tenantid>

« Generate the hashed password forthe truststore, keystore, and client certificate forinclusion
in the sslconfig.properties.

From your keyboard:
cd <$INGESTER HOME>/lib
o Generate the value fortruststore.password.

§| Note: Replace the password with the actual truststore password.

java -cp securonixlib-1.1.jar:log4j-1.2.17.jar
com.securonix.lib.EDUtil -e '<truststore-password>'
Output: BOC7FODODADOE99D6CB79C872C5C98CD

Repeat the step forthe truststore.password, the keystore.password, and the key.password.

« Editthe sslconfig.properties forthe Ingester:
cd <$INGESTER HOME>/conf/
vi sslconfig.properties

The sslconfig.propetties file may include a hashed password for the following key value
pairs. Replace the <hashed password> with the generated hash from the previous com-
mands for each key value:

truststore.location=${INGESTER_HOME}/conf/ingester/client.truststore.jks
truststore.password=<hashed password>
keystore.location=${INGESTER_HOME}/conf/ingester/client.keystore.jks
keystore.password=<hashed password>

key.password=<hashed password>

e Save and exit the sslconfig.properties file using the following command:
tWq
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Step 3: Verify the Remote ingestercloud.propetties File

The ingestercloud.propetties file contains the properties forthe Ingestion Node as follows:

« ur:toaccess ArcSight UBA web service

o token:foraccessingthe web service (without IP validation)

o node.name: unique identifier forthe node

« config.update.interval: interval at which the Ingestion Node will check for control flags

o epd.update.interval: interval at which the Ingestion Node will get published count fromthe con-
sole and perform validation (upper limit is 1 hour)

o diskusage.update.interval: interval at which the Ingestion Node will get disk usage details from
the console and perform validation. The default interval is at 30 seconds. The disk usage is
based on the licensing options.

Allintervals are in seconds. You must either specify Events Per Day (EPD) or Disk Usage (DU) inter-
val.

The following HTTP fields within the Ingestion Node are for future use.

« http.server.enabled
« http.server.port
« http.server.contextUr

Timers Available in the ingestercloud.properties File

o COUNT TIMER - If EPD interval is provided, the timer periodically validates published counts
against EPD. The timeris set at 10 seconds.

« EPD UPDATE TIMER - If EPD interval is provided, epd.update.interval periodically gets pub-
lished counts fromthe Console and updates the Ingestion Node. This property also performs val-
idation.

« DUUPDATE TIMER - The diskusage.update.interval timer gets disk usage from the console and
validates against the allocated/licensed disk space.

« CONFIG UPDATE TIMER - The config.update.interval periodically gets the control flags from the
Console. The control flags are set in Console when:

o Resource group is created, updated or deleted

AD userimport is configured

License is installed or uninstalled
Job schedule is updated

Preview is requested for activity or user data
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Send Documentation Feedback

If you have comments about this document, you can contactthe documentation team by email. If an email clientis
configured on this system, click the link above and an email window opens with the following information in the subjectline:

Feedback on Documentation (Micro Focus ArcSight User Behavior Analytics 6.10)

Justadd your feedbackto the emailand click send.

Ifno email clientis available, copy the information above to anew message in aweb mail client,and send your feedback to
arsttechpubs@hpe.com.

We appreciate your feedback!


mailto:arst-techpubs@hpe.com?subject=Feedback on User Documentation (version 6.10)
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