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Introduction
ArcSight UBA 6.10 is a big data security analytics platformbuilt on Hadoop that utilizes Securonix
machine learning-based anomaly detection techniques and threat models to detect sophisticated
cyber and insider attacks. ArcSight UBA 6.10 uses Hadoop both as its distributed security analytics
engine and long-termdata retention engine. Hadoop nodes can be added as needed, allowing the
solution to scale horizontally to support hundreds of thousands of events per second (EPS).

Features:

l Supports a rich variety of security data including security event logs, user identity data, access
privileges, threat intelligence, asset metadata, and netflow data.

l Normalizes, indexes, and correlates security event logs, network flows, and application trans-
actions.

l Utilizes machine learning-based anomaly detection techniques, including behavior profiling,
peer group analytics, pattern analysis, and event rarity to detect advanced threats.

l Provides out-of-the-box threat and risk models for detection and prioritization of insider threat,
cyber threat, and fraud.

l Risk-ranks entities involved in threats to enable an entity-centric (user or devices) approach to
mitigating threats.

l Provides Spotter, a blazing-fast search feature with normalized search syntax that enables invest-
igators to investigate today’s threats and track advanced persistent threats over long periods of
time, with all data available at all times.

l Provides the Investigation Workbench to detect links across disparate data sets to enable quick
investigations and hunting for cyber threats.

Who Should Read This Document?
The ArcSight UBA 6.10UserGuide is written for:

l Information security professionals, security analysts who need to detect and manage threats.

l Risk and compliance officers, and IT specialists who need to use ArcSight UBA's reporting cap-
abilities tomonitor and remediate compliance.

If you require additional information, the following documents are available:

ArcSight User Behavior Analytics 6.10User Guide

Poweredby Securonix

Page 8of 318

Confidential

Introduction



l ArcSight UBA Installation Guide – for systemadministrators, system integrators, and deploy-
ment teams who need to install the application.

l ArcSight UBA Administration Guide – for deployment engineers and service providers respons-
ible for integrating data sources and creating content, compliance officers and IT specialists
who need to configure and maintain Risk Management functionality, and systemadministrators
who are responsible for ongoing operations and management, and business managers and
other users in a supervisory role who need information about how to use ArcSight UBA to grant
employees and partners access to applications, check for policy violations, and manage cases.

User Interface Elements
Some of the common elements found throughout the application are shown in the following image:
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A. ArcSight UBA Logo: Click fromany screen to return to the Security Command Center home
screen.

B. Main Menu: Click to expand navigation options.

C. Current Screen: Click to return to the home screen for the current menu item.

D. Quick Search: Enter text to search within ArcSight UBA.

E. Connection Status: Click the to view theConnection Status for all Hadoop components run-
ning on your environment.
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The green check mark indicates the component is running; a red X indicates the component is
not running.

Click to view details of each component.

To configure settings for Hadoop components, navigate toMenu > Administration > Settings
> Hadoop and following the instructions in Configure Hadoop Settings for ArcSight UBA.

F. Notifications: View job failure notifications and download exports including Spotter reports and
query results. To delete notifications, click the red X.

To download reports, click the download icon. For information on how to export Spotter reports,
see Spotter.
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G. Collapsed Menu: Access the following screens:

Geolocation

From this screen, view the geolocation of the network source of specific resources.

You can perform the following actions:

a. ToggleAnalyze Violation Data to Yes to analyze data.

b. Click refresh icon to refresh results.

c. Click erase icon to clear results
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d. Select a resource from the dropdown.

e. Select a time range from the dropdown.

f. Use +/- to zoom in/out from the map.

g. Click and dragmouse around to pan and tilt map view.

h. Click icons on the right side to switchmap view:

Op Logs

From this screen, you can viewmessages generated while executing Spark jobs.

To viewmessages, complete the following:

1. Click + to start a Consumer.

2. Select Datasource, Job, Policy, and Policy fromdropdowns.

3. Specify the max number of messages. Default 1000.

4. Click Stop to stop retrievingmessages.

Debug

From this screen, view errormessages and associated data to debug the ArcSight UBA applic-
ation.
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Click an option to see associated data.

Outbox

From this screen, view the ArcSight UBA email queue and send or delete messages in the out-
box.

H. Admin: View the user name of the current user, change current user password, and log out.

To change the current user's password, click Change Password, enter the old and new pass-
word, confirm the new password, and click Update. To log out, click Log Out.
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Using the Documentation
The following formatting conventions are used in the documentation:

l Buttons and keys:when referring to buttons that must be clicked in the UI and keyboard keys
that must be pressed, bold text is used.

l Drop-down list and menu options:when referring to an option that must be selected froma
list ormenu, bold text is used.

l Menu navigation:menu levels are indicated in bold and are separated with a right arrow. For
example, to navigate to categorized reports, clickMenu > Reports > Categorized Reports.

l Folders and folder paths: folders and folder names are indicated using quotationmarks. For
example, “C:\Documents\UserGuide”.
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Security Command Center
The ArcSight UBA Security Command Center is the first screen displayed when you log into the
application. The Security Command Center provides a real-time view of threats as they happen.
From this screen you can drill down into each user or violation and take action such as launching the
InvestigationWorkbench, creating cases, managing threats, and searching Spotter formore inform-
ation about the threat. By default, this view provides threats for today’s date. You can change the
date range, and move and re-size dashboards to customize your display.

The Security Command Center features the following dashboards:

Security Dashboards
Security Dashboards display summary information about specific areas of concern for the last 24
hours by default. Security Dashboards include the following:

l Top Violators

l Top Threats

l Top Violations

l Kill Chain Analysis

l Violation Timeline

l Watchlist

You can perform the following actions from the dashboards:

Top Violators
This dashboard displays the top attackers by risk score for the selected time range. Violators can
include any entity: users, activity accounts, network addresses, and resources.
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l Change time range: Select a time range fromdropdown. Default: Last 24Hours.

l Type text to filter: Type a string of text to find specific results.

l Move: Click move icon to change the position of the dashboard on the display.

l Filter: Click the icon to filter the following:

l Users: A user on the network. Includes HR data and all correlated activity accounts belong-
ing to the user. Example: Ros Lane.

l Resources: An asset on the network. Example: An ATMnamed CHICAGOBANK_ATM1.

l Activity Account: An account performing activity on a datasource. Example: SVC_ArcSight
UBA6 onWindows.

l Network Address: An IP address on the network. Example: 10.0.3.137.

l Resource Group Account: An account performing activity across all datasources in a
resource group. Resource Group refers to all the data sources imported for a Device Type.
Example: An account for Resource Group Blue Coat Proxy across data sources
BlueCoat1, BlueCoat2, and BlueCoatLandspeed.

l Sort: Click sort icon to sort by Risk Score orGeneration Time.
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l Graphical Analysis: Click graph icon to view graphical summary of the following sections: 

On the graphical analysis screen, you can click any data point on a graph to filter results. Click X
to remove the filter and view all results.

Click Security Command Center to return.
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l Refresh results: Click refresh icon to refresh the results.

l Click an Entity Name: Click entity name to view a Violation Summary fromwhich you can drill
down into violations and take actions on the entity, or the violation or threat. For information about
how to drill down into violations and take actions, see Entities.

l Re-size dashboard: Click the icon to re-size the dashboard.

Top Threats
This dashboard displays the top threats for the time range by the number of violators. See Threat
Modeler in the Administration Guide for information about configuring threat models.
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l Change time range: Select a time range fromdropdown. Default: Last 24Hours.

l Type text to filter: Type a string of text to find specific results.

l Move: Click move icon to change the position of the dashboard on the display.

l Filter: Click the icon to filter by criticality:

l High

l Medium

l Low

l Zero Policy
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l Sort: Click to sort by Policy Count orGeneration Time.

l Refresh results: Click refresh icon to refresh the results.

l Click a Threat Name: Click a threat name to view a Violation Summary fromwhich you can drill
down into violations and take actions on the entity, or the violation or threat. For information about
how to drill down into violations and take actions on threats, see Threats .
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l Re-size dashboard: Click the icon to re-size the dashboard.

Top Violations
This dashboard displays the top policy violations for the specified time range by the number of viol-
ators.
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l Change time range: Select a time range fromdropdown. Default: Last 24Hours.

l Type text to filter: Type a string of text to find specific results.

l Move: Click move icon to change the position of the dashboard on the display.

l Filter: Click the icon to filter by criticality:

l High

l Medium

l Low

l Zero Policy
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l Sort: Click sort icon to sort by Violator Count orGeneration Time.

l Graphical Analysis: Click graph icon to view graphical analysis of the dashboard summary.

On the graphical analysis screen, you can click any data point on a graph to filter results. Click X
to remove the filter and view all results.

Click Back to Security Command Center to return.
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l Refresh results: Click refresh icon to refresh the results.

l Click a Policy Name: Click policy name to view a Violation Summary fromwhich you can drill
down into the violation and take actions on the violator, or the violation or threat. For information
about how to drill down into violations and take actions on policy violations, see Policies.

Kill Chain Analysis
This dashboard displays policy violations by Kill Chain stages. The stages include the following:

l Recon Stage: Stage in which attackers gathers information before an attack in an attempt to
find a vulnerable point in the network. Example: Phishing emails.

l Delivery Stage:Stage in which attackers deliver a malicious package to gain access to a net-
work. Example: User clicks a link within a phishing email and downloadsmalware from the mali-
cious site.

l Exploit Stage: Stage in which attackers find a vulnerable point of entry into the network and
gain access. Example: Zero-day attack.

l Execute Stage: Stage in which attackers escalate access to execute the attack using admin
privileges. Example: Escalating privileges or stealing admin credentials, lateral movement.

l Exfiltration Stage: Stage in which the attackers canmove freely around the network and
access or remove any sensitive data at will. Example: An insider uploading customer information
to a personal file sharing/storage site.

Configure the stages of the Kill Chain duringStep 1: Enter Policy Detailswhen creating Policy
Violations.
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l Change time range: Select a time range fromdropdown. Default: Last 24Hours.

l Move: Click move icon to change the position of the dashboard on the display.

l Refresh results: Click refresh icon to refresh the results.

l Click a Policy Name: Click policy name to view a Violation Summary fromwhich you can drill
down into the violation and take actions on the violator, or the violation or threat. For information
about how to drill down into violations and take actions on threats, see Threats .

l Re-size dashboard: Click the icon to re-size the dashboard.

Violation Timeline
This dashboard displays a timeline of policy violations for the specified time range.
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l Change time range: Select a time range fromdropdown. Default: Last 24Hours.

l View a data point: Hover over a data point to view a quick summary of the time, policy violated,
and number of violations.

l Move: Click move icon to change the position of the dashboard on the display.

l Refresh results: Click refresh icon to refresh the results.

l Click a data point: Click data point to view a Violation Summary fromwhich you can drill down
into the violation and take actions on the violator, or the violation or threat. For information about
how to drill down into violations and take actions, see Policies.

l Re-size dashboard: Click the icon to re-size the dashboard.

Watchlist
This dashboard displays watch lists with activity within the specified time range. For information
about configuringwatch lists, seeWatch Lists in the Administration Guide.
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l Change time range: Select a time range fromdropdown. Default: Last 24Hours.

l Move: Click move icon to change the position of the dashboard on the display.

l Refresh results: Click refresh icon to refresh the results.

l Click a Watchlist Name: Click a watchlist to view, add or remove members froma watchlist
from the Violation Summary screen. For information about how tomanage watchlists from this
screen, seeWatchlists.
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l Re-size dashboard: Click the icon to re-size the dashboard.

Entities
Entities include Users, Activity Accounts, Resources, and Network Addresses.
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The Entities screen displays details about an entity including lists of policy violations and threats.
From this screen, you can drill down into the violations and take actions such as launching an invest-
igation, creating a case, searching Spotter, managing the threat, and collaboratingwith othermem-
bers of the teamwho are viewing the entity.

To leave this screen, click Back to Security Command Center.

You can perform the following actions from this screen:

ArcSight User Behavior Analytics 6.10User Guide

Poweredby Securonix

Page 30of 318

Confidential

Security CommandCenter



Chat

ArcSight UBA 6.10 includes chat capability to allow analysts to easily collaborate on violations and
incidents within their groups. The initials of the other users viewing the violation will appear at the top
right of the screen.

Click the initials of the userwith whomyou wish to chat to launch the chat window.

Type text to chat with the other viewers for this incident and click send icon.
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Actions

Click the menu on the right side of the screen to take actions on this entity.
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l Investigate: Click to launch the Investigation Workbench to drill down into an entity and perform
link analysis.

l Search Spotter: Click to launch Spotter to search events for this entity.

l Create Incident: Click to create a new case for this entity.

l Manage Threat: Click to take actions for this entity.

The list of threat actions affect user risk scores in the followingways:

Action Result

Add toWatch List Add entity to selected Watch List.

Add toGlobal White List
Add entity to Global White List to approve
activity that would otherwise result in a viol-
ation

Mark as Exception Reduce the entity’s risk score to zero.

Mark in Progress (still Invest-
igating)

Retain the entity’s existing risk score.

Mark as concern and create incid-
ent

Retain the entity’s existing risk score and cre-
ates an incident on the entity that will include
all the violations performed by the entity

Example: Add to Watch List

The following example retains the entity's risk score and adds the entity to a selected Watch List.

To add the entity to a Watch List, clickManage Threat > Add to Watch List.
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1. Complete the following form:

l Watchlist: Select an existingwatch list fromdropdown. For information about creating
watch lists, seeWatch Lists in the ArcSight UBA Administration Guide.

l Reason: Enter a reason for adding this entity to the watch list.

l Expiry Date: Enter a date on which the entity will be removed from the watch list.

l Confidence Level: Indicate a value from0 to 1 how confident you are the violator should be
placed on the selected watch list.

2. Click Add. 

The entity will appear in the selected watch list until the expiry date. To view and manage watch lists,
see Views.

Example: Mark as Exception

The following example reduces the violator's risk score:

In this case, the risk score for this entity is 0.4.
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1. Review the violation and determine that it is an exception.

2. SelectMark as Exception from theManage Threatmenu.

3. (Optional) Provide a comment to indicate why you are marking the entity an exception.

The summary for this entity will display Action Taken asMark as Exception, and the risk score will
be reduced to 0.

Entity Details

Click +/- to expand/collapse details about the entity.
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Example: User Details

Note: This section will be labeled differently and include different information for the different
entity types : Users, Activity Accounts, Resources, and Network Addresses.

Click a value to launch Spotter for that attribute.
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Risk Score Trend

Hover over any data point on the chart to view details.

Violations Trend

Hover over any data point on the chart to view details.

Entity Profile

Click +/- to expand/collapse objects associated with this entity.
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Click any object to launch Spotter to view events associated with that object.
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Violations

Perform the following actions from this section:

Click the collapsed menu to take action at the violation level.

See Actions formore information about taking actions for entities and violations.
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Note: Click a violation to view more information about the Threats or the Policies violated.

Example: Mark as concern and create incident

The following example retains the entity and violation risk score and creates an incident for the indi-
vidual violation:

In this case, the risk score for this user is 108.11, and the score for the policy Potential Data Snoop-
ing Activity is 1.8.
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1. Review the violation and determine that it is a concern.

2. SelectMark as concern and create incident from the collapsed menu.

3. Select a workflow to open a case for this violation.

4. (Optional) Provide a comment to indicate why you are marking the threat a concern and creating
an incident.

The risk score for this policy remains 1.8. A new incident has been created for the violation. The case
number appears beside the collapsed menu on the violation. For information about managing
cases, see Incident Management.
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Manage the new case from the Incident Management dashboard.

Violation Events

Click Violation Events view individual events associated with the entity.

For information about the actions you can take from this section, see Spotter.
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Violation Summary

Click a violation to view a detailed summary of the following:

l Analytics summary

l Violation summary

l Events related to the violation

l Remediation steps to take for a violation

l Automated response playbook selected for the policy

The details displayed on the Violation Summary screen are configured when creating the policy and
differ based on the analytical technique. Formore information about configuring
Violation Summaries, see Policy Violations in the ArcSight UBA Administration Guide.

To leave this screen, click Security Command Center or [Entity Name].

You can perform several actions from the Violations Summary screen:

Note: The views and available actions for each violation differ based on the analytical type and
the configurations for the policy.

View a graph of the violations and reason the policy was flagged as a violation.
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Analytical Summary

Click bar graph icon to view the Analytical Summary for the violation.

Note: This option will appear for behavior-based violations.

Click the gear icon to view Securonix attribute names or User-defined attribute names. For inform-
ation about user-defined attributes, see Activity Data in the ArcSight UBA Administration Guide.
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Summary View

Click tree icon to view the summary of the violation configured during Policy Violations Step 3:
Choose Action for Violation.

Note: The violation summary will display different information based on the Action Filters
enabled in Activity Data and the analytical technique configured in the Policy. For more inform-
ation, see the ArcSight UBAAdministration Guide.

Click a point on the time line to filter Violation Summary to view only those events.
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Click any value to launch Spotter.

Click an attribute value in violation statistics to filter the summary.

Violation Events

Click Violation Events view individual events associated with the policy violation.

For information about the actions you can take from this section, see Spotter.

Remediation Steps

View and completeRemediation Steps for this policy. Click links in this section to perform actions
such as creating support tickets.
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Note: Remediation Steps appear if they are configured for the policy. Configure Remediation
Steps during Policy Violations Step 1: Define Policy.

Play Book

In ArcSight UBA, play books contain and describe the entire incident and response management
lifecycle for a violation by combining automated tasks such as gathering context on the violation and
creating support tickets with the manual tasks the analyst must complete when a violation occurs.

Note: Play books appear if they are selected for the policy during policy creation. For more
information about using Play Books in ArcSight UBA, see Automated Response .

Automated and completed tasks will appearwith a green check mark.

Select a play book to launch from the drop down if multiple play books are enabled for this threat
indicator.

Click play icon to launch the play book if Auto Play is not enabled or to run automated tasks again.
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Threats
Threat models feature stages that include one ormore policy violations to detect a specific type of
threat. Formore information about Threat Models, see Threat Modeler in the ArcSight UBA Admin-
istration Guide.

To view the threat summary screen, click a threat fromone of the dashboards in the Security Com-
mand Center. Example: Top Threats.

From this screen you can:
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l View information about a threat

l Take action tomanage the threat including: 

l Create an incident at the threat level for all violators

l Manage threat at the entity level for a single violator

l Use chat to collaborate on violations within their groups

l Drill down into the violation to view a detailed summary of the violations

Actions

Click Create Incident on the right side of the screen to create a case at the policy level for all viol-
ators.

Chat

ArcSight UBA 6.10 includes chat capability to allow analysts to easily collaborate on violations and
incidents within their groups. The initials of the other users viewing the violation will appear at the top
right of the screen.

Click the initials of the userwith whomyou wish to chat to launch the chat window.
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Type text to chat with the other viewers for this incident and click send icon.

Threat Model Details

ClickMore to viewmore details about the threat model.
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Click a data point in the details to launch Spotter.

Pan, zoom in, and zoomout of the Threat Model Violation Trend.
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Click +/- to expand/collapse details in the Entity Profile.

Violators

View the list of entities that have violated the threat model.
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You can complete the following actions: 

l Enter text to filter violators.

l Click Sort to sort byGeneration Time orRisk Score.

l Click Refresh to refresh results list.

l Click Clear to clear filters.

l View Action Status for the Violators.

l Click the collapsed menu to take action on the violator.

See Entities formore information about taking actions on violators.

Violation Events

Click Violation Events view individual events associated with the threat model violation.

For information about the actions you can take from this section, see Spotter.
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Violation Summary

You can perform several actions from the Violations Summary screen:

Click Back to Security Command Center or Back to [Threat Name] to leave this screen.

View a graph of the threat model and the list of policies that were violated.

View a summary of the stages of the threat model. This summary includes the Threat Model stages,
Threat Indicators (policies within the stages), and the duration of time between each violation.
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Click a policy to view a violation summary. See Entities formore information about Violation Sum-
maries.

Other Policies

View other policies violated by this entity. See Entities formore information about actions you can
take from this section.
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Violation Events

Click the Violation Events tab to view the events associated with this threat model.

For information about the actions you can take from this section, see Spotter.

Remediation Steps

View and completeRemediation Steps for this policy. Click links in this section to perform actions
such as creating support tickets.

Note: Remediation Steps appear if they are configured for the policy. Configure Remediation
Steps during Step 1: Define Policy when creating Policies.

Play Book

In ArcSight UBA, play books contain and describe the entire incident and response management
lifecycle for a violation by combining automated tasks such as gathering context on the violation and
creating support tickets with the manual tasks the analyst must complete when a violation occurs.

Note: Play books appear if they are selected for the policy during policy creation. For more
information about using Play Books in ArcSight UBA, see Automated Response .

Automated and completed tasks will appearwith a green check mark.
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Select a play book to launch from the drop down if multiple play books are enabled for this threat
indicator.

Click play icon to launch the play book if Auto Play is not enabled or to run automated tasks again.
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Policies
Click a policy violation fromany dashboard on the Security Command Center to view the Violation
Summary for a policy and manage the threat.

From this screen you can:

l View information about a policy

l Take action on the violation tomanage the threat including: 

l Create an incident at the policy level for all violators

l Manage threat at the entity level for a single violator

l Use chat to collaborate on violations within their groups

l Drill down into the violation to view a detailed summary of the violations

Actions
Click Create Incident on the right side of the screen to create a case at the policy level for all viol-
ators.

Chat
ArcSight UBA 6.10 includes chat capability to allow analysts to easily collaborate on violations and
incidents within their groups. The initials of the other users viewing the violation will appear at the top
right of the screen.

Click the initials of the userwith whomyou wish to chat to launch the chat window.
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Type text to chat with the other viewers for this incident and click send icon.
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Policy Details
ClickMore to viewmore details about the policy.

Click a data point in the details to launch Spotter.
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Pan, zoom in, and zoomout of the Threat Management Chart.

Click +/- to expand/collapse details in the Entity Profile.
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Violators
View the list of entities that have violated the policy.

You can complete the following actions: 
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l Enter text to filter violators.

l Click Sort to sort byGeneration Time orRisk Score.

l Click Refresh to refresh results list.

l Click Clear to clear filters.

l View Action Status for the Violators.

l Click the collapsed menu to take action on the violator.

See Entities formore information about taking actions on violators.

Violation Events

Click Violation Events view individual events associated with the policy violation.

For information about the actions you can take from this section, see Views.
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Violation Summary

Click the entity name to view a summary of the policy violation for the entity. For information about
the actions you can take from this screen, see Entities.

Note: The violation summary will display different information based on the Action Filters
enabled in Activity Data and the analytical technique configured in the Policy. For more inform-
ation, see the ArcSight UBA Administration Guide.

Click Back to Security Command Center or Back to [Entity Name] to leave this screen.

The following example displays the violation summary for a land speed violation policy.

The following example displays a violation summary for a Flight Risk User—Job Search policy.

For information about the actions you can take from this screen, see Entities.
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Watchlists
Tomanage watch lists from the Security Command Center, select a watch list from theWatchlist
dashboard.

For information about addingwatch lists in ArcSight UBA, seeWatch Lists in the Administration
Guide.

You can perform the following actions on this screen:
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ManageWatch Lists
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l Add Member(s): Click to add members to the watch list.

Note: Members can be users, activity accounts, network addresses, or resources.
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1. Select attribute in which to search for entities.

2. Enter a search term to search for a specific entity or enter * to search all entities.

3. Select the check box next to the entities to add.

4. Click Add User(s).

5. Complete the followingwhenAdd Member(s) dialogwindow appears:

a. Watchlist: Select fromdropdown.

Note: If you select a Watch List that has no entities, the Watch List will be created
and will appear in the on the Security Command Center Watchlist dashboard as
well as Menu > Views > Watchlist. The entity you selected will appear in the newly
created Watch List. They will NOT be added to the Watchlist from which you click
Add Member(s) on the Violation Summary screen.

b. Reason: Enter a brief description of the reason you are adding this entity to this watch-
list.

c. Expiry Date. Format: MM/dd/yyyy: Enter the date on which you want to remove this
entity from the watchlist.

d. Confidence Level: Enter a value between 0 to 1 to indicate how confident you are the
entity should be added to the watchlist.

e. Location: Enter the location for the entity.

f. LoginInfo: Enter any pertinent login information for this entity.

g. Click Add.

l Remove Member(s): Select the check box next to the user you would like to remove and click
Remove Member(s).
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Chat

ArcSight UBA 6.10 includes chat capability to allow analysts to easily collaborate on violations and
incidents within their groups. The initials of the other users viewing the violation will appear at the top
right of the screen.

Click the initials of the userwith whomyou wish to chat to launch the chat window.

Type text to chat with the other viewers for this incident and click send icon.
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Automated Response
ArcSight UBA 6.10 provides the option to apply response orchestration to security violations through
actionable play books. In ArcSight UBA, play books contain and describe the entire incident and
response management lifecycle by combining automated tasks such as gathering context on the
violation and creating support tickets with the manual tasks the analyst must complete when a viol-
ation occurs. Automated response reduces the time spent performing simple, repetitive tasks by
automating incident triage activities and launching threat and case management functionality auto-
matically.

You can enable play books to launch automated tasks automatically when a violation occurs, or you
canmanually launch play book tasks from the violation summary screen in the Security Command
Center. Play books are enabled when creating Policy Violations. 

See Enabling Play Books formore information about enabling play books when creating policy viol-
ations or Launching Play Books for information about how play books are launched from the Secur-
ity Command Center.

AutomatedResponse Framework Integrations

With its Automated Response integrations, ArcSight UBA can do the following:

l Launch playbooks in response to different types of threats detected by ArcSight UBA.

l Launch queries or actions on endpoints from the ArcSight UBA console in response to a threat.

l Import critical UEBA alerts in CEF format fromArcSight UBA as incidents alongwith alerts from
different security monitoring systems, and aggregate security alerts by user account into a Secur-
ity Incident.

l Check the reputation of IPs, domains, URLs, and files.

l Verify if the email sender IP or domain is on a spam list.

l Get WhoIs and DNS data, and check the validity of Certificates.

l Launch a network vulnerability scan.

Available Play BookActions

The following table describes the play book actions available with the Automated Response Integ-
rations in ArcSight UBA6.10:

More actions and integrations are being added regularly.
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Integration Action Description

Active Dir-
ectory

BlockUser Disable an Active Directory User

Active Dir-
ectory

UnBlockUser Enable an Active Directory User

Demisto CreateIncident Create an incident on Demisto

Email
ArcSight UBA
Send Alert
Email

Send violation alerts as Email

Nessus LaunchScan Launch a Nessus Scan

PassiveTotal
Get Enrich-
ment Data
Bulk

Provides enriched data for a given domain

PassiveTotal
Get Host Com-
ponent

Provides host attribute components for a given domain

PassiveTotal Get Host Pair
Gets the pair - two domains (a parent and a child) that shared a
connection observed froma RiskIQ web crawl for a given domain

PassiveTotal
Get Host
Tracker

Extracts tracker details such as website trackers, analytics codes,
social network accounts and other unique details for a given
domain name.

PassiveTotal
Get Malware
Bulk

Providesmalware data for a domain

PassiveTotal Get OSInt Bulk
Provides information gathered frompublic sources for a particular
domain

PassiveTotal
Get Passive
DNS

Provides the Passive DNS collection for a particular IP which
involves gathering the domain request and IP response fromDNS
providers across the internet when they happen

PassiveTotal
Get SSL Cer-
tificate

Retrieves an SSL certificate by its SHA-1 hash
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Integration Action Description

PassiveTotal
Get SSL Cer-
tificate History

Retreived SSL history

PassiveTotal
Get Sub-
domains

Provides the possible domains associated with the given domain

PassiveTotal
Get Unique
DNS

Retrieves the unique passive DNS results fromactive account
source

PassiveTotal Get Who Is Retrieves theWHOIS data for the specified domain

PassiveTotal
Search
Passive DNS

Searches the Passive DNS data for an IP Address

PassiveTotal
Search SSL
By Keyword

Retrieves SSL certificates for a given keyword

PassiveTotal
Search SSL
Certificate

Retrieves SSL certificates for a given query

PassiveTotal SearchWho Is SearchesWHOIS data by domain

PassiveTotal
SearchWho Is
By Keyword

SearchWHOIS data for a keyword

Phantom CreateIncident Create an incident on Phantom

RSA Arch-
er/RSA Net-
witness

ArcSight UBA
Send Alert
CEF

Send violation alerts as CEF

SpamHaus Check IP
Verifies if a particular IP is marked spamagainst SpamHaus
repository

SpamHaus
Check
Domain

Verifies if a particular domain is marked spamagainst SpamHaus
repository

Tanium
Machine
Information

This playbook shows endpoint information from this endpoint

Tanium
Running Pro-
cesses with
MD5

This playbook shows the list of currently running processes with
their respective MD5 hashes from this endpoint
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Integration Action Description

Tanium
Running
Applications

This playbook shows the list of currently running applications and
their respective versions from this endpoint

Tanium

Non-
Approved
Established
Connections

This playbook shows the list of currently running non approved
processes and their target IP addresses from this endpoint

Tanium User Sessions
This playbook shows the list of currently running user session
details from this endpoint

Tanium
Reboot Win-
dowsMachine

Deploy action via Tanium to reboot a givenWindows endpoint in
our network

Tanium
Set USBWrite
Protect On

Deploy action via Tanium to enable USB write protect on a given
Windows endpoint in our network

Tanium
Set USBWrite
Protect Off

Deploy action via Tanium to disable USB write protect on a given
Windows endpoint in our network

VirusTotal ScanIP ScanIP and fetch results

VirusTotal ScanURL ScanURL and fetch results

VirusTotal ScanDomain ScanDomain and fetch results

VirusTotal ScanFile ScanFile and fetch results

Note: Taking action such as a Kill action on an endpoint can be dangerous and requires input from
VirusTotal (or equivalent) to validate.

Configuring Automated Response Framework Connections
Automated Response Framework integrations are included out of the box with ArcSight UBA 6.10.
To use the out of the box integrations, configure the connections in the Properties file located in
securonix/tenants/<tenantname>/securonix_home/responsedirectory.

To configure the connections in the Properties file for Automated Response Framework integrations,
complete the following steps:
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Active Directory

1. Navigate to securonix/tenants/<tenantname>/securonix_home/re-
sponse/activedirectory.

2. Complete the following information to establish the connection:
username=<username> Example: Securonix
Password=<password>
ldapurl=ldap://<IPaddress>:<port> Example: 10.0.0.25:389
domainname=<activedirectorydomainname> Example: test.securonix.-
com
memberof=
replacepassword=<password>

Demisto

1. Navigate to securonix/tenants/<tenantname>/securonix_home/response/demisto.

2. Complete the following information to establish the connection:
demistoAuthKey=<authkey>
Example: qsrx63xKnJvqrzF8oGI6Gu7DuKItKozIp
demistoURL=https://<IPaddress>:<port> Example: 10.0.0.5:443

Nessus

1. Navigate to securonix/tenants/<tenantname>/securonix_home/response/nessus.

2. Complete the following information to establish the connection:
USERNAME=s<username> Example: Securonix
PASSWORD=<password>
NESSUSURL=https://<IPAddress>:<port> Example: 10.0.0.5:8834
NUMOFRETRIES=5

PassiveTotal

1. Navigate to securonix/tenants/<tenantname>/securonix_home/response/passivetotal.

2. Complete the following information to establish the connection:
USERNAME=<username> Example: amy@sec.com
SECRET_KEY=<secretkey> 
Example: 33b3e932a4043e84848c14f2c8856dc1e7ba1b802adc2843b67026a
PT_HOST=api.passivetotal.org
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Phantom

1. Navigate to securonix/tenants/<tenantname>/securonix_home/response/phantom.

2. Complete the following information to establish the connection:
USERNAME=<username> Example: admin
PASSWORD=<password>
PHANTOMSERVER=<ipadress> Example: 10.0.5.20
TOKEN=<token>= Example: tuITaoiBv3fjtFcuQLKciY+niZ87C2l4WcWQf7I

SpamHaus

1. Navigate to securonix/tenants/<tenantname>/securonix_home/response/spamhaus.

2. Complete the following information to establish the connection:
IPREPOSITORY = "pbl.spamhaus.org";
DOMAINREPOSITORY = "dbl.spamhaus.org";
PBLLINK ="https://www.spamhaus.org/query/ip/";
DBLLINK ="https://www.spamhaus.org/query/domain/";

Tanium

1. Navigate to securonix/tenants/<tenantname>/securonix_home/response/tanium/src.

2. OpenConnectToTanium.py file.

3. Complete the following information to establish the connection:
handler_args['username'] = "<username>" Example: Administrator
handler_args['password'] = "<password>"
handler_args['host'] = "<hostip>"
handler_args['port'] = "<port>" #optional Example: 443

VirusTotal

1. Navigate to securonix/tenants/<tenantname>/securonix_home/response/virustotal.

2. Complete the following information to establish the connection:
apikey-
=3206c1-
1fb600d886ad520bf704d69f64e941665cff4882cd5e0702b9e10328baf

RSA Archer

For information about integrating RSA Archer, see Configure [ArcSight UBA] with RSA®Archer®
GRCPlatform.

RSA Netwitness

For information about integrating RSA Netwitness, see Configure [ArcSight UBA] with RSA®Net-
witness®.
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Enabling Play Books
Enable Play Books to automate incident response work flow and launch tasks duringStep 1: Enter
Policy Detailswhen creating Policy Violations.

Enabling Play Books in Threat Indicators
To enable Play Books in threat indicators, complete the following steps:

1. Navigate toMenu > Analytics > Policy Violations.

2. Click + to create a new policy or click a policy name to edit an existing policy.

3. Complete the steps on Enter Policy Details screen as described in Policy Violations in the Admin-
istration Guide
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4. Proceed toDefine Risk and Threat.

5. Click Create New Threat Indicator for a new threat indicator orEdit Threat Indicator for an
existing threat indicator.

6. EnterThreat Indicator Name and select a Category from the drop down if appropriate.
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7. Select play books to associate with the threat indicator underSelect to Associate Playbooks.
Example: VirusTotal ScanIP.
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Note: You may select multiple playbooks for the threat indicator.

8. Enable slider toYES to launchAuto Play for the play books.

If Auto Play is disabled, you can launch play book tasks manually from the violation summary
screen when an incident occurs.
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9. Click Save.

10. Complete the policy configuration as described in Policy Violations in the Administration Guide.

Exporting CEFAlerts from ArcSight UBAUsing Play Books
To export CEF alerts through Play Books in ArcSight UBA, complete the following steps:

Note: Youmust configure your connections for CEF output in Connection Types before you
can export fromArcSight UBA.
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1. Complete Steps 1-6 as described in Enabling Play Books in Threat Indicators.

2. Select one of the following playbooks forSelect to Associate Playbooks:

l SendAlertCEF

l RSA Archer Playbook

l RSA Netwitness Playbook

3. Click Save.

4. Provide Conditions for the policy as described in Policy Violations.

5. Proceed toChoose Actions for Violations.

6. Configure Violation Summary as described in Policy Violations.

7. Proceed toViolation Action and complete appropriate fields.

8. EnableCEF Output slider toYES.

1. Select Connection fromdropdown.

Note: Only connections you have enabled in Connection Types will appear in the drop-
down.
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9. EnableRSA Archer CEF Output slider toYES.

1. Select Connection fromdropdown.

Note: You must configure your connections for RSA Archer CEF output before you can
export from ArcSight UBA.

10. EnableRSA Netwitness CEF Output slider toYES.

1. Select Connection fromdropdown.

Note: You must configure your connections for RSA NetwitnessCEF output before you
can export from ArcSight UBA.

Launching Play Books
When a violation occurs, ArcSight UBA launches the play books enabled for the threat indicator and
runs the automated tasks specified in the play book. You can view play books and manually launch
tasks from the violation summary of the Security Command Center.

To view and launch play books, complete the following steps:
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1. Navigate toMenu > Security Center > Security Command Center or click the ArcSight UBA
logo.

2. Select an entity, or policy or threat violation froma dashboard. Example: Top Violations.

3. Click a violation for an entity or a violator for a violation to view the violation summary.

4. Click Play Book on the violation summary screen.

Automated and completed tasks will appearwith a green check mark.

5. Select a play book to launch from the drop down if multiple play books are enabled for this
threat indicator.
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6. Click play icon to launch the play book if Auto Play is not enabled or to run automated tasks
again.

Sample Play Books

TaniumGet Running Applications
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Advanced Cyber Threat Incident Playbook

Customizing Tasks in Play Books

Note: This procedure is not recommended. Contact support@securonix.com for assist-
ance.

From the database workbench, you can customize the tasks in the out-of-the-box play books
included in ArcSight UBA. You can launch tasks based on the result of previous tasks as in the fol-
lowing example:

Enter the following query: select * from pbplaybook;.

The list of playbooks tasks will appear:

Example
<PlaybookConfig>

<PlaybookName>Demisto Incident playbook ipaddress</PlaybookName>
<version>1.0</version>
<StarttaskId>3</StarttaskId>
<Task idDB="3" name="" Version="1.0" enabled="true" PausePlay-
bookAfterTask="false">
<taskClass>-
com.securonix.de-
mistoIntegrationConnector.action.ActionCreateDemistoIncident</taskClass>
<TaskOutput ResponseCode="-1" TaskId="-1"/>
<TaskOutput ResponseCode="1" TaskId="5"/>
<TaskOutput ResponseCode="2" TaskId="6"/>
</Task>

<Task idDB="5" name="" Version="1.0" enabled="true" PausePlay-
bookAfterTask="false">

ArcSight User Behavior Analytics 6.10User Guide

Poweredby Securonix

Page 87of 318

Confidential

AutomatedResponse



<taskClass>-
com.securonix.de-
mistoIntegrationConnector.action.DemistoTaskStatus</taskClass>
<TaskOutput ResponseCode="-1" TaskId="-1"/>
<TaskOutput ResponseCode="1" TaskId="6"/>
</Task>
<Params type="DISTINCT">
<key>incident.ipaddress</key>
</Params>

<Task idDB="6" name="" Version="1.0" enabled="true" PausePlay-
bookAfterTask="false">
<taskClass>-
com.securonix.de-
mistoIntegrationConnector.action.DemistoTaskStatus</taskClass>
<TaskOutput ResponseCode="-1" TaskId="-1"/>
</Task>
<Params type="DISTINCT">
<key>incident.ipaddress</key>
</Params>

</PlaybookConfig>

Configure tasks to launch based on the response of previous tasks as in the following example from
the highlighted text above:

<TaskOutput ResponseCode="-1" TaskId="-1"/> : If Task Response is equal to -1, the
playbook will terminate. Example: If URL is not categorized asmalicious, no further action is taken.

<TaskOutput ResponseCode="1" TaskId="5"/> : If Task Response is equal to 1, launch
Task 5. Example: If URL is categorized asmalicious, block the URL.

<TaskOutput ResponseCode="2" TaskId="6"/> : If Task Response is equal to 2, launch
Task 6. Example: If URL appears in Alexa's 1Million Safe Domains, whitelist the URL.
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Data Insights
Data Insights allow you to create, modify, save, and share customdashboards to gain data insights
for your organizations with the My Dashboards feature. Each dashboard can contain multiple charts
to view data in the following formats:

l Line Chart

l Area Chart

l BarChart

l Geolocation Map

l Tabular Data

l Donut Chart

l Stacked BarChart

l Top NResults

l Bubble Chart

l Source Destination Chart

To accessMy Dashboards, navigate toMenu > Security Center > Data Insights.
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Click to expand the left navigation panel and select a dashboard to view.

To filter the list, click the down arrow icon. Select a category (configured duringCreatingNew Dash-
boards) to filter results.
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Reorder the list by clicking the cog icon.

Use mouse to drag the list items into the preferred order.
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Click the check mark to save the changes.

Click share icon to share a dashboard with another user.
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Select users or groups with whom to share the dashboard and click Share.

Click the trash icon to delete a dashboard.
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Click Create New Dashboard to add a new dashboard.

Creating NewDashboards
The first time you accessData Insights, you will be prompted to create a new dashboard.
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To create a new dashboard, complete the following steps:
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1. Click Create New Dashboard from the previous screen or by clickingCreate New Dash-
board from the left navigation panel.

2. Complete the following information:
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a. Dashboard Name: Provide a unique name for your dashboard.

b. Dashboard Description: Provide a brief description your dashboard.

c. Select a category for your dashboard: Select a category fromdropdown orCreate New
Category.

l Create New Category: Provide a category name.

d. Share Dashboard: Click search icon to select a user or group with which to share the dash-
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board.

e. Select Any One Template: Select a template for the dashboard to specify the grid struc-
ture for the placement of widgets on your dashboard.

A preview of the template is displayed: 

3. Click Save.

Configuring Dashboards
You can customize the charts you see on your dashboard

To configure and edit dashboards, click the edit icon beside the dashboard name on the left
navigation panel.

From this screen, you can complete the following actions: 
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Actions

A Edit dashboard details

B Use VCR controls to play, pause, or stop updating dashboard

C

Take Dashboard actions: 

l Add new Widget: Add a widget to the template

l Cancel: Cancel Editing and return to Viewmode.

l Save: Save the current dashboard.

D

Click on a chart icon to customize the widget. Available charts include: 

l Line Chart

l Area Chart

l BarChart

l Gelocation Map

l Tabular Data

l Number

l Donut Chart

l Stacked BarChart

l Top NResults

l Bubble Chart

l Source Destination Chart

You can take the following actions on widgets:
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Select duration for widget

Edit widget

Close graph

Download plot as a PNG

Toggle to show closest data on hover

Resize widget

CustomizingWidgets

To customize widgets on your dashboard, complete the following steps: 

1. Click an icon to select a chart type.

2. Configure charts as described below.

3. Click Create Chart.
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Line Chart

Preview

Preview input you will enter in the proceeding steps:

General Details

Complete the following information: 
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a. Chart Label: Provide a unique name for the chart.
b. Chart Orientation: Select an orientation for the chart.
c. Chart Color: Use color picker and click Choose to select a color.

Chart Details

Provide the following information:

a. (Optional)Datasource: Select a datasource from the dropdown.
b. Time Range: Select the time range to display in chart results.
c. What type of data you want to use: Select the type of data on which to run the query from the

dropdown.

X-Axis

Provide the following information:
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a. Field: Select an attribute from the dropdown. Available attributes are based on the datasource if
one has been selected for this chart.

b. Label: Provide a descriptive label for the X-Axis.
c. Label Rotation: Select the rotation for the label: Horizontal, Vertical, or Slant.

Y-Axis

Provide the following information:

a. Field: Select a field from the dropdown.
b. Label: Provide a descriptive label for the Y-Axis.
c. Label Rotation: Select the rotation for the label.
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AreaChart

Preview

Preview input you will enter in the proceeding steps:

General Details

Complete the following information: 
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a. Chart Label: Provide a unique name for the chart.
b. Chart Orientation: Select an orientation for the chart.
c. Chart Color: Use color picker and click Choose to select a color.

Chart Details

Provide the following information:

a. (Optional)Datasource: Select a datasource from the dropdown.
b. What type of data you want to use: Select the type of data on which to run the query from the

dropdown.

c. Time Range: Select the time range to display in chart results.

X-Axis

Provide the following information:
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a. Field: Select an attribute from the dropdown. Available attributes are based on the datasource if
one has been selected for this chart.

b. Label: Provide a descriptive label for the X-Axis.
c. Label Rotation: Select the rotation for the label.

Y-Axis

Provide the following information:

a. Label: Provide a descriptive label for the Y-Axis.
b. Field: Select a field from the dropdown.
c. Label Rotation: Select the rotation for the label.

Bar Chart
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Preview

Preview input you will enter in the proceeding steps:

General Details

Complete the following information: 

a. Chart Label: Provide a unique name for the chart.
b. Chart Orientation: Select an orientation for the chart.
c. Chart Color: Use color picker and click Choose to select a color.

Chart Details

Provide the following information:
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a. (Optional)Datasource: Select a datasource from the dropdown.
b. What type of data you want to use: Select the type of data on which to run the query from the

dropdown.

c. Time Range: Select the time range to display in chart results.

X-Axis

Provide the following information:

a. Field: Select an attribute from the dropdown. Available attributes are based on the datasource if
one has been selected for this chart.

b. Label: Provide a descriptive label for the X-Axis.
c. Label Rotation: Select the rotation for the label.

Y-Axis

Provide the following information:
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a. Label: Provide a descriptive label for the Y-Axis.
b. Field: Select a field from the dropdown.
c. Label Rotation: Select the rotation for the label.

Geolocation Map

Preview

Preview input you will enter in the proceeding steps:
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General Details

Provide the following information: 

a. Chart Label: Provide a unique name for the chart.

b. Chart Color: Use color picker and click Choose to select a color.

Chart Details

Provide the following information:

a. (Optional)Datasource: Select a datasource from the dropdown.
b. What type of data you want to use: Select the type of data on which to run the query from the

dropdown.

c. Time Range: Select the time range to display in chart results.

Fields

Provide the following information:
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'

a. Field 1: Select a field fromdropdown. Available attributes are based on the datasource if one
has been selected for this chart.

b. Field 2: Select a field fromdropdown. Available attributes are based on the datasource if one
has been selected for this chart.

Group

Provide the following information:

a. Group by Field: Select an option underwhich to group fields from the dropdown.
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Tabular Data

Preview

Preview input you will enter in the proceeding steps:

General Details

Complete the following information: 
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a. Chart Label: Provide a unique name for the chart.
b. Chart Orientation: Select an orientation for the chart.
c. Chart Color: Use color picker and click Choose to select a color.

Chart Details

Provide the following information:

a. (Optional)Datasource: Select a datasource from the dropdown.
b. What type of data you want to use: Select the type of data on which to run the query from the

dropdown.

c. Time Range: Select the time range to display in chart results.

Column 1

Provide the following information:
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a. Field: Select an attribute from the dropdown. Available attributes are based on the datasource if
one has been selected for this chart.

b. Label: Provide a descriptive label for the X-Axis.
c. Label Rotation: Select the rotation for the label.

Column 2

Provide the following information:

a. Column 2 Label: Provide a descriptive label for the Y-Axis.
b. Field: Select a field from the dropdown.
c. Label Rotation: Select the rotation for the label.

Number Chart
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Preview

Preview input you will enter in the proceeding steps:

General Details

Complete the following information: 

a. Chart Label: Provide a unique name for the chart.

Chart Details

Provide the following information:
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a. (Optional)Datasource: Select a datasource from the dropdown.
b. What type of data you want to use: Select the type of data on which to run the query from the

dropdown.

c. Time Range: Select the time range to display in chart results.

Field

Provide the following information:

a. Operator: Select fromdrop down. Example: AVG (Average).
b. Field: Select a field from the dropdown.
c. View Based on: Select fromdropdown. Example: Daily.

Donut Chart

Preview

Preview input you will enter in the proceeding steps:
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General Details

Complete the following information: 

a. Chart Label: Provide a unique name for the chart.
b. Chart Orientation: Select an orientation for the chart.
c. Chart Color: Use color picker and click Choose to select a color.

Chart Details

Provide the following information:
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a. (Optional)Datasource: Select a datasource from the dropdown.
b. What type of data you want to use: Select the type of data on which to run the query from the

dropdown.

c. Time Range: Select the time range to display in chart results.

Pie Slice Label

Provide the following information:

a. Field: Select an attribute from the dropdown. Available attributes are based on the datasource if
one has been selected for this chart.

Pie Slice Size

Provide the following information:

a. Field: Select a field from the dropdown.
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StackedBar Charts

Preview

Preview input you will enter in the proceeding steps:

General Details

Provide the following information:
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a. Chart Label: Provide a unique name for the chart.

b. Bar Mode: Select a barmode fromdropdown.

c. Chart Orientation: Select an orientation for the chart.

Chart Details

Provide the following information:

a. (Optional)Datasource: Select a datasource from the dropdown.
b. What type of data you want to use: Select the type of data on which to run the query from the

dropdown.

c. Time Range: Select the time range to display in chart results.

X-Axis

Provide the following information:
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a. Field: Select an attribute from the dropdown. Available attributes are based on the datasource if
one has been selected for this chart.

b. Label: Provide a descriptive label for the X-Axis.
c. Label Rotation: Select the rotation for the label.

Stacks

Provide the following information:

a. Label: Provide a descriptive label for the stacks.

b. Stacked on: Select attribute fromdropdown.

c. Label Rotation: Select the rotation for the label.
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TopNResults Chart

Preview

Preview input you will enter in the proceeding steps:

General Details

Provide the following information:
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a. Chart Label: Enter a unique name for the chart.

b. Type: Select Top orRare fromdropdown.

Chart Details

Provide the following information:

a. (Optional)Datasource: Select a datasource from the dropdown.
b. Time Range: Select the time range to display in chart results.
c. What type of data you want to use: Select the type of data on which to run the query from the

dropdown.

d. Field: Select fromdropdown.
e. Count: Specify a count for N. Default: 5.
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Bubble Charts

Preview

Preview input you will enter in the proceeding steps:

General Details

Complete the following information: 

a. Chart Label: Provide a unique name for the chart.
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Chart Details

Provide the following information:

a. (Optional)Datasource: Select a datasource from the dropdown.
b. What type of data you want to use: Select the type of data on which to run the query from the

dropdown.

c. Time Range: Select the time range to display in chart results.

X-Axis

Provide the following information:

a. Field: Select an attribute from the dropdown. Available attributes are based on the datasource if
one has been selected for this chart.

b. Label: Provide a descriptive label for the X-Axis.
c. Label Rotation: Select the rotation for the label.

Y-Axis

Provide the following information:
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a. Field: Select a field from the dropdown.
b. Label Rotation: Select the rotation for the label.
c. Label: Provide a descriptive label for the Y-Axis.

Z-Axis

Provide the following information:

a. Field: Select a Z-axis field fromdropdown.

Source Destination Chart

Preview

Preview input you will enter in the proceeding steps:
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General Details

Provide the following information:

a. Chart Label: Provide a unique name for the chart.

Chart Details

Provide the following information:
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a. (Optional)Datasource: Select a datasource from the dropdown.
b. Time Range: Select the time range to display in chart results.
c. What type of data you want to use: Select the type of data on which to run the query from the

dropdown.

Source

Provide the following information:

'

a. Field: Select a field fromdropdown. Available attributes are based on the datasource if one has
been selected for this chart.

Field

Provide the following information:

'

a. Field: Select a field fromdropdown. Available attributes are based on the datasource if one has
been selected for this chart.

Destination

Provide the following information:

'

a. Field: Select a field fromdropdown. Available attributes are based on the datasource if one has
been selected for this chart.
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Using Dashboards
When you have configured the widgets, ArcSight UBA will collect chart data and render the chart.
You can filter the information on the dashboard or click data points to launch actions.

From this screen, you can perform the following actions: 

Click Refresh icon to refresh dashboards.

Click Filter icon to add a filter to the chart results.

Click Add New Filter:

l Select Field fromdropdown.

AND/OR

l EnterQuery.

Click the red X to remove a filter.
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Click Duration icon to select a time range for the chart.

Click a data point to launch actions:
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Note: Available actions may vary based on the chart type and data type.

l Add to Filter: Filters the chart results based on the data point.

l Launch Spotter: Launches a Spotter search based on the data point.

Formore information about searching ArcSight UBA, see Spotter.

l Get Details: Opens detail panel about the data point.
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Example Dashboards
This section represents a sampling of dashboards that are available to you. For a detailed list of com-
pliance dashboards, see Data Insights Compliance Dashboards.

PCI 05 - Anti-virus Deployment

PCI Requirement 05 - Protect all systems against malware and regularly update anti-virus software or
programs.

PCI 10 - Monitor Access

PCI Requirement 10 - Track and monitor all access to network resources and cardholder data.
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UNIX Auth Activity

Unix systems access and authentication.

Google Drive Dashboard

Activities on Google Drive.
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Compliance Dashboards
In Data Insights, you can create, modify, save, and share customdashboards to gain compliance
data insights for your organization with the My Dashboards feature. Examples of dashboards that
are available include the following:

l PCI Dashboards

l HIPAA Dashboards

l Compliance Dashboards

l Compliance Dashboards

l Compliance Dashboards

l Compliance Dashboards

l Compliance Dashboards

PCI Dashboards
The dashboards for PCI requirements are listed in the following table.
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PCI Require-
metn

Description Widget Samples Device Class

01 - Firewall Con-
figurations

Install and maintain a fire-
wall configuration to pro-
tect cardholder data

PCI - All Firewall Con-
figuration Events

PCI - All Inbound Con-
nections

PCI - All Outbound Con-
nections

PCI - Denied Inbound Con-
nections

PCI - Denied Outbound
Connections

Firewall, IDS (Intru-
sion Detection Sys-
tem)

02 - SystemPass-
word Man-
agement

Do not use vendor-sup-
plied defaults for system
passwords and other
security parameters

PCI - Password Changes
and Resets

PCI - Account Sharing

PCI - Account Lockouts

OS

05 - Antivirus
Deployment

Protect all systems
against malware and reg-
ularly update anti-virus
software or programs

PCI - Hosts with AV Pro-
tection

PCI - Hosts without AV Pro-
tection PCI - Hosts with Mal-
ware Infection

Malware

08 - Account Man-
agement

Identify and authenticate
access to systemcom-
ponents

PCI - User Account
Creation, Deletion

PCI - User Account Priv-
ilege Changes

PCI - UserGroup Creation,
Deletion PCI - UserGroup
Privilege Changes PCI - DB
User Account Creation,
Deletion

PCI - DB User Privilege
Changes

OS and DB
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PCI Require-
metn

Description Widget Samples Device Class

09 - Physical
Access

Restrict physical access
to cardholder data

PCI - All Authentication
Events

PCI - Denied Authentic-
ation Events PCI - All Sys-
temAuditing Events

PCI - VPNAccess Sum-
mary

PCI - SystemAdmin/Root
User Activity

PCI - DB Admin Activity

PCI - Application Admin
Activity

PCI - File and Document
Management Activity

VPN, OS, Access
Privilege, DB,
Application and
CMS

11-Test Security
Systems and Pro-
cesses

Regularly test security sys-
tems and processes

PCI - Critical Vulnerabilities

PCI - Top Vulnerable
Assets

PCI - All Vulnerabilities by
Criticality

PCI - All Firewall Con-
figuration Events

PCI - All Wireless Con-
figuration Events

Scanner, Firewall,
IDS, Wireless

12-Security Policy
Review

Maintain a policy that
addresses information
security for all personnel

PCI - All Policy Changes

PCI - All Policy Violations

HIPAADashboards
The dashboards for HIPAA are listed in the following table.
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HIPAA Require-
ment

Description Widget Samples
Device
Class

HIPAA - Privacy
Safeguards

HIPAA Privacy Rule - 45CFR Part
164, Subpart E requires appro-
priate safeguards to protect the pri-
vacy of medical records and other
personal health information, and
sets limits and conditions on the
uses and disclosures that may be
made of such information without
patient authorization. Formore
information visit, https://www.h-
hs.gov/hipaa/for-pro-
fessionals/privacy/

HIPAA - All Application
Activity

HIPAA - Privacy Viola-
tions

Application
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HIPAA Require-
ment

Description Widget Samples
Device
Class

HIPAA - Admin-
istrative Safeguards

HIPAA Security Rule - Admin-
istrative Safeguards - 45CFR
164.308 requires appropriate
administrative safeguards to
ensure the confidentiality, integrity,
and security of electronic protected
health information. Formore inform-
ation visit, https://www.h-
hs.gov/hipaa/for-
professionals/security/

HIPAA - All Policy
Changes HIPAA - All
Policy Violations

HIPAA - File and Docu-
ment Management
Activity HIPAA - Critical
Vulnerabilities

HIPAA - Top Vul-
nerable Assets

HIPAA - All Vul-
nerabilities by Criticality

HIPAA - All Firewall
Configuration Events
HIPAA - All Wireless
Configuration Events
HIPAA - Anti-Malware
Deployed

HIPAA - Hosts without
Anti-Malware Pro-
tection (Stopped, Dis-
abled, Not installed)

HIPAA - Hosts with Mal-
ware Infection

HIPAA - Anti-Malware
Protection Events

HIPAA - Anti-malware
Scan Summary

HIPAA - Anti-Malware
Update Failure, Suc-
cess

HIPAA - Password
Changes and Resets

HIPAA - Account Shar-
ing

CMS, Scan-
ner, Firewall,
IDS, Wire-
less, Mal-
ware, OS,
VPN, Applic-
ation Priv-
ilege, DB
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HIPAA Require-
ment

Description Widget Samples
Device
Class

HIPAA - Account Lock-
outs

HIPAA - All Authentic-
ation Events

HIPAA - Denied
Authentication Events

HIPAA - VPNAccess
Summary

HIPAA - System
Admin/Root User Activ-
ity

HIPAA - DB Admin
Activity

HIPAA - Application
Admin Activity
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HIPAA Require-
ment

Description Widget Samples
Device
Class

HIPAA - Technical
Safeguards

HIPAA Security Rule - Technical
Safeguards - 45CFR 164.312
requires that only authorized per-
sons have access to electronic pro-
tected health information (e-PHI).
Formore information visit,
https://www.hhs.gov/hipaa/for-pro-
fessionals/security/

HIPAA - User Account
Creation, Deletion
HIPAA - User Account
Privilege Changes
HIPAA - UserGroup
Creation, Deletion
HIPAA - UserGroup
Privilege Changes
HIPAA - DB User
Account Creation, Dele-
tion HIPAA - DB User
Privilege Changes

HIPAA - Account Shar-
ing Summary

HIPAA - Automated
Logoff of User Account
HIPAA - Critical File
Changes

HIPAA - EMRAccess
by Admin Users

HIPAA - Encryption
Events Summary

HIPAA - File Integrity
Events Summary
HIPAA - Logon
Attempts (Win)

HIPAA - Summary of
Database Accessed
HIPAA - Summary of
File Access

HIPAA - User Account
Access Summary
HIPAA - ePHI Applic-
ation Audit Events
HIPAA - Application
Admin Activity

OS and DB
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HIPAA Require-
ment

Description Widget Samples
Device
Class

HIPAA - All System
Auditing Events

HIPAA - System
Admin/Root User Activ-
ity HIPAA - DB Admin
Activity

HIPAA - Physical
Safeguards

HIPAA Security Rule - Physical
Safeguards - 45CFR 164.310 -
requires facility access be restric-
ted to authorized persons. It
extends to proper use of work-
stations, devices and transfer,
removal, disposal, and re-use of
electronic media. Formore inform-
ation visit, https://www.h-
hs.gov/hipaa/for-
professionals/security/

HIPAA - Badge Access
to Datacenter

Physical
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Access Outliers Dashboard
The Access Outliers Dashboard displays the results of Access Outlier jobs. See the ArcSight
UBAAdministration Guide for information about how to schedule an Access Outlier job.

To access the Access Outliers Dashboard, navigate toMenu > Security Center > Access Outlier
Dashboard.

You can perform the following actions from this screen:

High Risk Users
Click High Risk Users to view high risk users by risk score.
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Click an Employee ID value to view Risk Details for the user. See Views formore information about
Users.

Click + to view details and take actions on users with High Risk Access. Click - to collapse details.

Click High Risk Access to view the user's high risk accounts.
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Use Select Action dropdown to take the following actions on ALL high risk accounts for this user:

l Certify for all: Certifies access for all accounts.

l Revoke for all: Revokes access for all accounts.

l Date Extension for all: Extends the date access should be granted for all accounts.

Enter exception time frame to confirm the action.

Click + to view details about the high risk access account.
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Click X out of X value to view Outlier Details.

ClickMore Details to view PeerName for the account. Click Users with Access value to view Out-
lier Details. Click Less Details to collapse details.

You can take the following actions for each account:

Click arrow beside account to take the following actions on the account: 
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OR

Use dropdown to take the following actions on the account:

Certify: Certifies access for selected account.

Revoke: Revokes access for selected account.

Date Extension: Extends the date access should be granted for selected account.

Enter exception time frame to confirm the action.

Rogue Access Detected
Click Rogue Access Detected to view accounts with Rogue Access.

ArcSight User Behavior Analytics 6.10User Guide

Poweredby Securonix

Page 147of 318

Confidential

Access Outliers Dashboard



Click + to view details about the rogue access account.

Click X out of X value to view Outlier Details.

ClickMore Details to view PeerName for the account. Click Users with Access value to view Out-
lier Details. Click Less Details to collapse details.
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You can take the following actions for each rogue access account:

Click arrow beside account to take the following actions on the account: 

OR

Use Actions dropdown to take the following actions on the account:

Certify: Certifies access for selected account.

Revoke: Revokes access for selected account.

Date Extension: Extends the date access should be granted for selected account.

Enter exception time frame to confirm the action.
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Access ReviewsDashboard
The Access Reviews Dashboard displays the results of Access Review jobs. See the ArcSight
UBAAdministration Guide for information about how to schedule an Access Review.

To access the Access Outliers Dashboard, navigate toMenu > Security Center > Access
Reviews Dashboard.

You can perform the following actions from this screen:
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l Click to filter list by the following access review types:

l Manager

l Data Owner

l User

l Hover over data points to view details and statistics about the data point.

l Click + to select Access Review jobs to view.

l Search for Access Review jobs

l Click an Access Review job to view users associated with the review.

Note: Unless the user is an admin, when the user performing the review is logged on, they will
only see the review(s) for which they are responsible.

Access Review Details
From the Access Review details screen, you can perform the following actions: 

Click Back to Access Reviews List to return to the previous screen.

Enter query to search for a specific user.

Click download icon to download the following reports as PDF:
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l Complete Certification Report

l Revoked Entitlements Report

l Certified Entitlements Report

Click Reject icon to reject the Access Review.

Enter comments in the dialogue box and click Submit to reject the Access Review:

Click an Employee ID to view Risk Details about the user. See Views formore information about
Users.
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Click + to view details and take actions on user accounts. Click - to collapse details.

Use Select Action dropdown to take the following actions on ALL accounts for this user:
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l Certify for all: Certifies access for all accounts.

l Revoke for all: Revokes access for all accounts.

l Date Extension for all: Extends the date access should be granted for all accounts.

Enter exception time frame to confirm the action.

Click + to view details about an access account.

Click X out of X value to view Outlier Details for the account.
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ClickMore Details to view PeerName for the account. Click Users with Access value to view Out-
lier Details. Click Less Details to collapse details.

You can take the following actions for each account:

Click arrow beside account to take the following actions on the account: 

OR
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Use dropdown to take the following actions on the account:

Certify: Certifies access for selected account.

Revoke: Revokes access for selected account.

Date Extension: Extends the date access should be granted for selected account.

Enter exception time frame to confirm the action.

The Access Review Dashboard will reflect the actions taken and display the status of individual
reviews.

Past Due Access Reviews
When an Access Review is past due, the status shows Expired and you will be unable to take any
actions on the review. Youmust rerun or create a new Access Review Job fromMenu > Analytics >
Access Reviews.
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InvestigationWorkbench
The InvestigationWorkbench enables security analysts to investigate and manage high-risk entities
in different dimensions. It provides visualization of connections between users, IP addresses, sys-
tems, activities and other relevant data involved in an incident.

Workbench Overview
The InvestigationWorkbench provides a quick visualization of multiple data sources and reports.
You have the ability to drill down into each and every incident performed by a user.

Use the InvestigationWorkbench to perform root-cause analysis of a particular violation or breach,
providing analysts the ability to view anomalous activities in a chronological order. In the Invest-
igationWorkbench, analysts can pivot around any entity. To pivot across various objects, for
example, IP address, systems or peer groups, click an entity within the dashboard and from the list
of options, select the activity or information you wish to view. You can save and share the invest-
igation results with other analysts.

Launching the InvestigationWorkbench
To navigate to the InvestigationWorkbench, clickMenu > Security Center > Investigation Work-
bench. The following screen appears.

The top navigation bar in InvestigationWorkbench provides filtering options as listed in the table:
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Tool bar option Function

Analyze Violation Data
NO:By default, the application analyzes all event data.

YES:The application limits its analysis to violation dataonly.

Click the dropdown to access this option. Clicking this icon
clears all current information from the InvestigationWorkbench
screen and begins a new investigation.

Click the icon dropdown to access this option. Click this icon
to reset the screen to its default position if you have used the
Pan/Zoom feature.

Click the icon dropdown to access this option. Click this icon
to lock the screen so that you can use yourmouse to pan the screen
(left-click and drag), and scroll in or out using the mouse scroll wheel.

Search Use the dropdown to search for an entity.

Date Filter
Use the date filter to choose an hourly range or specify a customdate
range.

Simple Search
To do a quick investigation for events in the past hour or for a range, follow these steps:
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1. Select the date. By default, the InvestigationWorkbench displays the current date. To select a
different date range, click the date range dropdownmenu in the top right area of the screen.
Select from the default date ranges, or click Custom Range to enter a customdate range.

2. Use the Search dropdown to perform a simple search using a single attribute:
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l Select an entity from the Select Entity dropdown, for example, User.

l Select an attribute from the Select Attributedropdown, for example, employeeid. The attrib-
utes shown are based on the entity you selected.

l Enter the specific search criteria. For example, 1002. The search string allows you to confine
your search to employee id = 1002.

l Click Search.

The search results appear as shown in the InvestigationWorkbench. The search results show all
the users in ArcSight UBA whenAnalyze Violation Data is disabled.

EnableAnalyze Violation Data to view only those users who have a violation. For example a
policy violation.

Click on the collapsed menu icon for any user, and select View Policies Violated. All the
policies that the user violated show up in the InvestigationWorkbench that you can investigate
further.

The following screen shows an example of the policy that was violated being investigated.
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Advanced Search
To perform an advanced search, click Search. From the dropdown, click Go to Advanced Search.
This option enables you to search using filtering conditions. To add additional filters, click +. In the fig-
ure shown, the search has to filter all users whose employeeid contains the value 10.

The following figure shows an example of the search results.
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Launching the InvestigationWorkbench from Other Screens

The InvestigationWorkbench icon may appear on other screens. Click the icon to launch invest-
igation into the respective entity. Some screens fromwhere you can launch the InvestigationWork-
bench include:

l The Security Command Center. This is the default overview dashboard that displays the top
attackers, threats and violation summary.

l Views for users, peer groups, and resources.

Starting Investigation forMultiple Entities UsingWorkspaces
a. Search for an entity using the Search dropdown.

b. Left-click the three-dotted icon to view the associated objects, and pivot on any of them for fur-
ther investigation. For example, if you selected a user entity, you can view objects associated
with it including View Network Address Used.

c. Click the Network Address Used object. The results appear in a new workspace of the Invest-
igationWorkbench as shown.

d. Right-click an IP address to start a new investigation. A new investigation is launched in a
second workspace. This feature allows you to investigate multiple entities within the same Invest-
igationWorkbench window in their unique workspaces. Scroll to the right as you add more work-
spaces.
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Pivoting Across Objects

Viewing Objects in Detail
This is another example of how you can view objects associated with an entity. In this example, the
entity searched on is the Network Address. When you click a Network address, a summary of the
associated objects appears to the right.

a. From the Search dropdown, search for Network Address entity. The search results appearwith
all the network addresses used.

b. Right-click an IP address. This launches anAssociated Objectsmenu to the right of the screen.
You can expand on a menu item to view additional details. Use this menu for a summarization of
the associated objects related to the IP address.

Viewing Objects Summary
This is another example of how you can view objects associated with an entity. In this example, the
entity searched on is the Network Address. When you click a Network address, a summary of the
associated objects appears to the right.
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a. From the Search dropdown, search for Network Address entity. The search results appearwith
all the network addresses used.

b. Right-click an IP address. This launches anAssociated Objectsmenu to the right of the screen.
You can expand on a menu item to view additional details. Use this menu for a summarization of
the associated objects related to the IP address.
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Spotter
Spotter is a lightning fast, natural language search engine that uses normalized search syntax and
visualization techniques to provide threat hunters the tools they need to investigate current threats
and trends, and track advanced persistent threats over long periods of time. Spotter is built on
Apache Lucene™, a java-based, high-performance text search engine that provides powerful, effi-
cient, and accurate search capabilities.

Using Spotter
From the Spotter start screen, you can search for and view threats using various search filters. You
can specify the report format to display information in tables, as bar charts, bubble charts, and time
charts, or view a geographical map.

Note: Click F2 to redirect to the Spotter start screen from any section of the ArcSight UBA UI.

Getting Started
1. Log in to ArcSight UBA.

2. Navigate toMenu > Security Center> Spotter.

Spotter Search Summary View

The Spotter Summary displays the Available Violations and the Available Datasources for a spe-
cified time frame. Fromhere you can provide a search query, or enter text to filter the available viol-
ations and datasources and sort themby name or total events count.
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Use the menu on the right side of the search bar to specify a time range.

Click on the screen navigation bar to access the following screens at any time:

l Summary: Displays a summary of the available violations and datasources

l Search Results: Displays the results of search queries

l Cached Queries: Displays recent queries stored in the cache

l Saved Queries: Displays specific queries saved for future use

l Console: Displays Spotter activity logs

l View Jobs: Displays a list of jobs.
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Note: The green bar indicates which screen you are currently viewing.

Filter Available Violations and Datasources

From the Summary screen, you can click on any available violation or datasource to filter the results.
The view will switch to the Search Results screen.

Spotter Search Results View

Click the collapsed icon to isolate a single event in the results.

Search Filters

Within the event results, you can click on any field to filter the results. Youmay select any number of
filters to narrow your results.
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l Click Add to search to apply the filter.

l Click Exclude from search to remove the filter.

l Click Start new search to clear all results and start a new search.

The field will be added to the search barwith the AND operator, and the field will be highlighted in
the events results.

Search Fields

When you import your user, activity, access, watchlist, lookup, and entity metadata, your attributes
are mapped to a corresponding attribute within the ArcSight UBA application. These mapped attrib-
utes are used as search fields in Spotter.

When you enter a query for a particular data source, the fields that are available and mapped are lis-
ted by type in the Selected Fields and Other Fields panels on the left side of the Search Results
screen beside the events. You can select from these fields to add to the search query and filter your
results.

In ArcSight UBA 6.10, you can switch your view between the following options:
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l Securonix Attribute Names: View the attributes in the ArcSight UBA schema towhich you
have mapped the device or datasource attributes:

l User Defined Attribute Names: View the user-defined names of the attributes mapped during
data import. If you have not specified a customname for an attribute, view the device or data-
source attribute name:

To switch between Securonix Attribute and User Defined Attribute names, click the gear icon and
select fromdropdown. Click any attribute to filter results. You can also select Hide Fields tomax-
imize the event results by hiding the Fields panel.
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The number beside the field name represents the number of unique attributes for that particular
field. Click on the field to drill down into each attribute to see the number of events associated with it.

Click on the attribute to see the events associated with it. The selected attribute will appear high-
lighted in the search results.

Search Results Reports

Spotter displays event information in visual reports. By default, the results are displayed as a linear
chart representing the number of events on the y-axis and the date on the x-axis.

Select a point on the chart to view the events for that time.
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Report Commands

Use report commands in the search query to change the format of the reports to any of the following
types of reports:

Table

Use the following syntax: resourcegroupname = "<name>" |TABLE <field1>, <field2>

Example: resourcegroupname = "Digital Guardian Send Mail" |TABLE ipaddress, accountname

Bar chart

Use the following syntax: resourcegroupname = "<name>" | BARCHART <field1>
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Example: resourcegroupname = "Digital Guardian Send Mail" | BARCHART accountname

Bubble chart

Use the following syntax: resourcegroupname = "<name>" | BUBBLECHART <field1> <field2>
<field3>

Example: resourcegroupname = "Bluecoat Proxy" | BUBBLECHART userid ipaddress source-
address

Time chart

Use the following syntax: TIMECHART <hourly | daily | weekly | monthly> <count by> <field1> <by>
<field2> ... <field N>

Example: resourcegroupname = "Bluecoat Proxy" | TIMECHART hourly ipaddress

Geomap

Use the following syntax: index=<core> | GEOMAP <field1> <field2>

Example: index=tpi | GEOMAP latitude longitude
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Searching Spotter

Indexes

Spotter uses natural language to search within the data indexed in the ArcSight UBA application.
You can search within any index into which you have imported data. ArcSight UBA uses the fol-
lowing indexes to store data:

l Activity

l Archive

l Users

l Violation

l TPI

l Watchlist

l Whitelist

l Lookup

l Asset

l Geolocation

l Risk Score

l Risk Score History

By default, Spotter searches the Activity index. Youmay specify the index you would like to search
using the following syntax:

index = < index > <and | or> <field> = <field value>

For example: index=users
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Use the fields associated with the indexes to filter results.

Using Search Queries
Threat hunters can use simple language to find specific events or information associated with entit-
ies, resources, and threats.

To search Spotter, enter the query and hit Enter or the use the magnifying glass icon on the right side
of the search bar.
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Search Controls

The search controls below the search bar show the progress of your search and identifies any errors
with search syntax or invalid parameters.

You can also start, stop, or pause queries.

Spotter Search Help

From the other options section on the right side of the search bar, you can access Spotter Search
Help to view the syntax and examples of the available commands, operators, and fields Spotter
uses to perform functions such as search within indexes, change the report format, and analyze
data.
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You can also view this complete information in the Spotter Search Help.

Other Search Options

On the search bar, you can access other search options, including:

Clear search query

Use this option to clear the search bar and results to begin a new search query.

Save search results

Use this option to save the current search on the Saved Queries screen.

ArcSight User Behavior Analytics 6.10User Guide

Poweredby Securonix

Page 177of 318

Confidential

Spotter



See more options

Use this option to accessmore options for searching including the following:

l View Cached queries

l View Saved queries

l Update Cache

l Click Close to close the window and return to the current screen view

Sample Spotter Search Queries

Example 1: Find Policy Violations

To view all the violations of a particular policy, use the syntax as in the following example:

policyname = "Spike in Number of Records accessed by an Employee"
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Example 2: Check if user has sent email to personal email address

To view check if a user has sent email to a personal email address, the following query uses the
CondensedStringMatcher:

resourcegroupname = "Digital Guardian Send Mail" | EVALmatchPerc = emailtoself(first-
name,workemail,0.4)

Example 3: Find Asset Data

To view all the devices in the asset index, use the following query:

index = asset
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Example 4: View Top IP Address by Account Name

To view a table with the top IP addresses by account name for a data source, use the following
query:

resourcegroupname = "Bluecoat Proxy" | TOP ipaddress by accountname

Example 5: Search threat intelligence for top countries of origin

To find the top TPI domains fromwhich threats originate in the Third Party Intelligence index, use the
following query:

index = tpi | TOP tpi_domain
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Exporting Search Results as Reports
You can export search results in several file formats. To export Spotter search results, click Reports
from the Search Results screen above the Selected Fields.

The option toExport Spotter Results appears in the dropdown alongwith any Spotter reports con-
figured underMenu > Reports > Categorized Reports. For information about configuring Spotter
Reports, see Reports.

Click Export Search Results or a Spotter Report. The Run Spotter Report window appears.
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Click the attributes to include in the report. Attributes that appear in blue will be included in the
report. Attributes that appear in gray are excluded from the report. You can edit the attribute label
underwhich the mapped attribute will appear in the report column.

Click Save to save the label and include the attribute in the report.

Click Remove Mapping to remove the attribute from the report.

Select from the dropdown to run report in one of the following formats:

l PDF

l XML
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l CSV

l XLS

l RTF

l TEXT

l DOCX

l XLSX

Click Run to run the report and download the report from the Notifications menu when status is com-
plete:
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Viewing Jobs
Youmay view the jobs in Spotter, including recent search queries and file exports by clicking the
View Jobs tab. This will display the recent Jobs.

Click theConsole tab to view the Spotter activity log.
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Spotter Search Help
This section includes the common natural language search commands for ArcSight UBA 6.10,
including search, reporting, and analytical operators.

Search Operators

Basic Commands

Command Description Syntax

Policy
Search for a specific policy to find violations

Note: Date format supported for the date attributes
toQuery is MM/dd/yyyy HH:mm:ss.SSS

<policyname> <=>
<value>

Example: policyname = “Accounts visiting Algorithmically Generated Domains-1”; policyname =
Logon_Failure

Data Sources
Queries the activity core for specific data sources

Note: Date format supported for the date attributes
toQuery is MM/dd/yyyy HH:mm:ss.SSS

<resourcegroupname>
<=> <value>

Example: resourcegroupname =BCP1

Text Return all results that include the specified text <value>

Example: smith

*
Multiple character wild card searches looks for 0 or
more characters

<field1 | *> < field2 |
*> <field n | *>

Examples: MM*; With Field : firstname =Ma*

?
To perform a single character wild card search use
the "?" symbol.

<field1 | ?> < field2 |
2> <field n | ?>

Example: ??2497
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Index Commands
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Command Description Syntax

Lookup
Searches within lookup index for all items
added in lookup tables

index= < lookup > <and | or>
<field>| Report Commands |
Field Commands

Examples: index = lookup; index = lookup and lookupname = betaSpotter

Activity
Searches within the activity index for
events. This is the default index for Spotter
searches.

index = < activity > <and | or>
<field> = <field value>

Examples: index = activity; index = activity and accountname = secure; index = activity and
deviceaction = 26952 and transactionstring1 = THREAT

Violation
Searches within the index for policy viol-
ations

index = < violation > <and | or>
<field> = <field value>

Examples: index = violation; index = violation and violator = Users; index = violation and sessionid
= 1102

Riskscore
Searches within the riskscore index that
stores all violators and provides riskscore
card information

Index = < riskscore > <and | or>
<field>| Report Commands |
Field Commands

Examples: index = riskscore; index = riskscore and accountname =WHITE.DAVID

Archive

Searches historical data on HDFS using
Impala/Hive

Note: Youmust specify resource-
groupname in query. For Impala queries,
resourcegroupname is considered the
table name.

index = < archive > <and>
<resourcegroupname> <=>
<value> <and | or> <field> =
<field value>

Examples: index = archive and resourcegroupname =Google_login; index = archive and
resourcegroupname =Google_login and accountname =AJAIS@SEC.COM

Whitelist
Searches within the whitelist core for entit-
ies in a global or targeted whitelist.

index = < whitelist > <and | or>
<field> = <field value>

Examples: index =whitelist; index =whitelist and entityname = 1115

ArcSight User Behavior Analytics 6.10User Guide

Poweredby Securonix

Page 187of 318

Confidential

Spotter Search Help



Command Description Syntax

TPI
Searches within the TPI index, which
stores third party threat intelligence

Index = <tpi> <and | or> <field>
| Report Commands | Field
Commands

Examples: index = tpi; index = tpi and tpi_addr = zztxdown.com; index = tpi and tpi_srckey =
zzshw.net_MalwareDomains

Asset
Searches within the asset index, which
stores device metadata

Index <asset> <and | or>
<field> | Report Commands |
Field Commands

Examples: index = asset; index = asset and entityname = resource98

Watchlist
Searches within watchlist index for all
watchlisted entities

Index = <watchlist> <and | or>
<field> | Report Commands |
Field Commands

Examples: index =watchlist; index =watchlist and watchlistitem_item2 = item2

Users Searches within the user index
index = < users > <and | or>
<field> = <field value>

Examples: index = users; index = users and department =marketing

Riskscorehistory
Searches within the riskscore card history
index

Index = <riskscorehistory> <and
| or> <field> | Report Com-
mands | Field Commands

Examples: Index = riskscorehistory; index = riskscorehistory and accountname = SWIFT.JOHN

Geolocation
Searches within the geolocation index for
IP Address

index = < geolocation > <and |
or> <field> = <field value>

Examples: index = geolocation; index = geolocation and longitude = 9.491
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Command Syntax

CONTAINS

Checks is a string field contains
the specified value

Note: Contains does not support
Date attributes like hiredate, ter-
minationdate, expirydate and
etc. Contains is not case sens-
itive

<field> CONTAINS <value>

Example: resourcegroupname =BCP1 and accountname contains securonix

NOT CONTAINS

Checks if a string field does not
contain the specified value

Note: Not Contains does not sup-
port Date attributes like hiredate,
terminationdate, expirydate and
etc. Contains is not case sens-
itive

<field> NOTCONTAINS
<value>

Example: resourcegroupname =BCP1 and accountname not contains securonix

AND
Shows the result that fulfills both
conditions

<field> <AND> <value>

Example: resourcegroupname =BCP1 and accountname = securonix

OR
Shows the result which fulfills
either one of the specified con-
ditions

<field> <OR> <value>

Example: resourcegroupname =BCP1OR accountname = TG2277

BEFORE

Filter the events before date

Note: Date format supported for
the date attributes toQuery is
MM/dd/yyyy HH:mm:ss.SSS

<field> BEFORE <value>

Example: policyname = test123 and createdate BEFORE 03/10/2016 06:21:31
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AFTER

Filter events after specified date

Note: Date format supported for
the date attributes toQuery is
MM/dd/yyyy HH:mm:ss.SSS

<field> AFTER <value>

Example: policyname = test123 and createdate AFTER 03/10/2016 06:21:31

BETWEEN

Filter the events between value1
and value2

Note: Date format supported for
the date attributes toQuery is
MM/dd/yyyy HH:mm:ss.SSS

<field> BETWEEN
<value1><,><value2>

Example: policyname = test123 and week BETWEEN4,30

STARTS WITH
Checks if string field value starts
with specified value

<field> STARTSWITH
<value>

Example: resourcegroupname =BCP1 and accountname STARTSWITH secur

NOT STARTS WITH
Checks if string field value does
not start with specified value

<field> NOTSTARTSWITH
<value>

Example: resourcegroupname =BCP1 and accountname NOTSTARTSWITH secur

MIN

Provides the MIN value for spe-
cified field

Note: MINOperator should be
used with following commands:
TOP, RARE, STATS and
BUBBLECHART

MIN(<field>)

Examples: STATSMIN(bytesout) by ipaddress accountname; resourcegroupname = Email_
sent_to_Users | BUBBLECHARTMIN(bytesout) ipaddress accountname; resourcegroupname =
Email_sent_to_Users | TOPMIN(bytesout) ipaddress employeeid; resourcegroupname = Email_
sent_to_Users | RAREMIN(bytesout) ipaddress employeeid

NULL
Returns the events if the field
value is empty

<field> NULL

Example: accountname = securonix AND eventcountry NULL
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NOT NULL
Returns the events if the field
value is not empty

<field> NOTNULL

Example: accountname = securonix AND eventcountry NOTNULL

IN
Checks if string field value is
present in specified list of
comma separated values

<field> IN <value>

Example: resourcegroupname =BCP1 and accountname in TG2277,TG2207

NOT IN
Checks if string field value is
present in specified list of
comma separated values

<field> NOT IN <value>

Example: resourcegroupname =BCP1 and accountname not in TG2277,TG2207

MAX

Provides the MAX value for spe-
cified field

Note: MAX Operator should be
used with following commands:
TOP, RARE, STATS and
BUBBLECHART

MAX(<field>)

Examples: STATSMAX(bytesout) by ipaddress accountname; resourcegroupname = Email_
sent_to_Users | BUBBLECHARTMAX(bytesout) ipaddress accountname; resourcegroupname =
Email_sent_to_Users | TOPMAX(bytesout) ipaddress employeeid; resourcegroupname = Email_
sent_to_Users | RAREMAX(bytesout) ipaddress employeeid

SUM

Provides the aggregated SUM
value for specified field

Note: SUMOperator should be
used with following commands:
TOP, RARE, STATS and
BUBBLECHART

SUM(<field>)

Examples: STATS SUM(bytesout) by ipaddress accountname; resourcegroupname = Email_
sent_to_Users | BUBBLECHARTSUM(bytesout) ipaddress accountname; resourcegroupname =
Email_sent_to_Users | TOP SUM(bytesout) ipaddress employeeid; resourcegroupname = Email_
sent_to_Users | RARE SUM(bytesout) ipaddress employeeid
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AVG

Provides the AVG value for spe-
cified field

Note: AVGOperator should be
used with following commands:
TOP, RARE, STATS and
BUBBLECHART

AVG(<field>)

Examples: STATS AVG(bytesout) by ipaddress accountname; resourcegroupname = Email_
sent_to_Users | BUBBLECHARTAVG(bytesout) ipaddress accountname; resourcegroupname =
Email_sent_to_Users | TOPAVG(bytesout) ipaddress employeeid; resourcegroupname = Email_
sent_to_Users | RARE AVG(bytesout) ipaddress employeeid

ENDS WITH
Checks if string field value ends
with specified value

<field> ENDSWITH<value>

Example: resourcegroupname =BCP1 and accountname ENDSWITH curonix

NOT ENDS WITH
Checks if string field value does
not end with specified value

<field> NOTENDSWITH
<value>

Example: resourcegroupname =BCP1 and accountname NOTENDSWITH curonix

=
Finds value that equals operator,
tests quality

<field> <=> <value>

Example: resourcegroupname =BCP1

!=
Finds value that does not equal
operator, tests if field is not equal
to value

<field> <!=> <value>

Example: resourcegroupname != BCP1

>
Checks if a numerical field is
greater than the specified value

<field> > <value>

Example: resourcegroupname =BCP1 and bytesOut > 200

<
Checks if a numerical field is less
than the specified value

<field> < <value>

Example: resourcegroupname =BCP1 and bytesOut < 200
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<= Less than or equal to <field> <= <value>

Example: resourcegroupname =BCP1AND year <= 2017

>= Greater than or equal to <field> >= <value>

Example: resourcegroupname =BCP1AND year >= 2017

PCR

Finds changes in traffic flows that
indicate exfiltration.

Notes: 
Analysis Techniques: Identify
changes in host roles, and invest-
igate. PCR is a normalized metric
of traffic ratios and froma host
ranging from -1 to 1.

PCR = ( bytesin - bytesout ) / ( 
bytesin + bytesout )

PCR host role:

l 1.0 pure push - FTP upload,
multicast, beaconing

l 0.4 70:30 export - Sending
Email

l 0.0 Balanced Exchange -
NTP, ARP probe

l -0.5 3:1 import - HTTP Brows-
ing

l -1.0 pure pull - HTTP Down-
load

DNS is less noisy than HTTP for
this metric, and is a possible exfil
channel. A positive shift in PCR
for DNS traffic may indicate DNS
Exfil.

PCR(field1,field2)
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Examples: TOP PCR( bytesin, bytesout) ipaddress accountname; resourcegroupname = Email_
sent_to_Users | BUBBLECHARTPCR( bytesin, bytesout) ipaddress accountname; resource-
groupname = Email_sent_to_Users | BARCHARTPCR( bytesin, bytesout) ipaddress account-
name; resourcegroupname = Email_sent_to_Users | TIMECHARTweekly PCR( bytesin, bytesout)
ipaddress accountname

Filter Command

Command Description Syntax

FILTER

Query on query on different Solr
cores such as: activity, violation,
watchlist, riskscore , riskscore-
history, users, lookup, geo-
location, etc.

Index = <watchlist> <and | or>
<field> | Report Commands |
Field Commands

Examples: resourcegroupname =BCP1 | Filter index =watchlist; WATCHLIST : Filter index =
watchlist and entityname = accountname; LOOKUP : Filter index = lookup and value_value2 =
accountname; RISKSCORE: FILTER index = riskscore and violator = violator; TPI: Filter index = tpi
and tpi_addr = entityid and tpi_criticality = high; ASSET: Filter index = asset and entityname =
TG2207;

Global Search Command

Command Description Syntax

Varies (see examples)
Perform a Global Search dif-
ferent cores

index = <core name> <and ||
or> <field> = <field value>

Examples: firstname =Ulla; Activity Core : firstname =Ulla; Violation Core : index = violation and
firstname =Ulla; Riskscore Core : index = riskscore and accountname = 1073; Riskscore History
Core : index = riskscorehistory and companycode =BBM; TPI Core : index = tpi; Asset Core : index
= asset and entityname = sankethApple; Lookup Core : index = lookup and lookupname = test-
mar100538; Geolocation Core : index = geolocation and longitude = 5.3735; Watchlist Core : index
=watchlist and type =Users; Users Core : index = users and city = DEDHAM
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Command Description Syntax

RENAME
Rename the source field to des-
tination field

RENAME < field1> <as>
<field2>

Example: Resourcegroupname =BCP1 | RENAME ipaddress as hostaddress

TABLE
Display the specified fields in
table format and fields seper-
ated by ","(comma)

TABLE
<field1><,><field2><,>...<field
N>

Examples: resourcegroupname =BCP1 | TABLE ipaddress; Multiple Attributes: TABLE ipad-
dress , accountname, accountstatus

FIELDS

Display or remove the spe-
cified fields from the Results.
"+" displays only specified
fields."-" removes the specified
fields from results.

FIELDS < + or - >
<field1><,><field2><,>...<field
N>

Examples: resourcegroupname =BCP1 | FIELDS + ipaddress; +: FIELDS + ipaddress , account-
name; -: FIELDS - ipaddress , accountname

HEAD

Returns filtered results based
on the condition

Note: MHEADOperator should
be used with following com-
mands: TOP, RARE, STATS
and BUBBLECHART

HEAD <number>

Examples: HEAD 10; With Top: resourcegroupname =OKTA | top accountname | HEAD 10;
With STATS: resourcegroupname =OKTA | STATS accountname | HEAD 10; With BARCHART:
resourcegroupname =OKTA | BARCHART accountname | HEAD 10

DELETE Delete specific events
DELETE <field1 = value>
...<field N = value>

Example: Resourcegroupname =BCP1 | DELETE ipaddress = 182.74.60.19 ... | DELETE ipad-
dress = 182.74.60.19 accountname = TG2277
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WHERE

Returns filtered results based
on the condition

Note: WHERE command
should be used with the fol-
lowingOperators: > Greater
than, >=Greater than or equal
to, < Less than, <= Less than or
equal to

WHERE <count> < = > <num-
ber>

Examples: where count > 10; With Top - resourcegroupname =OKTA | top accountname |
WHERE count > 35; With Top &ORDERBY - resourcegroupname =OKTA | top accountname |
WHERE count > 35| ORDERBY asc; With STATS: resourcegroupname =OKTA | stats account-
name |WHERE count > 35; With STATS &ORDERBY: resourcegroupname =OKTA | STATS
accountname transactionstring1 |WHERE count > 0 | ORDERBY desc; With BARCHART:
resourcegroupname =OKTA | BARCHART accountname ipaddress |WHERE count > 5

GEOLOOKUP

Extract location information
such as city, country, latitude,
and longitude, based on IP
address

GEOLOOKUP <field>

Example: Resourcegroupname =BCP1 | GEOLOOKUP ipaddress

ORDERBY

Sort events by ascending or
descending or field. Default
asc or desc will sort events by
count

Note: ORDERBY command
should be used with the fol-
lowing commands: TOP, RARE
and STATS

ORDERBY <asc or desc or
<field asc or desc>>

Examples: ORDERBY asc; Sort Events Descending order: resourcegroupname =Google_Login |
STATS count by ipaddress firstname | ORDERBY desc; Sort Field By Ascending order: resource-
groupname =Google_Login | STATS count by ipaddress firstname | ORDERBY firstname asc;
Sort Field By Descending order: resourcegroupname =Google_Login | STATS count by ipad-
dress firstname | ORDERBY ipaddress desc
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Additional Search Examples

Description Syntax

Get top risk users, activity accounts, activity IP
addresses, and resources

Index=riskscore <and> <violator> = <Users |
Activityip |Activityaccount | Resources>|
<top> <violator ID>

Examples: index=riskscore | top violatorid; Top Risk Users : index=riskscore and violator= Users
| top violatorid; Top Activityaccount : index=riskscore and violator= Activityaccount | top viol-
atorid; Top Activityip : index=riskscore and violator= Activityip | top violatorid; Top Resources :
index=riskscore and violator= Activityip | top violatorid

Get flight risk users
Index=riskscore <and> <violator> = <Users>
|<Filter> <index> <=> <watchlist> <and>
<field1> <=> <field2>

Example: index=riskscore and violator = Users | Filter index =watchlist and entityname = viol-
atorid

Check if IP address is malicious
Index=riskscore <and> <violator> = <Activityip>
| <Filter> <index> <=> <tpi> <and> <field1> <=>
<field2> and <field3> <=> <field4>

Examples: Index=riskscore and violator = Activityip | Filter; index = tpi and addr = entityid and crit-
icality = high

Get information about assets on the network Index = asset <and> <field1> = <field2>

Example: Resourcegroupname =BCP1 | index = asset and entityname = accountname

Check if user has sent email to personal email
address

resourcegroupname = <value> | EVAL X =
emailtoself (firstname,workemail,0.4)

Examples: resourcegroupname = “ADEvents” | EVALmatchPerc = emailtoself(first-
name,workemail,0.4); resourcegroupname = “ADEvents” | eval x = SUBSTRBYINDEX (workemail ,
“@”, “1” )
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Command Description Syntax

DISTVALUE

Provides the distinct value group by the
field name (ex : firstname)

Note: DISTVALUE will calculate the distinct
count by the grouped attribute. Example 1:
policyname = "IEE forGoogle login" |
DISTVALUE ipaddress by accountname,
will group the data by the last attribute [ 
accountname ] in query. Example 2: poli-
cyname = "IEE forGoogle login" |
DISTVALUE ipaddress transactionstring1
firstname OR policyname = "IEE forGoogle
login" | DISTVALUE ipaddress trans-
actionstring1 by firstname, will group the
data by the last attribute [ firstname ] in
query.

DISTVALUE <field1> <by>
<field 2> .... <field N>

Examples: resourcegroupname =Google_login | DISTVALUE ipaddress by accountname;
resourcegroupname =Google_login | DISTVALUE ipaddress transactionstring1 by firstname

GEOMAP Displays the events in a GEOMAP
GEOMAP < field1> <field2>
<field-n>

Examples: GEOMAP latitude longitude addr; Activity : resourcegroupname =BCP1 | GEOMAP
latitude longitude ipaddress; Violation : policyname = Logon_Failure | GEOMAP eventlatitude
eventlongitude ipaddress; Index : index = tpi | GEOMAP tpi_latitude tpi_longitude tpi_addr;
GEOLOOKUP: resourcegroupname =BCP1 | GEOLOOKUP ipaddress | GEOMAP latitude lon-
gitude ipaddress; Group By: resourcegroupname =BCP1 | GEOMAP eventlatitude eventlon-
gitude ipaddress by eventregion

BUBBLECHART
Shows a type of chart that displays three
dimensions of data (x, y, z)

BUBBLECHART <field1>
<count> <by> <field2> .... <field
N>

Examples: resourcegroupname =BCP1 | BUBBLECHART ipaddress; STACKED:
BUBBLECHART ipaddress by accountid; COUNT: BUBBLECHART count by ipaddress;
STACKEDwith COUNT: BUBBLECHART ipaddress by accountid

BARCHART
Represents grouped data with rectangular
bars with lengths proportionate to the val-
ues they represent

BARCHART <field1> <count>
<by> <field2> .... <field N>
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Examples: resourcegroupname =BCP1 | BARCHART ipaddress; STACKED: BARCHART ipad-
dress by accountname; GROUP: BARCHART ipaddress accountname; COUNT: BARCHART
count by ipaddress; STACKEDwith COUNT: BARCHART count by ipaddress accountname

TIMECHART Displays the data for field(s) in a time series

TIMECHART <hourly | daily |
weekly | monthly> <count by>
<field1> <by> <field2> ... <field
N>

Examples: resourcegroupname =BCP1 | TIMECHART hourly ipaddress; STACKED:
TIMECHART ipaddress by accountname; COUNT: TIMECHART hourly count by ipaddress
accountid; STACKEDwith COUNT: TIMECHARTweekly count by ipaddress by accountid;
GROUP: TIMECHART hourly count by ipaddress by accountid accoutnname

SPAN

Filters group information within a specified
time span.

Notes:

Duration: dur =

1. Seconds - s, sec, second, seconds.

2. Minutes - m, min, minute, minutes

3. Hours - h, hr, hour, hours

4. Days - d, day, days

5. Month - mon, month, months

SPANdur=
(sec|min|hours|days|months)
(field1)..(fieldN)

Examples: SPANdur = 5min ipaddress accountname; resourcegroupname = Email_sent_to_
Users | SPANdur = 5min ipaddress accountname; policyname = afterhours | SPANdur = 5min
ipaddress accountname

DISTCOUNT
Used to return only distinct (different) val-
ues

DISTCOUNT <field1> <by>
<field 2> .... <field N>

Examples: resourcegroupname =BCP1 | DISTCOUNT ipaddress; STACKED: DISTCOUNT ipad-
dress by accountname; GROUP: DISTCOUNT ipaddress accountid; STACKEDwith GROUP:
DISTCOUNT ipaddress by accountname accountstatus
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Analytical Operators

Reporting Commands

Command Syntax

RARE
Displays the least common values of
a field(s). Use this limit to restrict the
number of displayed events

RARE <limit = constant>
<filed1> <by> <field 2> ....
<field N>

Examples: resourcegroupname =BCP1 | RARE ipaddress; STACKED: RARE ipaddress by
accountname; GROUP: RARE ipaddress accountname; LIMIT: RARE limit =5 ipaddress;
STACKEDwith LIMIT: RARE limit =5 ipaddress accountid

TOP
Displays the most common values of
a field. Use this limit to restrict the
number of displayed events

TOP <limit = constant>
<filed1> <by> <field 2> ....
<field N>

Examples: resourcegroupname =BCP1 | TOP ipaddress; STACKED: TOP ipaddress by account-
name; GROUP: TOP ipaddress accountname; LIMIT: TOP limit =5 ipaddress; STACKEDwith
LIMIT: TOP limit =5 ipaddress accountid

STATS Provides statistics for the search field
STATS < field | count>
<by> <field>

Examples: resourcegroupname =BCP1 | STATS ipaddress; STACKEDBY: STATS ipaddress by
accountname; COUNTBY: STATS count by ipaddress accountname

LINK
Provide the Graphical tools for organ-
izing and representing events

LINK < field1> <field2>
<field-n>

Examples: LINK emailsender filename emailrecipient; Activity: resourcegroupname =BCP1 |
LINK ipaddress accountname filename; Violation: policyname = Logon_Failure | LINK ipaddress
accountname filename
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Command Description Syntax

DEC Returns the decimal value
EVAL (store-field) = (DEC) ( 
field )

Examples: resourcegroupname =BCP1 | EVAL x =DEC ( bytesin ); resourcegroupname = Email_
sent_to_Users | EVAL x =DEC ( bytesin ) | EVAL y =HEX(x)

EQUALS
Returns true is value matches.
Returns false if value does not
match

EVAL <store-field> =
<EQUALS> < field > < field-
value >

Examples: resourcegroupname =BCP1 | EVAL x = EQUALS ( accountname , 2029); LEN: EVAL
x = LEN ( accountname ) | EVAL y = EQUALS ( x , 6); UPPERCASE: EVAL x =UPPERCASE ( 
accountname ) | EVAL y = EQUALS ( x , TG2277); LOWERCASE : EVAL x = LOWERCASE ( 
accountname ) | EVAL y = EQUALS ( x , tg2277); REPLACE: EVAL x =REPLACE ( accountname
,TG2277 , securonix) | EVAL y = EQUALS ( x , securonix) ; SUBSTR: EVAL x = SUBSTR ( account-
name , 0 , 2) | EVAL y = EQUALS ( x , TG); ISBOOLEAN: EVAL x = ISBOOLEAN ( bytesout ) | EVAL
y = EQUALS ( x , false); ISNOTNULL: EVAL x = ISNOTNULL ( resourcegroupid ) | EVAL y =
EQUALS ( x , true); ISNULL: EVAL x = ISNULL ( accountname ) | EVAL y = EQUALS ( x , false);
ISSTRING : EVAL x = ISSTRING ( accountname ) | EVAL y = EQUALS ( x , true); ISNUM : EVAL x =
ISNUM ( accountname ) | EVAL y = EQUALS ( x , true); ISINT: EVAL x = ISINT ( id ) | EVAL y =
EQUALS ( x , true); SDIGIT: EVAL x = ISDIGIT ( id ) | EVAL y = EQUALS ( x , true)

ISDIGIT
Returns true if the value is a
digit. Returns false if value is
not a digit

EVAL <store-field> = <ISDIGIT>
< field >

Examples: resourcegroupname =BCP1 | EVAL x = ISDIGIT ( accountname); LEN: EVAL x = LEN ( 
resourcegroupid ) | EVAL y = ISDIGIT ( x ); REPLACE: EVAL x =REPLACE ( accountname ,- , 1) |
EVAL y = ISDIGIT ( x ); SUBSTR: EVAL x = SUBSTR ( accountname , 0 , 1) | EVAL y = ISDIGIT ( x )

to_unixtime
Returns epoch time froma
valid date string

EVAL <store-field> = <to_unix-
time> < field | Valid String >

Examples: EVAL x = to_unixtime (04/27/2017 15:03:49); EVAL x = to_unixtime (dt_firstseen)

UNBASE64
Returns the base64 decoding
value

EVAL (store-field) =
(UNBASE64) ( field )

Examples: resourcegroupname =BCP1 | EVAL x =UNBASE64 ( bytesin ); resourcegroupname =
Email_sent_to_Users | EVAL x =BASE64 ( bytesin ) | EVAL y =UNBASE64(x)
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ISINT
Returns true if value is an
integer. Returns false if value is
not an integer

EVAL <store-field> = <ISINT> <
field >

Examples: resourcegroupname =BCP1 | EVAL x = ISINT ( accountname ); LEN: EVAL x = LEN ( 
accountname ) | EVAL y = ISINT ( x ); UPPERCASE: EVAL x =UPPERCASE ( accountname ) |
EVAL y = ISINT ( x ); LOWERCASE: EVAL x = LOWERCASE ( accountname ) | EVAL y = ISINT ( x );
REPLACE: EVAL x =REPLACE ( accountname ,TG2277 , securonix) | EVAL y = ISINT ( x );
SUBSTR: EVAL x = SUBSTR ( accountname , 0 , 2) | EVAL y = ISINT ( x )

ISNOTNULL
Returns true if value is not null.
Returns false is value is null

EVAL <store-field> =
<ISNOTNULL> < field >

Examples: resourcegroupname =BCP1 | EVAL x = ISNOTNULL ( accountname ) ; LEN: EVAL x =
LEN ( accountname ) | EVAL y = ISNOTNULL ( x ); UPPERCASE: EVAL x =UPPERCASE ( 
accountname ) | EVAL y = ISNOTNULL ( x ); LOWERCASE: EVAL x = LOWERCASE ( account-
name ) | EVAL y = ISNOTNULL ( x ); EQUALS: EVAL x = EQUALS ( accountname , - ) | EVAL y =
ISNOTNULL ( x ); REPLACE: EVAL x =REPLACE ( accountname ,- , securonix) | EVAL y =
ISNOTNULL ( x ); SUBSTR: EVAL x = SUBSTR ( accountname , 0 , 5) | EVAL y = ISNOTNULL ( x );
ISBOOLEAN: EVAL x = ISBOOLEAN ( bytesout ) | EVAL y = ISNOTNULL ( x ); ISSTRING: EVAL x =
ISSTRING ( accountname ) | EVAL y = ISNOTNULL ( x ); ISNUM: EVAL x = ISNUM ( accountname )
| EVAL y = ISNOTNULL ( x ); ISEMPTY: EVAL x = ISEMPTY ( accountname ) | EVAL y =
ISNOTNULL ( x )

ISBOOLEAN
Returns true or false if field is
Boolean

EVAL <store-field> =
<ISBOOLEAN> < field >

Examples: resourcegroupname =BCP1 | EVAL x = ISBOOLEAN ( accountname ); LEN: EVAL x =
LEN ( accountname ) | EVAL y = ISBOOLEAN ( x ); UPPERCASE: EVAL x =UPPERCASE ( 
accountname ) | EVAL y = ISBOOLEAN ( x ); LOWERCASE: EVAL x = LOWERCASE ( account-
name ) | EVAL y = ISBOOLEAN ( x ); REPLACE: EVAL x =REPLACE ( accountname ,TG2277 ,
securonix) | EVAL y = ISBOOLEAN ( x ); SUBSTR: EVAL x = SUBSTR ( accountname , 0 , 2) |
EVAL y = ISBOOLEAN ( x ); ISNOTNULL: EVAL x = ISNOTNULL ( resourcegroupid ) | EVAL y =
ISBOOLEAN ( x ); ISNULL: EVAL x = ISNULL ( accountname ) | EVAL y = ISBOOLEAN ( x );
ISSTRING: EVAL x = ISSTRING ( accountname ) | EVAL y = ISBOOLEAN ( x ); EQUALS: EVAL x =
EQUALS ( accountname , securonix ) | EVAL y = ISBOOLEAN ( x )
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Command Description Syntax

from_unixtime
Returns Valid date String from
an epoch time

EVAL <store-field> = <from_
unixtime> < field > < date
format >

Example: EVAL x = from_unixtime (eventtime , MM/dd/yyyy HH:mm:ss)

LEN Find length of field value
EVAL <store-field> = <LEN> <
field >

Examples: resourcegroupname =BCP1 | EVAL x = LEN ( accountname ); LOWERCASE: EVAL y
= LOWERCASE ( accountname ) | EVAL x = LEN ( y ); UPPERCASE: EVAL y =UPPERCASE ( 
accountname ) | EVAL x = LEN ( y ); ISEMPTY: EVAL x = LEN ( accountname ) | EVAL y =
ISEMPTY ( accountname ); REPLACE: EVAL y =REPLACE ( accountname ,- , securonix) | EVAL x
= LEN ( y ); SUBSTR: EVAL z =REPLACE ( accountname ,- , securonix) | EVAL y = SUBSTR ( z , 0 ,
5) | EVAL x = LEN ( y ); ISBOOLEAN: EVAL x = LEN ( resourcegroupid ) | EVAL y = ISBOOLEAN ( x
); ISINT: EVAL x = LEN ( resourcegroupid ) | EVAL y = ISINT ( x ); ISNOTNULL: EVAL x = LEN ( 
resourcegroupid ) | EVAL y = ISNOTNULL ( x ); ISNULL: EVAL x = LEN ( resourcegroupid ) | EVAL
x = ISNULL ( x ); ISDIGIT: EVAL x = LEN ( resourcegroupid ) | EVAL y = ISDIGIT (x); EQUALS: EVAL
x = LEN ( accountname ) | EVAL y = EQUALS ( x , 5 )

BASE64
Returns the base64 encoding
value

EVAL (store-field) = (BASE64) ( 
field )

Examples: resourcegroupname =BCP1 | EVAL x =BASE64 ( bytesin ); Example 1: resource-
groupname = Email_sent_to_Users | EVAL x =BASE64 ( bytesin ) | EVAL y =UNBASE64(x)

ISNUM
Returns true is the value is a
number. Returns false is value
is not a number

EVAL <store-field> = <ISNUM>
< field >

Examples: resourcegroupname =BCP1 | EVAL x = ISNUM ( accountname ); LEN: EVAL x = LEN ( 
accountname ) | EVAL y = ISNUM ( x ); UPPERCASE: EVAL x =UPPERCASE ( accountname ) |
EVAL y = ISNUM ( x ); LOWERCASE: EVAL x = LOWERCASE ( accountname ) | EVAL y = ISNUM ( 
x ); EQUALS: VAL x = EQUALS ( accountname , - ) | EVAL y = ISNUM ( x ); REPLACE: EVAL x =
REPLACE ( accountname ,- , securonix) | EVAL y = ISNUM ( x ); SUBSTR: EVAL x = SUBSTR ( 
accountname , 0 , 5) | EVAL y = ISNUM ( x )

UPPERCASE
Converts all characters to
uppercase

EVAL <store-field> =
<UPPERCASE> < field >
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Command Description Syntax

Examples: resourcegroupname =BCP1 | EVAL x =UPPERCASE ( accountname ); LEN: EVAL x
=UPPERCASE ( accountname ) | EVAL y = LEN ( x ); LOWERCASE: EVAL x =UPPERCASE ( 
accountname ) | EVAL y = LOWERCASE ( x ); ISEMPTY: EVAL x =UPPERCASE ( accountname )
| EVAL y = ISEMPTY ( x ); EQUALS: EVAL y =UPPERCASE ( accountname ) | EVAL x = EQUALS
( y , - ); REPLACE : EVAL x =UPPERCASE ( accountname ) | EVAL y =REPLACE ( x ,- , securonix);
SUBSTR: EVAL y = SUBSTR ( accountname , 0 , 5) | EVAL x =UPPERCASE ( y ); ISBOOLEAN:
EVAL x =UPPERCASE ( resourcegroupid ) | EVAL y = LEN ( x ) | EVAL x = ISBOOLEAN ( y );
ISNOTNULL : EVAL x =UPPERCASE ( resourcegroupid ) | EVAL y = ISNOTNULL ( x ); ISNULL :
EVAL x =UPPERCASE ( accountname ) | EVAL y = ISNULL ( x ); ISSTRING : EVAL x =
UPPERCASE ( accountname ) | EVAL y = ISSTRING ( x )

ISSTRING
Returns true is value is string.
Returns false if value is not
string

EVAL <store-field> =
<ISSTRING> < field >

Examples: resourcegroupname =BCP1 | EVAL x = ISSTRING ( accountname ); LEN: EVAL x =
LEN ( accountname ) | EVAL y = ISSTRING ( x ); UPPERCASE: EVAL x =UPPERCASE ( account-
name ) | EVAL y = ISSTRING ( x ); LOWERCASE: EVAL x = LOWERCASE ( accountname ) |
EVAL y = ISSTRING ( x ); REPLACE: EVAL x =REPLACE ( accountname ,- , securonix) | EVAL y =
ISSTRING ( x ); SUBSTR: EVAL x = SUBSTR ( accountname , 0 , 5) | EVAL y = ISSTRING ( x )

ISNULL
Returns true if value is null.
Returns false is value is not null

EVAL <store-field> =
<ISNULL> < field >

Examples: resourcegroupname =BCP1 | EVAL x = ISNULL ( accountname ); LEN: EVAL x = LEN
( accountname ) | EVAL y = ISNULL ( x ); UPPERCASE: EVAL x =UPPERCASE ( accountname ) |
EVAL y = ISNULL ( x ); LOWERCASE: EVAL x = LOWERCASE ( accountname ) | EVAL y =
ISNULL ( x ); EQUALS: EVAL x = EQUALS ( accountname , - ) | EVAL y = ISNULL ( x ); REPLACE:
EVAL x =REPLACE ( accountname ,- , securonix) | EVAL y = ISNULL ( x ); SUBSTR: EVAL x =
SUBSTR ( accountname , 0 , 5) | EVAL y = ISNULL ( x ); ISBOOLEAN: EVAL x = ISBOOLEAN ( byte-
sout ) | EVAL y = ISNULL ( x ); ISSTRING: EVAL x = ISSTRING ( accountname ) | EVAL y = ISNULL
( x ); ISNUM: EVAL x = ISNUM ( accountname ) | EVAL y = ISNULL ( x ); ISEMPTY: EVAL x =
ISEMPTY ( accountname ) | EVAL y = ISNULL ( x )

ISEMPTY
Returns true if value is empty.
Returns false is value is not
empty

EVAL <store-field> =
<ISEMPTY> < field >
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Command Description Syntax

Examples: resourcegroupname =BCP1 | EVAL x = ISEMPTY ( accountname ); LEN: EVAL x =
LEN ( accountname ) | EVAL y = ISEMPTY ( x ); UPPERCASE: EVAL x =UPPERCASE ( account-
name ) | EVAL y = ISEMPTY ( x ); LOWERCASE: EVAL x = LOWERCASE ( accountname ) | EVAL
y = ISEMPTY ( x ); EQUALS: EVAL x = EQUALS ( accountname , - ) | EVAL y = ISEMPTY ( x );
REPLACE: EVAL x =REPLACE ( accountname ,- , securonix) | EVAL y = ISEMPTY ( x ); SUBSTR:
EVAL x = SUBSTR ( accountname , 0 , 5) | EVAL y = ISEMPTY ( x ); ISBOOLEAN: EVAL x =
ISBOOLEAN ( bytesout ) | EVAL y = ISEMPTY ( x ); ISNOTNULL: EVAL x = ISNOTNULL ( resource-
groupid ) | EVAL y = ISEMPTY ( x ); ISNULL: EVAL x = ISNULL ( accountname ) | EVAL y =
ISEMPTY ( x ); ISSTRING: EVAL x = ISSTRING ( accountname ) | EVAL y = ISEMPTY ( x ); ISNUM:
EVAL x = ISNUM ( accountname ) | EVAL y = ISEMPTY ( x )

HEX Returns the hexadecimal value
EVAL (store-field) = (HEX) ( 
field )

Examples: resourcegroupname =BCP1 | EVAL x =HEX ( bytesin ); Example 1: resource-
groupname = Email_sent_to_Users | EVAL x =DEC ( bytesin ) | EVAL y =HEX(x)

LOWERCASE
Converts all characters to lower-
case

EVAL <store-field> =
<LOWERCASE> < field >

Examples: resourcegroupname =BCP1 | EVAL x = LOWERCASE ( accountname ); LEN: EVAL x
= LOWERCASE ( accountname ) | EVAL y = LEN ( x ); UPPERCASE: EVAL x =UPPERCASE ( 
accountname ) | EVAL y = LOWERCASE ( x ); ISEMPTY: EVAL x = LOWERCASE ( accountname )
| EVAL y = ISEMPTY ( x ); EQUALS: EVAL y = LOWERCASE ( accountname ) | EVAL x = EQUALS
( y , - ); REPLACE: EVAL x = LOWERCASE ( accountname ) | EVAL y =REPLACE ( x ,- , securonix);
SUBSTR: EVAL y = SUBSTR ( accountname , 0 , 5) | EVAL x = LOWERCASE ( y ); ISBOOLEAN:
EVAL x = LOWERCASE ( resourcegroupid ) | EVAL y = LEN ( x ) | EVAL x = ISBOOLEAN ( y );
ISNOTNULL: EVAL x = LOWERCASE ( resourcegroupid ) | EVAL y = ISNOTNULL ( x ); ISNULL:
EVAL x = LOWERCASE ( accountname ) | EVAL y = ISNULL ( x ); ISSTRING: EVAL x =
LOWERCASE ( accountname ) | EVAL y = ISSTRING ( x )

REPLACE
Returns a string after replacing
all occurrences

EVAL <store-field> =
<REPLACE> < field > < field-
value > <replace-value>
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Command Description Syntax

Examples: resourcegroupname =BCP1 | EVAL x =REPLACE ( accountname ,TG2277 ,
securonix); LEN: EVAL x =REPLACE ( accountname ,TG2277 , securonix) | EVAL y = LEN ( x );
UPPERCASE: EVAL x =REPLACE ( accountname ,TG2277 , securonix) | EVAL y =UPPERCASE
( x ); LOWERCASE: EVAL x =REPLACE ( accountname ,TG2277 , SECURONIX) | EVAL y =
LOWERCASE ( x ); EQUALS: EVAL x =REPLACE ( accountname ,TG2277 , securonix) | EVAL y =
EQUALS ( x , securonix); SUBSTR: EVAL x =REPLACE ( accountname ,TG2277 , securonix) |
EVAL y = SUBSTR ( x , 0 , 2); ISBOOLEAN: EVAL x =REPLACE ( accountname ,TG2277 ,
securonix) | EVAL y = ISBOOLEAN ( x ); ISNOTNULL: EVAL x =REPLACE ( accountname
,TG2277 , securonix) | EVAL y = ISNOTNULL ( x ); ISNULL: EVAL x =REPLACE ( accountname
,TG2277 , securonix) | EVAL y = ISNULL ( x ); ISSTRING: EVAL x =REPLACE ( accountname
,TG2277 , securonix) | EVAL y = ISSTRING ( x ); ISNUM: EVAL x =REPLACE ( accountname
,TG2277 , 123 ) | EVAL y = ISNUM ( x ); ISINT: EVAL x =REPLACE ( accountname ,TG2277 , 123 )
| EVAL y = ISINT ( x ); ISDIGIT: EVAL x =REPLACE ( accountname ,TG2277 , 7 ) | EVAL y =
ISDIGIT ( x )

SUBSTR
Returns substring of actual
field value

EVAL <store-field> =
<SUBSTR> < field > < start-pos-
ition > <endposition>

Examples: EVAL x = SUBSTR ( accountname , 0 , 5 ); REPLACE: EVAL x =REPLACE ( account-
name ,TG2277 , securonix) | EVAL y = SUBSTR ( x , 0 , 3 ); LEN: EVAL x = SUBSTR ( accountname
, 0 , 3 ) | EVAL y = LEN ( x ); UPPERCASE: EVAL x = SUBSTR ( accountname , 0 , 3 ) | EVAL y =
UPPERCASE ( x ); LOWERCASE: EVAL x = SUBSTR ( accountname , 0 , 3 ) | EVAL y =
LOWERCASE ( x ); EQUALS: EVAL x = SUBSTR ( accountname , 0 , 3 ) | EVAL y = EQUALS ( x ,
TG2); ISBOOLEAN: EVAL x = SUBSTR ( accountname , 0 , 3 ) | EVAL y = EQUALS ( x , TG2) |
EVAL z = ISBOOLEAN ( y ); ISNOTNULL: EVAL x = SUBSTR ( accountname , 0 , 3 ) | EVAL y =
ISNOTNULL ( x ); ISNULL: EVAL x = SUBSTR ( accountname , 0 , 3 ) | EVAL y = ISNULL ( x );
ISSTRING: EVAL x = SUBSTR ( accountname , 0 , 3 ) | EVAL y = ISSTRING ( x ); ISNUM: EVAL x =
SUBSTR ( accountname , 0 , 3 ) | EVAL y = ISNUM ( x ); ISINT: EVAL x = SUBSTR ( accountname ,
0 , 3 ) | EVAL y = ISINT ( x ); ISDIGIT: EVAL x = SUBSTR ( accountname , 0 , 3 ) | EVAL y = ISDIGIT ( 
x );

SUBSTRBYINDEX
Returns substring of actual
field value by index

EVAL <store-field> =
<SUBSTRBYINDEX> < field >
< delimiter > <An integer indic-
ating the number of occur-
rences of delimiter>
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Command Description Syntax

Examples: EVAL x = SUBSTRBYINDEX (workemail , @, 1 ); REPLACE: EVAL x =REPLACE ( 
workemail ,TG2277 , securonix) | EVAL y = SUBSTRBYINDEX (x , @, 1 ); LEN: EVAL x =
SUBSTRBYINDEX (workemail , @, 1 ) | EVAL y = LEN ( x ); UPPERCASE: EVAL x =
SUBSTRBYINDEX (workemail , @, 1 ) | EVAL y =UPPERCASE ( x ); LOWERCASE: EVAL x =
SUBSTRBYINDEX (workemail , @, 1 ) | EVAL y = LOWERCASE ( x ); EQUALS: EVAL x =
SUBSTRBYINDEX (workemail , @, 1 ) | EVAL y = EQUALS ( x , TG2); ISBOOLEAN: EVAL x =
SUBSTRBYINDEX (workemail , @, 1 ) | EVAL y = EQUALS ( x , TG2) | EVAL z = ISBOOLEAN ( y );
ISNOTNULL: EVAL x = SUBSTRBYINDEX (workemail , @, 1 ) | EVAL y = ISNOTNULL ( x ); ISNULL:
EVAL x = SUBSTRBYINDEX (workemail , @, 1 ) | EVAL y = ISNULL ( x ); ISSTRING: EVAL x =
SUBSTRBYINDEX (workemail , @, 1 ) | EVAL y = ISSTRING ( x ); ISNUM: EVAL x =
SUBSTRBYINDEX (workemail , @, 1 ) | EVAL y = ISNUM ( x ); ISINT: EVAL x = SUBSTRBYINDEX
(workemail , @, 1 ) | EVAL y = ISINT ( x ); ISDIGIT: EVAL x = SUBSTRBYINDEX (workemail , @, 1 ) |
EVAL y = ISDIGIT ( x );
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Incident Management
ArcSight UBA includes comprehensive case management capabilities that allow multiple teams to
collaborate on investigation and incident response. You canmanage and collaborate on cases from
Incident Management dashboard.

Managing Cases
Manage cases from the Incident Management dashboard.

Incident Management Dashboard
To access case management from the Incident Management Dashboard, navigate toMenu
> Security Center > Incident Management.

You will see the cases for the last 24 hours by default. Click the time range indicator to change the
time range.

You can take the following actions from the Incident Management dashboard:
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l View the list of cases for the specified time range.

l Click to filter the list of cases by the following options:

l Current user's queue

l Assigned to current user's group

l Case Status

l Criticality

Note: A check mark appears on active filters.

l Click active filters to remove the filter.

l Type text to filter results.

l Sort list by the following options:

l Incident Updated Time

l Incident Created Time

l Risk Score

l Click the case you want tomanage.

The Case Management screen appears. From this screen, you can view details and take actions on
the case. The case details are categorized in the following sections of the screen:
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l Case Details

l Violator Details

l Threats

l Case Related Violations/Violators

l Play Book

l Activity Stream

Note: The sections that appear for each case vary based on the violation entity and violation
type.

Viewing Case Details

Case Details

View details about the case and take action on the case. The actions you can take from this section
are based on the actions defined in the workflow that was assigned to the case. For each action you
select, enter comments to explain or justify the action. See Taking Actions on Cases formore inform-
ation about the actions you can take from this screen.
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Violator Details

View details about the violation entity, or the threat or policy on which the case was created. Entities
can be users, activity accounts, resources, and network addresses.

Note: The details that appear in this section vary based on the type of entity and disposition of
the case.

Threats

View the lists of threats associated with the case.

Click the icon to view a Threat Summary for each threat. View the Violation Summary, Violation
Events, and response Play Book.

Formore information about the sections of the Threat Summary, see Threats .
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Case Related Violators

View the list of violators associated with the case.

Click the icon to view the Violation Summary for each violator. View the Violation Summary, Violation
Events, and response Play Book.

Formore information about the sections of the Violation Summary, see Policies.

Case Related Violations

View the events associated with the case. You can edit the search query to view additional inform-
ation about the violation. For information on how to perform searches, see Spotter.
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Play Book

View the play book for the violation and take specified steps to remediate the threat. Formore inform-
ation about Play Books in ArcSight UBA, see Response Framework.

Activity Stream

The Activity Streamdisplays a real-time streamof case management activity for each case. From the
Activity Stream, you can view activity as it happens for the case, enter comments about the case,
and add files to the case from your local machine.
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You can take the following actions from this screen:

l Toggle to show or hide attachments.

l Toggle to show or hide comments.

l Add: Click to add files from your local machine.

Collaborating on Cases
ArcSight UBA 6.10 includes chat capability to allow analysts to easily collaborate on cases within
their groups from the case details screen. The initials of the other users viewing the case will appear
at the top right of the screen.
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Note: Only users logged in and viewing the case at the same time will appear as available for
chat.

Click the initials of the userwith whomyou wish to chat to launch the chat window.

Type text to chat with the other viewers for this incident and click send icon.
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Taking Actions onCases
The actions available for each case are based on the workflow selected for the case. Formore
about configuringwork flows, seeWorkflows in the ArcSight UBA Administration Guide. Some
examples of the actions configured in default work flows include the following:

Note: These actions will not exist for all cases and may be labeled differently for custom work
flows.

l Assign cases to a specific analyst or group of analysts.

l Claim an open case (a case not yet assigned), and begin the investigation process.

l Accept the risk.

l Mark as a confirmed Violation.

l Release the case for another analyst to claim.

To take action on an open case, complete the following steps:

1. Click the action to take from theActionsmenu.

2. Provide the requested information as in the following examples:
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Assign to Analyst

Use this option to assign the case to an individual user or a user group. To assign a case to an ana-
lyst, complete the following steps when the Case Action dialog box opens:
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1. Business Response: Select an appropriate business response from the dropdown.

2. Business Justification: Enter a comment (optional).

3. Remediation Performed: Enter a comment (optional).

4. Business Internal Use: Enter a comment (optional).

5. Assign to Analyst: Select fromdropdown to assign to a single analyst or group.

6. Click Submit.

7. The case will display the analyst or group the case isAssigned To.

Claim

Use this option to claim the case for the current user (you) and start working the investigation. To
claim a case, complete the following steps when theCase Action dialog box opens:
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1. Enter comments to explain or justify the action.

2. Click Submit.

3. The status will appear as Claimed:

Note: Only the analyst who has claimed the case will have the authority to edit the case.
Other analysts in the group will be able to view the case and the case details.

Accept Risk

Use this option to close the case and mark the violation as fixed. To accept risk for a case, complete
the following steps when theCase Action dialog box opens:
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1. Business Response: Select an appropriate business response from the dropdown.
2. Business Justification: Enter a comment (optional).
3. Remediation Performed: Enter a comment (optional).
4. Business Internal Use: Enter a comment (optional).

5. Click Submit.

The case will appear as Completed.

Note: You will not be able to take further action on a case when it has been closed for Accept
Risk. You must reopen the case.

Violation

Use this option to close the case and mark the case a confirmed violation. To close a case, com-
plete the following steps when theCase Action dialog box opens:
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1. Business Response: Select an appropriate business response from the dropdown.
2. Business Justification: Enter a comment (optional).
3. Remediation Performed: Enter a comment (optional).
4. Business Internal Use: Enter a comment (optional).

5. Click Submit.

The case will appear as Closed:

Note: You will still be able to take actions such as Claim, Release and Assign to Analyst when
the case is closed as a violation.

Creating a Case from the Security CommandCenter
You can create cases from the Security Command Center on the violation or threat summary screen
for an entity/violator, or a policy or threat violation:

l Entity/Violator: All violations across all jobs will be grouped in one case for an entity.

l Policy Violation: All violators of the policy will be grouped under one case for a single policy.

l Threat Violation: All violators of the threat will be grouped under one case for a single threat.

See Entities, Policies, and Threats . formore details about the features available on the Violations
Summary screen.

To create a case at for an entity, policy or threat from the Security Command Center on the violation
or threat summary screen, complete the following steps:
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1. Navigate toMenu > Security Center > Security Command Center

2. Click an entity, violation, or threat froma dashboard. Example: Top Violators. Formore inform-
ation about the available dashboards, see Security Command Center.

3. Create an incident in one of the followingways:

l Click Create Incident from theActionsmenu on the right side of the entity or violation view.

l Click Create Case to create an incident from the collapsed menu on an entity or violation.

4. Complete the following in theAction - Create Incident dialog box:
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a. Select Workflow: Select a workflow from the dropdown. Formore information about con-
figuringwork flows, seeWorkflows in the ArcSight UBA Administration Guide.

b. Comments: Enter a comment to explain or justify the action.

c. Criticality: Select a criticality from the dropdown.

d. Assign to Analyst: Click search icon to select users or groups to assign to the case and
click Assign.

5. Click Submit.

To view the case you created, navigate toMenu > Security Center > Incident Management.
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Reports
ArcSight UBA has both out-of-the-box standard reports and extensive ad-hoc reporting capabilities.
From theReportmenu, the following options are available:

l Categorized Reports

l Auditing

l Report Status

Categorized Reports
This feature allows you to schedule and run default reports, or create custom reports to run on Spot-
ter, database, or archived data.

To access categories reports, Navigate toMenu> Reports > Categorized Reports.

Click to expand the left navigation pane.
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Reports are listed are filtered by category. You can add categories and create new reports within an
existing category. By default, the following report categories are included:

l Access Policy

l Access Reports

l Certification Reports

l Compliance

l Daily Reports

l Operation Metrics

l Resources Reports

l Securonix Reports

l Spotter Reports

l User Reports
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The application creates additional report categories when you import new data sources. For
example, if you import activity data fromActive Directory, you will see a new “Identity AccessMan-
agement” category in the Categorized Reports navigation pane, which will contain the Active Dir-
ectory report.

Click a report category to view the existing default reports available for that category.
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Adding a new report category
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1. Click Add Category on the main screen.

2. Enter a unique name in theCategory Name field when the Add New Category dialog box
appears.
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3. Click Save.

The new category will appear in the left navigation pane.

To create new reports for this category, see Creating a new report.

Editing or Deleting an Existing Report or Report Category
You can delete reports by category or a single report within a category.

ArcSight User Behavior Analytics 6.10User Guide

Poweredby Securonix

Page 235of 318

Confidential

Reports



Note: When you delete a category, the reports associated with that category are not deleted. If
you want to retain all of the reports associated with a category that you plan to delete, you must
edit individual reports and change their categories before you delete the category.To edit or
delete an entire report category, use the following steps:

1. Click the edit icon: to edit an existing report category .

a. Edit the category information and click green check mark to save.

b. Click red X to cancel.

2. Click the trash can icon: to delete an existing report category .

To edit or delete an entire report, use the following steps:
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1. Click the edit icon: to edit an existing report .

a. Edit the fields described in Creating a New Report.

b. Click Save.

2. Click the delete icon: to delete an existing report.

Creating a NewReport

1. Click Create new report to add a new report.

2. Complete the following information when theCreate new report dialog box appears:
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BasicReport Details

a. Report Name: Enter a unique name for the report.

b. Owner: Assign this report to a specific group or an individual user. Click the magnifying glass to
open a list of available groups and users.

To select a group, click theGroups tab. To select an individual user, click theUsers tab. When
you have finished, click Assign.
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Note: When you assign a report to a specific owner (or group of owners), only the owner(s)
of the report can view it.

To remove the owner froma report, click the red x located on the right side of theOwner field.

c. Description: Enter a brief description for the new report.

d. Report Category: Select an existing report category from the dropdown underwhich the new
report will appear. Example: Access Reports.

Click Save and Next.

Connection Types

You can run reports on the following connection types:

l Database: Run report on data stored in database. Select a JRXML file to associate with the
report.

l Archived Data: Run report on historical data stored in HDFS. Select a JRXML file to associate
with the report.

l Spotter: Run report on data in Solr using Spotter search terms. Select a custom JRXML or select
the attributes on which to report to create a custom template.

Database

Complete the following information to run reports on data stored in a database:
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a. Connection Type: Database.

b. File Name: Choose the JRXML file of the template associated with this report. To navigate to the
appropriate file location, click Browse.

Note: ArcSight UBA integrates with Jasper Reports to use the contents and configurations
of JRXML files as a template for the report. The securonix_home/reports directory contains
over 50 JRXML default files you can use. For more information about Jasper Reports, see

http://community.jaspersoft.com/project/jasperreports-library. For a complete list of the
JRXML files available in Securonix/tenants/<tenant>/securonix_home/reports, see
Report Templates.

Click Save and Next to proceed toReport Query to complete the following information:

Parameters (Optional)

1. Parameters: Complete the following fields:

l Name: Enter a name for the parameter.

l JRXML Parameter: Enter the JRXML Parameter declared in the Jasper Report file.

Example 1: The value of attribute NAME of the parameter tag from the report file.

Example 2: REPORT_DATA_SOURCE.

l Type of Parameter: Select fromdropdown. Example: Resource.

l Mapping: Select from the dropdown. Example: $ID.

To add additional parameters, click the green plus (+) sign. To delete parameters, click the red
minus (-) sign.

Click Save.

Archived Data

Complete the following information to run reports on data stored in HDFS:
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File and Connection Type Details

a. Connection Type: Archived Data.

b. File Name: Choose the JRXML file of the template associated with this report. To navigate to the
appropriate file location, click Browse.

Note: ArcSight UBA integrates with Jasper Reports to use the contents and configurations
of JRXML files as a template for the report. The securonix_home/reports directory contains
over 50 JRXML default files you can use. For more information about Jasper Reports, see

http://community.jaspersoft.com/project/jasperreports-library. For a complete list of the
JRXML files available in securonix/tenants/<tenant>/securonix_home/reports, see Report
Defaults.

Click Save and Next to proceed toReport Query to complete the following information:

Parameters (Optional)

1. Parameters: Complete the following fields:

l Name: Enter a name for the parameter.

l JRXML Parameter: Enter the JRXML Parameter declared in the Jasper Report file.

Example 1: The value of attribute NAME of the parameter tag from the report file.

Example 2: REPORT_DATA_SOURCE.

l Type of Parameter: Select fromdropdown. Example: Resource.
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l Mapping: Select from the dropdown. Example: $ID.

To add additional parameters, click the green plus (+) sign. To delete parameters, click the red
minus (-) sign.

Click Save.

Spotter

Complete the following information to run reports on data in Solr using Spotter search terms:

File and Connection Type Details

1. Connection Type: Spotter.

2. Do you want to upload Custom JRXML file:

l If NO: Default Reports Template is automatically populated with reportTemplate.jrxml.

l If YES: Upload a custom JRXML file to be associated with the report.

3. Do you want to export all records that matched rep: 

l If NO: Specify aMaximum Number of Records to export.

l If YES: The report will export all records for the query.

Click Save and Next to proceed toReport Query to complete the following information:

Enter the Query to Preview Results
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1. Enter the Query to Preview Results: Enter the Spotter query to populate the report.
Example: index = violation and policyname = "Flight Risk User - Job Search"

Formore information about searching Spotter, see Spotter.

Specify the label for the report you want tomap attribute

1. Click to select the attributes to include in the report.

Attributes that appear in blue will be included in the report. Attributes that appear in gray are
excluded from the report.

a. Edit the attribute label underwhich the mapped attribute will appear in the report column.
(Optional).

b. Click Save to save the label and include the attribute in the report.

c. Click Remove Mapping to remove the attribute from the report.

Parameters (Optional)

ArcSight User Behavior Analytics 6.10User Guide

Poweredby Securonix

Page 243of 318

Confidential

Reports



1. Parameters: Complete the following fields:

l Name: Enter a name for the parameter.

l JRXML Parameter: Enter the JRXML Parameter declared in the Jasper Report file.

Example 1: The value of attribute NAME of the parameter tag from the report file.

Example 2: REPORT_DATA_SOURCE.

l Type of Parameter: Select fromdropdown. Example: Resource.

l Mapping: Select from the dropdown. Example: $ID.

To add additional parameters, click the green plus (+) sign. To delete parameters, click the red
minus (-) sign.

Click Save.

The new report will appear under the category you selected when configuring the Basic Report
Details.

Editing an Existing Report
To edit an existing report, complete the following steps:
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1. Select a report category from the left navigation pane. The list of reports in that category will
appear in the right section of the screen.

2. Locate the report you want to edit. At the end of the report row, you will find a list of Actions.

3. Click the pencil icon to edit the report. The Edit report window opens.

4. Edit the report as needed. For a description of the report fields, see Creating a New Report.

5. Click Save.

Scheduling andRunning an Existing Report
To schedule a report to run once now or on a schedule, complete the following steps:

1. From the left navigation pane, select a report category. The list of reports in that category will
appear in the right section of the screen.

2. Locate the report you want to run. At the end of the report row, you will find a list of Actions.

3. Click theRun icon to run the report.

4. Complete the form to run the report:
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Note: Fields on the form may vary depending on the type of report and resource on which
the report is to run.

a. Job Name: Enter a name for the report job.

b. (Optional) Job Description: Enter a brief description for the job.

c. Select Report Format: Select an option from the dropdown. Example: pdf.

d. Choose Email Template: Select the email template you want to use to send the report via
email fromdropdown.

e. Run: Select the frequency for the report job:
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l Do you want to run Job Once?: Select to run the job once now.

l Do you want to schedule this job for future?: Select this option to select how often
to run the job: 

5. Click Schedule.

6. Download the report from theReport Status screen.

Formore information about what you can do from this screen, see Report Status.

The report will open in the format selected in Step 4.
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Downloading a Report to File
To download a report to file, complete the following steps:

1. From the left navigation pane, select a report category. The list of reports in that category will
appear in the right section of the screen.

2. Locate the report you want to run. At the end of the report row, you will find a list of Actions.

3. Click theDownload icon to run the report.
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1. Select the appropriate file format.

The report will download to your local machine.

Running Reports from Spotter
In addition to the reports you can configure from theMenu > Reports > Categorized Reports
screen, you can run reports fromSpotter Search Results.

To run reports fromSpotter, complete the following steps:
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1. Navigate toMenu > Security Command Center > Spotter to conduct a search OR click
Launch Spotter fromdata points in the Security Command Center.
For information about searching Spotter, see Spotter. For information about how to launch Spot-
ter searched from the Security Command Center, see Security Command Center.

2. Click Reports.

3. Select a report template fromdropdown or click Export Spotter Results to create a new
report.

4. Click to select the attributes to include in the report.

Attributes that appear in blue will be included in the report. Attributes that appear in gray are
excluded from the report.
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a. Edit the attribute label underwhich the mapped attribute will appear in the report column.
(Optional).

b. Click Save to save the label and include the attribute in the report.

c. Click Remove Mapping to remove the attribute from the report.

5. Click Run.

6. Download the report from the Notifications menu when status is complete:
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Note: Merged Reports will not appear on the Report Status screen. You must download the
report from the Notifications menu.

Auditing
The Auditing feature allows you to audit activity performed in the ArcSight UBA application and
check log tampering.

To access the Auditing screen, on the menu bar, navigate toMenu > Reports > Auditing.

You can take the following actions from this screen:
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l Enter search criteria to filter results.

l Click Refresh icon to refresh results.

l Click Info icon to view audit details:

Configuring Auditing
You can configure the types of activity to audit. To configure auditing, click + > Configure Auditing:

From the left navigation screen, you can select activity by the following categories:
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l User Authentication

l Views

l Analytics

l Respond

l Reports

l Configure

l Add Data

l Workbench

Click an activity type to enable or disable auditing.

Toggle toYes to enable auditing. Toggle toNo to disable auditing.

Checking Log Tampering
To check log tampering, click + > Check Log Tampering.

From the Tampered Records screen, you can view details of actions performed by users.
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Report Status
The Report Status feature allows you to view existing report jobs and schedule new report jobs for
saved reports. Formore information on creating reports, see Categorized Reports.

To access the Report Status screen, on the menu bar, navigate toMenu > Reports > Report
Status.

You can take the following actions on report jobs from this screen:
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Re-run a completed report job.

Delete existing report jobs.

Download report.
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Scheduling a saved report
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1. Click Schedule Saved Report fromReport Status main screen.

2. Enter the following details:

a. Job Name: Enter a name for the report job.

b. (Optional) Job Description: Enter a brief description for the job.

c. Report Name: Select the name of the report to run from the dropdown. Example: Access
Outlier by Manager.

d. Select Report Format: Select an option from the dropdown. Example: pdf.

e. Choose Email Template: Select the email template you want to use to send the report via
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email fromdropdown.

f. Run: Select the frequency for the report job:

l Do you want to run Job Once?: Select to run the job once now.

l Do you want to schedule this job for future?: Select this option to select how often
to run the job: 

3. Click Schedule. The report will appear on your list of scheduled reports.

Merging Spotter Reports
Tomerge Spotter reports, clickMerge Reports.

Complete the following information:

Job Details

a. Job Name: Enter a name for the report job.

b. (Optional) Job Description: Enter a brief description for the job.
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Select Reports to Merge

a. Drag desired reports fromList of Available Spotter Reports to Included Reports for Merge
in Sequence.

Schedule and Email Template Details

a. Select Report Format: Select an option from the dropdown. Example: pdf.

b. Choose Email Template: Select the email template you want to use to send the report via email
fromdropdown.

c. Run: Select the frequency for the report job:

l Do you want to run Job Once?: Select to run the job once now.

l Do you want to schedule this job for future?: Select this option to select how often to
run the job: 

Click Schedule.
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Download the report from the Notifications menu when status is complete:

Note: Merged Reports will not appear on the Report Status screen. You must download the
report from the Notifications menu.

Report Templates
ArcSight UBA includes the following JRXML default files you can use. You can find the default files
in yourSecuronix/tenants/<tenant>/securonix_home/reports directory.
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Example Report Templates

AccessOrphanAccountsByResourceReport.jrxml

AccessOutlierAnalysisReport.jrxml

AccessOutlierAnalysisReportbyManager.jrxml

AccessOutlierAnalysisReportbyResource.jrxml

Accounts without User2.jrxml

ActivityOrphanAccountsByResourceReport.jrxml

ActivityOutlierAnalysisReport.jrxml

ADOutlierReport.jrxml

BgraphForSelectedRange.jasper

BgraphForSelectedRange.jrxml

BgraphTillNow.jasper

BgraphTillNow.jrxml

BreportSelectedRange.jasper

BreportSelectedRange.jrxml

BreportTillNow.jasper

BreportTillNow.jrxml

CertificationCertifybyDataOwner.jrxml

CertificationCertifybyManager.jrxml

CertificationReport by Certify.jrxml

CertificationReport by Exception.jrxml

CertificationReport_exempted By Manager2.jrxml

CertificationReport_revoked By Manager2.jrxml

CertificationResultsbyDataOwner.jrxml
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Example Report Templates

CertificationResultsbyManager.jrxml

CertificationRevokesbyDataOwner.jrxml

CertificationRevokesbyManager.jrxml

DormantAccountsReport.jrxml

Entitlements by Resource.jrxml

EventsGraph.jasper

EventsGraph.jrxml

EventsList.jasper

EventsList.jrxml

ExitReport.jasper

ExitReport.jrxml

GroupOwnerByResourceGroupReport.jrxml

high_risk_selected_users.jasper

high_risk_selected_users.jrxml

high_risk_selected_users_by_category.jrxml

high_risk_users.jasper

high_risk_users.jrxml

high_risk_users_by_category.jasper

high_risk_users_by_category.jrxml

HighRiskAccessByPeer.jrxml

HRE_Template.jasper

HRE_Template.jrxml

HRE_Threats_Template.jasper
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Example Report Templates

HRE_Threats_Template.jrxml

HRE_Violations_Template.jasper

HRE_Violations_Template.jrxml

hru_by_category_subreport_risk.jasper

hru_by_category_subreport_risk.jrxml

hru_by_category_subreport_violations.jasper

hru_by_category_subreport_violations.jrxml

hru_subreport_risk.jasper

hru_subreport_risk.jrxml

hru_subreport_violations.jasper

hru_subreport_violations.jrxml

JRMAnalysisReport.jrxml

logo.gif

logo.jpg

OutlierAnalysisByApplicationPermissionReport.jrxml

PeerBasedActivities.jrxml

PeerBasedActivitiesSubReport.jrxml

PeerBasedActivitiesUserDetails.jrxml

PeerGroupAnalysisReport.jrxml

PolicyGraph.jasper

PolicyGraph.jrxml

PolicyViolators.jasper

PolicyViolators.jrxml
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Example Report Templates

Privileged Account by Resource.jrxml

Privileged Account by User.jrxml

RACFOutlierReport.jrxml

reportTemplate.jrxml

ResourceGroupByAccountName.jrxml

ResourceGroupByBytesIn.jrxml

ResourceGroupByBytesOut.jrxml

ResourceGroupByDestinationIP.jasper

ResourceGroupByDestinationIP.jrxml

ResourceGroupByEventOutcome.jrxml

ResourceGroupByInactiveUsers.jrxml

ResourceGroupBySourceIP.jrxml

ResourceGroupByTop10Departments.jrxml

ResourceGroupByTop10PolicyViolators.jrxml

ResourceGroupByTop10Users.jrxml

ResourceGroupByTransaction.jrxml

ResourceGroupByUser.jrxml

UncorrelatedAccessAccountDetails.jrxml

UncorrelatedAccessAccountReport.jrxml

UncorrelatedAccessAccountReportByResource.jrxml

User Change History.jrxml

UserAccessAccountReport.jrxml

UserDetails.jrxml
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Example Report Templates

UserPeerAccessReport.jrxml

UserPeerReport.jasper

UserPeerReport.jrxml

Users by Manager.jrxml

Users by Termination.jrxml

Users by TransferredDate.jrxml

Users Entitlement by Resource2.jrxml

Formore information about Jasper Reports, see http://-
community.jaspersoft.com/project/jasperreports-library.
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Views
The following Views are available in the ArcSight UBA application:

l Users

l Peers

l Resources

l Watch List

l White List

l Lookup Tables

From the Views screen, you can perform the following actions:

l View general details about users and resources

l Drill down into users to view details such as peer groups, access, activity, and behavior profiles

l Modify and delete user identities

l Launch InvestigationWorkbench for a user

l View and manageWatch Lists

l Create and manageWhite Lists

l View data in Lookup Tables
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Users
The ArcSight UBA application provides security professionals with relevant intelligence regarding
the risk posture of the organization. Users interactingwith the organization’s IT assets are a corner-
stone of the platform. The entire purpose of information security is to detect and prevent rogue users
fromconducting harmful activities that may damage the well-being of the organization.

Users, in the context of the application, refers to all users interactingwith the IT infrastructure of the
organization, whichmay be employees, contractors, temporary workers, partners, vendors, sup-
pliers, and even customers.

This section also allows security administrators to view user identity, access and activity data, peer
group memberships, and behavioral profiles of individuals, and tomodify imported user identities
within the ArcSight UBA application.

Before you can view and manage users, youmust import user data into ArcSight UBA. To import
user data, refer to User Data in the ArcSight UBA Administration Guide.

After importing user data, navigate toMenu > Views > Users to view and manage user identities.

By default, the list is sorted by Employee ID in ascending order. Click a column heading to sort the
list in ascending order by that attribute.
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Note: The column headings may vary depending on the attributes mapped when importing
user data.

You can choose to view users by department or division by clicking the Advanced Options icon in
the left navigation panel.
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Click the filter icon to type text to filter the list of departments or divisions.
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Click the binoculars icon to launch the InvestigationWorkbench for a user. Formore information,
see InvestigationWorkbench.

Click an Employee ID to view user details.

See ViewingUser Details for information about what you can do from this screen.
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Performing User Searches

Simple User Search

To perform a simple User search, navigate toMenu > Views > Users.

In the search bar, select a field on which to search from the dropdown list on which to search. For
example, lastname.

Enter the search criteria in the text box. For example, C* to search users whose last name begins
with C.

Click the search icon to search. The screen refreshes with the search results.

AdvancedUser Search

The Advanced search option enables you to use multiple search conditions.

To open the Advanced Search options, click the icon on the search bar.

Use dropdowns to select the following search parameters: 
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l Search on: Select User or PeerGroup.
l Search by: Select an available attribute. Example: location.
l Select Condition: Select fromdropdown. Example: Equal To.
l Provide Value: Enter the value on which to search.
l Select Operator: Select fromdropdown.
l +/-: Add/remove search criteria.

When search results appear, click an Employee ID to view user details.

Viewing User Details
Security administrators can view and monitor General Details, Organizations, PeerGroups, Access,
Activities, and Behavior Profile for each user.

To view the details of a user, navigate toMenu > Views > Users, and then click the Employee ID for
the user you wish to view.

By default, the General Details screen appears.

General Details

This screen displays the identity details for the selected user. The information displayed on this
screen represents the data collected for the user during the import process.

In the lower right corner of the screen is a collapsible menu. When the menu is expanded, you can
select from the following options to jump to that section of the user details:
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l General Details

l Contact Details

l Workflow Details

l Employment History

l CustomProperties

l Change History

Peer Groups

A usermay belong to one ormultiple PeerGroups. These PeerGroups are typically based on user
HR attributes such as job code, title, manager. The application uses peer groups to compare the
user’s access and activities and determine outlier behavior or anomalies.

From this screen, you can add peer groups for the user you're viewing or select one ormore peer
groups to remove.
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To add a PeerGroup for this user, click Add Peer Groups.

Search peer groups, select peer groups to add, and click Add Peer Groups.

Monitor Access

Monitor Access option allows you to view the accounts, access privileges, and profiles held by a
user on each resource. To view details of an account, click the Account Name.

TheAccount Details include the following:
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l General Details about the account including the type, risk score, criticality, and status.

l Access Details about the account including the values for each attribute mapped to the
account. For example, the account employeeID.
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Monitor Activities

Monitor Activities allows you to view all activities performed by a user across all resources for a selec-
ted period.

Click on any data point or field to filter events, enter a customSpotter query, or export the search res-
ults as Reports. For information about how to search events and what actions you can take on this
screen, see Spotter.

Behavior Profile

ArcSight UBA generates behavior profiles for users. These behavior profiles are very comprehensive
and can store up to 120 characteristics for each user. The behavior characteristics include: time
slices, activity, and IP address/hostname. Behavior profiles are used to establish a baseline of beha-
vior for a user based on the selected characteristics to determine when the user conducts abnormal
or outlier behavior that indicates a threat. For a detailed discussion of Behavior Profiles and why to
use them, see Behavior Profiles in the ArcSight UBA Administration Guide.

You can perform the following actions on this screen:

Select a policy for which you want to view the Behavior Profile from the dropdown.

The screen displays activity for the selected account held by the user on the resource. You can view
activity for a different account from theResourcedropdown.
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Select a time range in which to view the behavior baseline: daily, weekly, monthly, day of week, or
time of day. These options display the number of times the user performed a particular activity within
the specified time range.

Click All Attributes to filter the data points on which to view the baseline. Baseline is defined as
the maximumvalue for a valid cluster.
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View Valid Clusters on which the profiles are generated. Valid Clusters are a numerical measure
applied to judge various aspects of cluster validity. Multiple groups of similar data points between
minimum frequency and maximum frequency help to create a valid cluster.

View a Summary of the events associated with the behavior profile you are viewing. Click any data
point on the baseline to view specific events or enter a customSpotter query. Formore information
about what you can do in this section, see Spotter.

ArcSight User Behavior Analytics 6.10User Guide

Poweredby Securonix

Page 279of 318

Confidential

Views



Editing Users
Administrative users canmake changes to individual users or groups of users.

Note: Tomaintain integrity of user data, any changes to user information should be made in
the source application (HR data source), and then those changes imported into ArcSight
UBA from the source using a data feed. If users are updated in ArcSight UBA, and a new
data feed is imported from the source application, the latest information from the source will
overwrite any manual changesmade in ArcSight UBA.

Manage Bulk Changes to Users

Tomanage bulk changes to users, navigate toMenu > Views > Users.

From the Users screen, you can search for specific users using either a simple or advanced user
search. See PerformingUser Searches for details.

To select individual users, click the check boxes on the left side of each user you want to edit or
click the top check box in the user edit column to select all users. When users are selected, the edit
icon appears.
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Click the edit icon to open the Modify Selected Users dialog box.

In the Modify Selected Users dialog box, you can update the following items:

l Criticality: Change the criticality level.

l Watchlist: Add the users to a watchlist.

l Whitelist: Add the users to a whitelist. When you select this option, additional date range
fields appear. Enter a Date From and Date To for the date range that the users should be
added to the selected whitelist.

When you have finished modifying the selected users, click Save.

If your system is configured to encrypt user date, you will have an option to decrypt the selected
users.
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Edit a single user

Navigate toMenu > Views > Users and click the Employee ID for the user you want to edit.

When the User Details screen appears, scroll to bottomand click Edit or click Disable to disable to
user.

Edit the details for the user and click Update or click Delete to delete the user.
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Peers
A PeerGroup is a grouping of users that perform similar job functions. PeerGroups can be created
using any of the user attributes. You can define any number of peer groups and assign any number
of users to peer groups.

PeerGroups are created tomanage access outliers, access logs, and activity logs of the users that
belong to a particular peer group. Users are assigned to one ormultiple peer groups based on their
identity attributes. Each peer group contains additional sets of users with access privileges
assigned to each of them. Each access privilege held by a user is compared with all the members of
each PeerGroup to determine the number of users that hold the same access privilege. The greater
the number of users that hold the same entitlement, the lower the probability of the access privilege
being an outlier. The entitlement is determined to be an outlier if it crosses a threshold. Each user
within the PeerGroup may have one ormultiple access privileges that are outliers. The greater the
number of access privileges that are outliers, the higher the overall access risk for the user.

There are three ways to create new peer groups:

l Peer Creation Rules: Create PeerGroups usingHR attributes and assign users based on selec-
tion criteria.

l Peer Assignment Rules: Assigns users to the appropriate PeerGroups based on the criteria
specified.

For additional information, see PeerGroups in the ArcSight UBA Administration Guide.

Managing Peers
Tomanage PeerGroups, navigate toMenu > Views > Peers.

The screen displays two tabs:
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l User Peer: View list of peer groups for users

l Resource Peer: View list of peer groups for resources

In the left navigation panel, you can select a Peer Group Type orPeer Name to filter the list.

Use the Advanced Optionsmenu to switch the left navigation panel options between Peer Group
Types orPeer Names.

l Peer Group Types: Lists all the peer groups of selected PeerGroup Type.

l Peer Name: Lists all the peers within the selected peer group.
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From the left navigation panel, you can type text to filter the list of PeerGroup Types and Peer
Names.
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Click the edit or delete icons to edit or delete a PeerGroup Type.

Viewing Peer Groups
Click a peer group to view details about the group.

l On theUser Peer tab, view information about user peer groups.

l On theResource Peer tab, view details of the resource peers grouped by IP addresses or
server names. When you click on a resource, you can view detailed information, such as general
information about the resource and who is accessing those resource peers.

General Details

View general details about the peer group. From this screen, you can edit the peer group information
and click Update.
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Members

View the list of members in the peer group. You can add members or select one ormultiple mem-
bers to remove.

Click on a member to view details about the member.

Editing Peers
To select peers to edit, click the check boxes on the left side of each peer group you want to edit, or
click the top check box in the user edit column to select all users.
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Click the edit icon to open the Modify Selected PeerGroups dialog box.

In the Modify Selected PeerGroups dialog box, you can update the following items:

l Criticality: Change the criticality level.

When you have finished modifying the selected peer groups, click Save.

Edit the details for the user and click Update or click Delete to delete the user.
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Resources
Resources are the applications, servers, databases, etc. that enable users to perform various tasks.
One resource may contain one ormore datasources. For example, Google is a resource, and its data-
sourcesmay include Google Admin and Google Login.

To access the main Datasources screen, navigate toMenu > Views > Resources.

The left navigation panel displays a list of all the resource groups. Click a resource group on the left
navigation panel to display a list of all datasources associated with the selected resource group.

Type test or click the Advanced Optionsmenu to filter the list of Resource Groups. You can switch
between the followingResource Group options:

l Type

l Category

l IP Address

l Vendor
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Click a datasource name to view the details. The left navigation panel shows the available inform-
ation associated with the selected data source.

General Details

From this screen, view the following for the datasource:

l Resource Details: Displays the connection details configured during data import.

l Associated Resources: Displays resources associated with the selected data source.
Example: Access Data for Active Directory.

l Access/Activity Attributes: Depending on the datasource type, the attributes associated with
the datasource.
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Monitor Activities

The Monitor Activities section allows you to supervise the activity data for different data sources.
Within the Monitor Activities section, you can view the following:

Events

View activity events associated with the datasource.

Click on any data point or field to filter events, enter a customSpotter query, or export the search res-
ults as Reports. For information about how to search events and what actions you can take on this
screen, see Spotter.
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Accounts

From this screen you can view accounts for the datasource. Use the dropdown to switch between
viewingCorrelated and Uncorrelated accounts.

l Correlated Accounts: Displays the Account Name and the user associated with the
account. Click an Employee ID to view details about the user.

l Uncorrelated Accounts: Displays Account Names that have not been associated with a user.
You can use this information to investigate why an account did not correlate, or if the accounts
are super user accounts that do not need to be correlated.
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Monitor Access

Access-related data for employees is imported from log files generated by various vendor tools. This
section includes the following subsections:

l Accounts: Allows you to view a list of correlated, uncorrelated and soft link accounts. For each
account, you can view the access-related information for a particular user on the selected data-
source.

l Data Management: Enables you to view the different categories in your activity feed.

Information in these sections is based on Access Data and may not appear for all datasources.

Accounts

Select from the dropdown to view a list of correlated, uncorrelated, and soft link accounts. For each
account, you can view the access-related information for a particular user on the selected data-
source.
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Correlated Accounts

Click an Account Name to view the General and Access Details for the account.

Click an Employee ID to view details about the user. See Users formore information about these
details.
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Click Assign To to assign the account to a user.

Modify accounts by selecting an one ormultiple accounts and clicking the edit icon.
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Specify the following and click Save:

l Criticality

l Account Type

l Owner

l Watchlists

l Whitelists

Enter a description of the access entitlements and click the green Save icon to ad an entry into the
ArcSight UBA Glossary of access entitlements. Example: CN=Portal_User, OU=Applications,
OU=Corporate, DC=sec.

Uncorrelated Accounts

Click an Account Name to view the General and Access Details for the account.

Modify accounts by selecting an one ormultiple accounts and clicking the edit icon. Specify the fol-
lowing and click Save:
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l Criticality

l Account Type

l Owner

l Watchlists

l Whitelists

Soft Link Accounts

View information about soft link accounts, if present.

Modify accounts by selecting an one ormultiple accounts and clicking the edit icon. Specify the fol-
lowing and click Save:

l Criticality

l Account Type

l Owner

l Watchlists

l Whitelists

Data Management

View and modify Access Value for users, and add definitions into the ArcSight UBA Glossary of
access entitlements.
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Select an Access Value and click edit icon tomodify access data.

Click the green Save icon and enter a definition of the access entitlements to add an entry into the
ArcSight UBA Glossary of access entitlements. Example: CN=Portal_User, OU=Applications,
OU=Corporate, DC=sec.

Resource Behavior Profiles

Behavior profiling analyzes what users do on a company network by collecting all user privileges,
resources, and activities, establishing a baseline of normal behavior, and then identifying the abnor-
mal or outlier behaviors to bring to the attention of security administrators. Behavior profiles are gen-
erated based on attributes in the datasource, which are specified during policy creation and
selected based on the requirements for the policy.

For example, for the policy Rare Service Creation, if one service account is created onWindows per
day, ArcSight UBA establishes a baseline of one, daily for the resource. If two service accounts are
created onWindows in one day, ArcSight UBA detects the rare behavior as an outlier, and a viol-
ation is generated.
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Formore detailed information about how behavior profiles are generated, refer to Behavior Profiles in
the Administration Guide.

On the Behavior Profile screen for a Resource, you can perform the following actions: 

Select a policy that has been configured for the datasource for which to view the behavior profile.

From the Type dropdown, select options to view the Resource Behavior, the Account Behavior, and
the Account Names.
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Note: Menu options may vary based on the violation entity selected during policy creation.

l Resource Behavior shows the baseline activities for the selected resource and any anomalies
that deviated from the baseline across time line.

l Resource: Select a specific resource fromdropdown to view behavior profile for that
resource.

l Account Behavior shows account behavior across the time line for the selected resource.

l Resource: Select a specific resource fromdropdown to view behavior profile for that
resource.

l Account Names shows the behavior profile for the account across a time line for the selected
resource.

l Resource: Select a specific resource fromdropdown to view behavior profile for that
resource.

l Account: Select an account from the dropdown to view events for that account.

Select a time range in which to view the behavior baseline: daily, weekly, monthly, day of week, or
time of day.

Click All Attributes to filter the data points on which to view the baseline. Baseline is defined as
the maximumvalue for a valid cluster.
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View Valid Clusters on which the profiles are generated. Valid Clusters are a numerical measure
applied to judge various aspects of cluster validity. Multiple groups of similar data points between
minimum frequency and maximum frequency help to create a valid cluster.

View a Summary of the events associated with the behavior profile you are viewing. Click any data
point on the baseline to view specific events or enter a customSpotter query. Formore information
about what you can do in this section, see Spotter.
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Watch List
A watch list is a means to place entities on a close watch based on inherent risks. This feature helps
tomonitor a user, account, host, etc. that is deemed problematic and requires special attention. For
example, a userwho has an upcoming termination event can be put on a watch list to closely mon-
itor the activities that the user performs. Security analysts are notified if the user performs certain
actions such as data exfiltration or inappropriate data access. Another example could be a malware
infected account that is put on a watch list to closely monitor its activities and detect further activ-
ities. For information about how to create a watch list, seeWatch Lists in the ArcSight UBA Admin-
istration Guide.

From theWatch List screen, you can view watch lists, manage members in a watch list, and delete
watch lists. To accessWatch Lists, navigate toMenu > Views > Watch Lists.

Select a watch list from the left navigation panel. You can type text to filter the list or click the
Advanced Optionsmenu to search for a specific watch list. Click the delete icon to delete a watch
list.
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When you select a watch list, the list of members appear on the right side of the screen. Fromhere,
you can add, remove, or view members in a watch list. Members can be users, activity accounts, net-
work addresses, or resources.
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Click an Entity Name to view details about the entity.

AddingMembers to aWatch List
Click Add Member(s) to select entities to add to the watch list. When all the entities are selected,
click Add User(s).
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TheAdd Member(s) screen appears. Complete the following information:
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l Watch List: Select fromdropdown.
l Reason: Enter a reason for adding the member to the watch list.
l Expiry Date: Enter the date the watch list will expire and the members will be removed from the

list. Date Format: MM/dd/yyyy

l Confidence Level: Enter a value between 0 and 1 for how confident you are the entity should
be added to the watch list.

l (Optional) Location: Enter a location for the members of the watch list.

Click Add, and the entities will be added to the watch list.

Note: If you have a paginated list of users, select and add users one screen at a time, changing
pages may clear any selections. You may change the number of records shown per page to add
multiple users.

RemovingMembers from aWatch List
To remove members from the list, select one ormultiple users from the list of members.
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Click Remove Member(s).
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White List
ArcSight UBA uses white lists to specify entities that are exempt frommonitoring by the application.
You can create the following types of white lists for an entity:

l Global: The white list applies to the entity. The application will not flag violations for any policies
running in the environment.

l Targeted: The white list applies to a both the entity and a specific policy or policies. The applic-
ation will not flag violations for specified policies.

To create and manage global and targeted white lists, navigate toMenu > Views > White List.

View the list of available white lists in the left navigation panel. You can type text to filter the list or
click Advanced Options icon to search.
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Click a white list to view and manage the list of members on the list. See AddingNewMembers to
White Lists for information.

Creating a NewWhite List
To create a new white list, click + to expand the menu and click Create WhiteList.

Complete the following information and click Save:
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l Whitelist Name: Provide a unique name for the white list. Example: VIP Users

l Whitelist Entity Type: Select an entity type from the following options:

l User

l Activity Account

l Resources

l Activityip

l Violator

l Whitelist Type: Select fromdropdown:

l Global: Applies to the entity.

l Targeted: Applies to a both the entity and a specific policy or policies.

Proceed to AddingMembers toWhite Lists.

AddingMembers toWhite Lists
To add members towhite lists, complete the following steps:

Select white list from the left navigation panel and click Add Member(s).
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Global White Lists

Select the members to add to the global watch list and click Add User(s).

Complete the following information in theAdd Member(s) dialogue box:
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l Whitelist Name: Enter a whitelist name or proceed to next step to accept default.

l Whitelist Forever: Enable if the members will remain on the whitelist forever. Disable to enter an
expiry date for the whitelist.

l Comments: Enter comments about the whitelist ormembers.

l Do you want to reduce the risk score for selected user to zero?: Enable to reduce the risk
score of the user. The selected userwill be skipped next time they violate a policy. Disable to
retain user's risk score when they violate a policy.

l Add: Click to add the members to the whitelist.

Click Yes in the Add Whitelist Confirmation dialogue box to confirm addingmembers towhitelist.

Targeted White Lists

Select the resource group fromwhich to add entities from the dropdown.

Complete steps as described in Global White Lists.

Click Remove Member(s) to remove members from the white list.
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Managing Policies for Targeted White Lists
Click the Policies tab to specify the policies to include in targeted white lists. ArcSight UBA will not
flag violations formembers on the white list for the specified policies.

Click Add Policy(ies) to select policies to add to the target white list.
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Select and click Remove Policy(ies) to exclude policies from the whitelist. ArcSight UBA will flag
violations formembers on the white list for policies excluded from the whitelist.
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Lookup Tables
A Lookup Table is similar to an Excel table. The Lookup Table functions like an index for faster pro-
cessing, wherein the lookup function is used to find a one-row or one-column range (known as a vec-
tor) for a value. The function then returns a value from the same position in a second one-row or one-
column range.

For example, an Excel spreadsheet contains Resources to Business unit mappings required to pop-
ulate the business unit name against the resources table in the application. You can use a pre-pro-
cessor or a stored procedure to reference this spreadsheet to obtain the corresponding values for
each resource name, and then populate the resource table with the business unit name for each
resource. The application provides the Lookup Tables as extra tables that can be used according to
individual user needs.

Formore detailed information and to import lookup data, see Lookup Tables in the Administration
Guide.

To view data in Lookup Tables, navigate toMenu > Views > Lookup Tables.

The left navigation panel displays the imported Lookup Tables. Type text to filter the list. You can
also click the delete icon to delete a Lookup Table.
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Click the name of the Lookup Table for which you want to view data. The data appears on the right.
You can perform a search on the data in any field.
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Send Documentation Feedback
If you have comments about this document, you can contact the documentation team by email. If an email client is
configuredon this system, click the linkabove andan emailwindowopenswith the following information in the subject line:

Feedback on Documentation (Micro Focus ArcSight User Behavior Analytics 6.10)

Just addyour feedback to the email andclick send.

If no email client is available, copy the information above to anewmessage in awebmail client, andsendyour feedback to
arst-techpubs@hpe.com.

We appreciate your feedback!

mailto:arst-techpubs@hpe.com?subject=Feedback on User Documentation (version 6.10)
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