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A b o u t T h is B o o k
T h is g u id e p ro v id e s th e sp e cif ic e ve n ts g e n e ra te d b y th e va rio u s p o lic ie s a n d
th e ir m a p p in g s to H P A rcS ig h t f ie ld s . 

T h e S m a rtC o n n e cto r fo r M icro so ft W in d o w s Eve n t L o g – U n if ie d a n d th e
S m a rtC o n n e cto r fo r M icro so ft W in d o w s Eve n t L o g – N a tive ca n co n n e ct to lo ca l
o r re m o te m a ch in e s , in s id e a s in g le d o m a in o r fro m m u ltip le d o m a in s , to re trie ve
e ve n ts fro m a ll typ e s o f e ve n t lo g s .

T h is co n n e cto r su p p o rts e ve n t co lle ctio n fro m th e se M icro so ft W in d o w s ve rs io n s :

l M icro so ft W in d o w s S e rve r 2 0 0 8

l M icro so ft W in d o w s S e rve r 2 0 0 8 R 2

l M icro so ft W in d o w s S e rve r 2 0 12

l M icro so ft W in d o w s S e rve r 2 0 12 R 2

l M icro so ft W in d o w s S e rve r 2 0 16 

N o te th a t S e cu rity e ve n ts a re n o t a u d ite d b y d e fa u lt. B e su re to sp e cify th e typ e
o f se cu rity e ve n ts to b e a u d ite d (se e "En a b le M icro so ft W in d o w s Eve n t L o g A u d it
P o lic ie s " in th e co n fig u ra tio n g u id e fo r th e S m a rtC o n n e cto r fo r M icro so ft
W in d o w s Eve n t L o g -- N a tive ).

T h e re a re th re e d e fa u lt W in d o w s e ve n t lo g s :

l A p p lica tio n lo g (tra ck s e ve n ts th a t o ccu r in a re g is te re d a p p lica tio n )

l S e cu rity lo g (tra ck s se cu rity ch a n g e s a n d p o ss ib le b re a ch e s in se cu rity )

l S yste m lo g (tra ck s syste m e ve n ts)

W in d o w s S e cu rity Eve n t M a p p in g s
A b o u t T h is B o o k
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Revision H istory

Date Desc ription

0 5/ 16 / 20 18 U pdate d m appin gs fo r E v e n t 46 25

0 3/ 15/ 20 17 U pdate d m appin gs fo r E v e n t 46 24. R e m o v e d W in do w s S e rv e r
20 0 3 du e to e n d o f s u ppo rt fo r th at pro du c t.

11/ 30 / 20 16 A dde d s u ppo rt fo r W in do w s S e rv e r 20 16 .

10 / 31/ 20 16 A dde d m appin gs to E v e n t 4738 .

0 5/ 16 / 20 16 A dde d m appin gs to E v e n t 5156 .

0 2/ 15/ 20 16 A dde d W in do w s 10 s u ppo rt. A dde d fie lds to s e c u rity e v e n t
46 48 m appin gs .

0 2/ 16 / 20 15 F irs t ge n e rally av ailab le e ditio n o f th is gu ide .
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W in d o w s C o m m o n S e c u rity
M ap p in g s
T h e fo llo w in g se cu rity e ve n t m a p p in g s g e n e ra lly a p p ly to a ll W in d o w s S e rve r
2 0 0 8 , W in d o w s S e rve r 2 0 12 , W in d o w s S e rve r 2 0 16 , a n d W in d o w s 10 W in d o w s
Eve n t L o g S e cu rity Eve n ts . F o r th e ca se s in w h ich sp e cif ic se cu rity e ve n ts h a ve
d iffe rin g o r e x te n d e d m a p p in g s , se e "S p e cif ic 2 0 0 8 W in d o w s S e cu rity Eve n t
M a p p in g s ."

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

A ge n t (C o n n e c to r) S e v e rity M e diu m w h e n D e v ic e S e v e rity = E rro r o r W arn in g ; Lo w
w h e n D e v ic e S e v e rity = In fo rm atio n o r A u dit_s u c c e s s

D e s tin atio n H o s t N am e O n e o f (Targe t S e rv e r N am e , C o m pu te r N am e , Targe t
S e rv e r:Targe t S e rv e r N am e )

D e s tin atio n N T D o m ain O n e o f (D o m ain N am e , S u bje c t:A c c o u n t D o m ain , N e w
To ke n In fo rm atio n :A c c o u n t D o m ain , S u bje c t:D o m ain
N am e )

D e s tin atio n P o rt N e tw o rk In fo rm atio n :D e s tin atio n P o rt

D e s tin atio n P ro c e s s N am e O n e o f (P ro c e s s In fo rm atio n :N e w P ro c e s s N am e , P ro c e s s
In fo rm atio n :P ro c e s s N am e )

D e s tin atio n S e rv ic e N am e S e rv ic e In fo rm atio n :S e rv ic e N am e

D e s tin atio n U s e r ID O n e o f (S u bje c t:Lo go n ID , N e w To ke n In fo rm atio n :Lo go n
ID )

D e s tin atio n U s e r N am e O n e o f (A c c o u n t N am e , S u bje c t:A c c o u n t N am e ,
S u bje c t:S e c u rity ID , U s e r, N e w To ke n In fo rm atio n :A c c o u n t
N am e )

D e s tin atio n U s e r P riv ile ge s O n e o f (A dditio n al In fo rm atio n :P riv ile ge s , N e w R igh t:U s e r
R igh t, R e m o v e d R igh t:U s e r R igh t, A c c e s s G ran te d :A c c e s s
R igh t, A c c e s s R e m o v e d:A c c e s s R igh t)

D e v ic e A c tio n O n e o f (A c c o u n t A c tio n , A llo w e d, ‘N o ’, ‘B lo c ke d ’)

D e v ic e C u s to m IP v 6 A ddre s s 2 S o u rc e IP v 6 A ddre s s

D e v ic e C u s to m N u m be r 1 Lo go n Ty pe

D e v ic e C u s to m N u m be r 2 V alu e o f C ras h O n A u ditF ail

D e v ic e C u s to m N u m be r 3 C o u n t

W in d o w s S e cu rity Eve n t M a p p in g s
W in d o w s C o m m o n S e cu rity M a p p in g s
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H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

D e v ic e C u s to m S trin g 1 O n e o f (A c c e s s R e qu e s t In fo rm atio n :A c c e s s M as k,
O pe ratio n :A c c e s s e s , O pe ratio n :A c c e s s M as k)

D e v ic e C u s to m S trin g 2 E v e n tC ate go ry

D e v ic e C u s to m S trin g 4 O n e o f (E rro r C o de , A dditio n al In fo rm atio n :F ailu re C o de ,
A dditio n al In fo rm atio n :R e as o n C o de , A dditio n al
In fo rm atio n :E rro r C o de , F ailu re In fo rm atio n :F ailu re
R e as o n , A u dit E v e n ts D ro ppe d:R e as o n , R e as o n , R e as o n
fo r R e je c tio n , E rro r In fo rm atio n :R e as o n , E rro r
In fo rm atio n :E rro r, P ro c e s s In fo rm atio n :E xit S tatu s )

D e v ic e C u s to m S trin g 5 O n e o f (A u th e n tic atio n P ac kage N am e , A u th e n tic atio n
P ac kage , A u th e n tic atio n , D e taile d A u th e n tic atio n
In fo rm atio n :au th e n tic atio n P ac kage )

D e v ic e E v e n t C ate go ry E v e n t lo gTy pe

D e v ic e E v e n t C las s ID B o th (E v e n t S o u rc e , E v e n t ID )

D e v ic e H o s t N am e C o m pu te r N am e

D e v ic e N T D o m ain O n e o f (D o m ain N am e , S u bje c t:A c c o u n t D o m ain )

D e v ic e P ro du c t 'M ic ro s o ft W in do w s '

D e v ic e R e c e ipt T im e D e te c tT im e

D e v ic e S e v e rity E v e n tTy pe

D e v ic e V e n do r 'M ic ro s o ft'

E xte rn al ID E v e n t ID

F ile ID O n e o f (O bje c t H an dle ID , O bje c t:O bje c t H an dle )

F ile N am e O bje c t:O bje c t N am e

F ile Ty pe O n e o f (O bje c t Ty pe , O bje c t:O bje c t Ty pe )

M e s s age M e s s age

N am e D e s c riptio n

S o u rc e A ddre s s O n e o f (N e tw o rk In fo rm atio n :S o u rc e N e tw o rk A ddre s s ,
Lo c al N e tw o rk A ddre s s , A dditio n al In fo rm atio n :C lie n t
A ddre s s )

S o u rc e H o s t N am e O n e o f (S u bje c t:C lie n t N am e , N e tw o rk
In fo rm atio n :W o rks tatio n N am e , S o u rc e W o rks tatio n ,
A dditio n al In fo rm atio n :C lie n t N am e )

W in d o w s S e cu rity Eve n t M a p p in g s
W in d o w s C o m m o n S e cu rity M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 19 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

S o u rc e N T D o m ain S u bje c t:C lie n t D o m ain

S o u rc e P o rt O n e o f (N e tw o rk In fo rm atio n :S o u rc e P o rt, N e tw o rk
In fo rm atio n :P o rt, N e tw o rk In fo rm atio n :C lie n t P o rt)

S o u rc e P ro c e s s N am e O n e o f (Lo go n P ro c e s s N am e , pro c e s s In fo rm atio n :C alle r
P ro c e s s ID )

W in d o w s S e cu rity Eve n t M a p p in g s
W in d o w s C o m m o n S e cu rity M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 2 0 o f 18 0



S p e c if ic W in d o w s S e c u rity E v e n t
M ap p in g s

110 0

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e e v e n t lo ggin g s e rv ic e h as s h u t do w n .’

110 1

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A u dit e v e n ts h av e be e n dro ppe d by th e tran s po rt. Th e
re al tim e bac ku p file w as c o rru pt du e to im pro pe r
s h u tdo w n .’

D e v ic e C u s to m N u m be r 3 R e as o n

110 2

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e au dit lo g w as c le are d .’

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n U s e r ID S u bje c tLo go n Id

110 4

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e s e c u rity lo g is n o w fu ll.’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 2 1 o f 18 0



110 5

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘E v e n t lo g au to m atic bac ku p .’

F ile Ty pe C h an n e l

F ile N am e B ac ku pP ath

4 60 8

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘W in do w s is s tartin g u p. Th is e v e n t is lo gge d w h e n
LS A S S .E X E s tarts an d th e au ditin g s u bs y s te m is
in itialize d .’

4 60 9

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘W in do w s is s h u ttin g do w n . A ll lo go n s e s s io n s w ill be
te rm in ate d by th is s h u t do w n .’

4 610

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n au th e n tic atio n pac kage h as be e n lo ade d by th e Lo c al
S e c u rity A u th o rity . Th is au th e n tic atio n pac kage w ill be
u s e d to au th e n tic ate lo go n atte m pts .’

D e v ic e C u s to m S trin g 5 A u th e n tic atio n P ac kage N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 2 2 o f 18 0



4 611

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A tru s te d lo go n pro c e s s h as be e n re g is te re d w ith th e
Lo c al S e c u rity A u th o rity . Th is lo go n pro c e s s w ill be
tru s te d to s u bm it lo go n re qu e s ts .’

D e s tin atio n P ro c e s s N am e Lo go n P ro c e s s N am e

S o u rc e P ro c e s s N am e Lo go n P ro c e s s N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 612

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘In te rn al re s o u rc e s allo c ate d fo r th e qu e u in g o f au dit
m e s s age s h av e be e n e xh au s te d , le adin g to th e lo s s o f
s o m e au dits .’

D e v ic e C u s to m N u m be r 3 A u dits D is c arde d

M e s s age ‘Th is e v e n t is ge n e rate d w h e n au dit qu e u e s are f ille d an d
e v e n ts m u s t be dis c arde d . Th is m o s t c o m m o n ly o c c u rs
w h e n s e c u rity e v e n ts are be in g ge n e rate d fas te r th an
th e y are be in g w ritte n to dis k, o r w h e n th e au ditin g
s y s te m lo s e s c o n n e c tiv ity to th e e v e n t lo g , s u c h as w h e n
th e e v e n t lo g s e rv ic e is s to ppe d.’

4 614

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n o tif ic atio n pac kage h as be e n lo ade d by th e S e c u rity
A c c o u n t M an age r. Th is pac kage w ill be n o tif ie d o f an y
ac c o u n t o r pas s w o rd c h an ge s .’

D e v ic e C u s to m S trin g 5 ‘N o tif ic atio n P ac kage N am e ’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 2 3 o f 18 0



4 615

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘In v alid u s e o f LP C po rt.’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

M e s s age ‘W in do w s Lo c al S e c u rity A u th o rity (LS A ) c o m m u n ic ate s
w ith th e W in do w s ke rn e l u s in g Lo c al P ro c e du re C all (LP C )
po rts . If y o u s e e th is e v e n t, an applic atio n h as
in adv e rte n tly o r in te n tio n ally ac c e s s e d th is po rt w h ic h is
re s e rv e d e xc lu s iv e ly fo r LS A 's u s e . Th e applic atio n
(pro c e s s ) s h o u ld be in v e s tigate d to e n s u re th at it is n o t
atte m ptin g to tam pe r w ith th is c o m m u n ic atio n s c h an n e l.’

4 616

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e s y s te m tim e w as c h an ge d.’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e v ic e C u s to m D ate 1 B o th (P re v io u s D ate , P re v io u s T im e )

D e v ic e C u s to m D ate 2 B o th (N e w D ate , N e w Tim e )

D e v ic e C u s to m S trin g 3 P ro c e s s Id

D e s tin atio n pro c e s s N am e P ro c e s s N am e

M e s s age ‘Th is e v e n t is ge n e rate d w h e n th e s y s te m tim e is
c h an ge d. It is n o rm al fo r th e W in do w s Tim e S e rv ic e , w h ic h
ru n s w ith S y s te m priv ile ge , to c h an ge th e s y s te m tim e o n
a re gu lar bas is . O th e r s y s te m tim e c h an ge s m ay be
in dic ativ e o f atte m pts to tam pe r w ith th e c o m pu te r.’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 2 4 o f 18 0



4 618

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A m o n ito re d s e c u rity e v e n t patte rn h as o c c u rre d .’

D e s tin atio n U s e r ID Targe tLo go n Id

D e s tin atio n U s e r N am e O n e o f (Targe tU s e rN am e , Targe tU s e rS id)

D e s tin atio n N T D o m ain Targe tU s e rD o m ain

D e v ic e N T D o m ain Targe tU s e rD o m ain

M e s s age ‘Th is e v e n t is ge n e rate d w h e n W in do w s is c o n figu re d to
ge n e rate ale rts in ac c o rdan c e w ith th e C o m m o n C rite ria
S e c u rity A u dit A n aly s is re qu ire m e n ts (F A U _S A A ) an d an
au ditable e v e n t patte rn o c c u rs .’

4 621

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A dm in is trato r re c o v e re d s y s te m fro m C ras h O n A u ditF ail.
U s e rs w h o are n o t adm in is trato rs w ill n o w be allo w e d to
lo g o n . S o m e au ditable ac tiv ity m igh t n o t h av e be e n
re c o rde d .’

D e v ic e C u s to m N u m be r 2 C ras h O n A u ditF ail v alu e .

M e s s age ‘Th is e v e n t is lo gge d afte r a s y s te m re bo o ts fo llo w in g
C ars h O n A u ditF ail.’

4 622

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A s e c u rity pac kage h as be e n lo ade d by th e Lo c al S e c u rity
A u th o rity .’

F ile P ath S e c u rity P ac kage N am e

D e v ic e C u s to m S trin g 5 S e c u rity P ac kage N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 2 5 o f 18 0



4 624

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n ac c o u n t w as s u c c e s s fu lly lo gge d o n .’

A dditio n al data Targe tO u tbo u n dU s e rN am e

A dditio n al data Targe tO u tbo u n dD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

S o u rc e A ddre s s IpA ddre s s

D e v ic e C u s to m IP v 6 A ddre s s 2 IpA ddre s s (S o u rc e IP v 6 A ddre s s )

D e s tin atio n P ro c e s s N am e P ro c e s s N am e

D e s tin atio n U s e r N am e Targe tU s e rN am e

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e s tin atio n U s e r ID Targe tLo go n Id

D e v ic e C u s to m S trin g 1 Im pe rs o n atio n Le v e l

D e v ic e C u s to m S trin g 3 P ro c e s s Id

D e v ic e C u s to m S trin g 4 R e s tric te dA dm in M o de

D e v ic e P ro c e s s N am e Lo go n P ro c e s s N am e

D e v ic e C u s to m S trin g 6 Lo go n G u id

S o u rc e H o s t N am e O n e o f (IpA ddre s s , ‘lo c alh o s t’)

S o u rc e P o rt IpP o rt

D e v ic e C u s to m S trin g 5 A u th e n tic atio n P ac kage N am e

D e v ic e C u s to m N u m be r 1 Lo go n Ty pe

F ile Ty pe V irtu alA c c o u n t

F ile ID Targe tLin ke dLo go n Id

F ile N am e E le v ate dTo ke n

M e s s age ‘Th is e v e n t is ge n e rate d w h e n a lo go n s e s s io n is c re ate d . It
is ge n e rate d o n th e c o m pu te r th at w as ac c e s s e d .’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 2 6 o f 18 0



4 625

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n ac c o u n t faile d to lo g o n .’

D e v ic e N T D o m ain S u bje c tD o m ain N am e

S o u rc e A ddre s s IpA ddre s s

D e s tin atio n P ro c e s s N am e P ro c e s s N am e

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e v ic e C u s to m S trin g 1 S u bS tatu s

D e v ic e C u s to m S trin g 3 P ro c e s s Id

R e as o n F ailu re R e as o n

D e v ic e P ro c e s s N am e Lo go n P ro c e s s N am e

D e s tin atio n U s e r ID ‘ ‘

S o u rc e H o s t N am e W o rks tatio n N am e

S o u rc e P o rt IpP o rt

S o u rc e P ro c e s s N am e P ro c e s s Id

D e v ic e C u s to m S trin g 4 F ailu re R e as o n

D e v ic e C u s to m S trin g 5 A u th e n tic atio n P ac kage N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 2 7 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

D e v ic e C u s to m N u m be r 1 Lo go n Ty pe

D e s tin atio n U s e rN am e Targe tU s e rN am e

M e s s age ‘Th is e v e n t is ge n e rate d w h e n a lo go n re qu e s t fails . It is
ge n e rate d o n th e c o m pu te r w h e re ac c e s s w as atte m pte d .
Th e S u bje c t f ie lds in dic ate th e ac c o u n t o n th e lo c al s y s te m
w h ic h re qu e s te d th e lo go n . Th is is m o s t c o m m o n ly a
s e rv ic e s u c h as th e S e rv e r s e rv ic e , o r a lo c al pro c e s s s u c h
as W in lo go n .e xe o r S e rv ic e s .e xe . Th e Lo go n Ty pe fie ld
in dic ate s th e kin d o f lo go n th at w as re qu e s te d . Th e m o s t
c o m m o n ty pe s are 2 (in te rac tiv e ) an d 3 (n e tw o rk).Th e
P ro c e s s In fo rm atio n fie lds in dic ate w h ic h ac c o u n t an d
pro c e s s o n th e s y s te m re qu e s te d th e lo go n . Th e N e tw o rk
In fo rm atio n fie lds in dic ate w h e re a re m o te lo go n re qu e s t
o rig in ate d . W o rks tatio n n am e is n o t alw ay s av ailab le an d
m ay be le ft b lan k in s o m e c as e s . Th e au th e n tic atio n
in fo rm atio n fie lds pro v ide de taile d in fo rm atio n abo u t th is
s pe c if ic lo go n re qu e s t.
- Tran s ite d s e rv ic e s in dic ate w h ic h in te rm e diate s e rv ic e s
h av e partic ipate d in th is lo go n re qu e s t.
- P ac kage n am e in dic ate s w h ic h s u b-pro to c o l w as u s e d
am o n g th e N TLM pro to c o ls .
- K e y le n gth in dic ate s th e le n gth o f th e ge n e rate d s e s s io n
ke y . Th is w ill be 0 if n o s e s s io n ke y w as re qu e s te d .’

4 626

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘U s e r/ D e v ic e c laim s in fo rm atio n .’

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r N am e Targe tU s e rN am e

D e s tin atio n U s e r ID Targe tLo go n Id

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 2 8 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e v ic e C u s to m N u m be r 1 Lo go n Ty pe

M e s s age ‘Th e s u bje c t f ie lds in dic ate th e ac c o u n t o n th e lo c al
s y s te m w h ic h re qu e s te d th e lo go n . Th is is m o s t
c o m m o n ly a s e rv ic e s u c h as th e S e rv e r s e rv ic e , o r a lo c al
pro c e s s s u c h as W in lo go n .e xe o r S e rv ic e s .e xe . Th e lo go n
ty pe fie ld in dic ate s th e kin d o f lo go n th at o c c u rre d . Th e
m o s t c o m m o n ty pe s are 2 (in te rac tiv e ) an d 3 (n e tw o rk).
Th e N e w Lo go n fie lds in dic ate th e ac c o u n t fo r w h o m th e
n e w lo go n w as c re ate d , i.e . th e ac c o u n t th at w as lo gge d
o n . Th is e v e n t is ge n e rate d w h e n th e A u dit U s e r/ D e v ic e
c laim s s u bc ate go ry is c o n figu re d an d th e u s e r's lo go n
to ke n c o n tain s u s e r/ de v ic e c laim s in fo rm atio n . Th e Lo go n
ID fie ld c an be u s e d to c o rre late th is e v e n t w ith th e
c o rre s po n din g u s e r lo go n e v e n t as w e ll as to an y o th e r
s e c u rity au dit e v e n ts ge n e rate d du rin g th is lo go n
s e s s io n .’

4 627

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘G ro u p m e m be rs h ip in fo rm atio n .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (Targe tU s e rN am e , Targe tU s e rS id)

D e s tin atio n N T D o m ain  Targe tD o m ain N am e

D e s tin atio n U s e r ID Targe tLo go n Id

D e v ic e C u s to m N u m be r 1 Lo go n Ty pe

D e v ic e C u s to m N u m be r 2 E v e n tIdx

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 2 9 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

D e v ic e C u s to m N u m be r 3 E v e n tC o u n tTo tal

D e v ic e C u s to m  S trin g 1 G ro u pM e m be rs h ip

M e s s age ‘Th is e v e n t is ge n e rate d w h e n th e A u dit G ro u p
M e m be rs h ip s u bc ate go ry is c o n figu re d . Th e s u bje c t f ie lds
in dic ate th e ac c o u n t o n th e lo c al s y s te m w h ic h re qu e s te d
th e lo go n . Th is is m o s t c o m m o n ly a s e rv ic e s u c h as th e
S e rv e r s e rv ic e , o r a lo c al pro c e s s s u c h as W in lo go n .e xe o r
S e rv ic e s .e xe . Th e lo go n ty pe fie ld in dic ate s th e kin d o f
lo go n th at o c c u rre d . Th e m o s t c o m m o n ty pe s are 2
(in te rac tiv e ) an d 3 (n e tw o rk). Th e N e w Lo go n fie lds
in dic ate th e ac c o u n t fo r w h o m th e n e w lo go n w as c re ate d ,
i.e . th e ac c o u n t th at w as lo gge d o n . Th e Lo go n ID fie ld c an
be u s e d to c o rre late th is e v e n t w ith th e c o rre s po n din g
u s e r lo go n e v e n t as w e ll as to an y o th e r s e c u rity au dit
e v e n ts ge n e rate d du rin g th is lo go n s e s s io n .’

4 63 4

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n ac c o u n t w as lo gge d o ff .’

D e s tin atio n U s e r ID Targe tLo go n Id

D e v ic e C u s to m N u m be r 1 Lo go n Ty pe

D e s tin atio n U s e r N am e O n e o f (Targe tU s e rN am e , Targe tU s e rS id)

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e v ic e N T D o m ain Targe tD o m ain N am e

M e s s age ‘Th is e v e n t is ge n e rate d w h e n a lo go n s e s s io n is
de s tro y e d . It m ay be po s itiv e ly c o rre late d w ith a lo go n
e v e n t u s in g th e Lo go n ID v alu e . Lo go n ID s are o n ly
u n iqu e be tw e e n re bo o ts o n th e s am e c o m pu te r.’

4 64 6

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘IK E D o S -pre v e n tio n m o de s tarte d .’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 3 0 o f 18 0



4 64 7

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘U s e r in itiate d lo go ff .’

D e s tin atio n U s e r ID Targe tLo go n Id

D e s tin atio n U s e r N am e O n e o f (Targe tU s e rN am e , Targe tU s e rS id)

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e v ic e N T D o m ain Targe tD o m ain N am e

M e s s age ‘Th is e v e n t is ge n e rate d w h e n a lo go ff is in itiate d bu t th e
to ke n re fe re n c e c o u n t is n o t ze ro an d th e lo go n s e s s io n
c an n o t be de s tro y e d . N o fu rth e r u s e r-in itiate d ac tiv ity
c an o c c u r. Th is e v e n t c an be in te rpre te d as a lo go ff
e v e n t.’

4 64 8

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A lo go n w as atte m pte d u s in g e xplic it c re de n tials .’

D e v ic e N T D o m ain S u bje c tD o m ain N am e

S o u rc e A ddre s s IpA ddre s s

D e s tin atio n P ro c e s s N am e P ro c e s s N am e

D e s tin atio n U s e r N am e Targe tU s e rN am e

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e v ic e C u s to m S trin g 6 Targe tLo go n G u id (Lo go n G U ID )

D e v ic e C u s to m S trin g 3 P ro c e s s Id (P ro c e s s ID )

S o u rc e P o rt IpP o rt

D e s tin atio n U s e r ID S u bje c tLo go n Id

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

M e s s age ‘Th is e v e n t is ge n e rate d w h e n a pro c e s s atte m pts to lo g
o n an ac c o u n t by e xplic itly s pe c ify in g th at ac c o u n t's
c re de n tials . Th is m o s t c o m m o n ly o c c u rs in batc h -ty pe
c o n figu ratio n s s u c h as s c h e du le d tas ks , o r w h e n u s in g th e
R U N A S c o m m an d.’

D e v ic e C u s to m S trin g 5 Targe tS e rv e rN am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 3 1 o f 18 0



4 64 9

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A re play attac k w as de te c te d .’

S o u rc e H o s t N am e W o rks tatio n N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n P ro c e s s N am e P ro c e s s N am e

D e v ic e C u s to m S trin g 5 A u th e n tic atio n P ac kage

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

M e s s age ‘Th is e v e n t in dic ate s th at a K e rbe ro s re play attac k w as
de te c te d- a re qu e s t w as re c e iv e d tw ic e w ith ide n tic al
in fo rm atio n . Th is c o n ditio n c o u ld be c au s e d by n e tw o rk
m is c o n figu ratio n .’

4 650

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n IP s e c M ain M o de s e c u rity as s o c iatio n w as
e s tablis h e d . E xte n de d M o de w as n o t e n able d . C e rtif ic ate
au th e n tic atio n w as n o t u s e d .’

4 651

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n IP s e c M ain M o de s e c u rity as s o c iatio n w as e s tablis h e d .
E xte n de d M o de w as n o t e n able d . A c e rtif ic ate w as u s e d
fo r au th e n tic atio n .’

S o u rc e A ddre s s Lo c alA ddre s s

S o u rc e P o rt Lo c alK e y M o dP o rt

D e s tin atio n A ddre s s R e m o te A ddre s s

D e s tin atio n P o rt R e m o te K e y M o dP o rt

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 3 2 o f 18 0



4 652

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n IP s e c M ain M o de n e go tiatio n faile d .’

D e v ic e C u s to m S trin g 4 F ailu re R e as o n

S o u rc e A ddre s s Lo c alA ddre s s

S o u rc e P o rt Lo c alK e y M o dP o rt

D e s tin atio n A ddre s s R e m o te A ddre s s

D e s tin atio n P o rt R e m o te K e y M o dP o rt

M e s s age F ailu re R e as o n

4 653

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n IP s e c M ain M o de n e go tiatio n faile d .’

D e v ic e C u s to m S trin g 4 F ailu re R e as o n

S o u rc e A ddre s s Lo c alA ddre s s

S o u rc e P o rt Lo c alK e y M o dP o rt

D e s tin atio n A ddre s s R e m o te A ddre s s

D e s tin atio n P o rt R e m o te K e y M o dP o rt

M e s s age F ailu re R e as o n

4 654

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n IP s e c Q u ic k M o de n e go tiatio n faile d .’

D e v ic e C u s to m S trin g 4 F ailu re R e as o n

S o u rc e A ddre s s Lo c alA ddre s s

S o u rc e P o rt Lo c alP o rt

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 3 3 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

D e s tin atio n A ddre s s R e m o te A ddre s s

D e s tin atio n P o rt R e m o te P o rt

M e s s age F ailu re R e as o n

4 655

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n IP s e c M ain M o de s e c u rity as s o c iatio n e n de d.’

S o u rc e A ddre s s Lo c alA ddre s s

4 656

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A h an dle to an o bje c t w as re qu e s te d .’

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e v ic e C u s to m S trin g 3 P ro c e s s Id

D e v ic e C u s to m S trin g 1 A c c e s s Lis t

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n P ro c e s s N am e P ro c e s s N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

F ile ID H an dle Id

F ile N am e O bje c tN am e

F ile Ty pe O bje c tTy pe

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 3 4 o f 18 0



4 657

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A re g is try v alu e w as m o dif ie d .’

D e v ic e C u s to m S trin g 6 O bje c tV alu e N am e

D e v ic e A c tio n O pe ratio n Ty pe

O ld F ile Ty pe O ldV alu e Ty pe

D e v ic e C u s to m S trin g 4 O ldV alu e

F ile Ty pe N e w V alu e Ty pe

F ile ID H an dle Id

F ile N am e O bje c tN am e

D e v ic e C u s to m S trin g 5 N e w V alu e

D e v ic e C u s to m S trin g 3 P ro c e s s Id

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n P ro c e s s N am e P ro c e s s N am e

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 658

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e h an dle to an o bje c t w as c lo s e d .’

D e v ic e C u s to m S trin g 3 P ro c e s s Id

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n P ro c e s s N am e P ro c e s s N am e

F ile ID H an dle Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 3 5 o f 18 0



4 659

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A h an dle to an o bje c t w as re qu e s te d w ith in te n t to de le te .’

D e v ic e C u s to m S trin g 1 A c c e s s Lis t

D e v ic e C u s to m S trin g 3 P ro c e s s Id

D e s tin atio n U s e r ID S u bje c tLo go n Id

F ile Ty pe O bje c tTy pe

F ile ID H an dle Id

F ile N am e O bje c tN am e

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 660

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n o bje c t w as de te c te d .’

D e v ic e C u s to m S trin g 3 P ro c e s s Id

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n P ro c e s s N am e P ro c e s s N am e

F ile ID H an dle Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 3 6 o f 18 0



4 661

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A h an dle to an o bje c t w as re qu e s te d .’

D e v ic e C u s to m S trin g 1 A c c e s s Lis t

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

D e v ic e C u s to m S trin g 3 P ro c e s s Id

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n P ro c e s s N am e P ro c e s s N am e

F ile Ty pe O bje c tTy pe

F ile ID H an dle Id

F ile N am e O bje c tN am e

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 662

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n o pe ratio n w as pe rfo rm e d o n an o bje c t.’

D e v ic e C u s to m S trin g 5 O bje c tTy pe

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e v ic e C u s to m S trin g 1 O n e o f (A c c e s s Lis t, A c c e s s M as k)

F ile Ty pe O bje c tTy pe

F ile ID H an dle Id

F ile N am e O bje c tN am e

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 3 7 o f 18 0



4 663

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n atte m pt w as m ade to ac c e s s an o bje c t.’

D e v ic e C u s to m S trin g 1 A c c e s s Lis t

D e v ic e C u s to m S trin g 3 P ro c e s s Id

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n P ro c e s s N am e P ro c e s s N am e

F ile Ty pe O bje c tTy pe

F ile ID H an dle Id

F ile N am e O bje c tN am e

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

4 664

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n atte m pt w as m ade to c re ate a h ard lin k.’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e S u bje c tU s e rN am e

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 665

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n atte m pt w as m ade to c re ate an applic atio n c lie n t
c o n te xt.’

S o u rc e H o s t N am e C lie n tN am e

S o u rc e N T D o m ain C lie n tD o m ain

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 3 8 o f 18 0



4 666

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n applic atio n atte m pte d an o pe ratio n .’

F ile N am e O bje c tN am e

4 667

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n applic atio n c lie n t c o n te xt w as de le te d .’

S o u rc e H o s t N am e C lie n tN am e

S o u rc e N T D o m ain C lie n tD o m ain

4 668

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n applic atio n w as in itialize d .’

S o u rc e H o s t N am e C lie n tN am e

S o u rc e N T D o m ain C lie n tD o m ain

4 670

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘P e rm is s io n s o n an o bje c t w e re c h an ge d.’

D e v ic e C u s to m S trin g 4 O ldS d

D e v ic e C u s to m S trin g 5 N e w S d

D e v ic e C u s to m S trin g 3 P ro c e s s Id

D e s tin atio n U s e r ID S u bje c tLo go n Id

F ile Ty pe O bje c tTy pe

F ile ID H an dle Id

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 3 9 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

F ile N am e O bje c tN am e

4 671

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n applic atio n atte m pte d to ac c e s s a blo c kie d o rdin al
th ro u gh th e TB S .’

D e s tin atio n U s e r ID C alle rLo go n Id

D e s tin atio n U s e r N am e O n e o f (C alle rU s e rN am e , C alle rU s e rS id)

D e s tin atio n N T D o m ain C alle rD o m ain N am e

D e v ic e N T D o m ain C alle rD o m ain N am e

4 672

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘S pe c ial priv ile ge s as s ign e d to n e w lo go n .’

D e s tin atio n U s e r priv ile ge s P riv ile ge Lis t

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 673

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A priv ile ge d s e rv ic e w as c alle d .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 4 0 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 674

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n o pe ratio n w as atte m pte d o n a priv ile ge d o bje c t.’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n P ro c e s s N am e P ro c e s s N am e

F ile Ty pe O bje c tTy pe

F ile N am e O bje c tN am e

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

D e v ic e C u s to m S trin g 3 P ro c e s s Id

F ile ID H an dle Id

4 675

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘S ID s w e re f ilte re d .’

4 68 8

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n e w pro c e s s h as be e n c re ate d .’

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id ,
Targe tU s e rN am e , Targe tU s e rS id)

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 4 1 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

D e s tin atio n N T D o m ain O n e o f (S u bje c tD o m ain N am e , de s in atio n N tD o m ain )

D e s tin atio n U s e r ID O n e o f (S u bje c tLo go n Id , Targe tLo go n Id)

D e v ic e C u s to m S trin g 1 M an dato ry Labe l

D e v ic e C u s to m S trin g 3 N e w P ro c e s s Id

D e v ic e C u s to m S trin g 6 To ke n E le v atio n Ty pe

D e v ic e C u s to m S trin g 5 P ro c e s s Id

D e v ic e C u s to m S trin g 4 C o m m an dLin e

D e s tin atio n P ro c e s s N am e N e w P ro c e s s N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

F ile P ath P are n tP ro c e s s N am e

M e s s age ‘To ke n E le v atio n Ty pe in dic ate s th e ty pe o f to ke n th at
w as as s ign e d to th e n e w pro c e s s in ac c o rdan c e w ith U s e r
A c c o u n t C o n tro l po lic y .Ty pe 1 is a fu ll to ke n w ith n o
priv ile ge s re m o v e d o r gro u ps dis able d . Ty pe 2 is an
e le v ate d to ke n w ith n o priv ile ge s re m o v e d o r gro u ps
dis able d .Ty pe 3 is a lim ite d to ke n w ith adm in is trativ e
priv ile ge s re m o v e d an d adm in is trativ e gro u ps dis able d .’

4 68 9

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A pro c e s s h as e xite d .’

D e v ic e C u s to m S trin g 3 P ro c e s s Id

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n P ro c e s s N am e P ro c e s s N am e

D e v ic e C u s to m S trin g 4 S tatu s

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 4 2 o f 18 0



4 690

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n atte m pt w as m ade to du plic ate a h an dle to an o bje c t.’

O ld F ile ID S o u rc e H an dle Id

D e v ic e C u s to m S trin g 5 S o u rc e P ro c e s s Id

F ile ID Targe tH an dle Id

D e v ic e C u s to m S trin g 3 Targe tP ro c e s s Id

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 691

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘In dire c t ac c e s s to an o bje c t w as re qu e s te d .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e v ic e C u s to m S trin g 1 A c c e s s M as k

F ile Ty pe O bje c tTy pe

F ile N am e O bje c tN am e

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 692

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘B ac ku p o f data pro te c tio n m as te r ke y w as atte m pte d .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 4 3 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 693

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘R e c o v e ry o f data pro te c tio n m as te r ke y w as atte m pte d .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 694

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘P ro te c tio n o f au ditable pro te c te d data w as atte m pte d .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 695

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘U n pro te c tio n o f au ditable pro te c te d data w as atte m pte d .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 4 4 o f 18 0



4 696

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A prim ary to ke n w as as s ign e d to pro c e s s .’

D e v ic e C u s to m S trin g 3 Targe tP ro c e s s Id

D e s tin atio n P ro c e s s N am e Targe tP ro c e s s N am e

D e v ic e C u s to m S trin g 5 P ro c e s s Id

S o u rc e P ro c e s s N am e P ro c e s s N am e

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (Targe tU s e rN am e , Targe tU s e rS id)

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e s tin atio n U s e r ID Targe tLo go n Id

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 697

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A s e rv ic e w as in s talle d in th e s y s te m .’

F ile P ath S e rv ic e F ile N am e

F ile Ty pe S e rv ic e Ty pe

D e v ic e C u s to m S trin g 5 S e rv ic e S tartTy pe

D e v ic e C u s to m S trin g 6 S e rv ic e A c c o u n t

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n S e rv ic e N am e S e rv ic e N am e

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 4 5 o f 18 0



4 698

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A s c h e du le d tas k w as c re ate d .’

D e v ic e C u s to m S trin g 6 Tas kN am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 699

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A s c h e du le d tas k w as de le te d .’

D e v ic e C u s to m S trin g 6 Tas kN am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 70 0

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A s c h e du le d tas k w as e n able d .’

D e v ic e C u s to m S trin g 6 Tas kN am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 4 6 o f 18 0



4 70 1

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A s c h e du le d tas k w as dis able d .’

D e v ic e C u s to m S trin g 6 Tas kN am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 70 2

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A s c h e du le d tas k w as u pdate d .’

D e v ic e C u s to m S trin g 6 Tas kN am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 70 3

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A u s e r righ t w as adju s te d .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (Targe tU s e rN am e , Targe tU s e rS id)

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e s tin atio n U s e r ID Targe tLo go n Id

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 4 7 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

D e s tin atio n P ro c e s s N am e P ro c e s s N am e

D e v ic e C u s to m S trin g 3 P ro c e s s Id

D e v ic e C u s to m S trin g 1 E n able dP riv ile ge Lis t

D e v ic e C u s to m S trin g 4 D is able dP riv ile ge Lis t

M e s s age ‘A u s e r righ t w as adju s te d .’

4 70 4

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A u s e r righ t w as as s ign e d .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rS id , S u bje c tU s e rN am e )

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e Targe tS id

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 70 5

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A u s e r righ t w as re m o v e d.’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rS id , S u bje c tU s e rN am e )

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e Targe tS id

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 4 8 o f 18 0



4 70 6

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n e w tru s t w as c re ate d to a do m ain .’

D e v ic e C u s to m S trin g 6 O n e o f (D o m ain N am e , D o m ain S id)

D e v ic e C u s to m S trin g 5 Tdo Ty pe (Tru s t Ty pe )

D e v ic e C u s to m S trin g 3 Tdo D ire c tio n (Tru s t D ire c tio n )

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 70 7

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A tru s t to a do m ain w as re m o v e d.’

D e v ic e C u s to m S trin g 6 O n e o f (D o m ain N am e , D o m ain S id)

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 70 9

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘IP s e c S e rv ic e s w as s tarte d .’

4 710

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e IP s e c P o lic y A ge n t s e rv ic e w as dis able d .’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 4 9 o f 18 0



4 711

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘P A S to re E n gin e applie d lo c ally c ac h e d c o py o f A c tiv e
D ire c to ry s to rage IP s e c po lic y o n th e c o m pu te r.’

4 712

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘IP s e c P o lic y A ge n t e n c o u n te re d a po te n tially s e rio u s
failu re .’

4 713

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘K e rbe ro s po lic y w as c h an ge d.’

M e s s age A ll o f ((K e rbe ro s P o lic y C h an ge , ‘””, “(‘— ‘ m e an s n o
c h an ge s , o th e rw is e e ac h c h an ge is s h o w n as : (P aram e te r
N am e ): (n e w v alu e ) (o ld v alu e ))

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 714

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘D ata R e c o v e ry A ge n t gro u p po lic y fo r E n c ry ptin g F ile
S y s te m (E F S ) h as c h an ge d. Th e n e w c h an ge s h av e be e n
applie d .’

M e s s age A ll o f (E fs P o lic y C h an ge ," ","C h an ge s M ade ('--' m e an s n o
c h an ge s , o th e rw is e e ac h c h an ge is s h o w n as :(P aram e te r
N am e ): (n e w v alu e ) (o ld v alu e ))")

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 5 0 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 715

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e au dit po lic y (S A C L) o n an o bje c t w as c h an ge d.’

D e v ic e C u s to m S trin g 6 N e w S d

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 716

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Tru s te d do m ain in fo rm atio n w as m o dif ie d .’

D e v ic e C u s to m S trin g 6 O n e o f (D o m ain N am e , D o m ain S id)

D e v ic e C u s to m S trin g 5 Tdo Ty pe (Tru s t Ty pe )

D e v ic e C u s to m S trin g 3 Tdo D ire c tio n (Tru s t D ire c tio n )

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 5 1 o f 18 0



4 717

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘S y s te m s e c u rity ac c e s s w as gran te d to an ac c o u n t.’

S o u rc e U s e r ID S u bje c tLo go n id

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r N am e Targe tS id

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s A c c e s s G ran te d

4 718

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘S y s te m s e c u rity ac c e s s w as re m o v e d fro m an ac c o u n t.’

S o u rc e U s e r ID S u bje c tLo go n Id

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r N am e Targe tS id

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s A c c e s s R e m o v e d

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 5 2 o f 18 0



4 719

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘S y s te m au dit po lic y w as c h an ge d.’

D e v ic e C u s to m S trin g 5 S u bc ate go ry Id

D e v ic e C u s to m S trin g 6 C ate go ry Id

D e v ic e A c tio n A u ditP o lic y C h an ge s

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 720

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A u s e r ac c o u n t w as c re ate d .’

S o u rc e U s e r N am e S u bje c tU s e rN am e

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e Targe tU s e rN am e

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 722

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A u s e r ac c o u n t w as e n able d .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 5 3 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (Targe tU s e rN am e , Targe tU s e rS id)

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 723

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n atte m pt w as m ade to c h an ge an ac c o u n t’s pas s w o rd .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e Targe tU s e rN am e

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 724

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n atte m pt w as m ade to re s e t an ac c o u n t’s pas s w o rd .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e Targe tU s e rN am e

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e v ic e N T D o m ain S u bje c tD o m ain N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 5 4 o f 18 0



4 725

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A u s e r ac c o u n t w as dis able d .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e Targe tU s e rN am e

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 726

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A u s e r ac c o u n t w as de le te d .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e Targe tU s e rN am e

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 727

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A s e c u rity -e n able d glo bal gro u p w as c re ate d .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 5 5 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (Targe tU s e rN am e , Targe tU s e rS id)

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge P riv ile ge Lis t

4 728

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A m e m be r w as adde d to a s e c u rity -e n able d glo bal gro u p .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e M e m be rS id

D e s tin atio n N T D o m ain M e m be rS id

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n U s e r ID M e m be rN am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 729

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A m e m be r w as re m o v e d fro m a s e c u rity -e n able d glo bal
gro u p .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 5 6 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e M e m be rS id

D e s tin atio n N T D o m ain M e m be rS id

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n U s e r ID M e m be rN am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 73 0

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A s e c u rity -e n able d glo bal gro u p w as de le te d .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 73 1

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A s e c u rity -e n able d lo c al gro u p w as c re ate d .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 5 7 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n U s e r ID M e m be rN am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 73 2

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A m e m be r w as adde d to a s e c u rity -e n able d lo c al gro u p .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e M e m be rS id

D e s tin atio n N T D o m ain M e m be rS id

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n U s e r ID M e m be rN am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 73 3

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A m e m be r w as re m o v e d fro m a s e c u rity -e n able d lo c al
gro u p .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e M e m be rS id

D e s tin atio n N T D o m ain M e m be rS id

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 5 8 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n U s e r ID M e m be rN am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 73 4

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A s e c u rity -e n able d lo c al gro u p w as de le te d .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 73 5

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A s e c u rity -e n able d lo c al gro u p w as c h an ge d.’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 5 9 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 73 7

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A s e c u rity -e n able d glo bal gro u p w as c h an ge d.’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n U s e r ID M e m be rN am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 73 8

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A u s e r ac c o u n t w as c h an ge d.’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e Targe tU s e rN am e

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e v ic e C u s to m S trin g 4 O ldU ac V alu e (O ld U s e r A c c o u n t C o n tro l V alu e )

D e v ic e C u s to m S trin g 5 N e w U ac V alu e (N e w U s e r A c c o u n t C o n tro l V alu e )

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 6 0 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

D e v ic e C u s to m S trin g 6 U s e rA c c o u n tC o n tro l (C h an ge in U s e r A c c o u n t C o n tro l)

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 73 9

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘D o m ain P o lic y w as c h an ge d.’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n N T D o m ain D o m ain N am e

D e s tin atio n U s e r N am e ‘ ‘

D e s tin atio n U s e r ID ‘ ‘

M e s s age D o m ain P o lic y C h an ge d

D e v ic e C u s to m S trin g 6 C h an ge d A ttribu te s

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 74 0

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A u s e r ac c o u n t w as lo c ke d o u t.’

D e s tin atio n U s e r N am e Targe tU s e rN am e

S o u rc e H o s t N am e Targe tD o m ain N am e

D e s tin atio n N T D o m ain Targe tS id

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e v ic e N T D o m ain S u bje c tD o m ain N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 6 1 o f 18 0



4 74 1

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A c o m pu te r ac c o u n t w as c re ate d .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 74 2

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A c o m pu te r ac c o u n t w as c h an ge d.’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e ‘ ‘

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 6 2 o f 18 0



4 74 3

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A c o m pu te r ac c o u n t w as de le te d .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 74 4

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A s e c u rity -d is able d lo c al gro u p w as c re ate d .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 6 3 o f 18 0



4 74 5

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A s e c u rity -d is able d lo c al gro u p w as c h an ge d.’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 74 6

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A m e m be r w as adde d to a s e c u rity -d is able d lo c al gro u p .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r ID M e m be rN am e

D e s tin atio n U s e r N am e M e m be rS id

D e s tin atio n N T D o m ain M e m be rS id

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 6 4 o f 18 0



4 74 7

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A m e m be r w as re m o v e d fro m a s e c u rity -d is able d lo c al
gro u p .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r N am e M e m be rS id

D e s tin atio n N T D o m ain M e m be rS id

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n U s e r ID M e m be rN am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 74 8

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A s e c u rity -d is able d lo c al gro u p w as de le te d .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 6 5 o f 18 0



4 74 9

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A s e c u rity -d is able d glo bal gro u p w as c re ate d .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 750

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A s e c u rity -d is able d glo bal gro u p w as c h an ge d.’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 6 6 o f 18 0



4 751

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A m e m be r w as adde d to a s e c u rity -d is able d glo bal gro u p .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (M e m be rS id , M e m be rN am e )

D e s tin atio n N T D o m ain M e m be rS id

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 752

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A m e m be r w as re m o v e d fro m a s e c u rity -d is able d glo bal
gro u p .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 6 7 o f 18 0



4 753

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A s e c u rity -d is able d glo bal gro u p w as de le te d .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 754

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A s e c u rity -e n able d u n iv e rs al gro u p w as c re ate d .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 6 8 o f 18 0



4 755

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A s e c u rity -e n able d u n iv e rs al gro u p w as c h an ge d.’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 756

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A m e m be r w as adde d to a s e c u rity -e n able d u n iv e rs al
gro u p .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n U s e r ID M e m be rN am e

D e s tin atio n U s e r N am e M e m be rS id

D e s tin atio n N T D o m ain M e m be rS id

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 6 9 o f 18 0



4 757

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A m e m be r w as re m o v e d fro m a s e c u rity -e n able d
u n iv e rs al gro u p .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n U s e r ID M e m be rN am e

D e s tin atio n U s e r N am e M e m be rS id

D e s tin atio n N T D o m ain M e m be rS id

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 758

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A s e c u rity -e n able d u n iv e rs al gro u p w as de le te d .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 7 0 o f 18 0



4 759

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A s e c u rity -d is able d u n iv e rs al gro u p w as c re ate d .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 760

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A s e c u rity -d is able d u n iv e rs al gro u p w as c h an ge d.’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 7 1 o f 18 0



4 761

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A m e m be r w as adde d to a s e c u rity -d is able d u n iv e rs al
gro u p .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n U s e r ID M e m be rN am e

D e s tin atio n U s e r N am e M e m be rS id

D e s tin atio n N T D o m ain M e m be rS id

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 762

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A m e m be r w as re m o v e d fro m a s e c u rity -d is able d
u n iv e rs al gro u p .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n U s e r ID M e m be rN am e

D e s tin atio n U s e r N am e M e m be rS id

D e s tin atio n N T D o m ain M e m be rS id

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 7 2 o f 18 0



4 763

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A s e c u rity -d is able d u n iv e rs al gro u p w as de le te d .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 764

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A gro u p ’s ty pe w as c h an ge d.’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e v ic e C u s to m S trin g 5 G ro u pTy pe C h an ge

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 7 3 o f 18 0



4 765

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘S ID H is to ry w as adde d to an ac c o u n t.’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e v ic e C u s to m S trin g 6 S o u rc e U s e rN am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e Targe tU s e rN am e

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 766

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n atte m pt to add S ID H is to ry to an ac c o u n t faile d .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e v ic e C u s to m S trin g 6 S o u rc e U s e rN am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e Targe tU s e rN am e

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 7 4 o f 18 0



4 767

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A u s e r ac c o u n t w as u n lo c ke d .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e Targe tU s e rN am e

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 768

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A K e rbe ro s au th e n tic atio n tic ke t (TG T) w as re qu e s te d .’

S o u rc e A ddre s s IpA ddre s s

D e v ic e C u s to m IP v 6 A ddre s s 2 IpA ddre s s (S o u rc e IP v 6 A ddre s s )

D e v ic e C u s to m S trin g 3 IpA ddre s s (C lie n t A ddre s s )

D e s tin atio n U s e r N am e Targe tU s e rN am e

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e v ic e C u s to m S trin g 4 S tatu s

D e v ic e C u s to m S trin g 5 P re A u th Ty pe

S o u rc e P o rt IpP o rt

D e s tin atio n S e rv ic e N am e S e rv ic e N am e

M e s s age ‘C e rtif ic ate in fo rm atio n is o n ly pro v ide d if a c e rtif ic ate w as
u s e d fo r pre -au th e n tic atio n .P re -au th e n tic atio n ty pe s ,
tic ke t o ptio n s , e n c ry ptio n ty pe s an d re s u lt c o de s are
de fin e d in R F C 4120 .’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 7 5 o f 18 0



4 769

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A K e rbe ro s s e rv ic e tic ke t w as re qu e s te d .’

S o u rc e A ddre s s IpA ddre s s

D e v ic e C u s to m IP v 6 A ddre s s 2 IpA ddre s s (S o u rc e IP v 6 A ddre s s )

D e v ic e C u s to m S trin g 3 IpA ddre s s (C lie n t A ddre s s )

D e s tin atio n U s e r N am e Targe tU s e rN am e

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e s tin atio n S e rv ic e N am e S e rv ic e N am e

D e v ic e C u s to m S trin g 6 Lo go n G u id

S o u rc e P o rt IpP o rt

D e v ic e C u s to m S trin g 4 S tatu s

M e s s age ‘Th is e v e n t is ge n e rate d e v e ry tim e ac c e s s is re qu e s te d
to a re s o u rc e s u c h as a c o m pu te r o r a W in do w s s e rv ic e . 
Th e s e rv ic e n am e in dic ate s th e re s o u rc e to w h ic h ac c e s s
w as re qu e s te d .Th is e v e n t c an be c o rre late d w ith W in do w s
lo go n e v e n ts by c o m parin g th e Lo go n G U ID fie lds in e ac h
e v e n t. Th e lo go n e v e n t o c c u rs o n th e m ac h in e th at w as
ac c e s s e d , w h ic h is o fte n a diffe re n t m ac h in e th an th e
do m ain c o n tro lle r w h ic h is s u e d th e s e rv ic e tic ke t.T ic ke t
o ptio n s , e n c ry ptio n ty pe s , an d failu re c o de s are de fin e d in
R F C 4120 .’

4 770

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A K e rbe ro s s e rv ic e tic ke t w as re n e w e d.’

D e v ic e C u s to m S trin g 3 IpA ddre s s (C lie n t A ddre s s )

D e v ic e C u s to m IP v 6 A ddre s s 2 IpA ddre s s (S o u rc e IP v 6 A ddre s s )

D e s tin atio n U s e r N am e Targe tU s e rN am e

D e s tin atio n N T D o m ain Targe tD o m ain N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 7 6 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

D e s tin atio n S e rv ic e N am e S e rv ic e N am e

S o u rc e P o rt IpP o rt

M e s s age ‘T ic ke t o ptio n s an d e n c ry ptio n ty pe s are de fin e d in R F C
4120 .’

4 771

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘K e rbe ro s pre -au th e itic atio n faile d .’

D e v ic e C u s to m S trin g 3 IpA ddre s s (C lie n t A ddre s s )

D e v ic e C u s to m IP v 6 A ddre s s 2 IpA ddre s s (S o u rc e IP v 6 A ddre s s )

D e s tin atio n U s e r N am e Targe tU s e rN am e

D e s tin atio n N T D o m ain Targe tS id

D e s tin atio n S e rv ic e N am e S e rv ic e N am e

R e as o n S tatu s

S o u rc e P o rt IpP o rt

D e v ic e C u s to m S trin g 4 S tatu s

M e s s age ‘C e rtif ic ate in fo rm atio n is o n ly pro v ide d if a c e rtif ic ate w as
u s e d fo r pre -au th e n tic atio n .P re -au th e n tic atio n ty pe s ,
tic ke t o ptio n s an d failu re c o de s are de fin e d in R F C 4120 .If
th e tic ke t w as m alfo rm e d o r dam age d du rin g tran s it an d
c o u ld n o t be de c ry pte d , th e n m an y fie lds in th is e v e n t
m igh t n o t be pre s e n t.’

4 772

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A K e rbe ro s au th e n tic atio n tic ke t re qu e s t faile d .’

D e v ic e C u s to m S trin g 3 IpA ddre s s (C lie n t A ddre s s )

S o u rc e P o rt IpP o rt

D e s tin atio n S e rv ic e N am e S e rv ic e N am e

D e v ic e C u s to m S trin g 4 F ailu re C o de

M e s s age ‘T ic ke t o ptio n s an d failu re c o de s are de fin e d in R F C 4120 .”

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 7 7 o f 18 0



4 773

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A K e rbe ro s s e rv ic e tic ke t re qu e s t faile d .’

D e v ic e C u s to m S trin g 3 IpA ddre s s (C lie n t A ddre s s )

S o u rc e P o rt IpP o rt

D e s tin atio n S e rv ic e N am e S e rv ic e N am e

D e v ic e C u s to m S trin g 4 F ailu re C o de

M e s s age ‘T ic ke t o ptio n s an d failu re c o de s are de fin e d in R F C 4120 .’

4 774

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n ac c o u n t w as m appe d fo r lo go n .’

D e s tin atio n U s e r N am e M appe dN am e

D e v ic e C u s to m S trin g 5 O n e o f (M appe dN am e , M appin gB y )

4 775

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n ac c o u o n t c o u ld n o t be m appe d fo r lo go n .’

D e s tin atio n U s e r N am e M appin gB y

D e v ic e C u s to m S trin g 5 C lie n tU s e rN am e

4 776

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e do m ain c o n tro lle r atte m pte d to v alidate th e
c re de n tials fo r an ac c o u n t.’

D e s tin atio n U s e r N am e Targe tU s e rN am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 7 8 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

R e as o n S tatu s

S o u rc e H o s t N am e W o rks tatio n

D e v ic e C u s to m S trin g 4 S tatu s

D e v ic e C u s to m S trin g 5 P ac kage N am e

4 777

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e do m ain c o n tro lle r faile d to v alidate th e c re de n tials
fo r an ac c o u n t.’

D e s tin atio n U s e r N am e Targe tU s e rN am e

S o u rc e H o s t N am e W o rks tatio n

D e v ic e C u s to m S trin g 4 S tatu s

D e v ic e C u s to m S trin g 5 C lie n tU s e rN am e

4 778

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A s e s s io n w as re c o n n e c te d to a W in do w S tatio n .’

D e v ic e C u s to m S trin g 6 S e s s io n N am e

S o u rc e H o s t N am e C lie n tN am e

S o u rc e A ddre s s C lie n tA ddre s s

D e s tin atio n U s e r ID Lo go n ID

D e s tin atio n U s e r N am e A c c o u n tN am e

D e s tin atio n N T D o m ain A c c o u n tD o m ain

D e v ic e N T D o m ain A c c o u n t D o m ain

M e s s age ‘Th is e v e n t is ge n e rate d w h e n a u s e r re c o n n e c ts to an
e xis tin g Te rm in al S e rv ic e s s e s s io n , o r w h e n a u s e r
s w itc h e s to an e xis tin g de s kto p u s in g F as t U s e r
S w itc h in g .’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 7 9 o f 18 0



4 779

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A s e s s io n w as dis c o n n e c te d fro m a W in do w S tatio n .’

D e v ic e C u s to m S trin g 6 S e s s io n N am e

S o u rc e H o s t N am e C lie n tN am e

S o u rc e A ddre s s C lie n tA ddre s s

D e s tin atio n U s e r ID Lo go n ID

D e s tin atio n U s e r N am e A c c o u n tN am e

D e s tin atio n N T D o m ain A c c o u n tD o m ain

D e v ic e N T D o m ain A c c o u n t D o m ain

M e s s age ‘Th is e v e n t is ge n e rate d w h e n a u s e r d is c o n n e c ts fro m an
e xis tin g Te rm in al S e rv ic e s s e s s io n , o r w h e n a u s e r
s w itc h e s aw ay fro m an e xis tin g de s kto p u s in g F as t U s e r
S w itc h in g .’

4 78 0

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e A C L w as s e t o n ac c o u n ts w h ic h are m e m be rs o f
adm in is trato rs gro u p .’

S o u rc e U s e r N am e S u bje c tU s e rN am e

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e Targe tU s e rN am e

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 8 0 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

M e s s age ‘E v e ry h o u r, th e W in do w s do m ain c o n tro lle r th at h o lds th e
prim ary do m ain c o n tro lle r (P D C ) F le xib le S in g le M as te r
O pe ratio n (F S M O ) ro le c o m pare s th e A C L o n all s e c u rity
prin c ipal ac c o u n ts (u s e rs , gro u ps , an d m ac h in e ac c o u n ts )
pre s e n t fo r its do m ain in A c tiv e D ire c to ry an d th at are in
adm in is trativ e gro u ps again s t th e A C L o n th e
A dm in S D H o lde r o bje c t. If th e A C L o n th e prin c ipal
ac c o u n t diffe rs fro m th e A C L o n th e A dm in S D H o lde r
o bje c t, th e n th e A C L o n th e prin c ipal ac c o u n t is re s e t to
m atc h th e A C L o n th e A dm in S D H o lde r o bje c t an d th is
e v e n t is ge n e rate d .’

4 78 1

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e n am e o f an ac c o u n t w as c h an ge d.’

S o u rc e U s e r N am e S u bje c tU s e rN am e

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O ldTarge tU s e rN am e

D e v ic e C u s to m S trin g 6 N e w Targe tU s e rN am e

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 78 2

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e pas s w o rd h as h ac c o u n t w as ac c e s s e d .’

S o u rc e U s e r N am e S u bje c tU s e rN am e

S o u rc e N T D o m ain S u bje c tD o m ain N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 8 1 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e Targe tU s e rN am e

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 78 3

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A bas ic applic atio n gro u p w as c re ate d .’

S o u rc e U s e r N am e S u bje c tU s e rN am e

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (Targe tU s e rN am e , Targe tS id)

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 78 4

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A bas ic applic atio n gro u p w as c h an ge d.’

S o u rc e U s e r N am e S u bje c tU s e rN am e

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (Targe tU s e rN am e , Targe tS id)

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 8 2 o f 18 0



4 78 5

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A m e m be r w as adde d to a bas ic applic atio n gro u p .’

S o u rc e U s e r N am e S u bje c tU s e rN am e

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (M e m be rS id , M e m be rN am e )

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 78 6

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A m e m be r w as re m o v e d fro m a bas ic applic atio n gro u p .’

S o u rc e U s e r N am e S u bje c tU s e rN am e

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (M e m be rS id , M e m be rN am e )

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 8 3 o f 18 0



4 78 7

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n o n -m e m be r w as adde d to a bas ic applic atio n gro u p .’

S o u rc e U s e r N am e S u bje c tU s e rN am e

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (M e m be rS id , M e m be rN am e )

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

M e s s age ‘A n o n -m e m be r is an ac c o u n t th at is e xplic itly e xc lu de d
fro m m e m be rs h ip in a bas ic applic atio n gro u p . E v e n if th e
ac c o u n t is s pe c if ie d as a m e m be r o f th e applic atio n gro u p ,
e ith e r e xplic itly o r th ro u gh n e s te d gro u p m e m be rs h ip , th e
ac c o u n t w ill n o t be tre ate d as a gro u p m e m be r if it is lis te d
as a n o n -m e m be r.’

4 78 8

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n o n -m e m be r w as re m o v e d fro m a bas ic applic atio n
gro u p .’

S o u rc e U s e r N am e S u bje c tU s e rN am e

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (M e m be rS id , M e m be rN am e )

D e v ic e C u s to m S trin g 6 B o th (Targe tD o m ain N am e , Targe tU s e rN am e )

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 8 4 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

M e s s age ‘A n o n -m e m be r is an ac c o u n t th at is e xplic itly e xc lu de d
fro m m e m be rs h ip in a bas ic applic atio n gro u p . E v e n if th e
ac c o u n t is s pe c if ie d as a m e m be r o f th e applic atio n gro u p ,
e ith e r e xplic itly o r th ro u gh n e s te d gro u p m e m be rs h ip , th e
ac c o u n t w ill n o t be tre ate d as a gro u p m e m be r if it is lis te d
as a n o n -m e m be r.’

4 78 9

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A bas ic applic atio n gro u p w as de le te d .’

S o u rc e U s e r N am e S u bje c tU s e rN am e

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (Targe tS id , Targe tU s e rN am e )

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 790

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n LD A P qu e ry gro u p w as c re ate d .’

S o u rc e U s e r N am e S u bje c tU s e rN am e

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (Targe tS id , Targe tU s e rN am e )

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 8 5 o f 18 0



4 791

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A bas ic applic atio n gro u p w as c h an ge d.’

S o u rc e U s e r N am e S u bje c tU s e rN am e

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (Targe tS id , Targe tU s e rN am e )

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

4 792

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n LD A P qu e ry gro u p w as de le te d .’

S o u rc e U s e r N am e S u bje c tU s e rN am e

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (Targe tS id , Targe tU s e rN am e )

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r P riv ile ge s P riv ile ge Lis t

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 8 6 o f 18 0



4 793

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e P as s w o rd P o lic y C h e c kin g A P I w as c alle d .’

S o u rc e H o s t N am e W o rks tatio n

S o u rc e U s e r N am e Targe tU s e rN am e

D e v ic e C u s to m S trin g 4 S tatau s

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 794

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n atte m pt w as m ade to s e t th e D ire c to ry S e rv ic e s
R e s to re M o de adm in is trato r pas s w o rd .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 797

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n atte m pt w as m ade to qu e ry th e e xis te n c e o f a blan k
pas s w o rd fo r an ac c o u n t.’

S o u rc e H o s t N am e W o rks tatio n

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 8 7 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

4 798

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A u s e r’s lo c al gro u p m e m be rs h ip w as e n u m e rate d .’

D e s tin atio n U s e r N am e O n e o f (Targe tU s e rN am e , Targe tS id)

D e s tin atio n N T D o m ain Targe tD o m ain N am e

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

F ile N am e C alle rP ro c e s s Id

F ile P ath C alle rP ro c e s s N am e

M e s s age ‘A u s e r’s lo c al gro u p m e m be rs h ip w as e n u m e rate d .’

4 799

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A s e c u rity -e n able d lo c al gro u p m e m be rs h ip w as
e n u m e rate d .’

D e s tin atio n U s e r N am e O n e o f (Targe tU s e rN am e , Targe tS id)

D e s tin atio n N T D o m ain Targe tD o m ain N am e

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

F ile N am e C alle rP ro c e s s Id

F ile P ath C alle rP ro c e s s N am e

M e s s age ‘A s e c u rity -e n able d lo c al gro u p m e m be rs h ip w as
e n u m e rate d .’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 8 8 o f 18 0



4 8 0 0

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e w o rks tatio n w as lo c ke d .’

D e v ic e C u s to m S trin g 6 S e s s io n Id

D e s tin atio n U s e r ID Targe tLo go n Id

D e s tin atio n U s e r N am e O n e o f (Targe tU s e rN am e , Targe tU s e rS id)

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e v ic e N T D o m ain Targe tD o m ain N am e

4 8 0 1

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e w o rks tatio n w as u n lo c ke d .’

D e v ic e C u s to m S trin g 6 S e s s io n Id

D e s tin atio n U s e r ID Targe tLo go n Id

D e s tin atio n U s e r N am e O n e o f (Targe tU s e rN am e , Targe tU s e rS id)

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e v ic e N T D o m ain Targe tD o m ain N am e

4 8 0 2

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e s c re e n s av e r w as in v o ke d .’

D e v ic e C u s to m S trin g 6 S e s s io n Id

D e s tin atio n U s e r ID Targe tLo go n Id

D e s tin atio n U s e r N am e O n e o f (Targe tU s e rN am e , Targe tU s e rS id)

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e v ic e N T D o m ain Targe tD o m ain N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 8 9 o f 18 0



4 8 0 3

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e s c re e n s av e r w as dis m is s e d .’

D e v ic e C u s to m S trin g 6 S e s s io n Id

D e s tin atio n U s e r ID Targe tLo go n Id

D e s tin atio n U s e r N am e O n e o f (Targe tU s e rN am e , Targe tU s e rS id)

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e v ic e N T D o m ain Targe tD o m ain N am e

4 8 16

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘R P C de te c te d an in te grity v io latio n w h ile de c ry ptin g an
in c o m in g m e s s age .’

4 8 17

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A u ditin g s e ttin gs o n o bje c t w e re c h an ge d.’

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

F ile Ty pe O bje c tTy pe

F ile N am e O bje c tN am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 9 0 o f 18 0



4 8 18

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘P ro po s e d C e n tral A c c e s s P o lic y do e s n o t gran t in th e
s am e ac c e s s pe rm is s io n s as th e c u rre n t C e n tral A c c e s s
P o lic y .’

D e s tin atio n P ro c e s s ID P ro c e s s Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

F ile ID H an dle Id

F ile Ty pe O bje c tTy pe

F ile N am e O bje c tN am e

D e s tin atio n P ro c e s s N am e P ro c e s s N am e

4 8 19

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘C e n tral A c c e s s P o lic ie s o n th e m ac h in e h av e be e n
c h an ge d.’

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

F ile Ty pe O bje c tTy pe

D e v ic e N T D o m ain S u bje c tD o m ain N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 9 1 o f 18 0



4 8 20

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A K e rbe ro s T ic ke t-gran tin g tic ke t \ \ (TG T\ \ ) w as de n ie d
be c au s e th e de v ic w e do e s n o t m e e t th e ac c e s s c o n tro l
re s tric tio n s .’

S o u rc e U s e r N am e Targe tU s e rN am e

S o u rc e D N S D o m ain Targe tD o m ain N am e

S o u rc e U s e r ID Targe tS id

D e v ic e C u s to m S trin g 5 S e rv ic e S id

D e v ic e C u s to m S trin g 1 A ll o f ( P re A u th Ty pe ,, S tatu s , T ic ke tE n c ry ptio n Ty pe ,
T ic ke tO ptio n s )

S o u rc e A ddre s s IpA ddre s s

D e v ic e C u s to m S trin g 4 A ll o f (C e rtIs s u e rN am e ,C e rtS e rialN u m be r, C e rtTh u m bprin t)

D e v ic e C u s to m S trin g 3 S ilo N am e

D e v ic e C u s to m S trin g 6 P o lic y N am e

D e s tin atio n S e rv ic e N am e S e rv ic e N am e

S o u rc e P o rt IpP o rt

M e s s age ‘C e rtif ic ate in fo rm atio n is o n ly pro v ide d if a c e rtif ic ate w as
u s e d fo r pre -au th e n tic atio n . P re -au th e n tic atio n ty pe s ,
tic ke t o ptio n s , e n c ry ptio n ty pe s an d re s u lt c o de s are
de fin e d in R F C 4120 .’

4 8 21

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A K e rbe ro s s e rv ic e tic ke t w as de n ie d be c au s e th e u s e r,
de v ic e , o r bo th do e s n o t m e e t th e ac c e s s c o n tro l
re s tric tio n s .’

S o u rc e U s e r N am e Targe tU s e rN am e

S o u rc e D N S D o m ain Targe tD o m ain N am e

D e s tin atio n P ro c e s s ID S e rv ic e S id

D e v ic e C u s to m S trin g 1 A ll o f (S tatu s , T ic ke tE n c ry ptio n Ty pe , T ic ke tO ptio n s ,
Tran s ite dS e rv ic e s )

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 9 2 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

S o u rc e A ddre s s IpA ddre s s

S o u rc e U s e r ID Lo go n G u id

D e v ic e C u s to m S trin g 5 S ilo N am e

D e v ic e C u s to m S trin g 6 P o lic y N am e

S o u rc e P o rt IpP o rt

D e s tin atio n S e rv ic e N am e S e rv ic e N am e

D e v ic e C u s to m S trin g 4 S tatu s

M e s s age ‘Th is e v e n t is ge n e rate d e v e ry tim e ac c e s s is re qu e s te d
to a re s o u rc e s u c h as a c o m pu te r o r a W in do w s s e rv ic e .
Th e s e rv ic e n am e in dic ate s th e re s o u rc e to w h ic h ac c e s s
w as re qu e s te d . Th is e v e n t c an be c o rre late d w ith
W in do w s lo go n e v e n ts by c o m parin g th e Lo go n G U ID
fie lds in e ac h e v e n t. Th e lo go n e v e n t o c c u rs o n th e
m ac h in e th at w as ac c e s s e d , w h ic h is o fte n a diffe re n t
m ac h in e th an th e do m ain c o n tro lle r w h ic h is s u e d th e
s e rv ic e tic ke t. T ic ke t o ptio n s , e n c ry ptio n ty pe s , an d failu re
c o de s are de fin e d in R F C 4120 .’

4 8 22

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘N TLM au th e n tic atio n faile d be c au s e th e ac c o u n t w as a
m e m be r o f th e P ro te c te d U s e r gro u p .’

R e as o n S tatu s

D e v ic e C u s to m S trin g 4 S tatu s

D e s tin atio n U s e r N am e A c c o u n tN am e

4 8 23

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘N TLM au th e n tic atio n faile d be c au s e ac c e s s c o n tro l
re s tric tio n s are re qu ire d .’

R e as o n S tatu s

D e v ic e C u s to m S trin g 5 S ilo N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 9 3 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

D e v ic e C u s to m S trin g 6 P o lic y N am e

D e v ic e C u s to m S trin g 4 S tatu s

D e s tin atio n U s e r N am e A c c o u n tN am e

4 8 24

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘K e rbe ro s pre au th e n tic atio n by u s in g D E S o r R C 4 faile d
be c au s e th e ac c o u n t w as a m e m be r o f th e P ro te c te d
U s e r gro u p .’

S o u rc e U s e r N am e Targe tU s e rN am e

S o u rc e U s e r ID Targe tS id

D e v ic e C u s to m S trin g 1 A ll o f (P re A u th Ty pe , S tatu s , T ic ke tO ptio n s )

S o u rc e A ddre s s IpA ddre s s

D e v ic e C u s to m S trin g 4 A ll o f (C e rtIs s u e rN am e , C e rtS e rialN u m be r,
C e rtTh u m bprin t)

S o u rc e P o rt IpP o rt

D e s tin atio n S e rv ic e N am e S e rv ic e N am e

4 8 26

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘B o o t C o n figu ratio n D ata lo ade d .’

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

M e s s age ‘B o o t C o n figu ratio n D ata lo ade d .’

A dditio n al data Lo adO ptio n s

A dditio n al data A dv an c e dO ptio n s

A dditio n al data C o n figA c c e s s P o lic y

A dditio n al data R e m o te E v e n tLo ggin g

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 9 4 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

A dditio n al data K e rn e lD e bu g

A dditio n al data V s m Lau n c h Ty pe

A dditio n al data Te s tS ign in g

A dditio n al data F ligh tS ign in g

A dditio n al data D is able In te grity C h e c ks

A dditio n al data H y pe rv is o rLo adO ptio n s

A dditio n al data H y pe rv is o rLau n c h Ty pe

A dditio n al data H y pe rv is o rD e bu g

4 8 64

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n am e s pac e c o llis io n w as de te c te d .’

4 8 65

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A tru s te d fo re s t in fo rm atio n e n try w as adde d.’

D e v ic e C u s to m S trin g 6 F o re s tR o o t

D e v ic e C u s to m S trin g 3 O pe ratio n Id

D e v ic e C u s to m S trin g 5 To pLe v e lN am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 9 5 o f 18 0



4 8 66

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A tru s te d fo re s t in fo rm atio n e n try w as re m o v e d.’

D e v ic e C u s to m S trin g 6 F o re s tR o o t

D e v ic e C u s to m S trin g 3 O pe ratio n Id

D e v ic e C u s to m S trin g 5 To pLe v e lN am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 8 67

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A tru s te d fo re s t in fo rm atio n e n try w as m o dif ie d .’

D e v ic e C u s to m S trin g 6 F o re s tR o o t

D e v ic e C u s to m S trin g 3 O pe ratio n Id

D e v ic e C u s to m S trin g 5 To pLe v e lN am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 8 68

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e c e rtif ic ate m an age r de n ie d a pe n din g c e rtif ic ate
re qu e s t.’

D e s tin atio n U s e r ID S u bje c tLo go n Id

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 9 6 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 8 69

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘C e rtif ic ate S e rv ic e s re c e iv e d a re s u bm itte d c e rtif ic ate
re qu e s t.’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 8 70

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘C e rtif ic ate S e rv ic e s re v o ke d a c e rtif ic ate .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e v ic e C u s to m S trin g 4 R e v o c atio n R e as o n

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 8 71

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘C e rtif ic ate S e rv ic e s re c e iv e d a re qu e s t to pu blis h th e
c e rtif ic ate re v o c atio n lis t (C R L).’

D e s tin atio n U s e r ID S u bje c tLo go n Id

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 9 7 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 8 72

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘C e rtif ic ate S e rv ic e s re c e iv e d a re qu e s t to pu blis h th e
c e rtif ic ate re v o c atio n lis t (C R L).’

4 8 73

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A c e rtif ic ate re qu e s t e xte n s io n c h an ge d.’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 8 74

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘O n e o r m o re c e rtif ic ate re qu e s t attribu te s c h an ge d.’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s
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4 8 75

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘C e rftif ic ate S e rv ic e s re c e iv e d a re qu e s t to s h u tdo w n .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 8 76

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘C e rtif ic ate S e rv ic e s bac ku p s tarte d .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 8 77

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘C e rtif ic ate S e rv ic e s bac ku p c o m ple te d .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 8 78

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘C e rtif ic ate S e rv ic e s re s to re s tarte d .’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s
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4 8 79

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘C e rtif ic ate S e rv ic e s re s to re c o m ple te d .’

4 8 8 0

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘C e rtif ic ate S e rv ic e s s tarte d .’

4 8 8 1

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘C e rtif ic ate S e rv ic e s s to ppe d.’

4 8 8 2

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e s e c u rity pe rm is s io n s fo r C e rtif ic ate S e rv ic e s
c h an ge d.’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 8 8 3

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘C e rtif ic ate S e rv ic e s re trie v e d an arc h iv e d ke y .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s
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H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 8 8 4

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘C e rtif ic ate S e rv ic e s im po rte d a c e rtif ic ate in to its
databas e .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 8 8 5

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e au dit f ilte r fo r C e rtif ic ate S e rv ic e s c h an ge d.’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 8 8 6

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘C e rtif ic ate S e rv ic e s re c e iv e d a c e rtif ic ate re qu e s t.’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 10 1 o f 18 0



4 8 8 7

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘C e rtif ic ate S e rv ic e s appro v e d a c e rtif ic ate re qu e s t an d
is s u e d a c e rtif ic ate .’

4 8 8 8

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘C e rtif ic ate S e rv ic e s de n ie d a c e rtif ic ate re qu e s t.’

4 8 8 9

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘C e rtif ic ate S e rv ic e s s e t th s tatu s o f a c e rtif ic ate re qu e s t
to pe n din g .’

4 8 90

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e c e rtif ic ate m an age r s e ttin gs fo r C e rtif ic ate S e rv ic e s
c h an ge d.’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 10 2 o f 18 0



4 8 91

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A c o n figu ratio n e n try c h an ge d in C e rtif ic ate S e rv ic e s .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 8 92

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A pro pe rty o f C e rtif ic ate S e rv ic e s c h an ge d.’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 8 93

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘C e rtif ic ate S e rv ic e s arc h iv e d a ke y .’

4 8 94

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘C e rtif ic ate S e rv ic e s im po rte d an d arc h iv e d a ke y .’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 10 3 o f 18 0



4 8 95

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘C e rtif ic ate S e rv ic e s pu blis h e d th e C A c e rtif ic ate to A c tiv e
D ire c to ry D o m ain S e rv ic e s .’

4 8 96

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘O n e o r m o re ro w s h av e be e n de le te d fro m th e c e rtif ic ate
databas e .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 8 97

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘R o le s e paratio n e n able d .’

4 8 98

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘C e rtif ic ate S e rv ic e s lo ade d a te m plate .’

4 8 99

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A C e rtif ic ate S e rv ic e s te m plate w as u pdate d .’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 10 4 o f 18 0



4 90 0

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘C e rtif ic ate S e rv ic e s te m plate s e c u rity w as u pdate d .’

4 90 2

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e P e r-u s e r au dit po lic y table w as c re ate d .’

D e v ic e C u s to m N u m be r 3 P u aC o u n t

D e v ic e C u s to m N u m be r 6 P u aP o lic y Id

4 90 4

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n atte m pt w as m ade to re g is te r a s e c u rity e v e n t s o u rc e .’

D e v ic e C u s to m S trin g 6 A u ditS o u rc e N am e

D e v ic e C u s to m S trin g 5 E v e n tS o u rc e Id

D e v ic e C u s to m S trin g 3 P ro c e s s Id

D e s tin atio n P ro c e s s N am e P ro c e s s N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 10 5 o f 18 0



4 90 5

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n atte m pt w as m ade to u n re g is te r a s e c u rity e v e n t
s o u rc e .’

D e v ic e C u s to m S trin g 6 A u ditS o u rc e N am e

D e v ic e C u s to m S trin g 5 E v e n tS o u rc e Id

D e v ic e C u s to m S trin g 3 P ro c e s s Id

D e s tin atio n P ro c e s s N am e P ro c e s s N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 90 6

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e C ras h O n A u ditF ail v alu e h as c h an ge d.’

D e v ic e C u s to m N u m be r 2 C ras h O n A u ditF ailV alu e

4 90 7

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A u ditin g s e ttin gs o n o bje c t w e re c h an ge d.’

D e v ic e C u s to m S trin g 5 O bje c tTy pe

D e v ic e C u s to m S trin g 3 P ro c e s s Id

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n P ro c e s s N am e P ro c e s s N am e

F ile Ty pe O bje c tTy pe

F ile ID H an dle Id

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 10 6 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

F ile N am e O bje c tN am e

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 90 8

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘S pe c ial G ro u ps Lo go n table m o dif ie d .’

D e v ic e C u s to m S trin g 6 S idLis t

M e s s age ‘Th is e v e n t is ge n e rate d w h e n th e lis t o f s pe c ial gro u ps is
u pdate d in th e re g is try o r th ro u gh s e c u rity po lic y . Th e
u pdate d lis t o f s pe c ial gro u ps is in d ic ate d in th e e v e n t.’

4 90 9

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e lo c al po lic y s e ttin gs fo r th e TB S w e re c h an ge d.’

4 910

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e gro u p po lic y s e ttin gs fo r th e TB S w e re c h an ge d.’

4 911

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘R e s o u rc e attribu te s o f th e o bje c t w e re c h an ge d.’

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 10 7 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

D e s tin atio n U s e r ID S u bje c tLo go n Id

F ile ID H an dle Id

F ile N am e O bje c tN am e

F ile Ty pe O bje c tTy pe

D e s tin atio n P ro c e s s ID P ro c e s s Id

D e s tin atio n P ro c e s s N am e P ro c e s s N am e

4 912

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘P e r U s e r A u dit P o lic y w as c h an ge d.’

D e v ic e C u s to m S trin g 6 Targe tU s e rS id

D e v ic e C u s to m S trin g 5 S u bc ate go ry Id

D e v ic e A c tio n A u ditP o lic y C h an ge s

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 913

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘C e n tral A c c e s s P o lic y o n th e o bje c t w as c h an ge d.’

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e ,S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

F ile ID H an dle Id

F ile N am e O bje c tN am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 10 8 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

F ile Ty pe O bje c tTy pe

D e s tin atio n pro c e s s ID P ro c e s s Id

D e s tin atio n pro c e s s N am e P ro c e s s N am e

4 928

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n A c tiv e D ire c to ry re plic a s o u rc e n am in g c o n te xt w as
e s tablis h e d .’

4 929

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n A c tiv e D ire c to ry re plic a s o u rc e n am in g c o n te xt w as
re m o v e d.’

4 93 0

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n A c tiv e D ire c to ry re plic a s o u rc e n am in g c o n te xt w as
m o dif ie d .’

4 93 1

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n A c tiv e D ire c to ry re plic a de s tin atio n n am in g c o n te xt
w as m o dif ie d .’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 10 9 o f 18 0



4 93 2

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘S y n c h ro n izatio n o f a re plic a o f an A c tiv e D ire c to ry
n am in g c o n te xt h as be gu n .’

4 93 3

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘S y n c h ro n izatio n o f a re plic a o f an A c tiv e D ire c to ry
n am in g c o n te xt h as e n de d.’

4 93 4

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A ttribu te s o f an A c tiv e D ire c to ry o bje c t w e re re plic ate d .’

4 93 5

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘R e plic atio n failu re be gin s .’

4 93 6

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘R e plic atio n failu re e n ds .’

4 93 7

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A lin ge rin g o bje c t w as re m o v e d fro m a re plic a.’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 110 o f 18 0



4 94 4

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e fo llo w in g po lic y w as ac tiv e w h e n th e W in do w s
F ire w all s tarte d ..’

4 94 5

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A ru le w as lis te d w h e n th e W in do w s F ire w all s tarte d .’

4 94 6

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A c h an ge h as be e n m ade to W in do w s F ire w all e xc e ptio n
lis t. A fu le w as adde d.’

4 94 7

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A c h an ge h as be e n m ade to W in do w s F ire w all e xc e ptio n
lis t. A ru le w as m o dif ie d .’

4 94 8

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A c h an ge h as be e n m ade to W in do w s F ire w all e xc pe ptin o
lis t. A ru le w as de le te d .’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 11 1 o f 18 0



4 94 9

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘W in do w s F ire w all s e ttin gs w e re re s to re d to th e de fau lt
v alu e s .’

4 950

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A W in do w s F ire w all s e ttin g h as c h an ge d.’

4 951

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A ru le h as be e n ign o re d be c au s e its m ajo r v e rs io n
n u m be r w as n o t re c o gn ize d by W in do w s F ire w all.’

4 952

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘P arts o f a ru le h av e bw e e n ign o re d be c au s e its m in o r
v e rs io n n u m be r w as n o t re c o gn ize d by W in do w s F ire w all.
Th e o th e r parts o f th e ru le w ill be e n fo rc e d .’

4 953

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A ru le h as be e n ign o re d by W in do w s F ire w all be c au s e it
c o u ld n o t pars e th e ru le .’

D e v ic e C u s to m S trin g 4 R e as o n F o rR e je c tio n

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s
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4 954

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘W in do w s F ire w all G ro u p P o lic y s e ttin gs h as c h an ge d.
Th e n e w s e ttin gs h av e be e n applie d .’

4 956

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘W in do w s F ire w all h as c h an ge d th e ac tiv e pro f ile .’

4 957

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘W in do w s F ire w all d id n o t apply th e fo llo w in g ru le .’

D e v ic e C u s to m S trin g 6 R u le N am e

D e v ic e C u s to m S trin g 4 R u le A ttr (E rro r In fo rm atio n )

4 958

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘W in do w s F ire w all d id n o t apply th e fo llo w in g ru le be c au s e
th e ru le re fe rre d to ite m s n o t c o n figu re d o n th is
c o m pu te r.’

D e v ic e C u s to m S trin g 4 E rro r

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 113 o f 18 0



4 960

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘IP s e c dro ppe d an in bo u n d pac ke t th at faile d an in te grity
c h e c k. If th is pro ble m pe rs is ts , it c o u ld in dic ate a n e tw o rk
is s u e o r th at pac ke ts are be in g m o dif ie d in tran s it to th is
c o m pu te r. V e rify th at th e pac ke ts s e n t fro m th e re m o te
c o m pu te r are th e s am e as th o s e re c e iv e d by th is
c o m pu te r. Th is e rro r m igh t als o in dic ate in te ro pe rability
pro ble m s w ith o th e r IP s e c im ple m e n tatio n s .’

4 961

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘IP s e c dro ppe d an in bo u n d pac ke t th at faile d a re play
c h e c k. If th is pro ble m pe rs is ts , it c o u ld in dic ate a re play
attac k again s t th is c o m pu te r.’

4 962

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘IP s e c dro ppe d an in bo u n d pac ke t th at faile d a re play
c h e c k. Th e in bo u n d pac ke t h ad to o lo w a s e qu e n c e
n u m be r to e n s u re it w as n o t a re play .’

4 963

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘IP s e c dro ppe d an in bo u n d c le ar te xt pac ke t th at s h o u ld
h av e be e n s e c u re d . Th is is u s u ally du e to th e re m o te
c o m pu te r c h an gin g its IP s e c po lic y w ith o u t in fo rm in g th is
c o m pu te r. Th is c o u ld als o be a s po o fin g attac k atte m pt.’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s
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4 964

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘S pe c ial gro u ps h av e be e n as s ign e d to a n e w lo g in .’

S o u rc e U s e r N am e S u bje c tU s e rN am e

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e Targe tU s e rN am e

D e s tin atio n N T D o m ain Targe tD o m ain N am e

D e s tin atio n U s e r ID Targe tLo go n Id

D e v ic e C u s to m S trin g 3 Targe tLo go n G u id

D e v ic e C u s to m S trin g 6 S idLis t

D e v ic e N T D o m ain S u bje c tD o m ain N am e

4 965

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘IP s e c re c e iv e d a pac ke t fro m a re m o te c o m pu te r w ith an
in c o rre c t S e c u rity P aram e te r In de x (S P I). Th is is u s u ally
c au s e d by m alfu n c tio n in g h ardw are th at is c o rru ptin g
pac ke ts . If th e s e e rro rs pe rs is t, v e rify th at th e pac ke ts
s e n t fro m th e re m o te c o m pu te r are th e s am e as th o s e
re c e iv e d by th is c o m pu te r. Th is e rro r m ay als o in dic ate
in te ro pe rabio lity pro ble m s w ith o th e r IP s e c
im ple m e n tatio n s . In th at c as e , if c o n n e c tiv ity is n o t
im pe de d, th e n th e s e e v e n ts c an be ign o re d .’

4 976

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘D u rin g M ain M o de n e go tiatio n , IP s e c re c e iv e d an in v alid
n e go tiatio n pac ke t. If th is pro ble m pe rs is ts , it c o u ld
in dic ate a n e tw o rk is s u e o r an atte m pt to m o dify o r re play
th is n e go tiatio n .’

S o u rc e A ddre s s Lo c alA ddre s s

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 115 o f 18 0



4 977

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘D u rin g Q u ic k M o de n e go tiatio n , IP s e c re c e iv e d an in v alid
n e go tiatio n pac ke t. If th is pro ble m pe rs is ts , it c o u ld
in dic ate a n e tw o rk is s u e o r an atte m pt to m o dify o r re play
th is n e go tiatio n .’

S o u rc e A ddre s s Lo c alA ddre s s

4 978

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘D u rin g E xte n de d M o de n e go tiatio n , IP s e c re c e iv e d an
in v alid n e go tiatio n pac ke t. If th is pro ble m pe rs is ts , it c o u ld
in dic ate a n e tw o rk is s u e o r an atte m pt to m o dify o r re play
th is n e go tiatio n .’

S o u rc e A ddre s s Lo c alA ddre s s

4 979

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘IP s e c M ain M o de an d E xte n de d M o de s e c u rity
as s o c iatio n s w e re e s tablis h e d .’

4 98 0

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘IP s e c M ain M o de an d E xte n de d M o de s e c u rity
as s o c iatio n s w e re e s tablis h e d .’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 116 o f 18 0



4 98 1

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘IP s e c M ain M o de an d E xte n de d M o de s e c u rity
as s o c iatio n s w e re e s tablis h e d .’

S o u rc e A ddre s s Lo c alA ddre s s

S o u rc e P o rt Lo c alK e y M o dP o rt

D e s tin atio n A ddre s s R e m o te A ddre s s

D e s tin atio n P o rt R e m o te K e y M o dP o rt

4 98 2

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘IP s e c M ain M o de an d E xte n de d M o de s e c u rity
as s o c iatio n s w e re e s tablis h e d .’

S o u rc e P o rt Lo c alK e y M o dP o rt

D e s tin atio n A ddre s s R e m o te A ddre s s

D e s tin atio n P o rt R e m o te K e y M o dP o rt

4 98 3

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n IP s e c E xte n de d M o de n e go tiatio n faile d . Th e
c o rre s po n din g M ain M o de s e c u rity as s o c iatio n h as be e n
de le te d .’

S o u rc e A ddre s s Lo c alA ddre s s

S o u rc e P o rt Lo c alK e y M o dP o rt

D e s tin atio n A ddre s s R e m o te A ddre s s

D e s tin atio n P o rt R e m o te K e y M o dP o rt

M e s s age F ailu re R e as o n

D e v ic e C u s to m S trin g 4 F ailu re

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s
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4 98 4

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n IP s e c E xte n de d M o de n e go tiatio n faile d . Th e
c o rre s po n din g M ain M o de s e c u rity as s o c iatio n h as be e n
de le te d .’

S o u rc e A ddre s s Lo c alA ddre s s

S o u rc e P o rt Lo c alK e y M o dP o rt

D e s tin atio n A ddre s s R e m o te A ddre s s

D e s tin atio n P o rt R e m o te K e y M o dP o rt

M e s s age F ailu re R e as o n

D e v ic e C u s to m S trin g 4 F ailu re

4 98 5

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e s tate o f a tran s ac tio n h as c h an ge d.’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n P ro c e s s N am e P ro c e s s N am e

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

50 24

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e W in do w s F ire w all S e rv ic e h as s tarte d s u c c e s s fu lly .’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 118 o f 18 0



50 25

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e W in do w s F ire w all S e rv ic e h as be e n s to ppe d.’

50 27

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e W in do w s F ire w all S e rv ic e w as u n able to re trie v e th e
s e c u rity po lic y fro m th e lo c al s to rage . Th e s e rv ic e w ill
c o n tin u e e n fo rc in g th e c u rre n t po lic y .’

D e v ic e C u s to m S trin g 4 E rro rC o de

50 28

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e W in do w s F ire w all S e rv ic e w as u n able to pars e th e
n e w s e c u rity po lic y . Th e s e rv ic e w ill c o n tin u e w ith
c u rre n tly e n fo rc e d po lic y .’

D e v ic e C u s to m S trin g 4 E rro rC o de

50 29

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e W in do w s F ire w all S e rv ic e faile d to in itialize th e
driv e r.l Th e s e rv ic e w ill c o n tin u e to e n fo rc e th e c u rre n t
po lic y .’

D e v ic e C u s to m S trin g 4 E rro rC o de

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s
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50 3 0

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e W in do w s F ire w all S e rv ic e faile d to s tart.’

D e v ic e C u s to m S trin g 4 E rro rC o de

50 3 1

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e W in do w s F ire w all S e rv ic e blo c ke d an applic atio n
fro m ac c e ptin g in c o m in g c o n n e c tio n s o n th e n e tw o rk.’

50 3 2

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘W in do w s F ire w all w as u n able to n o tify th e u s e r th at it
b lo c ke d an applic atio n fro m ac c e ptin g in c o m in g
c o n n e c tio n s o n th e n e tw o rk.’

D e v ic e C u s to m S trin g 4 E rro rC o de

50 3 3

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e W in do w s F ire w all D riv e r h as s tarte d s u c c e s s fu lly .’

M e s s age “ “

50 3 4

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e W in do w s F ire w all D riv e r h as be e n s to ppe d..’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 12 0 o f 18 0



50 3 5

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e W in do w s F ire w all D riv e r faile d to s tart.’

D e v ic e C u s to m S trin g 4 E rro rC o de

50 3 7

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e W in do w s F ire w all D riv e r de te c te d c ritic al ru n tim e
e rro r. Te rm in atin g .’

D e v ic e C u s to m S trin g 4 E rro rC o de

50 3 8

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘C o de in te grity de te rm in e d th at th e im age h as h o f a f ile is
n o t v alid . Th e file c o u ld be c o rru pt du e to u n au th o rize d
m o dif ic atio n o r th e in v alid h as h c o u ld in dic ate a po te n tial
d is k de v ic e e rro r.’

50 3 9

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A re g is try ke y w as v irtu alize d .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n P ro c e s s N am e P ro c e s s N am e

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 12 1 o f 18 0



50 4 0

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A c h an ge h as be e n m ade to IP s e c s e ttin gs . A n
A u th e n tic atio n S e t w as adde d.’

50 4 1

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A c h an ge h as be e n m ade to IP s e c s e ttin gs . A n
A u th e n tic atio n S e t w as m o dif ie d .’

50 4 2

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A c h an ge h as be e n m ade to IP s e c s e ttin gs . A n
A u th e n tic atio n S e t w as de le te d .’

50 4 3

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A c h an ge h as be e n m ade to IP s e c s e ttin gs . A C o n n e c tio n
S e c u rity R u le w as adde d.’

50 4 4

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A c h an ge h as be e n m ade to IP s e c s e ttin gs . A C o n n e c tio n
S e c u rity R u lo e w as m o dif ie d .’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 12 2 o f 18 0



50 4 5

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A c h an ge h as be e n m ade to IP s e c s e ttin gs . A C o n n e c tio n
S e c u rity R u le w as de le te d .’

50 4 6

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A c h an ge h as be e n m ade to IP s e c s e ttin gs . A C ry pto S e t
w as adde d.’

50 4 7

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A c h an ge h as be e n m ade to IP s e c s e ttin gs . A C ry pto S e t
w as m o dif ie d .’

50 4 8

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A c h an ge h as be e n m ade to IP s e c s e ttin gs . A C ry pto S e t
w as de le te d .’

50 4 9

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n IP s e c S e c u rity A s s o c iatio n w as de le te d .’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 12 3 o f 18 0



50 50

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n atte m pt to pro gram m atic ally d is able th e W in do w s
F ire w all u s in g a c all to IN e tF w P ro file .F ire w allE n able d
(F A LS E ) in te rfac e w as re je c te d be c au s e th is A P I is n o t
s u ppo rte d o n W in do w s V is ta. Th is h as m o s t like ly o c c u rre d
du e to a pro gram w h ic h is in c o m patib le w ith W in do w s V is ta.
P le as e c o n tac t th e pro gram ’s m an u fac tu re r to m ake s u re
y o u h av e a W in do w s V is ta c o m patib le pro gram v e rs io n .’

50 51

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A file w as v irtu alize d .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n P ro c e s s N am e P ro c e s s N am e

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

50 56

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A c ry pto graph ic s e lf te s t w as pe rfo rm e d.’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s
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50 57

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A c ry pto graph ic prim itiv e o pe ratio n faile d .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

M e s s age R e as o n

R e as o n R e tu rn C o de

50 58

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘K e y file o pe ratio n .’

F ile N am e K e y N am e

F ile Ty pe K e y Ty pe

F ile P ath K e y F ile P ath

D e v ic e A c tio n O pe ratio n

D e v ic e C u s to m S trin g 4 R e tu rn C o de

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

50 59

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘K e y m igratio n o pe ratio n .’

F ile N am e K e y N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s
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H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

F ile Ty pe K e y Ty pe

D e v ic e A c tio n O pe ratio n

D e v ic e C u s to m S trin g 4 R e tu rn C o de

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

50 60

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘V e rif ic atio n o pe ratio n faile d .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

50 61

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘C ry pto graph ic o pe ratio n .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

50 62

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A ke rn e l-m o de c ry pto graph ic s e lf te s t w as pe rfo rm e d.’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s
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50 63

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A c ry pto graph ic pro v ide r o pratio n w as atte m pte d .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

50 64

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A c ry pto graph ic c o n te xt o pe ratio n w as atte m pte d .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

50 65

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A c ry pto graph ic c o n te xt m o dif ic atio n w as atte m pte d .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s
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50 66

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A c ry pto graph ic fu n c tio n o pe ratio n w as atte m pte d .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

50 67

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A c ry pto graph ic fu n c tio n m o dif ic atio n w as atte m pte d .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

50 68

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A c ry pto graph ic fu n c tio n pro v ide r o pe ratio n w as
atte m pte d .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s
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50 69

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A c ry pto graph ic fu n c tio n pro pe rty o pe ratio n w as
atte m pte d .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

50 70

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A c ry pto graph ic fu n c tio n pro pe rty m o dif ic atio n w as
atte m pte d .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

50 71

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘K e y ac c e s s de n ie d by M ic ro s o ft ke y dis tribu tio n s e rv ic e .’

D e v ic e C u s to m S trin g 5 S e c u rity D e s c ripto r

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s
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5120

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘O C S P R e s po n de r S e rv ic e S tarte d .’

5121

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘O C S P R e s po n de r S e rv ic e S to ppe d.’

5122

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A C o n figu ratio n e n try c h an ge d in th e O C S P R e s po n de r
S e rv ic e .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

5123

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A c o n figu ratio n e n try c h an ge d in th e O C S P R e s po n de r
S e rv ic e .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s
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5124

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A s e c u rity s e ttin g w as u pdate d o n O C S P R e s po n de r
S e rv ic e .’

5125

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A re qu e s t w as s u bm itte d to O C S P R e s po n de r S e rv ic e .’

5126

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘S ign in g C e rtif ic ate w as au to m atic ally u pdate d by th e
O C S P R e s po n de r S e rv ic e .’

5127

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e O C S P R e v o c atio n pro v ide r s u c c e s s fu lly u pdate d th e
re v o c atio n in fo rm atio n .’

513 6

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A dire c to ry s e rv ic e o bje c t w as m o dif ie d .’

D e v ic e C u s to m S trin g 6 O bje c tD N

D e v ic e C u s to m S trin g 5 O bje c tC las s

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 13 1 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e v ic e C u s to m S trin g 4 O pe ratio n Ty pe

513 7

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A dire c to ry s e rv ic e o bje c t w as c re ate d .’

D e v ic e C u s to m S trin g 6 O bje c tD N

D e v ic e C u s to m S trin g 5 O bje c tC las s

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

513 8

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A dire c to ry s e rv ic e o bje c t w as u n de le te d .’

D e v ic e C u s to m S trin g 6 N e w O bje c tD N

D e v ic e C u s to m S trin g 5 O bje c tC las s

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 13 2 o f 18 0



513 9

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A dire c to ry s e rv ic e o bje c t w as m o v e d.’

D e v ic e C u s to m S trin g 6 N e w O bje c tD N

D e v ic e C u s to m S trin g 5 O bje c tC las s

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

514 0

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n e tw o rk s h are o bje c t w as ac c e s s e d .’

S o u rc e A ddre s s IpA ddre s s

D e v ic e C u s to m IP v 6 A ddre s s 2 IpA ddre s s (S o u rc e IP v 6 A ddre s s )

F ile P ath S h are N am e

F ile Ty pe O bje c tTy pe

D e v ic e C u s to m S trin g 6 S h are N am e

D e v ic e C u s to m S trin g 1 A c c e s s Lis t

S o u rc e P o rt IpP o rt

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s
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514 1

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A dire c to ry s e rv ic e o bje c t w as de le te d .’

D e v ic e C u s to m S trin g 6 O bje c tD N

D e v ic e C u s to m S trin g 5 O bje c tC las s

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

514 2

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n e tw o rk s h are o bje c t w as adde d.’

F ile P ath S h are N am e

D e v ic e C u s to m S trin g 6 S h are N am e

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

514 3

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n e tw o rk s h are o bje c t w as m o dif ie d .’

F ile P ath S h are N am e

D e v ic e C u s to m S trin g 5 O bje c tTy pe

D e v ic e C u s to m S trin g 6 S h are N am e

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s
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H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

514 4

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n e tw o rk s h are o bje c t w as de le te d .’

F ile P ath S h are N am e

D e v ic e C u s to m S trin g 6 S h are N am e

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

514 5

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n e tw o rk s h are o bje c t w as c h e c ke d to s e e w h e th e r
c lie n t c an be gran te d de s ire d ac c e s s .’

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

S o u rc e A ddre s s IpA ddre s s

D e v ic e C u s to m IP v 6 A ddre s s 2 IpA ddre s s (S o u rc e IP v 6 A ddre s s )

D e v ic e C u s to m S trin g 1 A c c e s s Lis t

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r ID S u bje c tLo go n Id

S o u rc e P o rt IpP o rt

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s
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514 6

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e W in do w s F ilte rin g P latfo rm h as blo c ke d a pac ke t.’

D e v ic e D ire c tio n D ire c tio n

S o u rc e A ddre s s S o u rc e A ddre s s

D e v ic e C u s to m IP v 6 A ddre s s 2 S o u rc e A ddre s s (S o u rc e IP v 6 A ddre s s )

D e s tin atio n A ddre s s D e s tA ddre s s

D e v ic e C u s to m IP v 6 A ddre s s 3 D e s tA ddre s s (D e s tin atio n IP v 6 A ddre s s )

S o u rc e P o rt S o u rc e S w itc h P o rt

D e s tin atio n P o rt D e s tin atio n v S w itc h P o rt

514 7

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A m o re re s tric tiv e W in do w s F ilte rin g P latfo rm filte r h as
blo c ke d a pac ke t.’

D e v ic e D ire c tio n D ire c tio n

S o u rc e A ddre s s S o u rc e A ddre s s

D e v ic e C u s to m IP v 6 A ddre s s 2 S o u rc e A ddre s s (S o u rc e IP v 6 A ddre s s )

D e s tin atio n A ddre s s D e s tA ddre s s

D e v ic e C u s to m IP v 6 A ddre s s 3 D e s tA ddre s s (D e s tin atio n IP v 6 A ddre s s )

S o u rc e P o rt S o u rc e S w itc h P o rt

D e s tin atio n P o rt D e s tin atio n v S w itc h P o rt

5152

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e W in do w s F ilte rin g P latfo rm blo c ke d a pac ke t.’

S o u rc e A ddre s s S o u rc e A ddre s s

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 13 6 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

S o u rc e P o rt S o u rc e P o rt

D e s tin atio n A ddre s s D e s tA ddre s s

D e s tin atio n P o rt D e s tP o rt

5153

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A m o re re s tric tiv e W in do w s F ilte rin g P latfo rm filte r h as
blo c ke d a pac ke t.’

S o u rc e P o rt S o u rc e P o rt

D e s tin atio n P o rt D e s tP o rt

5154

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e W in do w s F ilte rin g platfo rm h as pe rm itte d an
applic atio n o r s e rv ic e to lis te n o n a po rt fo r in c o m in g
c o n n e c tio n s .’

S o u rc e A ddre s s S o u rc e A ddre s s

D e v ic e C u s to m IP v 6 A ddre s s 2 S o u rc e A ddre s s (S o u rc e IP v 6 A ddre s s )

S o u rc e P o rt S o u rc e P o rt

5155

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e W in do w s F ilte rin g P latfo rm h as blo c ke d an
applic atio n o r s e rv ic e fro m lis te n in g o n a po rt fo r in c o m in g
c o n n e c tio n s .’

S o u rc e P o rt S o u rc e P o rt

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 13 7 o f 18 0



5156

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e W in do w s F ilte rin g P latfo rm h as allo w e d a
c o n n e c tio n .’

D ev ic e D irec tio n D irec tio n

S o u rc e A ddress O n e o f (S o u rc eA ddress)

D ev ic e C u sto m IP v 6 A ddress 2 S o u rc eA ddress (S o u rc e IP v 6 A ddress)

S o u rc e P o rt S o u rc e P o rt

D estin atio n A ddress O n e o f (D estA ddress)

D ev ic e C u sto m IP v 6 A ddress 3 D estA ddress (D estin atio n IP v 6 A ddress)

D e s tin atio n P o rt D e s tP o rt

T ran spo rt P ro to c o l P ro to c o l

5157

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e W in do w s F ilte rin g P latfo rm h as blo c ke d a
c o n n e c tio n .’

S o u rc e P o rt S o u rc e P o rt

D e s tin atio n P o rt D e s tP o rt

5158

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e W in do w s F ilte rin g P latfo rm h as pe rm itte d a bin d to a
lo c al po rt.’

S o u rc e A ddre s s S o u rc e A ddre s s

D e v ic e C u s to m IP v 6 A ddre s s 2 S o u rc e A ddre s s (S o u rc e IP v 6 A ddre s s )

S o u rc e P o rt S o u rc e P o rt

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 13 8 o f 18 0



5159

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e W in do w s F ilte rin g P latfo rm h as blo c ke d a bin d to a
lo c al po rt.’

S o u rc e P ro c e s s ID P ro c e s s Id

F ile N am e A pplic atio n

F ile P ath A pplic atio n

F ile Ty pe A pplic atio n

S o u rc e A ddre s s S o u rc e A ddre s s

D e s tin atio n A ddre s s S o u rc e A ddre s s

Tran s po rt P ro to c o l P ro to c o l

D e v ic e C u s to m N u m be r 2 F ilte rR TID

D e v ic e C u s to m S trin g 6 Lay e rN am e

D e v ic e C u s to m N u m be r 3 Lay e rR TID

S o u rc e P o rt S o u rc e P o rt

5168

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘S pn c h e c k fo r S M B / S M B 2 fails .’

D e s tin atio n U s e r N am e ‘ ‘

S o u rc e U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain ‘ ‘

S o u rc e N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r ID ‘ ‘

S o u rc e U s e r ID S u bje c tLo go n Id

D e s tin atio n S e rv ic e N am e S pn N am e

D e v ic e C u s to m S trin g 4 E rro rC o de

D e v ic e N T D o m ain S u bje c tD o m ain N am e

R e as o n E rro rC o de

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 13 9 o f 18 0



53 76

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘C re de n tial M an age r c re de n tials w e re bac ke d u p.’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

M e s s age ‘Th is e v e n t o c c u rs w h e n a u s e r bac ks u p th e ir o w n
C re de n tial M an age r c re de n tials . A u s e r (e v e n an
A dm in is trato r) c an n o t bac k u p th e c re de n tials o f an
ac c o u n t o th e r th an h is o w n .’

53 77

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘C re de n tial M an age r c re de n tials w e re re s to re d fro m a
bac ku p.’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

M e s s age ‘Th is e v e n t o c c u rs w h e n a u s e r re s to re s h is C re de n tial
M an age r c re de n tials fro m a bac ku p. A u s e r (e v e n an
A dm in is trato r) c an n o t re s to re th e c re de n tials o f an
ac c o u n t o th e r th an h is o w n .’

53 78

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e re qu e s te d c re de n tials de le gatio n w as dis allo w e d by
po lic y .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 14 0 o f 18 0



H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

54 4 0

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e fo llo w in g c allo u t w as pre s e n t w h e n th e W in do w s
F ilte rin g P latfo rm B as e F ilte rin g E n gin e s tarte d .’

54 4 1

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e fo llo w in g filte r w as pre s e n t w h e n th e W in do w s
F ilte rin g P latfo rm B as e F ilte rin g E n gin e s tarte d .’

54 4 2

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e fo llo w in g pro v ide r w as pre s e n t w h e n th e W in do w s
F ilte rin g P latfo rm B as e F ilte rin g E n gin e s tarte d .’

54 4 3

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e fo llo w in g pro v ide r c o n te xt w as pre s e n t w h e n th e
W in do w s F ilte rin g P latfo rm B as e F ilte rin g E n gin e s tarte d .’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 14 1 o f 18 0



54 4 4

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘Th e fo llo w in g s u b-lay e r w as pre s e n t w h e n th e W in do w s
F itle rin g P latfo rm B as e F ilte rin g E n gin e s tarte d .’

54 4 6

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A W in do w s F ilte rin g P latfo rm c allo u t h as be e n c h an ge d.’

D e s tin atio n U s e r N am e O n e o f (U s e rN am e , U s e rS id)

54 4 7

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A W in do w s F ilte rin g P latfo rm filte r h as be e n c h an ge d.’

D e s tin atio n U s e r N am e O n e o f (U s e rN am e , U s e rS id)

54 4 8

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A W in do w s F ilte rin g P latfo rm pro v ide r h as be e n
c h an ge d.’

D e s tin atio n U s e r N am e O n e o f (U s e rN am e , U s e rS id)

54 4 9

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A W in do w s F ilte rin g P latfo rm pro v ide r c o n te xt h as be e n
c h an ge d.’

D e s tin atio n U s e r N am e O n e o f (U s e rN am e , U s e rS id)

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 14 2 o f 18 0



54 50

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A W in do w s F ilte rin g P latfo rm s u b-lay e r h as be e n
c h an ge d.’

D e s tin atio n U s e r N am e O n e o f (U s e rN am e , U s e rS id)

54 51

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n IP s e c Q u ic k M o de s e c u rity as s o c iatio n w as
e s tablis h e d .’

S o u rc e A ddre s s Lo c alA ddre s s

S o u rc e P o rt Lo c alP o rt

D e s tin atio n A ddre s s R e m o te A ddre s s

D e s tin atio n P o rt R e m o te P o rt

54 52

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n IP s e c Q u ic k M o de s e c u rity as s o c iatio n e n de d.’

S o u rc e A ddre s s Lo c alA ddre s s

S o u rc e P o rt Lo c alP o rt

D e s tin atio n A ddre s s R e m o te A ddre s s

D e s tin atio n P o rt R e m o te P o rt

54 53

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n IP s e c n e go tiatio n w ith a re m o te c o m pu te r faile d
be c au s e th e IK E an d A u th IP IP s e c K e y in g M o du le s
(IK E E X T) s e rv ic e is n o t s tarte d .’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 14 3 o f 18 0



54 56

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘P A S to re E n gin e applie d A c tiv e D ire c to ry s to rage IP s e c
po lic y o n th e c o m pu te r.’

54 57

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘P A S to re E n gin e faile d to apply A c tiv e D ire c to ry s to rage
IP s e c po lic y o n th e c o m pu te r.’

54 58

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘P A S to re E n gin e applie d lo c ally c ac h e d c o py o f A c tiv e
D ire c to ry s to rage IP s e c o n th e c o m pu te r.’

54 59

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘P A S to re E n gin e faile d to apply lo c ally c ac h e d c o py o f
A c tiv e D ire c to ry s to rage IP s e c po lic y o n th e c o m pu te r.’

D e v ic e C u s to m S trin g 4 E rro r

54 60

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘P A S to re E n gin e applie d lo c al re g is try s to rage IP s e c
po lic y o n th e c o m pu te r.’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 14 4 o f 18 0



54 61

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘P A S to re E n gin e faile d to apply lo c al re g is try s to rage
IP s e c po lic y o n th e c o m pu te r.’

D e v ic e C u s to m S trin g 4 E rro r

54 62

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘P A S to re E n gin e faile d to apply s o m e ru le s o f th e ac tiv e
IP s e c po lic y o n th e c o m pu te r. U s e th e IP S e c u rity M o n ito r
s n ap-in to diagn o s e th e pro ble m .’

D e v ic e C u s to m S trin g 4 E rro r

54 63

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘P A S to re E n gin e P o lle d fo r c h an ge s to th e ac tiv e IP s e c
po lic y an d de te c te d n o c h an ge s .’

54 64

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘P A S to re E n gin e po lle d fo r c h an ge s to th e ac tiv e IP s e c
po lic y , de te c te d c h an ge s , an d applie d th e m to IP s e c
S e rv ic e s .’

54 65

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘P A S to re E n gin e re c e iv e d a c o n tro l fo r fo rc e d re lo adin g o f
IP s e c po lic y an d pro c e s s e d th e c o n tro l s u c c e s s fu lly .’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 14 5 o f 18 0



54 66

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘P A S to re E n gin e po lle d fo r c h an ge s to th e A c tiv e
D ire c to ry IP s e c po lic y , de te rm in e d th at A c tiv e D ire c to ry
c an n o t be re ac h e d , an d w ill u s e th e c ac h e d c o py o f th e
A c tiv e D ire c to ry IP s e c po lic y in s te ad . A n y c h an ge s m ade
to th e A c tiv e D ire c to ry IP s e c po lic y s in c e th e las t po ll
c o u ld n o t be applie d .’

54 67

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘P A S to re E n gin e po lle d fo r c h an ge s to th e A c tiv e
D ire c to ry IP s e c po lic y , de te rm in e d th at A c tiv e D ire c to ry
c an be re ac h e d , an d fo u n d n o c h an ge s to th e po lic y . Th e
c ac h e d c o py o f th e A c tiv e D ire c to ry IP s e c po lic y is n o
lo n ge r be in g u s e d .’

54 68

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘P A S to re E n gin e po lle d fo r c h an ge s to th e A c tiv e
D ire c to ry IP s e c po lic y , de te rm in e d th at A c tiv e D ire c to ry
c an be re ac h e d , fo u n d c h an ge s to th e po lic y , an d applie d
th o s e c h an ge s . Th e c ac h e d c o py o f th e A c tiv e D ire c to ry
IP s e c po lic y is n o lo n ge r be in g u s e d .’

54 71

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘P A S to re E n gin e lo ade d lo c al s to rage IP s e c po lic y o n th e
c o m pu te r.’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 14 6 o f 18 0



54 72

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘P A S to re E n gin e faile d to lo ad lo c al s to rage IP s e c po lic y
o n th e c o m pu te r.’

D e v ic e C u s to m S trin g 4 E rro r

54 73

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘P A S to re E n gin e lo ade d dire c to ry s to rage IP s e c po lic y o n
th e c o m pu te r.’

54 74

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘P A S to re E n gin e faile d to lo ad dire c to ry s to rage IP s e c
po lic y o n th e c o m pu te r.’

D e v ic e C u s to m S trin g 4 E rro r

54 77

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘P A S to re E n gin e faile d to add qu ic k m o de filte r.’

D e v ic e C u s to m S trin g 4 E rro r

54 78

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘IP s e c S e rv ic e s h as s tarte d s u c c e s s fu lly .’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 14 7 o f 18 0



54 79

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘IP s e c S e rv ic e s h as be e n s h u t do w n s u c c e s s fu lly . Th e
s h u tdo w n o f IP s e c S e rv ic e s c an pu t th e c o m pu te r at
gre ate r ris k o f n e tw o rk attac k o r e xpo s e th e c o m pu te r to
po te n tial s e c u rity ris ks .’

54 8 0

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘IP s e c S e rv ic e s f iale d to ge t th e c o m ple te lis t o f n e tw o rk
in te rfac e s o n th e c o m pu te r. Th is po s e s a po te n tial
s e c u rity ris k be c au s e s o m e o f th e n e tw o rk in te rfac e s m ay
n o t ge t th e pro te c tio n pro v ide d by th e applie d IP s e c
f ilte rs . U s e th e IP S e c u rity M o n ito r s n ap-in to diagn o s e
th e pro ble m .’

54 8 3

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘IP s e c S e rv ic e s faile d to in itialize R P C s e rv e r. IP s e c
S e rv ic e s c o u ld n o t be s tarte d .’

D e v ic e C u s to m S trin g 4 E rro r

54 8 4

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘IP s e c S e rv ic e s h as e xpe rie n c e d a c ritic al failu re an d h as
be e n s h u t do w n . Th e s h u tdo w n o f IP s e c S e rv ic e s c an pu t
th e c o m pu te r at gre ate r ris k o f n e tw o rk attac k o r e xpo s e
th e c o m pu te r to po te n tial s e c u rity ris ks .’

D e v ic e C u s to m S trin g 4 E rro r

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 14 8 o f 18 0



563 2

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A re qu e s t w as m ade to au th e n tic ate to a w ire le s s
n e tw o rk.’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , Ide n tity )

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e v ic e C u s to m S trin g 4 O n e o f (R e as o n C o de , E rro rC o de )

R e as o n O n e o f (E A P E rro rC o de , E A P R e as o n C o de , E rro rC o de , bo th
(R e as o n Te xt, R e as o n C o de )

563 3

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A re qu e s t w as m ade to au th e n tic ate to a w ire d n e tw o rk.’

D e s tin atio n U s e r ID S u bje c tLo go n Id

D e s tin atio n U s e r N am e O n e o f (S u bje c tU s e rN am e , Ide n tity )

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

D e v ic e O u tbo u n d In te rfac e In te rfac e N am e

D e v ic e C u s to m S trin g 4 O n e o f (R e as o n C o de , E rro rC o de )

R e as o n O n e o f (E rro rC o de , bo th (R e as o n Te xt, R e as o n C o de )

5712

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A R e m o te P ro c e du re C all (R P C ) w as atte m pte d .’

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e v ic e N T D o m ain S u bje c tD o m ain N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 14 9 o f 18 0



58 8 8

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n o bje c t in th e C O M + C atalo g w as m o dif ie d .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

F ile N am e O bje c tIde n tify in gP ro pe rtie s

D e s tin atio n u s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tU s e rD o m ain N am e

D e v ic e N T D o m ain S u bje c tU s e rD o m ain N am e

58 8 9

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n o bje c t w as de le te d fro m th e C O M + C atalo g .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

F ile N am e O bje c tIde n tify in gP ro pe rtie s

D e s tin atio n u s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tU s e rD o m ain N am e

D e v ic e N T D o m ain S u bje c tU s e rD o m ain N am e

M e s s age ‘Th is e v e n t o c c u rs w h e n an o bje c t is de le te d fro m th e
C O M + c atalo g .’

58 90

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n o bje c t w as adde d to th e C O M + C atalo g .’

D e s tin atio n U s e r ID S u bje c tLo go n Id

F ile N am e O bje c tIde n tify in gP ro pe rtie s

D e s tin atio n u s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

D e s tin atio n N T D o m ain S u bje c tU s e rD o m ain N am e

D e v ic e N T D o m ain S u bje c tU s e rD o m ain N am e

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 15 0 o f 18 0



614 4

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘S e c u rity po lic y in th e gro u p po lic y o bje c ts h as be e n
applie d s u c c e s s fu lly .’

614 5

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘O n e o r m o re e rro rs o c c u rre d w h ile pro c e s s in g s e c u rity
po lic y I n th e gro u p po lic y o bje c ts .’

D e v ic e C u s to m S trin g 4 E rro rC o de

6272

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘N e tw o rk P o lic y S e rv e r gran te d ac c e s s to a u s e r.’

D e s tin atio n U s e r N am e S u bje c tU s e rN am e

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r ID F u lly Q u alif ie dS u bje c tU s e rN am e

D e s tin atio n A ddre s s N A S IP v 4A ddre s s

D e s tin atio n P o rt N A S P o rt

S o u rc e U s e r N am e S u bje c tM ac h in e N am e

S o u rc e U s e r ID F u lly Q u alif ie dS u bje c tM ac h in e N am e

S o u rc e A ddre s s C allin gS tatio n ID

D e v ic e C u s to m S trin g 1 P ro xy P o lic y N am e

D e v ic e C u s to m S trin g 3 C lie n tIP A ddre s s

D e v ic e C u s to m S trin g 5 A u th e n tic atio n Ty pe

D e v ic e C u s to m S trin g 6 A c c o u n tS e s s io n Ide n tif ie r

D e s tin atio n U s e r P riv ile ge s Q u aran tin e S tate

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 15 1 o f 18 0



6273

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘N e tw o rk P o lic y S e rv e r de n ie d ac c e s s to a u s e r. C o n tac t th e
N e tw o rk P o lic y S e rv e r adm in is trato r fo r m o re in fo rm atio n .’

D e s tin atio n U s e r N am e S u bje c tU s e rN am e

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r ID F u lly Q u alif ie dS u bje c tU s e rN am e

D e s tin atio n A ddre s s N A S IP v 4A ddre s s

D e s tin atio n P o rt N A S P o rt

S o u rc e U s e r N am e S u bje c tM ac h in e N am e

S o u rc e U s e r ID F u lly Q u alif ie dS u bje c tM ac h in e N am e

S o u rc e A ddre s s C allin gS tatio n ID

D e v ic e C u s to m S trin g 1 P ro xy P o lic y N am e

D e v ic e C u s to m S trin g 3 C lie n tIP A ddre s s

D e v ic e C u s to m S trin g 4 R e as o n

D e v ic e C u s to m S trin g 5 A u th e n tic atio n Ty pe

D e v ic e C u s to m S trin g 6 A c c o u n tS e s s io n Ide n tif ie r

6274

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘N e tw o rk P o lic y S e rv e r d is c arde d th e re qu e s t fo r a u s e r. .
C o n tac t th e N e tw o rk P o lic y S e rv e r adm in is trato r fo r m o re
in fo rm atio n .’

6275

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘N e tw o rk P o lic y S e rv e r d is c arde d th e ac c o u n tin g re qu e s t
fo r a u s e r. . C o n tac t th e N e tw o rk P o lic y S e rv e r
adm in is trato r fo r m o re in fo rm atio n .’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 15 2 o f 18 0



6276

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘N e tw o rk P o lic y S e rv e r qu aran tin e d a u s e r. . C o n tac t th e
N e tw o rk P o lic y S e rv e r adm in is trato r fo r m o re
in fo rm atio n .’

6277

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘N e tw o rk P o lic y S e rv e r gran te d ac c e s s to a u s e r bu t pu t it
o n pro batio n be c au s e th e h o s t d id n o t m e e t th e de fin e d
h e alth po lic y . C o n tac t th e N e tw o rk P o lic y S e rv e r
adm in is trato r fo r m o re in fo rm atio n .’

6278

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘N e tw o rk P o lic y S e rv e r gran te d fu ll ac c e s s to a u s e r
be c au s e th e h o s t m e t th e de fin e d h e alth po lic y .’

D e s tin atio n U s e r N am e S u bje c tU s e rN am e

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r ID F u lly Q u alif ie dS u bje c tU s e rN am e

S o u rc e U s e r N am e S u bje c tM ac h in e N am e

S o u rc e U s e r ID F u lly Q u alif ie dS u bje c tM ac h in e N am e

S o u rc e A ddre s s C allin gS tatio n ID

D e v ic e C u s to m S trin g 1 P ro xy P o lic y N am e

D e v ic e C u s to m S trin g 3 C lie n tIP A ddre s s

D e s tin atio n A ddre s s N A S IP v 4A ddre s s

D e s tin atio n P o rt N A S P o rt

D e v ic e C u s to m S trin g 5 A u th e n tic atio n Ty pe

D e v ic e C u s to m S trin g 6 A c c o u n tS e s s io n Ide n tif ie r

D e s tin atio n U s e r P riv ile ge s Q u aran tin e S tate

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 15 3 o f 18 0



6279

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘N e tw o rk P o lic y S e rv e r lo c ke d th e u s e r ac c o u n t du e to
re pe ate d faile d au th e n tic atio n atte m pts .’

D e s tin atio n U s e r N am e S u bje c tU s e rN am e

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r ID F u lly Q u alif ie dS u bje c tU s e rN am e

628 0

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘N e tw o rk P o lic y S e rv e r u n lo c ke d th e u s e r ac c o u n t.’

D e s tin atio n U s e r N am e S u bje c tU s e rN am e

D e s tin atio n N T D o m ain S u bje c tD o m ain N am e

D e s tin atio n U s e r ID F u lly Q u alif ie dS u bje c tU s e rN am e

628 1

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘C o de In te grity de te rm in e d th at th e page h as h e s o r an
im age file are n o t v alid .’

F ile P ath P aram 1

M e s s age ‘Th e file c o u ld be im pro pe rly s ign e d w ith o u t page h as h e s
o r c o rru pt du e to u n au th o rize d m o dif ic atio n . Th e in v alid
h as h e s c o u ld in dic ate a po te n tial d is k de v ic e e rro r.’

64 0 9

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘B ran c h C ac h e : A s e rv ic e c o n n e c tio n po in t o bje c t c o u ld
n o t be pars e d .’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 15 4 o f 18 0



64 10

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘C o de in te grity de te rm in e d th at a f ile do e s n o t m e e t th e
s e c u rity re qu ire m e n ts to lo ad in to a pro c e s s .’

M e s s age ‘Th is c o u ld be du e to th e u s e o f s h are d s e c tio n s o r o th e r
is s u e s .’

F ile N am e param 1

64 16

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘A n e w e xte rn al de v ic e w as re c o gn ize d by th e s y s te m .’

S o u rc e U J s e r N am e O n e o f (S u bje c tU s e rN am e , S u bje c tU s e rS id)

S o u rc e N T D o m ain S u bje c tD o m ain N am e

S o u rc e U s e r ID S u bje c tLo go n Id

F ile ID C las s Id

D e v ic e C u s to m S trin g 1 V e n do rIds

D e v ic e C u s to m S trin g 4 C o m patib le Ids

D e v ic e C u s to m S trin g 5 Lo c atio n In fo rm atio n

M e s s age ‘A n e w e xte rn al de v ic e w as re c o gn ize d by th e s y s te m .’

8 191

H P ArcSight E SM Fie ld Device -Spe c ific Fie ld

N am e ‘H igh e s t S y s te m -D e fin e d A u dit M e s s age V alu e .’

W in d o w s S e cu rity Eve n t M a p p in g s
S p e cif ic W in d o w s S e cu rity Eve n t M a p p in g s

M icro F o cu s C o n n e cto rs () P a g e 15 5 o f 18 0



W in d o w s E v e n t L o g E v e n t
D e sc rip t io n s b y C ate g o ry

Category Subcategory ID M essage Summary

A c c o u n t
Lo go n

C re de n tial
V alidatio n

4774 A n ac c o u n t w as m appe d fo r lo go n .

C re de n tial
V alidatio n

4775 A n ac c o u n t c o u ld n o t be m appe d fo r lo go n .

C re de n tial
V alidatio n

4776 Th e do m ain c o n tro lle r atte m pte d to v alidate th e
c re de n tials fo r an ac c o u n t.

C re de n tial
V alidatio n

4777 Th e do m ain c o n tro lle r faile d to v alidate th e c re de n tials fo r
an ac c o u n t.

K e rbe ro s
A u th e n tic atio n
S e rv ic e

476 8 A K e rbe ro s au th e n tic atio n tic ke t (TG T) w as re qu e s te d .

K e rbe ro s
A u th e n tic atio n
S e rv ic e

4771 K e rbe ro s pre -au th e n tic atio n faile d .

K e rbe ro s
A u th e n tic atio n
S e rv ic e

4772 A K e rbe ro s au th e n tic atio n tic ke t re qu e s t faile d .

K e rbe ro s
S e rv ic e T ic ke t
O pe ratio n s

476 9 A K e rbe ro s s e rv ic e tic ke t w as re qu e s te d .

K e rbe ro s
S e rv ic e T ic ke t
O pe ratio n s

4770 A K e rbe ro s s e rv ic e tic ke t w as re n e w e d.

W in d o w s S e cu rity Eve n t M a p p in g s
W in d o w s Eve n t L o g Eve n t D e scrip tio n s b y C a te g o ry

M icro F o cu s C o n n e cto rs () P a g e 15 6 o f 18 0



Category Subcategory ID M essage Summary

A c c o u n t
M an age m e n t

A pplic atio n
G ro u p
M an age m e n t

478 3 A bas ic applic atio n gro u p w as c re ate d .

478 4 A bas ic applic atio n gro u p w as c h an ge d.

478 5 A m e m be r w as adde d to a bas ic applic atio n gro u p .

478 6 A m e m be r w as re m o v e d fro m a bas ic applic atio n gro u p .

478 7 A n o n -m e m be r w as adde d to a bas ic applic atio n gro u p .

478 8 A n o n -m e m be r w as re m o v e d fro m a bas ic applic atio n
gro u p .

478 9 A bas ic applic atio n gro u p w as de le te d .

479 0 A n LD A P qu e ry gro u p w as c re ate d .

C o m pu te r
A c c o u n t
M an age m e n t

4742 A c o m pu te r ac c o u n t w as c h an ge d.

4743 A c o m pu te r ac c o u n t w as de le te d .

A c c o u n t
M an age m e n t

D is tribu tio n
G ro u p
M an age m e n t

4744 A s e c u rity -d is able d lo c al gro u p w as c re ate d .

4745 A s e c u rity -d is able d lo c al gro u p w as c h an ge d.

4746 A m e m be r w as adde d to a s e c u rity -d is able d lo c al gro u p .

4747 A m e m be r w as re m o v e d fro m a s e c u rity -d is able d lo c al
gro u p .

4748 A s e c u rity -d is able d lo c al gro u p w as de le te d .

4749 A s e c u rity -d is able d glo bal gro u p w as c re ate d .

4750 A s e c u rity -d is able d glo bal gro u p w as c h an ge d.

4751 A m e m be r w as adde d to a s e c u rity -d is able d glo bal gro u p .

4752 A m e m be r w as re m o v e d fro m a s e c u rity -d is able d glo bal
gro u p .

4753 A s e c u rity -d is able d glo bal gro u p w as de le te d .

4759 A s e c u rity -d is able d u n iv e rs al gro u p w as c re ate d .

476 0 A s e c u rity -d is able d u n iv e rs al gro u p w as c h an ge d.

476 1 A m e m be r w as adde d to a s e c u rity -d is able d u n iv e rs al
gro u p .

476 2 A m e m be r w as re m o v e d fro m a s e c u rity -d is able d
u n iv e rs al gro u p .

476 3 A s e c u rity -d is able d u n iv e rs al gro u p w as de le te d .

W in d o w s S e cu rity Eve n t M a p p in g s
W in d o w s Eve n t L o g Eve n t D e scrip tio n s b y C a te g o ry

M icro F o cu s C o n n e cto rs () P a g e 15 7 o f 18 0



Category Subcategory ID M essage Summary

A c c o u n t
M an age m e n t

O th e r A c c o u n t
M an age m e n t
E v e n ts

478 2 Th e pas s w o rd h as h an ac c o u n t w as ac c e s s e d .

479 3 Th e P as s w o rd P o lic y C h e c kin g A P I w as c alle d .

479 7 A n atte m pt w as m ade to qu e ry th e e xis te n c e o f a blan k
pas s w o rd fo r an ac c o u n t.

A c c o u n t
M an age m e n t

S e c u rity
G ro u p
M an age m e n t

4727 A s e c u rity -e n able d glo bal gro u p w as c re ate d .

4728 A m e m be r w as adde d to a s e c u rity -e n able d glo bal gro u p .

4729 A m e m be r w as re m o v e d fro m a s e c u rity -e n able d glo bal
gro u p .

4730 A s e c u rity -e n able d glo bal gro u p w as de le te d .

4731 A s e c u rity -e n able d lo c al gro u p w as c re ate d .

4732 A m e m be r w as adde d to a s e c u rity -e n able d lo c al gro u p .

4733 A m e m be r w as re m o v e d fro m a s e c u rity -e n able d lo c al
gro u p .

4734 A s e c u rity -e n able d lo c al gro u p w as de le te d .

4735 A s e c u rity -e n able d lo c al gro u p w as c h an ge d.

4737 A s e c u rity -e n able d glo bal gro u p w as c h an ge d.

4754 A s e c u rity -e n able d u n iv e rs al gro u p w as c re ate d .

4755 A s e c u rity -e n able d u n iv e rs al gro u p w as c h an ge d.

4756 A m e m be r w as adde d to a s e c u rity -e n able d u n iv e rs al
gro u p .

4757 A m e m be r w as re m o v e d fro m a s e c u rity -e n able d
u n iv e rs al gro u p .

479 9 A s e c u rity -e n able d lo c al gro u p m e m be rs h ip w as
e n u m e rate d

A c c o u n t
M an age m e n t

U s e r A c c o u n t
M an age m e n t

4758 A s e c u rity -e n able d u n iv e rs al gro u p w as de le te d .

476 4 A gro u p ’s ty pe w as c h an ge d.

W in d o w s S e cu rity Eve n t M a p p in g s
W in d o w s Eve n t L o g Eve n t D e scrip tio n s b y C a te g o ry

M icro F o cu s C o n n e cto rs () P a g e 15 8 o f 18 0



Category Subcategory ID M essage Summary

4720 A u s e r ac c o u n t w as c re ate d .

4722 A u s e r ac c o u n t w as e n able d .

4723 A n atte m pt w as m ade to c h an ge an ac c o u n t's pas s w o rd .

4724 A n atte m pt w as m ade to re s e t an ac c o u n t's pas s w o rd .

4725 A u s e r ac c o u n t w as dis able d .

4726 A u s e r ac c o u n t w as de le te d .

4738 A u s e r ac c o u n t w as c h an ge d.

4740 A u s e r ac c o u n t w as lo c ke d o u t.

476 5 S ID H is to ry w as adde d to an ac c o u n t.

476 6 A n atte m pt to add S ID H is to ry to an ac c o u n t faile d .

476 7 A u s e r ac c o u n t w as u n lo c ke d .

478 0 Th e A C L w as s e t o n ac c o u n ts w h ic h are m e m be rs o f
adm in is trato rs gro u ps .

478 1 Th e n am e o f an ac c o u n t w as c h an ge d:

479 4 A n atte m pt w as m ade to s e t th e D ire c to ry S e rv ic e s
R e s to re M o de .

479 8 A u s e r’s lo c al gro u p m e m be rs h ip w as e n u m e rate d .

5376 C re de n tial M an age r c re de n tials w e re bac ke d u p.

5377 C re de n tial M an age r c re de n tials w e re re s to re d fro m a
bac ku p.

D e taile d
Trac kin g

D P A P I
A c tiv ity

46 9 2 B ac ku p o f data pro te c tio n m as te r ke y w as atte m pte d .

46 9 3 R e c o v e ry o f data pro te c tio n m as te r ke y w as atte m pte d .

46 9 4 P ro te c tio n o f au ditable pro te c te d data w as atte m pte d .

46 9 5 U n pro te c tio n o f au ditable pro te c te d data w as atte m pte d .

P ro c e s s
C re atio n

46 8 8 A n e w pro c e s s h as be e n c re ate d .

46 9 6 A prim ary to ke n w as as s ign e d to pro c e s s .

P ro c e s s
Te rm in atio n

46 8 9 A pro c e s s h as e xite d .

R P C E v e n ts 5712 A R e m o te P ro c e du re C all (R P C ) w as atte m pte d .

W in d o w s S e cu rity Eve n t M a p p in g s
W in d o w s Eve n t L o g Eve n t D e scrip tio n s b y C a te g o ry

M icro F o cu s C o n n e cto rs () P a g e 15 9 o f 18 0
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D S A c c e s s D e taile d
D ire c to ry
S e rv ic e
R e plic atio n

49 28 A n A c tiv e D ire c to ry re plic a s o u rc e n am in g c o n te xt w as
e s tablis h e d .

49 29 A n A c tiv e D ire c to ry re plic a s o u rc e n am in g c o n te xt w as
re m o v e d.

49 30 A n A c tiv e D ire c to ry re plic a s o u rc e n am in g c o n te xt w as
m o dif ie d .

49 31 A n A c tiv e D ire c to ry re plic a de s tin atio n n am in g c o n te xt
w as m o dif ie d .

49 34 A ttribu te s o f an A c tiv e D ire c to ry o bje c t w e re re plic ate d .

49 35 R e plic atio n failu re be gin s .

49 36 R e plic atio n failu re e n ds .

49 37 A lin ge rin g o bje c t w as re m o v e d fro m a re plic a.

D S A c c e s s D ire c to ry
S e rv ic e
A c c e s s

46 6 2 A n o pe ratio n w as pe rfo rm e d o n an o bje c t.

D ire c to ry
S e rv ic e
C h an ge s

5136 A dire c to ry s e rv ic e o bje c t w as m o dif ie d .

5137 A dire c to ry s e rv ic e o bje c t w as c re ate d .

5138 A dire c to ry s e rv ic e o bje c t w as u n de le te d .

5139 A dire c to ry s e rv ic e o bje c t w as m o v e d.

5141 A dire c to ry s e rv ic e o bje c t w as de le te d .

D ire c to ry
S e rv ic e
R e plic atio n

49 32 S y n c h ro n izatio n o f a re plic a o f an A c tiv e D ire c to ry n am in g
c o n te xt h as be gu n .

49 33 S y n c h ro n izatio n o f a re plic a o f an A c tiv e D ire c to ry n am in g
c o n te xt h as e n de d.

Lo go n / Lo go ff A c c o u n t
Lo c ko u t

46 25 A n ac c o u n t faile d to lo go n

IP s e c
E xte n de d
M o de

49 78 D u rin g E xte n de d M o de n e go tiatio n , IP s e c re c e iv e d an
in v alid n e go tiatio n pac ke t. If th is pro ble m pe rs is ts , it c o u ld
in dic ate a n e tw o rk is s u e o r an atte m pt to m o dify o r re play
th is n e go tiatio n .

49 79 IP s e c M ain M o de an d E xte n de d M o de s e c u rity
as s o c iatio n s w e re e s tablis h e d .

49 8 0

49 8 1

49 8 2

W in d o w s S e cu rity Eve n t M a p p in g s
W in d o w s Eve n t L o g Eve n t D e scrip tio n s b y C a te g o ry

M icro F o cu s C o n n e cto rs () P a g e 16 0 o f 18 0
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49 8 3 A n IP s e c E xte n de d M o de n e go tiatio n faile d . Th e
c o rre s po n din g M ain M o de s e c u rity as s o c iatio n h as be e n
de le te d .

49 8 4 A n IP s e c E xte n de d M o de n e go tiatio n faile d . Th e
c o rre s po n din g M ain M o de s e c u rity as s o c iatio n h as be e n
de le te d .

Lo go n / Lo go ff IP s e c M ain
M o de

46 46 IK E D o S -pre v e n tio n m o de s tarte d .

46 50 A n IP s e c M ain M o de s e c u rity as s o c iatio n w as e s tablis h e d .
E xte n de d M o de w as n o t e n able d . C e rtif ic ate
au th e n tic atio n w as n o t u s e d .

46 51 A n IP s e c M ain M o de s e c u rity as s o c iatio n w as e s tablis h e d .
E xte n de d M o de w as n o t e n able d . A c e rtif ic ate w as u s e d
fo r au th e n tic atio n .

IP s e c M ain
M o de

46 52 A n IP s e c M ain M o de n e go tiatio n faile d .

46 53 A n IP s e c M ain M o de n e go tiatio n faile d .

46 55 A n IP s e c M ain M o de s e c u rity as s o c iatio n e n de d.

49 76 D u rin g M ain M o de n e go tiatio n , IP s e c re c e iv e d an in v alid
n e go tiatio n pac ke t. If th is pro ble m pe rs is ts , it c o u ld
in dic ate a n e tw o rk is s u e o r an atte m pt to m o dify o r re play
th is n e go tiatio n .

50 49 A n IP s e c S e c u rity A s s o c iatio n w as de le te d .

5453 A n IP s e c n e go tiatio n w ith a re m o te c o m pu te r faile d
be c au s e th e IK E an d A u th IP IP s e c K e y in g M o du le s
(IK E E X T) s e rv ic e is n o t s tarte d .

IP s e c Q u ic k
M o de

46 54 A n IP s e c Q u ic k M o de n e go tiatio n faile d .

49 77 D u rin g Q u ic k M o de n e go tiatio n , IP s e c re c e iv e d an in v alid
n e go tiatio n pac ke t. If th is pro ble m pe rs is ts , it c o u ld
in dic ate a n e tw o rk is s u e o r an atte m pt to m o dify o r re play
th is n e go tiatio n .

5451 A n IP s e c Q u ic k M o de s e c u rity as s o c iatio n w as
e s tablis h e d .

5452 A n IP s e c Q u ic k M o de s e c u rity as s o c iatio n e n de d.

W in d o w s S e cu rity Eve n t M a p p in g s
W in d o w s Eve n t L o g Eve n t D e scrip tio n s b y C a te g o ry

M icro F o cu s C o n n e cto rs () P a g e 16 1 o f 18 0
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Lo go n / Lo go ff Lo go ff 46 34 A n ac c o u n t w as lo gge d o ff .

46 47 U s e r in itiate d lo go ff .

Lo go n 46 24 A n ac c o u n t w as s u c c e s s fu lly lo gge d o n .

46 25 A n ac c o u n t faile d to lo g o n .

46 26 U s e r/ D e v ic e c laim s in fo rm atio n .

46 27 G ro u p m e m be rs h ip in fo rm atio n .

46 48 A lo go n w as atte m pte d u s in g e xplic it c re de n tials .

46 75 S ID s w e re f ilte re d .

N e tw o rk
P o lic y S e rv e r

6 272 N e tw o rk P o lic y S e rv e r gran te d ac c e s s to a u s e r.

6 273 N e tw o rk P o lic y S e rv e r de n ie d ac c e s s to a u s e r.

6 274 N e tw o rk P o lic y S e rv e r d is c arde d th e re qu e s t fo r a u s e r.

6 275 N e tw o rk P o lic y S e rv e r d is c arde d th e ac c o u n tin g re qu e s t
fo r a u s e r.

6 276 N e tw o rk P o lic y S e rv e r qu aran tin e d a u s e r.

6 277 N e tw o rk P o lic y S e rv e r gran te d ac c e s s to a u s e r bu t pu t it
o n pro batio n be c au s e th e h o s t d id n o t m e e t th e de fin e d
h e alth po lic y .

6 278 N e tw o rk P o lic y S e rv e r gran te d fu ll ac c e s s to a u s e r
be c au s e th e h o s t m e t th e de fin e d h e alth po lic y .

6 279 N e tw o rk P o lic y S e rv e r lo c ke d th e u s e r ac c o u n t du e to
re pe ate d faile d au th e n tic atio n atte m pts .

6 28 0 N e tw o rk P o lic y S e rv e r u n lo c ke d th e u s e r ac c o u n t.

W in d o w s S e cu rity Eve n t M a p p in g s
W in d o w s Eve n t L o g Eve n t D e scrip tio n s b y C a te g o ry
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Lo go n / Lo go ff O th e r
Lo go n / Lo go ff
E v e n ts

46 49 A re play attac k w as de te c te d .

4778 A s e s s io n w as re c o n n e c te d to a W in do w S tatio n .

4779 A s e s s io n w as dis c o n n e c te d fro m a W in do w S tatio n .

48 0 0 Th e w o rks tatio n w as lo c ke d .

48 0 1 Th e w o rks tatio n w as u n lo c ke d .

48 0 2 Th e s c re e n s av e r w as in v o ke d .

48 0 3 Th e s c re e n s av e r w as dis m is s e d .

O th e r
Lo go n / Lo go ff
E v e n ts

5378 Th e re qu e s te d c re de n tials de le gatio n w as dis allo w e d by
po lic y .

56 32 A re qu e s t w as m ade to au th e n tic ate to a w ire le s s
n e tw o rk.

56 33 A re qu e s t w as m ade to au th e n tic ate to a w ire d n e tw o rk.

S pe c ial Lo go n 49 6 4 S pe c ial gro u ps h av e be e n as s ign e d to a n e w lo go n .

W in d o w s S e cu rity Eve n t M a p p in g s
W in d o w s Eve n t L o g Eve n t D e scrip tio n s b y C a te g o ry
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O bje c t
A c c e s s

A pplic atio n
G e n e rate d

46 6 5 A n atte m pt w as m ade to c re ate an applic atio n c lie n t
c o n te xt.

46 6 6 A n applic atio n atte m pte d an o pe ratio n :

46 6 7 A n applic atio n c lie n t c o n te xt w as de le te d .

46 6 8 A n applic atio n w as in itialize d .

C e n tral P o lic y
S tag in g

48 18 P ro po s e d C e n tral A c c e s s P o lic y do e s n o t gran t th e s am e
ac c e s s pe rm is s io n s as th e c u rre n t C e n tral A c c e s s P o lic y

C e rtif ic atio n
S e rv ic e s

48 6 8 Th e c e rtif ic ate m an age r de n ie d a pe n din g c e rtif ic ate
re qu e s t.

48 6 9 C e rtif ic ate S e rv ic e s re c e iv e d a re s u bm itte d c e rtif ic ate
re qu e s t.

48 70 C e rtif ic ate S e rv ic e s re v o ke d a c e rtif ic ate .

48 71 C e rtif ic ate S e rv ic e s re c e iv e d a re qu e s t to pu blis h th e
c e rtif ic ate re v o c atio n lis t (C R L).

48 72 C e rtif ic ate S e rv ic e s pu blis h e d th e c e rtif ic ate re v o c atio n
lis t (C R L).

48 73 A c e rtif ic ate re qu e s t e xte n s io n c h an ge d.

48 74 O n e o r m o re c e rtif ic ate re qu e s t attribu te s c h an ge d.

48 75 C e rtif ic ate S e rv ic e s re c e iv e d a re qu e s t to s h u tdo w n .

48 76 C e rtif ic ate S e rv ic e s bac ku p s tarte d .

48 77 C e rtif ic ate S e rv ic e s bac ku p c o m ple te d .

48 78 C e rtif ic ate S e rv ic e s re s to re s tarte d .

48 79 C e rtif ic ate S e rv ic e s re s to re c o m ple te d .

48 8 0 C e rtif ic ate S e rv ic e s s tarte d .

48 8 1 C e rtif ic ate S e rv ic e s s to ppe d.

48 8 2 Th e s e c u rity pe rm is s io n s fo r C e rtif ic ate S e rv ic e s
c h an ge d.

W in d o w s S e cu rity Eve n t M a p p in g s
W in d o w s Eve n t L o g Eve n t D e scrip tio n s b y C a te g o ry

M icro F o cu s C o n n e cto rs () P a g e 16 4 o f 18 0
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O bje c t
A c c e s s

C e rtif ic atio n
S e rv ic e s

48 8 3 C e rtif ic ate S e rv ic e s re trie v e d an arc h iv e d ke y .

48 8 4 C e rtif ic ate S e rv ic e s im po rte d a c e rtif ic ate in to its
databas e .

48 8 5 Th e au dit f ilte r fo r C e rtif ic ate S e rv ic e s c h an ge d.

48 8 6 C e rtif ic ate S e rv ic e s re c e iv e d a c e rtif ic ate re qu e s t.

48 8 7 C e rtif ic ate S e rv ic e s appro v e d a c e rtif ic ate re qu e s t an d
is s u e d a c e rtif ic ate .

48 8 8 C e rtif ic ate S e rv ic e s de n ie d a c e rtif ic ate re qu e s t.

48 8 9 C e rtif ic ate S e rv ic e s s e t th e s tatu s o f a c e rtif ic ate re qu e s t
to pe n din g .

48 9 0 Th e c e rtif ic ate m an age r s e ttin gs fo r C e rtif ic ate S e rv ic e s
c h an ge d.

48 9 1 A c o n figu ratio n e n try c h an ge d in C e rtif ic ate S e rv ic e s .

48 9 2 A pro pe rty o f C e rtif ic ate S e rv ic e s c h an ge d.

48 9 3 C e rtif ic ate S e rv ic e s arc h iv e d a ke y .

48 9 4 C e rtif ic ate S e rv ic e s im po rte d an d arc h iv e d a ke y .

C e rtif ic atio n
S e rv ic e s

48 9 5 C e rtif ic ate S e rv ic e s pu blis h e d th e C A c e rtif ic ate to A c tiv e
D ire c to ry D o m ain S e rv ic e s .

48 9 6 O n e o r m o re ro w s h av e be e n de le te d fro m th e c e rtif ic ate
databas e .

48 9 7 R o le s e paratio n e n able d .

48 9 8 C e rtif ic ate S e rv ic e s lo ade d a te m plate .

W in d o w s S e cu rity Eve n t M a p p in g s
W in d o w s Eve n t L o g Eve n t D e scrip tio n s b y C a te g o ry

M icro F o cu s C o n n e cto rs () P a g e 16 5 o f 18 0
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O bje c t
A c c e s s

D e taile d F ile
S h are

5145 A n e tw o rk s h are o bje c t w as c h e c ke d to s e e w h e th e r th e
c lie n t c an be gran te d de s ire d ac c e s s .

F ile S h are 5140 A n e tw o rk s h are o bje c t w as ac c e s s e d .

5142 A n e tw o rk s h are o bje c t w as adde d.

5143 A n e tw o rk s h are o bje c t w as m o dif ie d .

5144 A n e tw o rk s h are o bje c t w as de le te d .

516 8 S pn c h e c k fo r S M B / S M B 2 faile d .

F ile S y s te m 46 6 4 A n atte m pt w as m ade to c re ate a h ard lin k.

49 8 5 Th e s tate o f a tran s ac tio n h as c h an ge d.

50 51 A file w as v irtu alize d .

F ilte rin g
P latfo rm
C o n n e c tio n

50 31 Th e W in do w s F ire w all S e rv ic e blo c ke d an applic atio n fro m
ac c e ptin g in c o m in g c o n n e c tio n s o n th e n e tw o rk.

5146 Th e W in do w s F ilte rin g P latfo rm h as blo c ke d a pac ke t.

5147 A m o re re s tric tiv e W in do w s F ilte rin g P latfo rm filte r h as
blo c ke d a pac ke t.

5150 Th e W in do w s F ilte rin g P latfo rm h as blo c ke d a pac ke t.

5151 A m o re re s tric tiv e W in do w s F ilte rin g P latfo rm filte r h as
blo c ke d a pac ke t.

5154 Th e W in do w s F ilte rin g P latfo rm h as pe rm itte d an
applic atio n o r s e rv ic e to lis te n o n a po rt fo r in c o m in g
c o n n e c tio n s .

5155 Th e W in do w s F ilte rin g P latfo rm h as blo c ke d an applic atio n
o r s e rv ic e fro m lis te n in g o n a po rt fo r in c o m in g
c o n n e c tio n s .

5156 Th e W in do w s F ilte rin g P latfo rm h as allo w e d a c o n n e c tio n .

5157 Th e W in do w s F ilte rin g P latfo rm h as blo c ke d a c o n n e c tio n .

5158 Th e W in do w s F ilte rin g P latfo rm h as pe rm itte d a bin d to a
lo c al po rt.

5159 Th e W in do w s F ilte rin g P latfo rm h as blo c ke d a bin d to a
lo c al po rt.

O bje c t
A c c e s s

F ilte rin g
P latfo rm
P ac ke t D ro p

5152 Th e W in do w s F ilte rin g P latfo rm blo c ke d a pac ke t.

5153 A m o re re s tric tiv e W in do w s F ilte rin g P latfo rm filte r h as
blo c ke d a pac ke t.

W in d o w s S e cu rity Eve n t M a p p in g s
W in d o w s Eve n t L o g Eve n t D e scrip tio n s b y C a te g o ry
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O bje c t
A c c e s s

H an dle
M an ipu latio n

46 56 A h an dle to an o bje c t w as re qu e s te d .

46 58 Th e h an dle to an o bje c t w as c lo s e d .

46 9 0 A n atte m pt w as m ade to du plic ate a h an dle to an o bje c t.

O bje c t
A c c e s s

O th e r O bje c t
A c c e s s
E v e n ts

46 71 A n applic atio n atte m pte d to ac c e s s a blo c ke d o rdin al
th ro u gh th e TB S .

46 9 1 In dire c t ac c e s s to an o bje c t w as re qu e s te d .

46 9 8 A s c h e du le d tas k w as c re ate d .

46 9 9 A s c h e du le d tas k w as de le te d .

470 0 A s c h e du le d tas k w as e n able d .

470 1 A s c h e du le d tas k w as dis able d .

470 2 A s c h e du le d tas k w as u pdate d .

O bje c t
A c c e s s

O th e r O bje c t
A c c e s s
E v e n ts

5148 Th e W in do w s F ilte rin g P latfo rm h as de te c te d a D o S attac k
an d e n te re d a de fe n s iv e m o de ; pac ke ts as s o c iate d w ith
th is attac k w ill be dis c arde d .

5149 Th e D o S attac k h as s u bs ide d an d n o rm al pro c e s s in g is
be in g re s u m e d.

58 8 8 A n o bje c t in th e C O M + C atalo g w as m o dif ie d .

58 8 9 A n o bje c t w as de le te d fro m th e C O M + C atalo g .

58 9 0 A n o bje c t w as adde d to th e C O M + C atalo g .

O bje c t
A c c e s s

R e gis try 46 57 A re gis try v alu e w as m o dif ie d .

50 39 A re gis try ke y w as v irtu alize d .

O bje c t
A c c e s s

S pe c ial 46 59 A h an dle to an o bje c t w as re qu e s te d w ith in te n t to de le te .

46 6 0 A n o bje c t w as de le te d .

46 6 1 A h an dle to an o bje c t w as re qu e s te d .

46 6 3 A n atte m pt w as m ade to ac c e s s an o bje c t.

W in d o w s S e cu rity Eve n t M a p p in g s
W in d o w s Eve n t L o g Eve n t D e scrip tio n s b y C a te g o ry
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P o lic y
C h an ge

A u dit P o lic y
C h an ge

4715 Th e au dit po lic y (S A C L) o n an o bje c t w as c h an ge d.

4719 S y s te m au dit po lic y w as c h an ge d.

48 17 A u ditin g s e ttin gs o n an o bje c t w e re c h an ge d.

49 0 2 Th e P e r-u s e r au dit po lic y table w as c re ate d .

49 0 4 A n atte m pt w as m ade to re g is te r a s e c u rity e v e n t s o u rc e .

49 0 5 A n atte m pt w as m ade to u n re g is te r a s e c u rity e v e n t
s o u rc e .

49 0 6 Th e C ras h O n A u ditF ail v alu e h as c h an ge d.

49 0 7 A u ditin g s e ttin gs o n o bje c t w e re c h an ge d.

49 0 8 S pe c ial G ro u ps Lo go n table m o dif ie d .

49 12 P e r U s e r A u dit P o lic y w as c h an ge d.

P o lic y
C h an ge

A u th e n tic atio n
P o lic y C h an ge

4713 K e rbe ro s po lic y w as c h an ge d.

4716 Tru s te d do m ain in fo rm atio n w as m o dif ie d .

4717 S y s te m s e c u rity ac c e s s w as gran te d to an ac c o u n t.

4718 S y s te m s e c u rity ac c e s s w as re m o v e d fro m an ac c o u n t.

4739 D o m ain P o lic y w as c h an ge d.

48 6 4 A n am e s pac e c o llis io n w as de te c te d .

48 6 5 A tru s te d fo re s t in fo rm atio n e n try w as adde d.

48 6 6 A tru s te d fo re s t in fo rm atio n e n try w as re m o v e d.

48 6 7 A tru s te d fo re s t in fo rm atio n e n try w as m o dif ie d .

470 3 A u s e r righ t w as adju s te d .

P o lic y
C h an ge

A u th o rizatio n
P o lic y C h an ge

470 4 A u s e r righ t w as as s ign e d .

470 5 A u s e r righ t w as re m o v e d.

470 6 A n e w tru s t w as c re ate d to a do m ain .

470 7 A tru s t to a do m ain w as re m o v e d.

4714 E n c ry pte d data re c o v e ry po lic y w as c h an ge d.

49 11 R e s o u rc e attribu te s o f th e o bje c t w e re c h an ge d.

49 13 C e n tral A c c e s s P o lic y o n th e o bje c t w as c h an ge d.

P o lic y
C h an ge

F ilte rin g
P latfo rm
P o lic y C h an ge

470 9 IP s e c S e rv ic e s w as s tarte d .

4710 IP s e c S e rv ic e s w as dis able d .

W in d o w s S e cu rity Eve n t M a p p in g s
W in d o w s Eve n t L o g Eve n t D e scrip tio n s b y C a te g o ry
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P o lic y
C h an ge

F ilte rin g
P latfo rm
P o lic y C h an ge

4711 M ay c o n tain an y o n e o f th e fo llo w in g : P A S to re E n gin e
applie d lo c ally c ac h e d c o py o f A c tiv e D ire c to ry s to rage
IP s e c po lic y o n th e c o m pu te r.
P A S to re E n gin e applie d A c tiv e D ire c to ry s to rage IP s e c
po lic y o n th e c o m pu te r.
P A S to re E n gin e applie d lo c al re g is try s to rage IP s e c po lic y
o n th e c o m pu te r.
P A S to re E n gin e faile d to apply lo c ally c ac h e d c o py o f
A c tiv e D ire c to ry s to rage IP s e c po lic y o n th e c o m pu te r.
P A S to re E n gin e faile d to apply A c tiv e D ire c to ry s to rage
IP s e c po lic y o n th e c o m pu te r.
P A S to re E n gin e faile d to apply lo c al re g is try s to rage
IP s e c po lic y o n th e c o m pu te r.
P A S to re E n gin e faile d to apply s o m e ru le s o f th e ac tiv e
IP s e c po lic y o n th e c o m pu te r.
P A S to re E n gin e faile d to lo ad dire c to ry s to rage IP s e c
po lic y o n th e c o m pu te r.
P A S to re E n gin e lo ade d dire c to ry s to rage IP s e c po lic y o n
th e c o m pu te r.
P A S to re E n gin e faile d to lo ad lo c al s to rage IP s e c po lic y o n
th e c o m pu te r.
P A S to re E n gin e lo ade d lo c al s to rage IP s e c po lic y o n th e
c o m pu te r.
P A S to re E n gin e po lle d fo r c h an ge s to th e ac tiv e IP s e c
po lic y an d de te c te d n o c h an ge s .

W in d o w s S e cu rity Eve n t M a p p in g s
W in d o w s Eve n t L o g Eve n t D e scrip tio n s b y C a te g o ry
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P o lic y
C h an ge

F ilte rin g
P latfo rm
P o lic y C h an ge

4712 IP s e c S e rv ic e s e n c o u n te re d a po te n tially s e rio u s failu re .

50 40 A c h an ge h as be e n m ade to IP s e c s e ttin gs . A n
A u th e n tic atio n S e t w as adde d.

50 41 A c h an ge h as be e n m ade to IP s e c s e ttin gs . A n
A u th e n tic atio n S e t w as m o dif ie d .

50 42 A c h an ge h as be e n m ade to IP s e c s e ttin gs . A n
A u th e n tic atio n S e t w as de le te d .

50 43 A c h an ge h as be e n m ade to IP s e c s e ttin gs . A C o n n e c tio n
S e c u rity R u le w as adde d.

50 44 A c h an ge h as be e n m ade to IP s e c s e ttin gs . A C o n n e c tio n
S e c u rity R u le w as m o dif ie d .

50 45 A c h an ge h as be e n m ade to IP s e c s e ttin gs . A C o n n e c tio n
S e c u rity R u le w as de le te d .

50 46 A c h an ge h as be e n m ade to IP s e c s e ttin gs . A C ry pto S e t
w as adde d.

50 47 A c h an ge h as be e n m ade to IP s e c s e ttin gs . A C ry pto S e t
w as m o dif ie d .

50 48 A c h an ge h as be e n m ade to IP s e c s e ttin gs . A C ry pto S e t
w as de le te d .

P o lic y
C h an ge

F ilte rin g
P latfo rm
P o lic y C h an ge

5440 Th e fo llo w in g c allo u t w as pre s e n t w h e n th e W in do w s
F ilte rin g P latfo rm B as e F ilte rin g E n gin e s tarte d .

5441 Th e fo llo w in g filte r w as pre s e n t w h e n th e W in do w s
F ilte rin g P latfo rm B as e F ilte rin g E n gin e s tarte d .

5442 Th e fo llo w in g pro v ide r w as pre s e n t w h e n th e W in do w s
F ilte rin g P latfo rm B as e F ilte rin g E n gin e s tarte d .

5443 Th e fo llo w in g pro v ide r c o n te xt w as pre s e n t w h e n th e
W in do w s F ilte rin g P latfo rm B as e F ilte rin g E n gin e s tarte d .

5444 Th e fo llo w in g s u b-lay e r w as pre s e n t w h e n th e W in do w s
F ilte rin g P latfo rm B as e F ilte rin g E n gin e s tarte d .

5446 A W in do w s F ilte rin g P latfo rm c allo u t h as be e n c h an ge d.

P o lic y
C h an ge

F ilte rin g
P latfo rm
P o lic y C h an ge

5448 A W in do w s F ilte rin g P latfo rm pro v ide r h as be e n c h an ge d.

5449 A W in do w s F ilte rin g P latfo rm pro v ide r c o n te xt h as be e n
c h an ge d.

W in d o w s S e cu rity Eve n t M a p p in g s
W in d o w s Eve n t L o g Eve n t D e scrip tio n s b y C a te g o ry

M icro F o cu s C o n n e cto rs () P a g e 17 0 o f 18 0
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5450 A W in do w s F ilte rin g P latfo rm s u b-lay e r h as be e n
c h an ge d.

5456 P A S to re E n gin e applie d A c tiv e D ire c to ry s to rage IP s e c
po lic y o n th e c o m pu te r.

5457 P A S to re E n gin e faile d to apply A c tiv e D ire c to ry s to rage
IP s e c po lic y o n th e c o m pu te r.

5458 P A S to re E n gin e applie d lo c ally c ac h e d c o py o f A c tiv e
D ire c to ry s to rage IP s e c po lic y o n th e c o m pu te r.

5459 P A S to re E n gin e faile d to apply lo c ally c ac h e d c o py o f
A c tiv e D ire c to ry s to rage IP s e c po lic y o n th e c o m pu te r.

546 0 P A S to re E n gin e applie d lo c al re g is try s to rage IP s e c po lic y
o n th e c o m pu te r.

546 1 P A S to re E n gin e faile d to apply lo c al re g is try s to rage
IP s e c po lic y o n th e c o m pu te r.

546 2 P A S to re E n gin e faile d to apply s o m e ru le s o f th e ac tiv e
IP s e c po lic y o n th e c o m pu te r. U s e th e IP S e c u rity M o n ito r
s n ap-in to diagn o s e th e pro ble m .

546 3 P A S to re E n gin e po lle d fo r c h an ge s to th e ac tiv e IP s e c
po lic y an d de te c te d n o c h an ge s .

546 4 P A S to re E n gin e po lle d fo r c h an ge s to th e ac tiv e IP s e c
po lic y , de te c te d c h an ge s , an d applie d th e m to IP s e c
S e rv ic e s .

546 5 P A S to re E n gin e re c e iv e d a c o n tro l fo r fo rc e d re lo adin g o f
IP s e c po lic y an d pro c e s s e d th e c o n tro l s u c c e s s fu lly .

546 6 P A S to re E n gin e po lle d fo r c h an ge s to th e A c tiv e
D ire c to ry IP s e c po lic y , de te rm in e d th at A c tiv e D ire c to ry
c an n o t be re ac h e d , an d w ill u s e th e c ac h e d c o py o f th e
A c tiv e D ire c to ry IP s e c po lic y in s te ad . A n y c h an ge s m ade
to th e A c tiv e D ire c to ry IP s e c po lic y s in c e th e las t po ll
c o u ld n o t be applie d .

W in d o w s S e cu rity Eve n t M a p p in g s
W in d o w s Eve n t L o g Eve n t D e scrip tio n s b y C a te g o ry
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P o lic y
C h an ge

F ilte rin g
P latfo rm
P o lic y C h an ge

546 7 P A S to re E n gin e po lle d fo r c h an ge s to th e A c tiv e
D ire c to ry IP s e c po lic y , de te rm in e d th at A c tiv e D ire c to ry
c an be re ac h e d , an d fo u n d n o c h an ge s to th e po lic y . Th e
c ac h e d c o py o f th e A c tiv e D ire c to ry IP s e c po lic y is n o
lo n ge r be in g u s e d .

546 8 P A S to re E n gin e po lle d fo r c h an ge s to th e A c tiv e
D ire c to ry IP s e c po lic y , de te rm in e d th at A c tiv e D ire c to ry
c an be re ac h e d , fo u n d c h an ge s to th e po lic y , an d applie d
th o s e c h an ge s . Th e c ac h e d c o py o f th e A c tiv e D ire c to ry
IP s e c po lic y is n o lo n ge r be in g u s e d .

5471 P A S to re E n gin e lo ade d lo c al s to rage IP s e c po lic y o n th e
c o m pu te r.

5472 P A S to re E n gin e faile d to lo ad lo c al s to rage IP s e c po lic y o n
th e c o m pu te r.

5473 P A S to re E n gin e lo ade d dire c to ry s to rage IP s e c po lic y o n
th e c o m pu te r.

5474 P A S to re E n gin e faile d to lo ad dire c to ry s to rage IP s e c
po lic y o n th e c o m pu te r.

5477 P A S to re E n gin e faile d to add qu ic k m o de filte r.

W in d o w s S e cu rity Eve n t M a p p in g s
W in d o w s Eve n t L o g Eve n t D e scrip tio n s b y C a te g o ry
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P o lic y
C h an ge

M P S S V C R u le -
Le v e l P o lic y
C h an ge

49 44 Th e fo llo w in g po lic y w as ac tiv e w h e n th e W in do w s
F ire w all s tarte d .

49 45 A ru le w as lis te d w h e n th e W in do w s F ire w all s tarte d .

49 46 A c h an ge h as be e n m ade to W in do w s F ire w all e xc e ptio n
lis t. A ru le w as adde d.

49 47 A c h an ge h as be e n m ade to W in do w s F ire w all e xc e ptio n
lis t. A ru le w as m o dif ie d .

49 48 A c h an ge h as be e n m ade to W in do w s F ire w all e xc e ptio n
lis t. A ru le w as de le te d .

49 49 W in do w s F ire w all s e ttin gs w e re re s to re d to th e de fau lt
v alu e s .

49 50 A W in do w s F ire w all s e ttin g h as c h an ge d.

49 51 A ru le h as be e n ign o re d be c au s e its m ajo r v e rs io n
n u m be r w as n o t re c o gn ize d by W in do w s F ire w all.

49 52 P arts o f a ru le h av e be e n ign o re d be c au s e its m in o r
v e rs io n n u m be r w as n o t re c o gn ize d by W in do w s F ire w all.
Th e o th e r parts o f th e ru le w ill be e n fo rc e d .

49 53 A ru le h as be e n ign o re d by W in do w s F ire w all be c au s e it
c o u ld n o t pars e th e ru le .

49 54 W in do w s F ire w all G ro u p P o lic y s e ttin gs h av e c h an ge d.
Th e n e w s e ttin gs h av e be e n applie d .

49 56 W in do w s F ire w all h as c h an ge d th e ac tiv e pro f ile .

49 57 W in do w s F ire w all d id n o t apply th e fo llo w in g ru le :

49 58 W in do w s F ire w all d id n o t apply th e fo llo w in g ru le be c au s e
th e ru le re fe rre d to ite m s n o t c o n figu re d o n th is
c o m pu te r:

W in d o w s S e cu rity Eve n t M a p p in g s
W in d o w s Eve n t L o g Eve n t D e scrip tio n s b y C a te g o ry
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P o lic y
C h an ge

O th e r P o lic y
C h an ge
E v e n ts

48 19 C e n tral A c c e s s P o lic ie s o n th e m ac h in e h av e be e n
c h an ge d.

49 0 9 Th e lo c al po lic y s e ttin gs fo r th e TB S w e re c h an ge d.

49 10 Th e gro u p po lic y s e ttin gs fo r th e TB S w e re c h an ge d.

50 6 3 A c ry pto graph ic pro v ide r o pe ratio n w as atte m pte d .

50 6 4 A c ry pto graph ic c o n te xt o pe ratio n w as atte m pte d .

50 6 5 A c ry pto graph ic c o n te xt m o dif ic atio n w as atte m pte d .

50 6 6 A c ry pto graph ic fu n c tio n o pe ratio n w as atte m pte d .

50 6 7 A c ry pto graph ic fu n c tio n m o dif ic atio n w as atte m pte d .

50 6 8 A c ry pto graph ic fu n c tio n pro v ide r o pe ratio n w as
atte m pte d .

50 6 9 A c ry pto graph ic fu n c tio n pro pe rty o pe ratio n w as
atte m pte d .

50 70 A c ry pto graph ic fu n c tio n pro pe rty m o dif ic atio n w as
atte m pte d .

5447 A W in do w s F ilte rin g P latfo rm filte r h as be e n c h an ge d.

6 144 S e c u rity po lic y in th e gro u p po lic y o bje c ts h as be e n
applie d s u c c e s s fu lly .

6 145 O n e o r m o re e rro rs o c c u rre d w h ile pro c e s s in g s e c u rity
po lic y in th e gro u p po lic y o bje c ts .

P o lic y
C h an ge

S u bc ate go ry
(s pe c ial)

46 70 P e rm is s io n s o n an o bje c t w e re c h an ge d.

P riv ile ge U s e S e n s itiv e
P riv ile ge U s e /
N o n S e n s itiv e
P riv ile ge U s e

46 72 S pe c ial priv ile ge s as s ign e d to n e w lo go n .

46 73 A priv ile ge d s e rv ic e w as c alle d .

46 74 A n o pe ratio n w as atte m pte d o n a priv ile ge d o bje c t.

W in d o w s S e cu rity Eve n t M a p p in g s
W in d o w s Eve n t L o g Eve n t D e scrip tio n s b y C a te g o ry
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S y s te m IP s e c D riv e r 49 6 0 IP s e c dro ppe d an in bo u n d pac ke t th at faile d an in te grity
c h e c k. If th is pro ble m pe rs is ts , it c o u ld in dic ate a n e tw o rk
is s u e o r th at pac ke ts are be in g m o dif ie d in tran s it to th is
c o m pu te r. V e rify th at th e pac ke ts s e n t fro m th e re m o te
c o m pu te r are th e s am e as th o s e re c e iv e d by th is
c o m pu te r. Th is e rro r m igh t als o in dic ate in te ro pe rability
pro ble m s w ith o th e r IP s e c im ple m e n tatio n s .

49 6 1 IP s e c dro ppe d an in bo u n d pac ke t th at faile d a re play
c h e c k. If th is pro ble m pe rs is ts , it c o u ld in dic ate a re play
attac k again s t th is c o m pu te r.

49 6 2 IP s e c dro ppe d an in bo u n d pac ke t th at faile d a re play
c h e c k. Th e in bo u n d pac ke t h ad to o lo w a s e qu e n c e
n u m be r to e n s u re it w as n o t a re play .

W in d o w s S e cu rity Eve n t M a p p in g s
W in d o w s Eve n t L o g Eve n t D e scrip tio n s b y C a te g o ry
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S y s te m IP s e c D riv e r 49 6 3 IP s e c dro ppe d an in bo u n d c le ar te xt pac ke t th at s h o u ld
h av e be e n s e c u re d . Th is is u s u ally du e to th e re m o te
c o m pu te r c h an gin g its IP s e c po lic y w ith o u t in fo rm in g th is
c o m pu te r. Th is c o u ld als o be a s po o fin g attac k atte m pt.

49 6 5 IP s e c re c e iv e d a pac ke t fro m a re m o te c o m pu te r w ith an
in c o rre c t S e c u rity P aram e te r In de x (S P I). Th is is u s u ally
c au s e d by m alfu n c tio n in g h ardw are th at is c o rru ptin g
pac ke ts . If th e s e e rro rs pe rs is t, v e rify th at th e pac ke ts
s e n t fro m th e re m o te c o m pu te r are th e s am e as th o s e
re c e iv e d by th is c o m pu te r. Th is e rro r m ay als o in dic ate
in te ro pe rability pro ble m s w ith o th e r IP s e c
im ple m e n tatio n s . In th at c as e , if c o n n e c tiv ity is n o t
im pe de d, th e n th e s e e v e n ts c an be ign o re d .

5478 IP s e c S e rv ic e s h as s tarte d s u c c e s s fu lly .

5479 IP s e c S e rv ic e s h as be e n s h u t do w n s u c c e s s fu lly . Th e
s h u tdo w n o f IP s e c S e rv ic e s c an pu t th e c o m pu te r at
gre ate r ris k o f n e tw o rk attac k o r e xpo s e th e c o m pu te r to
po te n tial s e c u rity ris ks .

548 0 IP s e c S e rv ic e s faile d to ge t th e c o m ple te lis t o f n e tw o rk
in te rfac e s o n th e c o m pu te r. Th is po s e s a po te n tial
s e c u rity ris k be c au s e s o m e o f th e n e tw o rk in te rfac e s m ay
n o t ge t th e pro te c tio n pro v ide d by th e applie d IP s e c
f ilte rs . U s e th e IP S e c u rity M o n ito r s n ap-in to diagn o s e
th e pro ble m .

548 3 IP s e c S e rv ic e s faile d to in itialize R P C s e rv e r. IP s e c
S e rv ic e s c o u ld n o t be s tarte d .

548 4 IP s e c S e rv ic e s h as e xpe rie n c e d a c ritic al failu re an d h as
be e n s h u t do w n . Th e s h u tdo w n o f IP s e c S e rv ic e s c an pu t
th e c o m pu te r at gre ate r ris k o f n e tw o rk attac k o r e xpo s e
th e c o m pu te r to po te n tial s e c u rity ris ks .

548 5 IP s e c S e rv ic e s faile d to pro c e s s s o m e IP s e c f ilte rs o n a
plu g-an d-play e v e n t fo r n e tw o rk in te rfac e s . Th is po s e s a
po te n tial s e c u rity ris k be c au s e s o m e o f th e n e tw o rk
in te rfac e s m ay n o t ge t th e pro te c tio n pro v ide d by th e
applie d IP s e c f ilte rs . U s e th e IP S e c u rity M o n ito r s n ap-in
to diagn o s e th e pro ble m .

S y s te m O th e r S y s te m
E v e n ts

48 20 A K e rbe ro s T ic ke t-gran tin g-tic ke t (TG T) w as de n ie d
be c au s e th e de v ic e do e s n o t m e e t th e ac c e s s c o n tro l
re s tric tio n s .

48 21 A K e rbe ro s s e rv ic e tic ke t w as de n ie d be c au s e th e u s e r,
de v ic e , o r bo th do e s n o t m e e t th e ac c e s s c o n tro l
re s tric tio n s .

W in d o w s S e cu rity Eve n t M a p p in g s
W in d o w s Eve n t L o g Eve n t D e scrip tio n s b y C a te g o ry
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48 22 N TLM au th e n tic atio n faile d be c au s e th e ac c o u n t w as a
m e m be r o f th e P ro te c te d U s e r gro u p .

S y s te m O th e r S y s te m
E v e n ts

48 23 N TLM au th e n tic atio n faile d be c au s e ac c e s s c o n tro l
re s tric tio n s are re qu ire d .

48 24 K e rbe ro s pre au th e n ti9 c atio n by u s in g D E S o r R C 4 faile d
be dau s e th e ac c o u n t w as a m e m be r o f th e P ro te c te d
U s e r gro u p

48 26 B o o t C o n figu ratio n D ata Lo ade d.

50 24 Th e W in do w s F ire w all S e rv ic e h as s tarte d s u c c e s s fu lly .

50 25 Th e W in do w s F ire w all S e rv ic e h as be e n s to ppe d.

50 27 Th e W in do w s F ire w all S e rv ic e w as u n able to re trie v e th e
s e c u rity po lic y fro m th e lo c al s to rage . Th e s e rv ic e w ill
c o n tin u e e n fo rc in g th e c u rre n t po lic y .

S y s te m O th e r S y s te m
E v e n ts

50 28 Th e W in do w s F ire w all S e rv ic e w as u n able to pars e th e
n e w s e c u rity po lic y . Th e s e rv ic e w ill c o n tin u e w ith
c u rre n tly e n fo rc e d po lic y .

50 29 Th e W in do w s F ire w all S e rv ic e faile d to in itialize th e driv e r.
Th e s e rv ic e w ill c o n tin u e to e n fo rc e th e c u rre n t po lic y .

50 30 Th e W in do w s F ire w all S e rv ic e faile d to s tart.

50 32 W in do w s F ire w all w as u n able to n o tify th e u s e r th at it
b lo c ke d an applic atio n fro m ac c e ptin g in c o m in g
c o n n e c tio n s o n th e n e tw o rk.

50 33 Th e W in do w s F ire w all D riv e r h as s tarte d s u c c e s s fu lly .

50 34 Th e W in do w s F ire w all D riv e r h as be e n s to ppe d.

50 35 Th e W in do w s F ire w all D riv e r faile d to s tart.

50 37 Th e W in do w s F ire w all D riv e r de te c te d c ritic al ru n tim e
e rro r. Te rm in atin g .

50 58 K e y file o pe ratio n .

50 59 K e y m igratio n o pe ratio n .

6 40 0 B ran c h C ac h e : R e c e iv e d an in c o rre c tly fo rm atte d
re s po n s e w h ile d is c o v e rin g av ailab ility o f c o n te n t.

6 40 1 B ran c h C ac h e : R e c e iv e d in v alid data fro m a pe e r. D ata
dis c arde d .

6 40 2 B ran c h C ac h e : Th e m e s s age to th e h o s te d c ac h e o ffe rin g
it data is in c o rre c tly fo rm atte d .

W in d o w s S e cu rity Eve n t M a p p in g s
W in d o w s Eve n t L o g Eve n t D e scrip tio n s b y C a te g o ry
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S y s te m O th e r S y s te m
E v e n ts

6 40 3 B ran c h C ac h e : Th e h o s te d c ac h e s e n t an in c o rre c tly
fo rm atte d re s po n s e to th e c lie n t.

6 40 4 B ran c h C ac h e : H o s te d c ac h e c o u ld n o t be au th e n tic ate d
u s in g th e pro v is io n e d S S L c e rtif ic ate .

6 40 5 B ran c h C ac h e : % 2 in s tan c e (s ) o f e v e n t id % 1 o c c u rre d .

6 40 6 % 1 re g is te re d to W in do w s F ire w all to c o n tro l f ilte rin g fo r
th e fo llo w in g : % 2

6 40 7 1%

6 40 8 R e gis te re d pro du c t % 1 faile d an d W in do w s F ire w all is n o w
c o n tro llin g th e filte rin g fo r % 2

S y s te m S e c u rity S tate
C h an ge

46 0 8 W in do w s is s tartin g u p.

46 0 9 W in do w s is s h u ttin g do w n .

46 16 Th e s y s te m tim e w as c h an ge d.

46 21 A dm in is trato r re c o v e re d s y s te m fro m C ras h O n A u ditF ail.
U s e rs w h o are n o t adm in is trato rs w ill n o w be allo w e d to
lo g o n . S o m e au ditable ac tiv ity m igh t n o t h av e be e n
re c o rde d .

S y s te m S e c u rity
S y s te m
E xte n s io n

46 10 A n au th e n tic atio n pac kage h as be e n lo ade d by th e Lo c al
S e c u rity A u th o rity .

N ativ e C o n n e c to r:

A n au th e n tic atio n pac kage h as be e n lo ade d by th e Lo c al
S e c u rity A u th o rity . Th is au th e n tic atio n pac kage w ill be
u s e d to au th e n tic ate lo go n atte m pts .

46 11 Th is lo go n pro c e s s w ill be tru s te d to s u bm it lo go n
re qu e s ts .

46 14 A n o tif ic atio n pac kage h as be e n lo ade d by th e S e c u rity
A c c o u n t M an age r.

46 22 A s e c u rity pac kage h as be e n lo ade d by th e Lo c al S e c u rity
A u th o rity .

46 9 7 A s e rv ic e w as in s talle d in th e s y s te m .

W in d o w s S e cu rity Eve n t M a p p in g s
W in d o w s Eve n t L o g Eve n t D e scrip tio n s b y C a te g o ry
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S y s te m S y s te m
In te grity

46 12 In te rn al re s o u rc e s allo c ate d fo r th e qu e u in g o f au dit
m e s s age s h av e be e n e xh au s te d , le adin g to th e lo s s o f
s o m e au dits .

46 15 In v alid u s e o f LP C po rt.

46 18 A m o n ito re d s e c u rity e v e n t patte rn h as o c c u rre d .

48 16 R P C de te c te d an in te grity v io latio n w h ile de c ry ptin g an
in c o m in g m e s s age .

50 38 C o de in te grity de te rm in e d th at th e im age h as h o f a f ile is
n o t v alid . Th e file c o u ld be c o rru pt du e to u n au th o rize d
m o dif ic atio n o r th e in v alid h as h c o u ld in dic ate a po te n tial
d is k de v ic e e rro r.

50 56 A c ry pto graph ic s e lf te s t w as pe rfo rm e d.

50 57 A c ry pto graph ic prim itiv e o pe ratio n faile d .

50 6 0 V e rif ic atio n o pe ratio n faile d .

50 6 1 C ry pto graph ic o pe ratio n .

50 6 2 A ke rn e l-m o de c ry pto graph ic s e lf te s t w as pe rfo rm e d.

6 28 1 C o de In te grity de te rm in e d th at th e page h as h e s o f an
im age file are n o t v alid . Th e file c o u ld be im pro pe rly
s ign e d w ith o u t page h as h e s o r c o rru pt du e to
u n au th o rize d m o dif ic atio n . Th e in v alid h as h e s c o u ld
in dic ate a po te n tial d is k de v ic e e rro r

W in d o w s S e cu rity Eve n t M a p p in g s
W in d o w s Eve n t L o g Eve n t D e scrip tio n s b y C a te g o ry
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S e n d D o c u m e n tatio n F e e d b ac k
I f yo u h a ve co m m e n ts a b o u t th is d o cu m e n t, yo u ca n co n ta ct th e d o cu m e n ta tio n
te a m b y e m a il. I f a n e m a il c lie n t is co n fig u re d o n th is co m p u te r, c lick th e lin k a b o ve
a n d a n e m a il w in d o w o p e n s w ith th e fo llo w in g in fo rm a tio n in th e su b je ct lin e :

Feedback on Windows Security Event Mappings (C onnecto rs )

Ju st a d d yo u r fe e d b a ck to th e e m a il a n d click se n d .

I f n o e m a il c lie n t is a va ila b le , co p y th e in fo rm a tio n a b o ve to a n e w m e ssa g e in a
w e b m a il c lie n t, a n d se n d yo u r fe e d b a ck to a rc-d o c@ h p e .co m .

W e a p p re c ia te yo u r fe e d b a ck !

M icro F o cu s C o n n e cto rs () P a g e 18 0 o f 18 0
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