DMII:REI@
FOCUS

Micro Focus Security
ArcSight Connectors

SmartConnector User Guide

Document Release Date: July 24,2019
Software Release Date: July 24, 2019



SmartConnector User Guide

Legal Notices

Copyright Notice
© Copyright 2000-2019 Micro Focus or one of its affiliates

Confidential computer software. Valid license from Micro Focus required for possession, use or copying. The information contained
herein is subject to change without noftice.

The only warranties for Micro Focus products and services are set forth in the express warranty statements accompanying such products
and services. Nothing herein should be construed as constituting an additional warranty. Micro Focus shall not be liable for technical or
editorial errors or omissions contained herein.

No portion of this product's documentation may be reproduced or transmitted in any form or by any means, electronic or mechanical,
including photocopying, recording, orinformation storage and refrieval systems, for any purpose ofher than the purchasers internal use,
without the express writfen permission of Micro Focus.

Notwithstanding anything fo the contrary in your license agreement for Micro Focus ArcSight software, you may reverse engineer and
modify certain open source components of the software in accordance with the license ferms for those partficular components. See below
forthe applicable terms.

US. Governmental Rights. For purposes of your license to Micro Focus ArcSight software, “commercial computer software” is defined af
FAR 2101.If acquired by or on behalf of a civilian agency, the US. Government acquires this commercial computer software and/or
commercial computer software documentation and other tfechnical data subject fo the terms of the Agreement as specified in 48 CFR.
12212 (Computer Software) and 12211 (Technical Data) of the Federal Acquisition Regulation (“FAR") and its successors. If acquired
by oron behalf of any agency within the Deparfment of Defense (‘DOD"), the US. Government acquires this commercial computer
software and/or commercial computer software documentation subject to the terms of the Agreement as specified in 48 CFR. 2277202~
3 0fthe DOD FAR Supplement (‘DFARS") and its successors. This US. Government Rights Section 1811 isin lieu of and supersedes, any
other FAR, DFARS, or other clause or provision that addresses government rights in computer software or technical data.

Trademark Notices

Adobe™ is a frademark of Adobe Systems Incorporated.
Microsoft® and Windows® are US registered trademarks of Microsoft Corporation.

UNIX® s a registered frademark of The Open Group

Support

Contact Information

Phone Alist of phone numbers is available on the Technical Support
Page: hitpsy//softwaresupportsoftwaregrp.com/support-contact-information

Support Web Site https//softwaresupportsoftwaregrp.com/
ArcSight Product Documentation https//communitysoftwaregrp.com/t5/ArcSight-Product-Documentation/ct-
p/productdocs

Micro Focus Connectors 7.13.0 Page 2 of 162


https://softwaresupport.softwaregrp.com/support-contact-information
https://softwaresupport.softwaregrp.com/
https://community.softwaregrp.com/t5/ArcSight-Product-Documentation/ct-p/productdocs
https://community.softwaregrp.com/t5/ArcSight-Product-Documentation/ct-p/productdocs

Document Revision History

The title page of thisdocument contains the following idenfifying information:

o Software Version number, which indicates the software version.
o Document Release Date, which changes each time the document is updated.

To check forrecent updates or fo verify that you are using the most recent edition of a document, go to ArcSight Product Documentation
Community on the Micro Focus Security Community.

Document Changes

Date Product Version Description

Micro Focus Connectors (7.13.0) Page 3 0of 162


https://community.softwaregrp.com/t5/ArcSight-Product-Documentation/ct-p/productdocs
https://community.softwaregrp.com/t5/ArcSight-Product-Documentation/ct-p/productdocs

Contents

Chapter 1 ADOUT CONNECTONS . ... 11
Data BN Oy D ON il 13
Connector Data ColleCHON . . 14
MapPING 10 VeNdor EVeNTS e 14
Filter and Aggregate BVents L. 15
CONNECIOr Ty DS 15

File CONNECTONS . e 16
Database CONNECTONS .. .. 17
APFCONNECTIONS .« . e 17
SNM P CONN OO O S . 18
Microsoft Windows Event Log CONNECTONS .. .. el 18
SYSIOG CONNECTONS . e 19
SCANN T CONM T O S . 20
FIeXCONNECIONS e e 21
Model IMmport CoNNMEC oS L 21
OFher COMNECTONS .. e e 22
Connectors that Use Multiple Mechanisms o 22
Connectors that Use TCPin Spedial FOrmats ..o e 22
MaNAGEMENT CONTOT e 22
ATCSIGNT L OGO . 23
Instant ConNector Deploy mMeNt e 23
Connectors in Transformation HUD L. 23

Chapter 2: Planning for Deployment .l 25
Deployment OVEIVIEW . e L 25
SUPRR O PlaT OrS e 25
Deployment SCENGATIOS ... .. 26

Deployment SCENATIO ONe . 26
Deployment SCENATIO TWO ... L 27
Deployment SCenario Three . 28
Deployment SCeNArio FOUT . .. 28
Estimating Storage RequUIremMeN TS . 28

Micro Focus Connectors (7.13.0) Page 4 of 162



SmartConnector User Guide

Understanding ArcSight Turbo Modes 29
Chapter 3:Installing CONNECIONS .o 30
Installing the Connector froman Executable ... ... 30
Installing Connectors from the Command Line ... . 31
Installing Connectors in SIlent MO e . 31
Uninstalling @ ConNeC O 35
Upgrading Connectors from ESM L 35
URGrade NOTOS . e 36
LOCal UDGrade .o 37
Remote Upgrade from ESM .. 37
RUNNING CONNECIOTS . . e e 38
Run Connectors in Standalone Mode ..o 38
Run Connecfors as a Windows SEIVICE ... 38
Run Connectors as a UNIX DaemoOn .. 39
User Privileges When Installing (UNIX only) .. 39
When RUNNING AS @ SEIVICE ..o 39

When Running in Standalone Mode . ... L 41
Verifying thata Connector is Running on ESM el 42
Uninstalling @ CoNNECION . . oo 42
Working with the Windows HOsts Table . o . 43
Manually Entering Table Parameter Values ... 43
Importing and EXporting CSV Files .o e 44
Chapter 4: Configuring CONNECTONS .o 46
Modifying CoNNeCIOrS il 46
MOodify CONNEBCION . e 46
Modify CONNECTOr Paramelers ... 47
Add, Modify, or Remove Destinations ... .o 47
Modify Destination Parameters . .. 48
Modify Destination SeTTINGS . ...l 48
Reregister DestiNaliON ... ... e 49

Add a Failover Destination ... 50

INSTAll S @ SOIVICE 50
SeT GloDal ParamMIe S . . 51
Additional ConfigUIaT ON . 54
Enabling FIPS Suite BMode .. 54

Micro Focus Connectors (7.13.0) Page 50f 162



SmartConnector User Guide

Specifying the IP Address on Devices with Multiple Network Interfaces ........................... 54
Getting the Name of the Network Inferface: ... . 55

On an LinUX PlatfOrm: L 55

On a WiNdows Platiorm 55

Lowering Network Bandwidth When Sending Events To ESM ... . ... 56
Defining Default and Alternate Configurations from the ArcSight Console ..._.._................. 56
Customized Events FIering ..o 58
FeatUre USage . L 58

59

JaVa REGEX PallOINS e 59

GOt S A US il 59
EXamPles Of PattermS e 60

Log Messages in agentlOq ... L 62
Connector Network and Zone Configuration ... ... . 63
Global Event ID Feature ..o 65
Global Event ID Parameters: .. 65
Unigque Generator D L 65
Updating a Unique Generator 1D ... e 65
Enabling the Global EventID Feature ... . 65

Fresh Standalone Installation ... 66

ArcMC Managed CONNECTOTS . ... el ole}
Upgrading the Connector L 66

LOCal UpPGrade . ole}

Remote Upgrade from ESM il 66

Remote Upgrade from ArcMC il 66

Chapter 5: Connectors with Management Center . 68
Managing Connectors on Management Center . 68
Local (0n-board) CONNECTONS ... .. e 68
Remote Management Center CoNNeCiOrS o 69
Soffware-Based CONNECIONS . . ... e e 69
Login Credenfials for Software-Based Connector Remote Management ... ................. 70
Choosing a Deployment SCENATIO ... .. e 70
ATCSIGNT L OGO - L 70
ATCSIONT B il 71
EOM AN LOG QT 71
Chapter 6: Connector Destinations OVEIVIEW ... 72
ConNector DeSTINGTIONS ... ... e e e e 72
ArcSight Manager (enCryPted) ..ol 72

Micro Focus Connectors (7.13.0) Page 6 of 162



SmartConnector User Guide

ArcSight Logger SmartMessage (encrypted) ... ... 73
ArcSight Logger SmartMessage Pool (encrypted) ..o o 73

CEF Il e 73
Transformation HUD oL 73

CEF SV IO 73

CEF Encrypted Syslog (UD P ..o 74

OOV Ul 74

RAW SV IO 74
Appendix 6: Add DeStNaTIONS .. . o 74
Failover DestiNatiONS ...l 75
Chapter 7: ArcSight Manager Destination ..o 76
ArcSight Manager (encrypted) . 76
Chapter 8 Configuring Destination SETHNGS ..o 79
Managing SmartConnector Filter Conditions ... .. 89
Chapter 9: ArcSight Logger SmartMessage (encrypted) Destination ... .. 91
Sending Events from Logger toa Manager 91
Sending EVents 10 LOGQ T .. L Q2
Sending Events to Both Logger and a Manager ... ..o QL
Forwarding Events from ESM 10 LOGGET . ..o 96
Defining Connector SettinNgs iN LOGQeT ... Q7
Chapter 10: ArcSight Logger SmartMessage Pool (Encrypted) Destination ... .. 98
Configuring a Logger Pool Destination . ... 98
Persisting SmartMessage TranspOrT ... e 101
Chapter 11: CEF DeStiNatioNS . . .o e 102
CEF I L 102
e ROT AT ON e 103
Trans OrmMatioN HUD o 103
CEF SV 00 . L 106
Reconnect Feature for Load BalanCing . ... 108

CEF Encrypted Syslog (UD P L 109

Micro Focus Connectors (7.13.0) Page 7 of 162



SmartConnector User Guide

Chapter 12: CSV File Destination . . 111
CSV File INSTallatioN ..o L 111
EVeNnTt Data ROTaT ON e 113

Chapter 13: Raw Syslog Destination .. ... 114
RaW SYSIOG OVEIVIOW e 114

Appendix A ArcSight Update Packs CAUPS) o e 115
ArCSIghT Content AUPS 115

)1 115
E M L OGO < e 115
(@e] a1 a1 ) 116
OO G il 116
MaNAGeMENT CENTET .. e 116
ESM Generated AUPS 116
User Categorization Updates .. L 117
SysSTeM Z0NeS UDAaTOS 117
User Zones UpDAates .. 117

Appendix B: FIPS Compliant SmartfCoNNeCTOrS . ..o e 118
WNATIS FIPS 7 . 118
Which Connectors are SUPPOITed 7 e 118

FIPS Compliant CONNECTOrS . .o 118
FIPS Non-Compliant CONNECTOTS . . o 119
Connectors Not Certified as FIPS Compliant .. e 119
CONNECTON CAVEATS . ..ot 119
CEF Syslog as the Destination . ...l 119
Microsoft SQL JDBC DriVer 120
ENable FIPS QU T e 120
Manually Enable FIPS Mode . . .o L 120
Manually Enable FIPS Suite B SUPDROIT . . oL 120
PassWOrd ManagemeNt e 121
SIOT e VAU 121
Entfries for agentproperties File oo 121

Appendix C:Add DestiNatioNS .. ... 123

Client AUTReNTICaTION e 123

Micro Focus Connectors (7.13.0) Page 8 of 162



SmartConnector User Guide

Diagnosing Common Transformation HUD ISSUES . ... o 123
Transformation HUD ClusTer DOWN oo 125
PO STarT O AT 125
Cannot QUEry ZOOKEEPEOT ... .. e 125
Common Errors and Warnings in ZooKeeper 10GS ... oo 125
Common Errors and Warnings in Kafka logs ..o o 126

Configure an Transformation Hub Destination Without FIPS Mode ... ... 127
On the SMartConNNECTOr SEIVET .. L 127

Configure an Transformation Hub Destination with FIPSMode ... . 128
Step 1. On the CONNECTOr SEIVET .. 129
Step 2: On the Transformation HUD Server 130
Step 3: 0N the CONNECTOr SEIVET ... e 130
Step 4 On the Transformation HUD Server . 130
Step 5: 0N the CONNECTOr SEIVET . 130
Step 6: On the Transformation HUD Server . 131

Configure an Transformation Hub Destination with Client Authenftication in FIPS Mode ........... 131
Step 1. On the CoONNECTOr SEIVET . 132
Step 2: On the Transformation HUD Server . 134
Step 3: 0N the CONNECTOr SEIVET . e 135
Step 4 On the Transformation HUD Server . 135
Step 5: 0N the CONNECTOr SEIVET . 135
Step 6:On the Transformation HUD Server e 138

Configure an Transformation Hub Destination with Client Authentication in Non-FIPS Mode ... 138
Step 1: ONn the CONNECTOr SEIVET ... e 138
Step 2: On the Transformation HUD Server . 140
Step 3: 0N the CONNECTOr SEIVET . 141
STED 4 ON TNe SO VT L 141
Step 5: 0N the CONNECTOr SEIVET . 142
Step 6: On the Transformation HUD Server 144

Configure an Transformation Hub Destination without Client Authentication in FIPS Mode ....._. 144
On the Transformation HUD Server e 144
On the SMartConNNECTOr SEIVET .. e L 145

Diagnostic Data and To0lS 148

Installation Instructions for an Transformation Hub Destination ... .. ... 149

Master or Worker Nodes DoWN .. oo 149

Appendix C TroublesnootiNg .. 151

Self-Healing for Unparsed EVents .ol 151

Micro Focus Connectors (7.13.0) Page 9 of 162



SmartConnector User Guide

New Properfies added ... 151
SmartConnector Commands QUEUE .- 152
Tuning Transformation HUb Performance ... . 152

Increasing Stream Processor EPS ... 153
Increasing Kafka Retention Size/ TImMe ..., 153
Adding a New Worker NOe 153
Verifying the Health of the Transformation Hub Cluster ... .. . 153

W NATIS FIPS 7 . 154
Appendix D: Connector Frequently Asked QUEeSTONS ..o 155
Send Documentation Feedback ... 162

Micro Focus Connectors (7.13.0) Page 10 of 162



Chapter 1: About Connectors

This chapter provides an overview of ArcSight connectors and how they collect and send evenfts
(generated by various vendor devices) fo the ArcSight ESM Manager, Logger, or other desfinations.

A connecfor is an application that collects raw events from security devices, processes them info ArcSight
security events, and fransports them fo destination devices. Connectfors are the inferface between the
Manager and the nefwork devices that generate ESM-relevant data on your network.

Connectors collect event data from nefwork devices, then normalize itin two ways. First, they normalize
values (such as severity, priority, and fime zone) info a common format. Also, they normalize the data
sfructure info a common schema. Connectors can filter and aggregate the events fo reduce the volume sent
fo the Manager, ArcSight Logger, or other destinations, which increases ArcSight's efficiency and reduces
event processing fime.

Note: The device versions currently documented in individual SmartConnector configuration guides
are versions that have been tested by ArcSight Quality Assurance. These are generally referred fo as
versions certified. For minor device versions that fall in between certified versions, it has been our
experience that vendors typically do not make major changes o the event generation mechanism in
minor versions; therefore, we consider these versions o be supported. Minor adjustments can be
accommodated by parser overrides as needed. For example, Extreme Networks Dragon Export Tool
versions 7.4 and 80 have been certified; Dragon Export Tool version 7.5 is considered fo be
supported.

In brief, connectors:
o Collect all the dafa you need from a source device, eliminating the need fo return to the device during an
investigafion or audif.

e Parseindividual events and normalize event values (such as severity, priority and fime zone) info a
common schema (format) for use by the ESM Manager.

o Filter outdata you know is not needed for analysis, thus saving network bandwidth and storage space
(optional).

e Aggregate events to reduce the quantity of events sent to the ESM Manager, increasing ArcSight's
efficiency and reducing event processing time (optional).

o Cafegorize events using a common, human-readable format, saving you fime and making it easier fo use
those event categories to build filters, rules, reports, and data monitors.

e Pass processed events fo the ESM Manager.

Depending upon the network device, some connectors can issue commands fo devices. These actions can
be executed manually or through automated actions from rules and some dafa monitors.
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Once connectors normalize and send events to the ESM Manager, the events are stored in the centralized
ESM database. ESM then filters and cross-correlates these events with rules fo generate meta-events. The
metfa-events then are automatically sent fo administrators with corresponding Knowledge Base arficles that

confain information supporfing their enterprise’s policies and procedures.

Connectors process raw dafa generated by various vendor devices throughout an enterprise. Devices
consist of routers, e-mail servers, anti-virus products, fire walls, infrusion detection systems (IDS), access
conftrol servers, VPN systems, anti-DoS appliances, operating system logs, and other sources that detect
and report security or audit information.

Connectors collect a large amount of varying, heferogeneous information. Due fo this variety of information,
connectfors format each eventinto a consistent, normalized ArcSight message, letting you find, sort,
compare, and analyze all events using the same event fields.

Specific connector configuration guides document device-to-ESM event mapping information for
individual vendor devices, as well as specific installation parameters and configuration information.

The following fable lists destinafion settings that can be modified. These are functions that the connector
performs on events. For details about how the following features work see Configuring Destination Settings.

Feature Description

Filteringand  Uses AND/OR based Boolean logic to determine what data is to be included from the device and what data is

Data filtered out when the event is sent to the destination.

Reduction

Aggregation  Compiles events with matching values info a single event, reducing the number of individual events the
destination must evaluate.

Batching Improves the destination performance by sending a collection of events at one fime (rather than after each
occurrence).

Time Error Synchronizes the time between the device and the connector, and between the connector and the destination.

Correction

Time Zone Corrects the local fime zone, as necessary, o support device-time queries, correlation, andfilters.

Correction

Categorizer
Resolver

Data
Normalization

Logfu
Command

Assigns destination categories toan event.
Attempts toresolve andreverse-resolve host names and addresses reported by a device.

Converts each event produced by devices to a destination common event format message (or ArcSight
message).

A command that analyzes log files for froubleshooting problems by generatingan HTML report (logfu.html)
andincluding a graphical view of time-based log data. Logfu pinpoints the fime of the problemand often the cause.

Ifusing PUTTY, youalso needan X11 client on the machine fromwhich you are connecting o the Linux machine.

Tip: You can deploy connectors on a device, on a separate host machine, or on the host machine

Micro Focus Connectors (7.13.0)
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where the destination system resides.

Connectors both receive and retfrieve information from network devices. If the device sends information, the
connector becomes a receiver: if the device does not send information, the connector retrieves if.

Once an eventis received by the connector, it adds device and event information fo the event fo complete
the message, which is then sent to the configured destination.

Data Encryption

To follow new regulatory requirements that mandate that datfa leaving the connector machine to another
destination be encrypted, you can use SecureData format preserving encryption.

When installing and configuring a connector, you can choose to enable this encrypfion. You will provide the
URL of the encryption server, the identity and shared secret configured for SecureData, and the fields fo be
encrypted when configuring the connector. For opfimum performance, the number of encrypted fields
should be limited to 20 fields. If a proxy is enabled for the machine, a proxy host and port for http
connection are alsorequired.

See the SmartConnector Configuration Guide for the specific connector you are installing for a description
of the format preserving parameters.

Notes:

o Once encrypftion is enabled, you cannof change any of the encryption parameters. To do so
requires a new installation of the connector. If you install a connector without enabled encryption
but want to do so later, you can Modify Connector Parameters through the wizard, enable
encryption, and provide the encryption parameters.

o In deployments where multiple connectors are chained or cascaded before reaching the destination,
the encryption should only be enabled at the very first connector.

e Encryption of address fields in the eventis not supported. This includes IP addresses and MAC
addresses.

e Theinpufdata must be af least three characters long fo be encrypted if the data is all digits.
e Thisfeatureis supported only on Linux and Windows 64-bit platforms.
o Additional dafa fields cannot be selected for encryption.

o Although the connector and the destination can be set fo FIPS-compliant mode for event data
fransfer between the connector and the destination configured, if encryption is enabled, the
communication between the connector and secure server is not FIPS-compliant.

o Derived event fields cannot be chosen for encryption. If any of the derived fields need encryption,
include the parent field for encryption.
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Connector Data Collection

Connectors are specifically developed fo work with network and security products using multiple
fechnigues, including simple log forwarding and parsing, direct installation on native devices, SNMP and
syslog.

Data collection and event reporting formats for various connectors include:

e Log File Readers (including text and log file)

e Syslog

e SNMP

e Database

e XML

e Proprietary protocols, such as OPSEC

The ArcSight ESM Console, ESM Manager, and connecfors communicate using HT TP (Hyper Text
Transfer Protocol) over SSL (Secure Sockets Layer; alsoreferred to as HTTPS).

Vendor device types for which connector are available include:

o Network and host-based IDS and IPS

o VPN, Firewall, router, and switch devices

o Vulnerability management and reporting systems
e Access and identity management

o Operafing systems, Web servers, content delivery, log consolidators, and aggregators

Mapping to Vendor Events

Connectors collect the vendor-specific event fields logged by a network device. These fields are mapped o
the ArcSight data fields within the connector, based on the ArcSight ESM schema prior to being forwarded
o the configured destination.

For specific mappings between the connector data fields and supported vendor-specific event definitions,
see the configuration guide for the device-specific connector. For example, for mappings for the
SmarfConnectfor for Cisco PIX/ASA Syslog, see the configuration guide for the SmartConnector for Cisco
PIX/ASA Syslog.

General mappings for ArcSight Common Event Format connectors are documented in the ArcSight
Common Event Format (CEF) Guide, also known as "Implementing ArcSight Common Event Format (CEF)".
Toaccess this document, go fo https;//community soffwaregrp.com/t5/ArcSight-Connectors/tkb-
p/connector-documentation.

Micro Focus Connectors (7.13.0) Page 14 of 162


https://community.saas.hpe.com/t5/ArcSight-Connectors/ArcSight-Common-Event-Format-CEF-Guide/ta-p/1589306
https://community.saas.hpe.com/t5/ArcSight-Connectors/ArcSight-Common-Event-Format-CEF-Guide/ta-p/1589306

SmartConnectfor User Guide
Chapter 1. About Connectors

For mappings for a certified CEF vendor's connector, see their product documentation, available from the
Micro Focus Enterprise Security Technology Alliances site on Protect 724 at
https://community.softwaregrp.com/t5/Security-Technology-Alliances/ct-p/technology-alliances.

Filter and Aggregate Events

Filter condifions to focus the events passed fo the destination according fo specific criteria can be added
during SmartConnector installation and configuration. For example, you can use filters to sort out events
with certain characteristics, from specific network devices, or generated by vulnerability scanners. Events
that do not meet the connector filtering criteria are not forwarded.

The connector can be configured to aggregate (summarize and merge) events that have the same values
in a specified set of fields, either for a specified number of fimes or within a specified fime limit.

Connector aggregation compiles events with mafching values into a single event. The aggregated event
contains only the values the events have in common plus the earliest start time and latest end fime. This
reduces the number of individual events that must be evaluated.

For example, suppose the connector is configured to aggregate events with a certain Source IP and Port,
Destinafion IP and Port, and Device Acfion whenever the events occur 10 fimes in 30 seconds. If ten evenfts
with these matching values are received by the connector within that time frame, they are grouped
fogether info a single event with an aggregated event count of 10.

If the 30-second time frame expires and the connector has received only two matching events, the
connector creafes a single aggregated event with an aggregated event count of two. If 200 matching
events were to come in during the 30 seconds, the connector would create 90 aggregated events, each
with an aggregated event count of 10.

Firewalls are a good candidate for aggregafion because of the volume of events with similar data coming in
from multiple devices.

Note \When selecting Aggregrate Events, the Preserve Raw Event feature is disabled.

For filtering evenfts prior to ingestion refer to Customized Events Filtering.

Connector Types

Connectors are the interface between the ESM Manager and the network devices that generate ESM-
relevant data on your network.

Connectors are generally one of the following types:

e APIConnectors

e Datfabase Connectors
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o FlexConnectors

o File Connectors

o Microsoff Windows Event Log Connectors
e Model Import Connectors

e Scanner Connectors

e SNMP Connectors

e Syslog Connectfors

Connectors collect event data from network devices, then normalize this data. These connecfors normalize
values (such as severity, priority, and time zone) into a common format. The dafa structure is normalized
into a common schema. Connectors can filter and aggregate events to reduce the volume sent to the
destination, which increases efficiency and reduces event processing fime.

For installation information and device-specific configuration and mapping information, see the connector
Configuration Guide for the specific device.

File Connectors

There are two primary types of log file connector, Real Time and Folder Follower:
Real Time

These connectors can continue to follow a log file that refains its name or changes its name based upon the
current date and other factors. The type of real time file connector is based upon the number of files
monifored by the connecfor. There are connectors that monitor a single log file and connectors that monitor
multiple log files.

Real Time log file connectors can read normal log files in which lines are separated by a new line character
as well as fixed length records in which a file consists of only one line but multiple records of fixed length.

Folder Follower

Folder follower connectors can monifor files copied to a folder. There are connectors that monifor a single
log file in a folder and connectors that monitor log files recursively.

.txt and .xml file types are supported by connectors; which type depends upon the parficular device.
Most of the scanner file connectors, such as Nessus, and NeXpose, are in XML format.

The type of log file connector is not usually part of the connector name unless both types of connector exist
for a particular device.

File connectors are normally installed on the device machine, but when the monitored files are accessible
through network shares or NFS mounfts, the connectors can be installed on remote machines.

For some connectors, a trigger file is required to fell the connector when the file is complete and ready for
processing. Typically, this is the same file name with a different extension. Files are renamed by defaulf fo
increments such as .processed, .processed.1 andsoon.
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Generally, the only parameter required atinstallation is the locafion of the log file or files (the absolute
path). When default file paths are known, they are displayed in the installation wizard.

Note: Torename or delete log files, file folders require permissions for the connector.

Database Connectors

Database connectors use SQL queries o periodically poll for events. Connecfors support major database
types, including MS SQL, MS Access, MySQL, Oracle, DB2, Postgres, and Sybase.

During installation, the installation wizard asks, at @ minimum, the following parameter values:

o JDBCDriver

o JDBC Database URL

o Dafabase User

e Datfabase Password

The database user must have adequate permission to access and read the database. For Audit database
connecfors, such as SQL Server Audit DB and Oracle Audit DB, system administrator permission is
required.

In addifion fo connectors supporfing event collection from a single daftabase, some dafabase connectors
support multiple database events such as the Microsoft SQL Server Multiple Instance DB connector. Others
collect events from scanner databases, such as the connector for McAfee Vulnerability Manager DB.

There are three major types of database connector:

Time-Based

Queries use a fime field fo retrieve events found since the most recent query time unftil the current fime.
ID-Based

Queries use a numerically increasing ID field fo retrieve events from the last checked 1D until the maximum
ID.

Job ID-Based

Queries use Job IDs that are nof required fo increase numerically. Processed Job IDs are filed in such a way
that only new Job IDs are added. Unlike the other two types of database connector, Job IDs can runin
either Interactive mode or Automatic mode.

AP| Connectors

APl connectors use a standard or proprietary APl fo pull events from devices. In most cases, a cerfificate
must be imported from the device to authenticate connector access to the device. There are also a number
of configurafion steps required on the device side.
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During insfallafion, the following fypes of parameters are required, although each device's parameters are
specific o its API:

e DevicelP

e Service Port

e Eventtypestobe pulled

o Cerfificate information

e Information specific fo the particular AP

SNMP Connectors

SNMP Traps contain variable bindings, each of which holds a different piece of information for the event.
They are usually sent over UDP to port 162, although the port can be changed.

SNMP connectors listen on port 162 (or any other configured port) and process the received fraps. They
can process fraps only from one device with a unique Enterprise OID, but can receive multiple trap types
from this device.

SNMP is based upon UDP, so there is a slight chance of events being lost over the network.

Although there are sfill some SNMP connectors for individual connectors, most SNMP support is provided
by the SmartConnector for SNMP Unified. Parsers use the knowledge of the MIB to map the evenft fields,
but, unlike some other SNMP-based applications, the connector itself does not require the MIB to be
loaded.

Microsoft Windows Event Log Connectors

System administrators use the Windows Event Log for troubleshooting errors. Each entry in the event log
can have a severity of Error, Warning, Information plus Success Audit or Failure Audit.

There are three default Windows Event Logs:

e Application log (fracks events that occur in a registered application)

e Security log (tracks security changes and possible breaches in security)

o System log (fracks system events)

There are three connectors for Microsoft Windows Event Log:

o SmartConnector for Microsoft Windows Event Log, SmartConnector for Microsoft Windows
Event Log - Native and SmartConnector for Microsoft Windows Event Log - Unified: these

connectfors can connect to local or remote machines (Windows), inside a single domain or from multiple
domains, fo refrieve and process security and system evenfs.

For details about the Unified connector, see the configuration guide for the SmartConnector for Microsoft
Windows Event Log — Unified. For mappings, see the document SmartConnector for Microsoft Windows
Event Log - Unified Windows 2008/2012 Security Event Mappings. For details about the Nafive
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connector, see the configuration guide for the SmartConnector for Microsoft Windows Event Log -- Native.
For mappings, see the document SmartConnector for Microsoft Windows Event Log - Native Windows
Security Event Mappings.

These connectors provide support for partfial event parsing based upon the Windows event header for all
System and Application events. Support for a FlexConnector-like framework that lets users create and
deploy their own parsers for parsing the event description for all System and Application events is also
provided.

Some individual Windows Event Log applications are supported by the connectors for Microsoft Windows
Event Log, Microsoft Windows Event Log — Unified and Microsoft Windows Event LLog — Nafive connectors,
for which Windows Event Log application or system support has been developed. See the configuration
guides for these connector for a list of applicafion and system events supported.

Syslog Connectors

Syslog messages are free-form log messages prefixed with a syslog header consisting of a numerical code
(facility + severity), fimestamp, and host name. They can be installed as a syslog daemon, pipe, or file
connector. Unlike other file connectors, a syslog connector can receive and process events from multiple
devices. Thereis a unique regular expression that identifies the device.

o Syslog Daemon connectors listen for syslog messages on a configurable port, using port 514 as a
default. The default protocol is UDP, but other profocols such as Raw TCP are also supported. Itis the
only syslog option supported for Windows platforms.

o Syslog Pipe connectors require syslog configuration to send messages with a certain syslog facility and
severity.

The Solaris platform tends to under perform when using Syslog Pipe connectors. The operating system
requires that the connector (reader) open the connection to the pipe file before the syslog daemon
(writer) writes the messages fo it. When using Solaris and running the connector as a non-root user,
using a Syslog Pipe connector is not recommended. It does not include permissions to send an HUP
signal fo the syslog daemon.

o Syslog File connectors require syslog configuration fo send messages with a certain syslog facility and
severity. For high throughout connectors, Syslog File connectors perform befter than Syslog Pipe
connectors because of operating system buffer limitations on pipe transmissions.

« Raw Syslog connecfors generally do no parsing and takes the syslog string and puts it in the
rawEvent field as-is . The Raw Syslog destination type fakes the rawEvent field and sends it as-is
using whichever protocol is chosen (UDP, Raw TCP, or TLS). The Raw Syslog connector is always used
with the Raw Syslog destfination. The event flow is stfreamlined to eliminate components that do not add
value (for example, with the Raw Syslog fransport the category fields in the eventare ignored, so the
cafegorization components are skipped). If you are tfransporting data fo ArcSight Logger, you can use
specific configuration parameters to provide minimal normalization of the syslog data (for source and
fimestamp).

¢ Syslog NG Daemon connectors support Syslog NG version 3.0 for BSD syslog format. Support is
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provided for collection of IETF standard events. This connector is capable of receiving events over a
secure (encrypted) TLS channel from another connector (whose destfination is configured as CEF Syslog
over TLS), and can alsoreceive events from devices.

o CEF Encrypted Syslog (UDP) connectors allow connector-to-connector communication through an
encrypted channel by decrypting events previously encrypted through the CEF Encrypted Syslog
(UDP) destination. The CEF connector lets ESM connect fo, aggregate, filter, correlate, and analyze
events from applicafions and devices that deliver their logs in the CEF standard, using the syslog
fransport protocol,

UNIX supports all types of syslog connector. If a syslog process is already running, you can end the process
or run the connector on a different port.

Because UDP s not a reliable profocol, there is a slight chance of missing syslog messages over the
network. Generally, TCPis a supported protocol for syslog connectors.

There s a basic syslog connector, the connector for UNIX OS Syslog, which provides the base parser for all
syslog sub-connectfors.

For syslog connector deployment information, see the connector Configuration Guide for UNIX OS Syslog.
For device-specific configuration information and field mappings, see the connector configuration guide for
the specific device. Each syslog sub-connector has its own configuration guide.

During connector installation, for all syslog connectors, choose Syslog Daemon, Syslog Pipe, or Syslog
File The names of the syslog sub-connectors are not listed.

Scanner Connectors

There are two types of scanner connector, those whose resulfs are retained within a file, and those retrieved
from a dafabase. Results for XML scanner connectfors are retained in a file, making them log file connectors.

Other scanners deposit their scanned events in a database and are treated as database connectors,
requiring the same installation parameters as dafabase connectors.

Scan reports are converted into base events, which, for ESM destinations, can be viewed on the Console,
and aggregated meta events, which are not shown on the Console. Metfa events create assefs, asset
categories, open porfs, and vulnerabilities on the Console.

Scanner connecfors can run in either of two modes, automatic or inferactive.
Interactive mode

In Inferactive mode, a graphical user inferface shows the reports or log files available for import from the
configured log directory. Choose reports to send fo the connector by checking the box for Send for
individual log files and clicking Send to ArcSight.

Automatic mode
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Automatic mode is designed to be used in conjunction with an automated procedure to periodically run
scans. The procedure, or shell script, should execute the scanner periodically and save a reportin .cef
format. At the end of the scan, after the report is saved, an empty file called <reportname>.cef ready
should be creatfed, which indicates fo the connector that the .cef report is ready for importing. The
connectfor confinues to search for . cef_ready files and process the corresponding .cef reports. The
processed reporfs are renamed fo <original report file>.cef _processed.

Other than the operating mode, other parameter values required for scanner installation depends upon
whether a file or database connector has been implemented. For file connectors, the absolute path to and
name of the log file is required. For database connectors, see 'Database Connectors' on page 17.

FlexConnectors

FlexConnectors lef you create custom connectors that can read and parse information from third-party
devices and map that information fo the ArcSight event schema. When creating a custom connector, you
define a set of properties (a configuration file) that identify the format of the log file or other source thatis
imported info the ESM Manager or Logger.

The FlexConnector framework is a software development kit (SDK) that lefs you create a connector tailored
fo the devices on your network and their specific event data. For complete information about
FlexConnectors and how fo use them, see the FlexConnector Developer's Guide.

Model Import Connectors

Rather than collecting and forwarding events from devices, Model Import Connectors import user data from
an Identity Management sysfem info ArcSight ESM. See individual configuration guides for Model Import
Connectors on Protect724 for information about how these connectors are used.

Model Import Connectors extract the user idenftity information from the database and populate the
following lists in ESM with the data:

o |denfity Roles Session List

o Identity Information Session List

e Account-to-ldentity Map Active List

These lists are populated dynamically, which means that, as the identity data changes in the Idenftity
Manager, the datfa in the lists is updated when you refresh the session list.
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Other Connectors

Connectors that Use Multiple Mechanisms

Some connectors use multiple mechanisms. For example, the connector for Oracle Audit Database monitors
both the database fables and audit files.

Connectors that Use TCP in Special Formats

Examples of connectors use TCP in special formats:

IP NetFlow (NetFlow/J-Flow)

Refrieves data over TCPin a Cisco-defined binary format.
ArcSight Streaming Connector

Refrieves dafa over TCP from Logger in an ArcSight-proprietary format.

Management Center

ArcSight Management Center manages and monitors a range of ArcSight products, such as Loggers, and
other ArcSight Management Centers. In this guide, these products are referred to as Management Cenfer.

The Management Center cenfralizes connecftor management and offers unified control of connectors on
local and remote Management Centers as well as software-based connectors installed on remote hosts.

Management Center includes on-board connectfors that connect event sources fo destinations such as
Logger and ESM.

The Management Center delivers the following features and benefits:

e Supports bulk operations across all connectors and is particularly desirable in ESM deployments with a
large number of connectors, such as a Managed Security Services Provider (MSSP).

e Provides an ESM-like connector management facility in Logger-only environmenfts.

o Provides a single interface through which to configure, monitor, tune, and update connecfors. The
Management Center does not receive events from the connector it manages, and this allows for
management of many connectors at one fime. The Management Center does not affect working
connectfors unless itis used to change their configuration. In some cases, the connector is commanded to
restart.

For a complete list of all connectors supported by the Transformation Hub, see its Release Notes. You can
also visit the Community site at https:;//community.softwaregrp.com/t5/ArcSight/ct-p/arcsight. ArcSight
adds new connectors regularly.
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See "Connectors with Management Center' on page 68 for further details.

ArcSight Logger

Logger is an event data storage appliance optimized for extremely high event throughout. Logger stores
security events onboard in compressed form, but can always refrieve unmodified events on demand for
forensics-quality litigation dafa.

Logger can be deployed stand-alone fo receive events from syslog messages or log files, or to receive
events in Common Event Format from connectors. Logger can forward events o ESM. Multiple Loggers
work fogether fo support high sustained input rafes. Event queries are distributed across a peer network of
Loggers. See "ArcSight Logger SmartMessage (encrypted) Destination" on page 91 for details on the
relationship between connectors and Logger.

Instant Connector Deployment

The Instant Connector Deployment feature allows a remote silent installation of connectors from the
ArcSight Management Cenfer (ArcMC) Deployment View on a host and does not require a connecfor to
have been previously installed.

The main goal of Instant Connector Deployment is fo make installation of connectors a simpler process for
entferprise customers who deploy to a high number of servers and may install multiple connectors per
server. All of the installation information is captured up front, then deployed and installed to many farget
nodes through ArcMC.

For more information, see the ArcSight Management Center Administrator's Guide.

Connectors in Transformation Hub

Connectors in =Transformation Hub supports ArcSight customers who want to have large-scale distributed
ingestion pipelines with 100% availability, where data from any existing or new source atany scale can be
ingested while maintaining enterprise level robustness.

Transformation Hub can fake messages with raw dafa collected from any source the ArcSight connector
framework understands and automatically perform the data ingestion processing currently done by
connecfors, but deployed and managed af scale as Transformafion Hub processing engines.

Users deploy the Transformation Hub using the ArcSight Installer and Management Center fo achieve the
desired layout New topics can be created in Management Centerand designated to process raw datfa from
a parficular fechnology framework with outputinfo a specific format.
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The connector technology in Transformation Hub performs all processing a connector would normally do:
parser selection, normalization, main flow, destination specific flows, and categorization, as well as applying
network zoning and Agent Name resolution.

For more information, see the ArcSight Transformation Hub Administrator's Guide and the ArcSight
Management Center Administrator's Guide.
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Deployment of a connector is based upon the requirements of your nefwork security enferprise. This
section outlines possible ArcSight deployments based upon different scenarios.

The scenarios and deployments shown here are only examples of how you might infroduce ESM into your
entferprise. ESM is not limited fo just these scenarios and deployments.

Deployment Overview

ArcSight components install consistently across UNIX Windows, and Macintosh platforms. Whether a host is
dedicated to the ArcSight Database, Manager, Console, or other component, ESM software is installed in a
directory free under a single root direcfory on each host (DBMS and other third-party software is not
necessarily installed under this directory, however.) The path fo this root directory is referred to as
$ARCSIGHT_HOME.

In connector documentation, the 'current directory is specified rather than presumed to be part of the
$ARCSIGHT_HOME location, and the path separator is a backslash (\) (for example, ARCSIGHT _
HOME\current). This is consistent with connecfor configuration guide information, and also underscores
the fact that connectors are not installed on the same machine as the remaining ESM components. Rather,
they are typically installed on the same machine as the device whose activity will be monitored.

The directory structure below $ARCSIGHT HOME is standardized across components and platforms.
ArcSight soffware is generally available in the $ARCSIGHT_HOME\current\bin direcfory. Properties files,
which control the ArcSight configuration, are found in $ARCSIGHT_HOME\config and log files are written
0 $ARCSIGHT_HOME\logs.

Connectors collect and process the data generated by various vendor devices throughout your enterprise.
Devices consist of routers, e-mail logs, anti-virus products, fire walls, intrusion prevention systems (IPS),
access confrol servers, VPN systems, antiDoS appliances, operafing system logs, and other sources where
information about security threats are detected and reported.

Connectors collect a vast amount of varying, heterogeneous information. When a connectfor receives an
event, it complefes the message by adding device information, then forwarding the event fo various
ArcSight componenfs.

Supported Platforms

For information about supported platforms, see the ArcSight SmartConnector Platform Support document
thatis shipped with each connector release. Only differences fo the support detailed in that document are
specified in the device's connector configuration guide.
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Deployment Scenarios

You can install connectors on the ESM Manager machine, the machine hosting ArcSight Management
Cenfter, a host machine, or a device. Based upon configuration, connectors also can receive events over the
network using SNMP, HTTP, syslog, proprietary profocols (such as OPSEC), or direct database connections
o the device's repository (such as ODBC or proprietary database connections).

The best deployment scenario for your system depends upon the connector type, your network
architecture, and your operafing system.

e Scenarios for syslog deployment are documented in the Connector for
UNIX OS Syslog Configuration Guide.

e Scenarios for deploying Windows Event Log connectors are documented in the configuration guides for
the SmartConnector for Microsoft Windows Event Log Unified and Native and SmartConnector for
Windows Event Log.

Deployment Scenario One

In this scenario, there are three connectors residing on three different devices: a firewall, an IPS, and a UNIX
operafing system. These connectors receive information from the devices or their logs and send capfured
events fo the Manager based upon the connector configuration.

Once events are received by the Manager, it cross-correlates the events using rules, and sends meta-
events fo the Database and fo any Consoles that access the database.

The ESM Manager also can perform preset actions. Events and meta-events within the Database can be
played back using the Replay channel fo investigate, analyze, or creafe a report about event history.
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Three Connectors Residing on Three Devices
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This scenariois the same as the first, except that the three connectors reside on a host machine rather than
the device itself. The connector need not reside on the device in order to retrieve information from that

device. The connector functions as before, and the ArcSight ESM Manager and Database perform the
same functions.
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Deployment Scenario Three

In this scenario, the connectors reside on the ESM Manager itself, not on a host machine, but sfill retrieve
events from devices in the nefwork. The processing performed by the ArcSight connector, Manager, and
Consoles are idenftical to the other scenarios.

Three Connectors Residing on an ESM Manager
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Deployment Scenario Four

In this scenario, any of the previous scenarios are implemented, and the connectors are configured fo send
events fo Logger. From Logger, events can be forwarded on fo ESM.

Estimating Storage Requirements

Understanding the range of devices and connectors you want to deploy helps in estimating your daily
eventvolume. Log file size is not accurate enough; you need to know how many events are generated
during an average day. This varies by the type of device. Not only do different devices generate different
eventvolumes, they also respond differently to various event aggregation policies.

The average size of the data sfored for each event depends upon the turbo mode (Fastest, Faster, or
Complete) specified for a particular connector. For detailed information on tfurbo modes, see
'Understanding ArcSight Turbo Modes" on the next page.

Connectors can aggregate events fo reduce event traffic An event that repeats every 500 ms, for example,
can be represented by a single event that fires every ten seconds, producing a 20:1 event compression.

Micro Focus Connectors (7.13.0) Page 28 of 162



SmartConnecfor User Guide
Chapter 2: Planning for Deployment

Individual connectors can be configured fo aggregate evenfts in this manner, reducing event traffic to the
ESM Manager and the sforage requirements in the ESM Database.

In a distributed environment with multiple ESM Managers, the event volume metric must consider both the
connector feeds to the ESM Manager and the event forwarding from other ESM Managers.

Understanding ArcSight Turbo Modes

You can accelerate the fransfer of sensor information through connectors by choosing one of three tfurbo
modes (Fastest Faster or Complete).

The Fastest mode requires the fewest bytes and is most suited to devices such as firewalls, which have
relatively little event data. The Faster mode is the ESM Manager default, and requires less storage space.
Rich event datfa sources, such as a nefwork operating system, might use Complete mode, the connector
default. The Complete mode passes all the data arriving from the device, including any custom or vendor-
specific (for example, “additional”) data.

You can configure connecfors fo send more or less event dafa on a per-connector basis, and the ESM
Manager can be seftoread and maintain more or less event data, independent of the connector setting.

Some events require more datfa than others. For example, operating system logs often capfure a
considerable amount of environmental data that may not be relevant fo a particular security event.
Firewalls, on the other hand, typically report only basic information.

ArcSight defines furbo modes as follows:

Mode Description

Fastest Recommended for simpler devices, such as firewalls.

(Mode 1)

Faster ESM Manager default. Eliminates all but a core set of event atfributes to achieve the best throughout. Because the

(Mode 2) eventdataissmaller, it requires less storage space and provides the best performance.

Complete Connector default. Allevent data arriving at the connector, including additional data, is maintained.
(Mode 3)

When a turbo mode is not specified, Mode 3, Complete, is the default. Versions of ESM prior to version 3.0
run in furbo mode Complete

The ESM Manager uses ifs own furbo mode seffing when processing event dafa. If a connector is set af a
higher turbo mode than the ESM Manager, it reports more event data than the ESM Manager requires.
The ESM Manager ignores these extra fields.

However, if an ESM Manager is set af a higher turbo mode than the connectfor, the connector has less event
data foreport fo the ESM Manager. The ESM Manager maintains fields that remain empty of event data.

Both situations are normal in real-world scenarios because the ESM Manager configuration must reflect the
requirements of a diverse sef of connectors.
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When you are ready fo install a connector, see the individual connectfor’s configuration guide for
information specific o the device the connectfor is monitoring. For example, when installing a connector for
Microsoft Windows Event Log, see the connector Configuration Guide for Microsoft Windows Event Log,
Unified, or Nafive.

Individual configuration guides provide information about how to configure the particular device to enable
connector event collection, installation instructions as well as parameters required for installation, and
customized mappings of vendor device event fields fo ArcSighft fields.

Note: If you are using the Linux Red Hat 6.x or later platforms, ensure that you have these libraries or
packages insfalled before installing a connectfor:

o Xlibraries

e glibc

o libXext

o libXrender

o libXist

e UNZIp

o fonfconfig \ dejavu-sans-fonts

When installing the 32-bit SmartConnector executable on 64-bit machines, the 32-bit versions of glibc,
libXext, libXrender, and libXtst must be installed as well as the 64-bit versions.

Installing the Connector from an Executable

When you perform an installafion, you are asked to specify the connector you want to install. Download the
executable and the zip file of connector documentation. Each connecfor has a separate configuration guide
that provides specific instructions on installing the connecfor and configuring any associated devices, as
well as device-to-ESM event mapping information for individual vendor devices, specific installation
parameters, and device configuration information.

Note: On Windows, do not install in a directory with an open or close parenthesis O character in the
name.

Also, see the ArcSight SmartConnector Release Notes, which describe new product features, latest updates,
and known productissues and workarounds. For information regarding operating systems and platforms
supported, see the SmartConnector Platform Support document.
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Note: The 64-bit installation executables contain a subset of available SmartConnector. See the 64-bit
SmartConnector installer for your platform for the list of available connectors, or see the document
“SmartConnector 64-Bit Support” document available on Protect 724 or in the SmartConnector
Configuration Guide zip file available for download on the Micro Focus SSO Site.

If you have been running a 32-bit SmartConnector, you cannot upgrade fo the 64-bit version. Torun
the 64-bit SmartConnector implementation, perform a new installation.

You will be prompted for an installation destination. By default, the destination is ArcSight Manager
(encrypted). For details on destinations, see 'Connectfor Destinations Overview' on page 72. If you need
information on a FIPS-compliant solution, see the specific connector configuration guide. The Parameters
window requests specific parameters for the particular connector you selected. These parameters vary
depending upon the device and are described and explained in the connector configuratfion guide for the
selected connector.

It is a good practice to develop and use a standard naming convention to specify direcfory locations, file
names, and menu option names for the connectors you install. Typically, if you install multiple connectors
on a particular machine, you should install each connector in a separate directory.

Connectors can also be installed from the command line (see 'Installing Connectors from the Command
Line" below) or using silent mode, which answers the wizard questions from a properties file (see "Installing
Connectors in Silent Mode" below).

Installing Connectors from the Command Line

Toinstall connectors without using the graphical user interface wizard, enter -i console on the
command line when you invoke the self-extracfing archive. Follow the insfructions in the command window.

When the installation has successfully completed, manually run the configuration program by executing
runagentsetup.

Installing Connectors in Silent Mode

You can run the connector installation in silent mode, in which answers to wizard questions are provided by
a Properties file. This feature is useful for deploying a large number of idenftical connectors.

Touse this feafure, firstinstall and configure one connector using the graphical-user interface or the
command line. While configuring the first connector, record its configuration parameters in a Properties file.
Toinstall all other connectors in silent mode, use the Properties file you created to provide configuration
information.

Tip: ArcSight recommends creafing and testing the Properties file on a system other than your in-
service, production environment.
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To record the configuration of a SmartConnector to a Properties file:
1. Run the connector Configuration Wizard to extract and install the connector core files. When the
wizard asks you fo choose Add a Connector or Set Global Parameters, click Cancel

2. Froma command promptwindow (from the ARCSIGHT_HOME\current\bin directory) enter
the following command to launch the connector Configuration Wizard in record mode:

On Unix and Linux: . /runagentsetup.sh -i recorderui
On Windows: runagentsetup.bat -i recorderui

3. Onthe window displayed, enter the Silent Properties File Name Enter the name of the
Installation Target Folder 1o select a location.

Connector Setup !E! m .
The wizard is tunning in 'Recorder’ mode. The values specified will be recorded into a
{ ArcSighI file that can be used as the starting point to create a silent properties file. Please complete
the information helow
Configure
Silent Properties File Name E]
Installation Target Folder =)

< Previous [ Mext = ] [ Cancel ]

4. Continue through all connector Configuration Wizard windows. The wizard creatfes a Properties file
using the name and location you specified.

Note: The properties file that you create will show passwords in readable text.

5. Select Exit and click Next at the end of the setup process to ensure that the properties file is created.
Perform the remaining steps on the system on which you want to install the SmartConnector in
silent mode:

1. Ensure that the configuration on the system on which you want fo install the connector in silent mode

matfches that of the machine on which you created the properties file. Otherwise, the installation will fail.

2. Copy the Properties file from the other system fo your current system, preferably to the same directory
where you downloaded the installation file.

3. Open the Properfies file in an editor of your choice.

4. Find the USER_INSTALL_DIR property in the file and make sure thaf the path value is the absolute
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path fo the location where you want fo install the connector on this system.
USER_INSTALL_DIR=C\:\\Program Files\\ArcSightSmartConnectors

Note: The colon () and backslash (\) characters must be preceded by a backslash (\).

5. Find the ARCSIGHT AGENTSETUP_PROPERTIES property in the file and make sure that the path
value is the absolute path fo the location where you copied the Properties file on this system.

For example, if you copied the Properties file to C: \properties_files\silent.properties, the
path value should be as follows:

ARCSIGHT AGENTSETUP_PROPERTIES=C\:\\properties files\\silent.properties

6. Modify the properties as needed. For example, modify the connectordetails.name property in
the file and change its value fo the name of the connector you are going fo install in silent mode. The
following is an example of a properties file

# Panel 'connectordetails'

# Enter the connector details.
#

# Name
connectordetails.name=The Name

# Location
connectordetails.location=The Location

# Devicelocation
connectordetails.devicelocation=The Device Location

# Comment
connectordetails.comment=The Comment

You can edit any property (Manager Information, user credenfials) in the Properties file to suit your
needs.

Definitions of properfies:

o connectordetails.name The name of the connecfor in ESM.

o connectordetails.location: The name of the folder that confains the connector in ESM.

« connectordetails.devicelocation: The location of the machine on which ESM is installed.
« connectordetails.comment: Commenfs that were added about the connector.

7. Save the Properties file
8. Download the connector installation file appropriate for your platform
9. Run the following command to install the new connector in silent mode:

ArcSight_Agent_install file -i silent -f <path_to properties_
file>\properties_filename
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The command launches the InstallShield program and installs the connector silently.

Example: To install a connector on Windows platform with the property file name silent_properties,
enfer:

ArcSight-3.5.x.nnnn.y-Agent-Win.exe -i silent -f silent_properties
Note: After running the silentinstall, the original command in the runagentsetup.bat file is
modified affer specifying the Silent Install answer file.

To correct the problem, manually edit and remove the entries between the double guotes and return
to the default setting. There should be no entries between the second double quotes. For example, the
modified script may look like this:

call arcsight.bat agentsetup -c -i "SILENT" -f "C:\ArcSight\silent_
properties_ AD" %*

After manually editing the entries, it should look like this:

call arcsight.bat agentsetup -c -i "SWING" -f "" %*

Toavoid this issue:

Extract firstand use the silent_properties file to configure. Run the command similar to following:

<connector_installpath>\current\bin\arcsight.bat agentsetup -c -i silent -
f 2_addwinc

Then, the runagentsetup.bat file would not contain the silent_properties and the path will
be correct.

Caution: Itis important fo know:
o After installing connector, configure your system’s default file permissions so that files created by
ArcSight (events, log files, and so on) are reasonably secure

o On UNIX systems, file permissions typically are set by adding the umask command fo your shel
profile. An umask setting of 077, for example, would deny read or write file access fo any but the
current user. An umask setting of 000 creates an unnecessary security hole.
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Uninstalling a Connector

Before uninstalling a connector thatis running as a service or daemon, first stop the service or daemon.
Also, be sure to remove the service files using $ARCSIGHT _HOME/current/bin/arcsight agentsvc
-r before uninstalling the connector.

The Uninstaller does not remove all the files and directories under the connector home folder. After
completfing the uninstall procedure, manually delete these folders.

To uninstall on Windows:

1. Open the Starf menu.

2. Run the Uninstall SmartConnectors program found under All Programs -> ArcSight SmartConnecfors
(or the name you used for the folder during connector installation).

3. If connectors were not installed on the Start menu, locate the SARCSIGHT _
HOME/current/UninstallerDatafolder and run:Uninstall ArcSightAgents.exe

Note: To perform a silent uninstall, run the command with the following parameters:
Uninstall ArcSightAgents.exe -i silent

To uninstall on UNIX hosts:
1. Change fothe $ARCSIGHT_HOME/UninstallerData directory.
2. Runthecommand: ./Uninstall_ArcSightAgents.

Note: The UninstallerData direcfory containsa file .com.zerog.registry.xml with Read,
Write, and Execute permissions for everyone. On Windows platforms, these permissions are required
for the uninstaller to work. However, on UNIX platforms, you can change the permissions to Read and
Write for everyone (thatis, 666).

Note: To perform a silent uninstall, run the command with the following parameters:

./Uninstall_ArcSightAgents -i silent

Upgrading Connectors from ESM

Connectors occasionally may require upgrade. This process can be performed locally or remotely, although
remote upgrades from the Console are supported only on Windows, Linux, and Solaris platforms.

Note: For connectors running on windows platforms, there is a known limitation for upgrading the
connector from its ESM destination.
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As part of the connector upgrade, some folders or files are moved from the old fo the new version.
Because Microsoft Windows locks the folders or files even they are opened for a read, upgrades could
fail if locked folders or files associated with the connector installation are accessed during the upgrade.
To prevent this issue, start the connector from Start > Programs, so that no windows are opened fo
run the connector, thus reducing the possibility of locked folders or files.

To upgrade:
1. From the Micro Focus SSO site, download the latest connecfor upgrades to the Manager. Upgrade
version files are delivered as . aup files (a compressed file set).

2. Copy the .aup file o ARCSIGHT _HOME\updates\ on arunning Manager. The Manager
auftomatically unzips the . aup file and copies its confent 1o ARCSIGHT_HOME\repository\)

3. From the Console, select connectors fo be upgraded (one at a fime) and launch the upgrade

command for each of them.

Caution: It is important fo know:

¢ If you have installed multiple connectors in a single JVM, select the first connector installed in
the JVM (if you select any other connector the upgrade fails) and launch the upgrade
command:; this action upgrades all connectors in the JVM.

¢ If your connecfor has multiple Manager destinations, you must perform this process from the
primary Console. Any attempt to upgrade from a secondary or non-primary Console
destination will fail.

4. Upon receipt of the upgrade command, the selected connectors upgrade themselves, restart, and
send upgrade results (success or failure) back to the Console through the Manager.

Upgrade Nofes

o If the upgrade is successful, the new connectfor starts and reports successful upgrade stafus.

o [fthe upgraded connector fails to start, the original connector restarts automatically as a failover
measure.

Tip: You may want fo know:

o Should this happen, you can review the related logs. Choose Send Command -> Tech Support
-> Get Upgrade Logs from the Console menus.

o You can also use the Send Logs Wizard to collect and send logs, including upgrade logs, to
support for help.

o Connectors automatically determine their upgrade status when they start.

o When upgrading connectors, be sure to download current versions of the connector Configuration
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Guides from the support website. These are the most current configuration guides available and contain
information specific to the connector device.

o Administrative permission is required fo upgrade connectors.

e Versions of the connectors you want fo upgrade must be available on the Manager fo which you are
connected. Remote upgrade is available only in ESM 4.0 or later, and only for 4.0.2 or newer connectors.

e Asa prerequisite fo upgrading Connectors, both the Manager and the connector you want fo upgrade
must be running.

e Ifyouarerunning a 32-bif version of a SmartConnector, you cannot convert this connector fo the 64-bit
version through upgrade. You must perform a new install of the &64-bit version of the SmartConnector to
run the 64-bitimplementation of the connector.

Local Upgrade

Tolocally upgrade a connector:

1. Stop the running connector and run the connector installer. The installer prompts you for the location
to install the connector.

2. Select the location of the connector that you want to upgrade. The message "Previous Version
Found. Do you want to upgrade?'appears.

3. Select the option to confinue and upgrade the connector. The original installation is renamed by
prefacing characters to the original folder name; the upgraded connector is installed in the location
$ARCSIGHT_HOME\current.

Remote Upgrade from ESM

Note: Only Windows, Linux, and Solaris platforms are supported for connector remote upgrade from
the Console.

ESM not only provides the ability to centrally manage and configure connectors, but also fo update them
remotely. You can use the Upgrade command on the Console to upgrade to newer versions of connector
software for managed devices.

The Upgrade command lets you launch, manage, and review the staftus of upgrades for all connectors. A
failover mechanism launches connectors with previous versions if upgrades fail. All communication and
upgrade processes between components (Console, Manager, and connectfors) fake place over secure
connections.

The Console reflects current version information for all of your connectors.
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Running Connectors

Connectors can be installed and run in standalone mode, as a Windows service, or as a UNIX daemon |f
installed standalone, the connector must be started manually, and is not automatically active when a host is
re-starfed. If installed as a Windows service or UNIX daemon, the connector runs automaftically when the
hostis re-started. Admin privileges needed fo install and run as a service on Windows platforms. See "User
Privileges When Installing CUNIX only)" on the next page for instructions on using root or non-root user
privileges when running as a Linux/UNIX daemon.

Caution: Some SmarfConnecfors require that you resfart your system before configuration changes
fake effect.

Connectors for scanners present a special case. To run a scanner connector in inferactive mode, run in
standalone mode and not as a Windows service or UNIX daemon.

Run Connectors in Standalone Mode

Torun allinstalled connectors on a parficular host, open a command window, go To ARCSIGHT_
HOME/current/binandrun:

arcsight connectors
To view the connector log, read the file:
$ARCSIGHT_HOME/current/logs/agent.log

Tostop all connectors, enter Ctr1+C in the command window.

Tip: On Windows platforms, connectors also can be run using shortcuts and optional Start Menu
enfries.

Run Connectors as a Windows Service

Connectors insfalled as a service can be sfarted and stopped manually using platform-specific procedures.
Tostfart or stop connectors installed as services on Windows platforms:

1. Right-click My Computer, then select Manage from the Context menu.
2. Expand the Services and Applications folder and select Services.

3. Right-click on the connector service name and select Start fo begin running the connector or Stop fo
sfop running the service.

To verify that a connector service has started, view the file:

$ARCSIGHT _HOME/logs/agent.out.wrapper.log
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Toreconfigure a connector as a service, run the connector Configuration Wizard again. Open a command
window on $ARCSIGHT_HOME/current/binandrun:

runagentsetup

See 'Install as a Service" on page 50 for further details.

Run Connectors as a UNIX Daemon

Connectors installed as a daemon can be started and stopped manually using platform-specific
procedures.

On UNIX systems, when you configure a connector fo run automatically, ArcSight creates a control scriptin
the /etc/init.ddirectory. Tostartor stop a particular connector, find the control script and run it with
either a start or stop command paramefer.

For example:

/etc/init.d/arc_serviceName {start|stop}
To verify that a connector service has started, view the file:
$ARCSIGHT_HOME/logs/agent.out.wrapper.log

Toreconfigure connectors as a daemon, run the connector Configuration Wizard again. Open a command
window on $ARCSIGHT_HOME/current/binand enfer:

runagentsetup

See 'Install as a Service" on page 50 for further defails.

User Privileges When Installing CUNIX only)

You can run a SmartConnector as a service or standalone. See 'Running Connectors' on the previous page
for more information.

SmartConnecfors can be run as a non-root user, such as arcsight A SmartConnector that listens fo a port
less than 1024 needs a root privilege fo listen to a restricted port. For example, a syslog daemon connector
needs a root privilege o bind fo a restricted port such as port 514.

The following sections describe the recommended opfions for two concepts: 1) connectors that require fo
be configured fo listen fo low numbered ports; 2) connectors that are run as a service. Based on your
specific installation and configuration, you may apply one or both concepfs.

When Running As a Service

Option 1: This is the recommended option. Install as user arcsight, run as user arcsight.

The following instructions refers fo user arcsightas a generic name for any user with non-root privileges.
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When you log on as the user arcsight for installation, the ArcSight connector files will be owned by user
arcsight

Run as the user arcsight affer installation fo sef up the connector wizard. There are a couple of items to
note:

o IfaSyslog Daemon connector is selected, then the configured port number must be 1024 or greater for
this option (see 'Option 2: Install as user arcsight, run as user arcsight with port forwarding." below).

e When running as a service, the sefup wizard displays a dialog that stafes:

The Connector Setup Wizard is not able to modify the service configuration
because the Wizard is not running as root. Please run this Wizard as root.
Or to manually install, logged on as root, execute the following script:

$ARCSIGHT_HOME/current/bin/arcsight agentsvc -i -u user
To manually remove the service, logged on as root, execute the following
script:
$ARCSIGHT_HOME/current/bin/arcsight agentsvc -r
We do nof recommend fo run the Wizard as root Instead, run the Wizard as user arcsight and then

manually install the service. Execute the following script while logged on as root fo install the connector as a
service:

$ARCSIGHT_HOME/current/bin/arcsight agentsvc -i -u arcsight
The -u arcsight option means that the service will be run as user arcsight
Option 2: Install as user arcsight, run as user arcsight with port forwarding.

This option is the same as opfion #1 but it also allows a Syslog Daemon to receive events that are sent fo
ports below 1024. To use this optfion, use the same procedures as for option #1. In addition, use another
program that forwards traffic from a low number port to the port configured for the connector. For example,
if the syslog events are being sent fo port 514 and the connector is configured to receive on port 6000, the
forwarder re-routes from port 514 to port 6000. There a several possible programs that can do the port
forwarding including iptables, ncat, and socat. The iptables program is packaged with some versions of
Linux/Unix and is an easy choice.

Option 3: Install as user roof, run as user roof.

This option is less secure than the other options since root privileges are required for installation,
configuration, and maintenance of the connectors.

A user logs on fo the system as rootand installs the ArcSight connector. This results in all of the ArcSight
connector files to be owned by user root The connector setup wizard is also run while logged on as roof: If
the connecfors are fo be run as a service, the service configuration is done by the connector setup wizard
and no additional steps are required.

Caution: Avoid installing as user arcsight and run as user root.
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This can lead to security vulnerability issues. The potential problem with this option is that the
connectfor configuration files are owned by user arcsight and so may be more suscepfible fo
modification by a malicious user. Since the connectors are run as root, those modifications may result in
undesirable privilege escalation.

When Running in Standalone Mode

Option 1: This is the recommended option. Install as user arcsight, run as user arcsight.
The following instructions refers fo user arcsightas a generic name for any user with non-root privileges.

When you log on as the user arcsight for installation, the ArcSight connector files will be owned by user
arcsight

Run as the user arcsight affer installation fo sef up the connector wizard.

If a Syslog Daemon connector is selected, then the configured port number must be 1024 or greater for
this opfion (see "Option 2: Install as user arcsight, run as user arcsight with port forwarding." on the previous
page).

Option 2: Install as user arcsight, run as user arcsight with port forwarding.

This option is the same as option #1 but it also allows a Syslog Daemon fo receive events that are sent fo
ports below 1024. To use this optfion, use the same procedures as for optfion #1. In addition, use another
program that forward fraffic from a low number port to the port configured for the connector. For example, if
the syslog events are being sent fo port 514 and the connector is configured fo receive on port 6000, the
forwarder re-routes from port 514 to port 6000. There a several possible programs thaf can do the port

forwarding including iptables, ncat, and socat. The iptables program is packaged with some versions of
Linux/Unix and is an easy choice.

Caution: Avoid installing using the two following scenarios:

e asuser arcsight and run as user root

This can lead fo security vulnerability issues. The potential problem with this option is that the
connectfor configuration files are owned by user arcsight and so may be more suscepfible fo
modification by a malicious user. Since the connectors are run as root, those modifications may result
in undesirable privilege escalation.

e asuser roofand run as user root

This option is less secure since root privileges are required for installation, configuration, and
mainftenance of the connectors. A user logs on to the system as rootand installs the ArcSight
connector. This results in all of the ArcSight connector files to be owned by user root The connector
setup wizard is also run while logged on as root
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Veritying that a Connector is Running on ESM

Toverify that a connector is running, you can check the ArcSight Console Navigator in the Resources fab,
under Connectors. |f the connector is running, you will see <connector_name> (running) listed.

Uninstalling a Connector

Before uninstalling a connector thatis running as a service or daemon, first stop the service or daemon.
Also, be sure to remove the service files using $ARCSIGHT_HOME/current/bin/arcsight agentsvc
-r before uninstalling the connector.

The Uninstaller does not remove all the files and directories under the connector home folder. After
completing the uninstall procedure, manually delete these folders.

To uninstall on Windows:

1. Open the Start menu.

2. Run the Uninstall SmartConnectors program found under All Programs -> ArcSight
SmartConnectors (or the name you used for the folder during connector installation).

3. If connectors were not installed on the Start menu, locate the $ARCSIGHT _
HOME/current/UninstallerData folder and run:

Uninstall ArcSightAgents.exe

Note: To perform a silent uninstall, run the command with the following parameters:
Uninstall ArcSightAgents.exe -i silent

To uninstall on UNIX hosts:

1. Change fothe $ARCSIGHT_HOME/UninstallerData direcfory.
2. Runthe command:./Uninstall_ ArcSightAgents.

Note: The UninstallerData direcfory contains a file . com. zerog.registry.xml with Read,
Write, and Execute permissions for everyone On Windows platforms, these permissions are
required for the uninstaller to work. However, on UNIX platforms, you can change the permissions
to Read and Write for everyone (thatis, 666).

Note: To perform a silent uninstall, run the command with the following parameters:

./Uninstall ArcSightAgents -i silent
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Working with the Windows Hosts Table

During connector installation, a connector using fable parameters shows the following type of window for
entfering parameter data. Connectors for which parameter tables are used include multiple file, multiple site
or server, and mulfiple database instance connectors.

< Connector Setup . El

Enter the device details

<X ArcSight

Configure

Domai... Host... User... Pass... Securi.. Syste... Applic... Custo... Micros... locale

[ Add ][ Remove ][ Import ][ Export ]

[ < Previous ] [ Mext> | [ Cancel ]

The parameters for this type of connector can be entered manually for a few lines of data, or, for a larger
number of entries, you can importa . csv file. You can also create a . csv file by exporting data you've
already enfered. See "Importing and Exporfing CSV Files" on the next page for specific steps.

Manually Entering Table Parameter Values

Toenter parameters manually, use the Add button to create fields and enter the data, as shown below.
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Connector Setup F] .

Enter the device details

< ArcSight

Domai... Host... User... Pass... Securi... Syste... Applic... Custo... Micros... locale

kb H H Windo... en_US

Configure

[ Add ][ Remove H Impark H Export ]

[ < Previous ] [ Mext = ] [ Cancel ]

If needed, use the Export butfon to export your parameter fable data info an external . csv file to save for
later use.

Note the following when using this feature:
o Columns that confain private data (shown as asterisks), such as passwords, will not appear in
exported files affer using the Export butfon.

o Afferimporting a . csv file (using the Import button), data in private columns remain hidden (shown as
asterisks).

e Although you can manually enter a private column (either by adding the column fo your CSV within a
spreadsheet program or by filling it in through the Configuration Wizard), it sfill will not appear in any
exported files. This is a precautionary measure.

e Importfing data froma .csv file (using the Import butfon) causes all existing data in the fable fo be
removed and replaced by the incoming data.

Importing and Exporting CSV Files

You can populate many lines of parameter data by creafting a .csv file, then using the Import butfon to
fill the parameter entry fable of the Configuration Wizard.

To use the Import feature:

1. Using a spreadsheet program (such as Microsoft Excel), enter the parameter data into a table and
saveitasa .csv file

2. During connector installation, click the Import button fo locate the . csv file you created. The window
previews the CSV file contents.
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3. Click the Import button on the Import window. This populates the connector parameters fields.

< Connector Setup

<X ArcSight

Configure

Ml=1 E3
Enter the device details
Domai.., Host... User.. Pass... Securi.. Syste... applic... Custo... Micros.,. locale
|15.214...|arcsight |******‘ | = | [ | |Windo..‘ |en7US |

[ Add ][ Remove ][ Import H Expork ]

[ < Previous I [ Mexk = ] [ Cancel ]

4. You can add more rows manually (using the Add button) and then export the resulting fable (using
the Export butfon) to an externa

Note: The example above shows a “Password” column within the Configuration Wizard that does
.csv file. This private column does not contain actual password data

not appear in the origina

.csv filefor later use.

and will not be included in an exported file

5. If you are finished entering datsa,
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Most of the sections in this chapter discuss configuration fasks you can perform without access to the
Manager. The exception is "Defining Default and Alternate Configurations from the ArcSight Console" on

page 56.

Modifying Connectors

This section addresses modifying connectors parameters you inifially configured through the wizard,
including destination parameters, service settings, and sefting global parameters.

To change configured settings:

After firstinstalling a connector, you can run the wizard again if you want to modify settings. From
$ARCSIGHT HOME/current/bin, execute:

runagentsetup
The following window is displayed.

Connector Setup

<X ArcSight

Configure

What would you like 1o da?

@ Modify Connector
() Install as a service
() et Global Parameters

() Tdo not want ta change any setting

-0}

< Previous

Cancel

Modify Connector

To make changes fo the inifial values set during connector installation and configuration, select Modify

Connector.
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Modify Connector Parameters

The information shown in the windows in the steps that follow is meant as example data. Your windows will
show different data, depending upon the connectors you have installed and their configuration.

To change parameter values:

1

Once you have started the wizard and selected Modify Connector, affer clicking Next, you can
choose whether to Modify connector parameters or Add modify or remove destinations. Select
Modify connector parameters.

Modify parameters as needed in the parameters windows displayed. The parameters shown will be
specific to the connector you have installed.

Click Next. The connectfor parameters changes are processed and the connector configuration is
modified. When the configuration changes are complete, you will receive the message Successfully
updated parameters.

Click Next. Choose Exit, to complete the connector modification, or choose Continue, fo continue fo
make connector modifications. Click Next fo exit or continue.

Add, Modify, or Remove Destinations

Modify your existing desfination or destinations or add a desfination. Shows the destination or destinations
configured during connector installation and configuration.

To add a destination:

=

After running the wizard, Modify Connector is selected by default. Do not change this selection.
Click Next. On the window displayed, select Add, modify, or remove destinations.

Click Next. The selections displayed depend upon the destination or destinations previously
configured. You can modify the parameters and seftings for these destinations, or you can select Add
destination to add another destination.

Click Next; the window for adding, modifying, or removing destinations will be displayed.
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LConnector Sebup HI:J E

,g: ﬁlESighI What would you ke to do wath the connector?

Configure

Modify cornechor parsmeens

@ Add, modfy, or remove destinakions

-:Enam-.c\.-usJ et > t Cancel

To remove a destination:

After running the wizard, Modify Connector is selected by default. Do not change this selection.
Click Next. Select Add modify, or remove destinations.

Click Next. From the list of desfination selectfions, select the destination fo remove.

Click Next. Select Remove destination.

Click Next. The destfination removal is started.

Click Next. The desfination removal is completed.

~Noo N

Click Next. Choose Exiit, to complete the connector madification, or choose Continue, fo continue fo
make connecfor modifications. Click Next 1o exif or confinue.

Modify Destination Parameters

Select Modify destination parameters fo modify values for the parameters set during initial destination
configuration. The parameters displayed depend upon the connector previously configured.

Modify Destination Seftings

ArcSight SmartConnectors can be configured to optimize their performance and increase their function.
You can configure them to enable aggregation, batching, time correction, and payload sampling, as well as
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specifying filtering conditions. Based upon filtering conditions, SmartConnectors can filter events sent fo the
selected destination.

1
2
3.
4

. After running the wizard, Modify Connector is selected by default. Do not change this selection.

. Click Next. On the window displayed, select Add, modify, or remove destinations.

Make sure your destination is selected and click Next.

. Select Modify destination settings o configure the following parameters:

Connector Setup !F[E

Chooge a group of deslmaten settege to modfy

<L ArcSight

Configure

@ Esbching
Tirrws Comrrinction
[Derwice Time Babo-Corrachon
Tuint: Chtsckingy
Cadhe
Metwork
Fiald Beemd Aggregston
Fiter Aggregation
Frixessing
Fayioad Sampling (when avalable)

Filtang

<Frevios | [ Mekz || conedl

For details about these parameters, see Configuring Destination Seftings.

Reregister Destination

When the Manager recognizes a connector, it generates an ID token the connector uses to identify its
security events. If the Manager stops accepting events from a connector for an unknown reason, or if you
have upgraded a connector buft its resource was removed from the database, you may need to re-register

the connector.

To reregister destination:

1
2.
3.

After running the wizard, Modify Connector is selected by default. Do not change this selection.
Click Next. Select Add, modify, or remove destinations.

Click Next. Select a current destination from the choices displayed. These vary depending upon inifial
connectfor configuration.

Click Next. Select Reregister destination.

5. Click Next. Enter any credentials required depending on the destination for the connector. The

window is not displayed for destinations that do not require credenftials.
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O 0 N O

Click Next. The reregistration begins.
Click Next. The reregistration completes.
Click Next. Choose Exiit and click Next.

Restart the connector to apply the new ID foken.

Add a Failover Destination

To add a failover destination:

1
2.

S

O o N o U bk

10.

After starting the wizard, Modify Connector is selected by default. Do not change this selection.
Click Next. From the next window, select Add, modify, or remove destinations.

Click Next. Select a current destination from the choices displayed. These vary depending upon inifial
connectfor configuration.

Click Next. Select Add fail a over destination.

Click Next. Select the destination type.

Click Next. Enter the parameter settings for the failover destination.
Click Next. The desfination parameter update begins.

Click Next. The desfination parameter complefes.

Click Next. Choose Exit and click Next.

Toapply your changes, restart the connector.

Install as a Service

This section describes how to run a connector as a service, and how fo remove a connector service.

To configure the connector to run as a service:

1
2.

Once you have run the wizard, select Install as a service

Click Next. Specify or change the service parameters.
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< Connector Setup !E[ m

Specify the service parameters

<X ArcSight

Configure

Service Internal Name windowsfg
Sernvice Display Name Microsoft Windows Event Log - Ur

Start the service automatically [Yes v |

< Previous ] [ Mext = J [ Cancel

3. Click Next. The service summary is displayed.

4. Click Next. Choose Exit, to complete the connector modification, or choose Continue, o continue fo
make connector modifications. Click Next to exit or confinue.

To remove a SmartConnector service:

1. Select Uninstall as a service
2. Click Next. Removal of the connector service is confirmed.

3. Click Next. Choose Exit, fo complete the connector modification, or choose Continue, to confinue to
make connector modifications. Click Next to exit or continue.

Set Global Parameters

Select Set Global Parameters if you want to modify values for sefting FIPS mode, remote management, or
preferred IP version.
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[ <] Connector Setup@n’ © & Licom - o=

Please make your choice of settings

<X ArcSight

Configure

Unique Generator ID H |

FIPS Made [pisabled

Remote Management ‘Disahled

Ramote Management Listenar Port (5001

Preferred IP Version ‘IP\M

Format Preserving Encryption ‘Disabled

Format Preserving Host URL I

Proxy Host (https)

Proxy Port

Format Preserving Secret

\
\
Format Preserving Identity I
\
\

Event Fields to Encrypt rawEvent,requestUrl,requestCookies, devi

‘ =< Previous || Next = || Cancel

Global Parameter Setting

FIPS mode Select to Enabled to enable FIPS compliant mode. To enable FIPS
Suite BMode, see Enable FIPS Suite B Mode for instructions. Initially,
this value is set to Disabled.

Remote Management Select Enabled to enable remote management from ArcSight
Management Center. When queried by the remofe management
device, the values you specify here for enabling remote management
and the port number specified in Remote Management Listener Port
willbe used Initially, this value is set to Disabled.

Remote Management Listener Port The remote management device will listen to the port specified in this
field. The defaulf port numberis Q001.

Preferred P Version When both IPv4 and IPv6 addresses are available for the local host
(the machine on which the connector is installed), you can choose
whichversionis preferred. Otherwise, you will see only one selection.
The initial setting is IPv4.

If Format Preserving Encryption was leff as Disabled during connector installation, you can sef to Enabled
and configure the other encryption-related parameters, shown below. If Format Preserving Encryption was
sef to Enabled during connector installation, encryption parameters cannot be modified. A fresh
installation of the connector will be required to make any changes to encryption parameters.

The following parameters should be configured only if you are using Micro Focus SecureData solutions 1o
provide encryption. See the Micro Focus SecureData Architecture Guide for more information.
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Global Parameter

Format Preserving Encryption

Format Preserving Host URL

Proxy Server (https)

Proxy Port

Format Preserving Identity

Format Preserving Secret

Event Fields to Encrypt

Setting

Data leaving the connector machine to a specified destination can be
encrypted by selecting ‘Enabled to encrypt the fields identified in ‘Event
Fields to Encrypt before forwarding events. If encryptionis enabled, it
cannoft be disabled. Changing any of the encryption parameters again
will require a freshinstallation of the connector.

Enfer the URL where the Micro Focus SecureData server is installed.

Enter the proxy host for https connection if any proxy is enabled for this
machine.

Enter the proxy port for https connection if any proxy is enabled for this
machine.

The Micro Focus SecureData client software allows client applications
to profect and access data based on key names. This key name is
referredto as the identity. Enter the user identity configured for Micro
Focus SecureData.

Enter the secret configured for Micro Focus SecureData to use for
authentication.

Recommended fields for encryption are listed; delete any fields you do
not want encrypted fromthe list, and add any string or numeric fields
youwish to be encrypted. Encrypting more fields can affect
performance, with 20 fields being the maximum recommended. Also,
because encryption changes the value, rules or categorization could
also be affected Once encryptionis enabled, the list of event fields
cannof be edited.

Affer making your selections, click Next. A summary screen is displayed. Review the summary of your
selections and click Next. Click Continue o return fo the Add a Connector window. Continue the
installation procedure with Select Connector and Add Parameter Information.
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Additional Configuration

The following fopics are additional configuration settings.

Enabling FIPS Suite B Mode

To enable FIPS Suite B Mode:

1

(S A S R

After complefing installation, execute runagentsetup from the $ARCSIGHT _HOME\current\bin
directory.

On the window displayed, select Modify Connector.

Select Add, Modify, or remove destinations and click Next.

Select the destination for which you want fo enable FIPS Suite B mode and click Next.
Select Modify destination parameters and click Next.

When the parameter window is displayed, select FIPS with Suite B 128-bits or FIPS with Suite B
192 bits for the FIPS Cipher Suites parameter. Click Next.

The window displayed shows the editing changes to be made. Confirm and click Next to continue. (To
adjust changes before confirming, click Previous.)

A summary of the configuration changes made is displayed. Click Next fo confinue.

Click Exit to exit the configuration wizard.

Specifying the IP Address on Devices with Multiple Network
Inferfaces

About

Devices with multiple network interfaces (multihomed host), let the connector choose the interface with the
lowest numerical IP address to report its host address.

If the interface is nof the one your device is using to communicate with another device, you may update the
connector.network.interface.name property.

Procedure

To sef this parameter:
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1. After the connector installation, goto $ARCSIGHT_HOME\current\user\agent.

2. Gototheend of the agent.properties file and add the
connector.network.interface.name parameter.

Enter the interface name.
4. Save the file.

Restart the connector.

Gefting the Name of the Network Inferface:

On an Linux Platform:

1. Runthe command ifconfigin the ferminal.
The following example shows interface names on the left column.

The inferface names are ethe and lo.

ethe Link encap:Ethernet HWaddr @@:8c:29:94:37:b6
inet addr:192.168.1.231 Bcast:192.168.1.255 Mask:255.255.255.0
inetd addr: feB@::20c:29ff:fe04:37b6/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1580 Metric:l
RX packets:519374 errors:@ dropped:@ overruns:@ frame:@
TX packets:110611 errors:@ dropped:@ overruns:@ carrier:@
collisions:@ txqueuslen:1000
RX bytes:332864737 (332.8 MB) TX bytes:11113451 (11.1 MB)

1o Link encap:Local Loopback
inet addr:127.8.8.1 Mask:255.0.0.@
ineté addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:18436 Metric:l
RX packets:33651 errors:@ dropped:@ overruns:@ frame:@
TX packets:33651 errors:@ dropped:® overruns:® carrier:@
collisions:@ txqueuslen:@
RX bytes:2951078 (2.9 MB) TX bytes:2951078 (2.9 MB)

On a Windows Platform

The ipconfig command does not provide interface names, instead use this utility.

1. From SARCSIGHT_HOME\current\system\agent\config\list_net_inferfaces, run the run.bat file.

The following example shows the inferface names inside the brackets.
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The inferface names are in the first brackets of each interface (lo, eth3, nets, eth4).

101X

All active networks interfaces:

Interface [lo]l - [Software Loophack Interface 11
127.08.8.1
H:H:H'HH'HHI

Interface [eth3] - [Atheros ARB151 PCI-E Gigahit Ethernet Controllerl
18.34.225.16
feBR:0:0:0:f435:d7fa:553f :5dd2%ethd

Interface I[netb] — [Microsoft 6tod Adapterl
2002 :f7a:4d@Ab:B:B:B:f7a:4dBb

Interface [eth4] - [Juniper Metworks Uirtwal Adapter]
15.122.77_11
feBR:A:0:0:8525:6h2@:e3c?:h87cxethd

Press any key to continue . . .

Lowering Network Bandwidth When Sending Events to ESM

Connectors can send event information fo the Manager in a compressed format using HT TP compression.
The compression technigue used provides compression rates of 1 to 10 or greater, depending upon the
input data (in this case, the events sent by the connector). Using compression lowers the overall network
bandwidth used by connecfors dramatically without impacting their overall performance.

By default, all connectors have compression enabled. To furn it off, add the following line fo the

agent.properties file (located at ARCSIGHT_HOME\current\user\agent\)
http.transport.compressed = false

Defining Default and Alternate Configurations from the ArcSight
Console

A SmartConnectfor can have a default and a number of alternate configurations.

An alternate configuration is a set of runtime parameters that is used instead of the default configuration
during a specified portion of every day. For example, you might want to specify different batching schemes
(by severity or size) for different fimes of a day. You can define more than one alternate configuration per
destination and apply them to the destination for different tfime ranges during the day. For example, you
can define a configuration for 8 am fo 5 pm time range and another configuration for the 5 pmto 8 am time
range.

Micro Focus Connectors (7.13.0) Page 56 of



SmartConnecfor User Guide
Chapter 4 Configuring Connectors

To define default configurations:

1. Inthe Navigator panel, choose the Connectors resource tree.

2. Inthe Connectors resource tree, right-click the SmartConnector you want to manage and choose
Configure.

This opens the Inspect/Edit panel for the Connector Editor. On the Connector fab, the Name field is
automatically populated with the name assigned during SmartConnector Installation.

3. On the Connector tab, fype the Connector Location and the Device Location All events are fagged
with these fields by the SmartConnector. Creation date and other information is automatically
populated.

4. On the Default tab, change any additional Batching, Time Correction or other parameters as desired.
See the ArcSight Console User’s Guide, “Managing SmartConnectors”, for configuration field
descripfions in the "Connector Editor Option Tabs"and "Connector Tab Configuration Fields" sectfions.

5. Click Apply fo add your changes and fo keep the Connector Editor open.

The descripfion enfry associated with the seffing provides fool fip information. These parameters are not
localized since they come directly from the connector and the connector may contain new resources (since
it may be a newer version).

The framework for connector commands operates in a similar way. Configuration of the connector
command menu is achieved by sending the list of commands that are supporfed on the connector at
registration fime.

There are several contfrols you can adjustin the Connector Editor. The variety of options are best
summarized by briefly describing what's available at each of the editor's fabs or subtabs.

To create alternate configurations:

1. Open the Inspect/Edit panel of the SmartConnector.

2. On the Default tab, click Add Alternate
A new fab, Alternate #1, is added to the edit panel. The alternate fab provides fields for enfering a fime
interval.

3. Under Time Interval enfer fimes for From and To. Make addifional changes as required, then click
Apply.

4. Repeat the process if you want additional alternates using different time infervals and different

parameters. For example, create alternates if you want varying batching schemes based on severity or
size on certain fimes of the day.
If the fime ranges of the combined alternate configurations do not span 24 hours, the default parameters
will be used fo cover the tfime intervals not already defined in the alternates.

See “Managing SmartConnectors” in the ArcSight Console User’s Guide for full details. For Management
Center implementations, see the ArcSight Management Center Administrator’s Guide, “Managing Alternate
Configurations”, for details.
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Customized Events Filtering

Use customized evenfs filtering to remove events that are not of inferest, or include only the events that are
of interest, fo your organization before they are counted. Filtering is performed based on certain pre-
defined patterns. All connector destinations subsequently receive only the relevant events based on the
filtering defined.

By default, this feature is nof enabled. If enabled, you can either include only the events that have a specific
pattern in the raw event field, or exclude all the events that have a specific pattern. Use the Get Status
command atany pointin fime when the connector is running fo see:

o the fotfal number of events filtered out since the last connector start

o the current status of the events filtering

Feature Usage

The filtering feature applies fo the raw event field in the ArcSight security event. During the flow of the
security evenfs through the connecfor, the raw evenft field is extracted and evaluated fo apply the filter.

Touse the filtering feature, two out of the following three properties should be added fo the
agent.properties file. The first parameter must always be included plus one of the other two. They are:

customeventsfilter.regex.enabled=false
customeventsfilter.regex.pattern.include=
customeventsfilter.regex.pattern.exclude=

Toapply filtering, sef the first property fo true and enter a valid regex pattern in one of the other two
properties. There is no need fo add these properties to the agent. properties file if you do nof change
them from their default values. See Java Regex Patterns.

Note If the feafure is enabled and both patterns are inadvertently defined, the exclude pattern ftakes
precedence and the include pattern is ignored.

By default, the feature is disabled (customeventsfilter.regex.enabled=false)and nofilteringis
applied to any events.

Note Enabling the filter through an include paffern filters out all the events in the raw evenft field that
do not have the pattern in question. Therefore, be certain of the outcome that you want fo achieve
before enabling the include filter.

Note All properties are considered unigue to the agent. Therefore, avoid defining any property
multiple fimes for either the include or exclude patterns.

All device events have the raw evenfts field present when they reach the connector, and will be impacted by
using this feature. Some internal events, such as agent :017 (get sfafus), also have the rawEvent field
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presentin the eventand will be impacted by the filtering feature. Most of the infernal events, such as
agent:030 agent:031 or agent:050 donofhave the rawEvent field in the eventand will nof be
impacted. This feature only impacts the events that have a non-empty rawEvent field.

In case you enable the feature but use an invalid or empty pattern on both include and exclude patftern
fields, a Get Status command shows a message similar to the following for the filtering stafe:

Custom Filtering: Events Filtering State............ Events Filtering Disabled
Due to Syntax Error in User Defined Regex

The following table shows the various stafes of the filter under different user entry combinations.

customeventsfilter.regex. customeventsfilter.

customeventsfiler.regex.enabled pattern.exclude pattern.include Result
false Any pattern (valid, invalid, or Any Pattern (valid, The filtering is disabled.
empty) invalid, or empty)
frue Validand non-empty pattern  Any Paftern (valid, The filtering is enabled with
invalid, or empty) exclude filter. Include pattern

has noimpact.

frue Emptyorinvalid Valid pattern The filtering is enabled with
include filter.
frue Empty or invalid Empty or invalid The filtering is disabled.

Java Regex Patterns

Use the information at the following link o learn about the details on how fo use the JAVA regex patferns:
Java 8 Paftern Class

If a bad regex (un-compilable by JAVA Pattern class)is used, an error message is logged in the
agent. log file. See Log Messages.

Get Status

From the ESM Console

Use the Get Status command from the ESM Console to get the current filtering state and also the
number of events filtered out by the feature since the last connector start.

In the ESM Console, right-click on the connector and select Send Command > Status > Get Status.

The command is sent to the connector and the result setis displayed. In the results, there will be tfwo rows
pertaining fo the custom filtering feature. See the blue highlight in the following example:
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Navigator 02 x

Resources | Packages | Use Cases |

| & connectors Cll+AlE ¥

Shortcuts [

=177 connectors
(=177 Shared
=77 All Connectors

E s
B mave sm o
[ ArcSight Administration
- betty
-7 jbolanos
G Jasue
FHED s
[E n15-214-135-h197.arst-internal. hpe
B3 styam
(-0 Site Connectors
=177 testLoc
i @ syslog-main{running)

From the Command Line

| viewer

[ig Untitled Active Channel| % Connector Command - Get Status

M| Time: Connector
| @ 27 Mar 2017 11:31:16 POT syslog-main

| syslog-main
From Connector:: sysleg-main (3RtSjAVSBABDHRIScS 3ggDQ==)

Scatus Generated: Hon Mar 27 11:31:1& PDT 2017
Memory Usage: 3iMb ocut of 230Mb

|Agent TyP8. . rccarerrrnzreas e R T sysleg

|Agent Versiom.....c.ccccaucconnnncssnaancasans 7.5.0.32738.0
|CommandResponses Processed. .. ... .....cocnnnnn 2

Custom Filtering: Events Filtered Cut........5

|Custom Filtering: Eventz Filtering State..... Events Filctering Enabled Through Exclude Filter
T AT TR o T el e T e T Mon Mar 27 11:28:47 PDT 2017
[EFRREE. PEOCRBER o s « ovmmn s kim s o min s aas e i1

|Ewvenca Procesgsed (SLC) . .. . oo aoo.o-. (3

T I B e o e e e it e m it 5 o 0.03482758620889655

| ANEE Y SeE (ST - o c e v 0.1

PER Warsdan. oo ooon oot ddeniiere S e s o

FIPS Enablad...cccovvrnnnnsnranvassnsannnanans false

Firsct CommandResponse Processed...._.......... Men Mar 27 11:27:47 PDT 2017
Firsr Evant Procassed. . .....:vccvcmrearrseses Mon Mar 27 11:27:850 PDT 2017
|Bost Mddreas. .. ... iciiiicicaacaamaaaa 10.12.90.80

ot W n oo e e sl o il st b 10.12.90.80

:Ll"b CosmandResponse Frocessed............... Mon Mar 27 11:28:47 PDT 2017
|Last Event Processed.....c.ciccccvcccannnaaas Hon Max 27 11:29:47 PDT 2017
Parsar ADR Versdon. ... ... eceancosrmnenmmens 7.5.0.32738.0

Rueue Drop Count....oveesnsnsnsssnnsannnanaas@.0

PO mme D e o e e e L L L G 0.07%

b T T ST, i R PR R PR SRR RS S T 0.0

Togef stafus from the connector command line, enfer this command from the <ARCSIGHT _

HOME>/current/bin:

arcsight agentcommand -c status

Examples of Pafterns

Pafterns are compiled through the java.util.regex.Pattern class. Any non-empty pattern thafcan
be compiled is considered a valid pattern. Below are a few examples of valid patterns and their results:

Example of Valid Pattern Result
customeventsfilter.regex.pattern.exclude= Filters out all the events that have the
IPSec\\s+tunnel patternIPsec tunnel intherawevent
customeventsfilter.regex.pattern.exclude= Filters out all the events that have the
"Bad\\s+\\S+" pattern"Bad anyWord" inthe raw event
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Example of Valid Pattern Result
customeventsfilter.regex.pattern.exclude= Filters out all the events that have the IP
111.112.113.114 111.112.113.114 intherawevent.
customeventsfilter.regex.pattern.include= The filtering feature is enabled (provided
remote_peer-_ip\\s*\=\\s*\\d+\.\\d+\.\\d+\.\\d+ that the exclude patternis empty) through

the include filter to allow only the events
that have the pattern, for example,
remote_peer-_ip = 11.12.13.14
infthe raw event to pass through.

The following 10 messages are actual raw events. Examples of how the filtering can be used fo include or
exclude events from these 10 raw events are provided in the four cases that follow this list.

1. Nov 28220321 100111.2 Nov 28 2016 22:02:17: %PIX-6-106015: Deny TCP (no connection)
from 101.102.103.104/3671 10 100.111.22/80 flags RST ACK on interface inside

2. Nov 28220321 100111.2 Nov 28 2016 22:02:17: %PIX-2-106006: Deny inbound UDP from
10.0.65.116/2908 t0 10.0.126.55/123 on interface outside

3. Nov 2822:03:53 100.111.2 Nov 28 2016 22:02:49: %PIX-2-106020: Deny IP teardrop fragment
(size = 32, offset = 0) from 101.102.103.104 t0 10.0.126.55

4. Nov 28 22:04:09 10.0.111.2 Nov 28 2016 22:03:04: %PIX-2-106001: Inbound TCP connection
denied from 10.0.65.116/3694 10 10.0.126.55/23 flags SYN on interface outside

5. Nov 28 22:0410 100.111.2 Nov 28 2016 22:03:05: %PIX-3-305005: No franslation group found
for tcp srcinside:10.0.112.9/37 dst outside:10.0.65.116/3562

6. Nov 28 22:04:44 100111.2 Nov 28 2016 22:03:39: %PIX-2-106001: Inbound TCP connection
denied from 10.11.12.13/3699 10 100.126.55/8080 flags SYN on interface outside

7. Nov 28 22:05.07 100.111.2 Nov 28 2016 22:04:02: %PIX-4-500004: Invalid transport field for
protocol=17, from 100142.116/1234 10 100126.55/0

8. Nov 2822:05:25100.111.2 Nov 28 2016 22:04:20: %PIX-2-106020: Deny IP teardrop fragment
(size = 36, offset = 0) from 1011121310 10012655

9. Nov 28 22:06:01 100111.2 Nov 28 2016 22:04:57: %PIX-2-106012: Deny IP from 100142116
0 10012655, IP options: "Ox1f"

10. Nov 28 2206101001112 Nov 28 2016 22:05:05: %PIX-3-305005: No franslation group found
for tcp srcinside:10.0.112.9/37 dst outside:101.102.103.104/3562

The following cases describe the results of four distinct filtering cases on the above raw events.

Case 1:

customeventsfilter.regex.enabled=true
customeventsfilter.regex.pattern.exclude=Deny IP.*from \\d+\.\\d+\.\\d+\.\\d+
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Events #3, #8 and #9 will be dropped (excluded) from the flow. This pattern is meant to exclude all raw
events that have both the patterns <Deny IP> and <from IPaddress> in the same raw event.

Case 2:

customeventsfilter.regex.enabled=true
customeventsfilter.regex.pattern.exclude=(10.11.12.13)|(101.102.103.104)

Events #1, #3, #6, #8, and #10 will be dropped (excluded) from the flow. The patfern is meant to exclude
raw events that have the IPs 10111213 or 101.102.103.104.

Case 3:

customeventsfilter.regex.enabled=true
customeventsfilter.regex.pattern.include=(10.11.12.13)|(101.102.103.104)

Events #2, #4, #5,#7, and #9 will be dropped (excluded) from the flow. The pattern is meant foinclude raw
events that have the IPs 10.11.12.13 and 101.102.103.104 in them (both IPs do nof need to be in the same
pattern). All other events that do not have either of the IPs will be dropped.

Case 4:

customeventsfilter.regex.enabled=false
customeventsfilter.regex.pattern.include=(10.11.12.13)|(101.102.103.104)

No filtering will be done because the enabled property is false.

Log Messagesin agent. log

During connector inifialization, information and error messages regarding the filtering states and the
pafferns are prinfed in the agent. log file. The following lines are excerpts from the agent. log file. This
shows an instance when the user defined an invalid regex in the exclude pattern:

[2017-03-24 16:07:54,485][INFO J[defaultcomarcsightagentloadable_CustomEventsRegexFilter]
[init] CustomEventsRegexFilter Initialized: Filtering Enabled =true, Exclude Regex =remote_peer._
ip\s+\is\s+\d+\d+\d+\d+, Include Regex =

[2017-03-24 16:07:54,485][ERROR][defaultcomarcsightagentloadable_CustomEventsRegexFilter]
[init] Unable to compile custom filter exclude regex=remote_peer_ip\s+\is\s+\d+\d+\d+\d+

[2017-03-24 16:07:54,500][INFO J[default.comarcsightagentloadable_CustomEventsRegexFilter]
[init] Events Filtering Disabled Due to Synfax Error in User Defined Regex
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Connector Network and Zone Configuration

Network Model: Networks and Zones

A network model is a set of networks with its parficular zones. The zones, unlike the networks, do not
overlap. Since destinations can have different network models, a connector can setf specific zones when
sending fo multiple destinations. Consequently, the network model data for each destination must be kept
separately as well as the components in the desfination-specific event flow.

The network model comes from:

e 35o0rlater ESM :used for ESM destfinations, non-ESM destinafions (if there is an ESM and the AUP
Master feature is in use).

e An ArcMC-pushed Network Model.

The networks.csv and zones.csv files described below are for the latter option (ArcMC). For ESM network
models, see the Micro Focus Security ArcSight ESM Administrator”s Guide available af:
https:;//community softwaregrp.com/t5/ESM-and-ESM-Express/tkb-p/esm/label-name/esm%206.11.0.

Networks CSV:

The networks.csv file definesthe networks used in the zones.csv file.

Tip: While creating zones, enter the exact URI for each network. Any zones connecfed to unknown
networks (or most likely fo networks incorrectly specified) cannot be used.

Add the Network:

1 Add the header, like in the following example: #Type,Name, Parent Group URI,Customer URI
with no extra spaces. The code only folerates a difference in upper and lower cases.
a. Firstcolumn:Name it "Global™" or "Network" Global mustappear af least once. The Network
field is used to define other networks.

b. Second column: Add a name for each network.
¢ Third column: Name the URI of the parent group in the network URI hierarchy.

d. Fourth column: (Optional) When no additional information is entered, add a comma after the
parent group URI, then all the rows can show four columns. This column must be blank for lines
with Global in the first column, and can be blank for lines with Network in the first column. If the
field is not blank, the value is displayed in the customer's URI field. Any events that do not have
this specific value in the customer's URI field are not considered by the network (or the zones
within it).

The order of the networks depends on how the non- global (user) networks are displayed.
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Zones CSV:

The zones.csv file definesthe zones within the networks already populated in the networks.csv
file Thefileis dividedinfo 5 columns and each row defines a zone. Add the Zones:

1. Addthe header like in the following example: #Name, Start Address,End Address,Parent
Group URI,Network URI with noexfraspaces. The code only folerates a difference in upper and
lower cases.

a. First column: Define the name of the zone.

b. Second column: Name the sfarfing IP address in the range.

¢ Third column: Name the ending IP address in the range. It can either IPv4 or IPvé aslong as it the
same fype of the starfing IP address in the previous column.

d. Fourth column: Label the URI of the parent group in the zone URI hierarchy. This is the first part
of the zone URL.

e Fifth column: Add the network URI to define its corresponding zone. It must be an exact match, the
concatenated URI from a network defined in the networks.csv file (the third column and
second column, concatenated, in one row of the file).

Note: Events with addresses that fall outside the zones defined by the network model cannot be
changed, so defining a network model does not necessarily affect all events.

Todiscard incoming zones and apply new ones (where applicable), go to Destination Seffings < Nefwork
Group < Population Mode and set your SmartConnector 1o "Rezone (override)" instead of "Normal'. This
action may also be done from ArcMC.

Debugging tips:

o Fromyour destination, search for AddrBasedSysZonePopRows and AddrBasedUsrZonePopRows
in get status results or check the logs in logStatus. Look for errors and consider the time range in
which the network model was pushed, or when the connector was starfed.

For addifional information on ArcMC network models, go to Chapter 7: Managing Configuration of Micro
Focus Security ArcSight Management Center Administrator s Guide available at:

https:;//community softwaregrp.com/t5/ArcSight-Management-Center-ArcMC/tkb-p/arcsight-
management-center.
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Global Event ID Feature

About

Global Event ID is an optional feature that can be enabled by updating cerfain parameters. Ideally, each
event passing through an ArcSight product should be assigned a Global Event ID.

Global Event IDs follow a sequential order that can register up to one million instances per second. Previous
SmarfConnecfor versions must be upgraded so that the events are properly assigned with Global Event
IDs. Global Event IDs cannot be unassigned.

Global Event IDs cannot be encrypted.

Global Event ID Parameters:

Users can assign a Unigue Generator ID while sefting up the SmartConnector in silent mode. The new
parameter 'gi' differences the Generator ID from the one in the silent femplate:

arcsight agentsetup -c -i silent -f <silent template> -gi <generator id >

When not provided, connectors, simply do not have a Generator ID and the Global Event ID is zero.

Unique Generator ID

A unigue Generator ID is required for connecfors fo generate unique Global Event IDs.

The valid Generator ID valueis 1 to 16383.

Note: Infernal and audit events may be generated in a destination or in a connector. Therefore, each
of them are unique events with unique Global Event IDs. If an internal or audit eventis duplicated, the
Global Event ID and the Event ID will be the same.

Procedure

Updating a Unique Generator ID

1 Gotoagentproperties and enfer agentgenerator.id=<unique_generafor_id>

Enabling the Global Event ID Feature

Toenable the Global Event ID Feature:
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Fresh Standalone Instfallation

1. Setthe Generator ID. From Global Parameters, go to the field Unique Generator ID and enter a valid
value.

The wizard continues with expected connector configuration.

If a value is not entered:

a. The Global Events ID generated by the connector sets zero as the default value.

b. The connector wizard displays a message, indicating that the Generator ID has not been set.

¢ Theagentlog displays a message, indicating that the Generator ID has nof been set

ArcMC Managed Connectors

ArcMC can automafically assign a Generator ID fo the connector, for more information, see the ArcSight
Management Center Administrator's Guide.

If the ArcMC is not configured fo automatically create a Generator ID, users can manually add the
Generator ID.

1. Before adding the connector fo the ArcMC, go fo agent.properties and enter valid value.

Follow this formatagentgenerator.id=<generator_id>.
Upgrading the Connector

Local Upgrade
1. Add the property agentgenerator.id. Go to agent.properties and enter a valid Unique Generator ID.
Follow this format: agentgenerator.id=<generafor_id>
Remote Upgrade from ESM

When upgrading from ESM a SmartConnector version that does not support Global Event ID to a version
that supports the feature, users may decide whether to enable the Global Event ID feature or noft. If yes;

1. Before the upgrade, from agent.properfies, enter agentgenerator.id=<generafor_id>

If the property is nof enfered, a message is displayed, indicating that the Global Event ID is zero.

Remote Upgrade from ArcMC

When upgrading from ArcMC a SmartConnector version that does not support Global Event ID to a version
that supports the feature, users may decide whether to enable the Global Event ID feature or not. If yes:

1. ArcMC can automatically assign a Generator ID fo the connector, for more information, see the
ArcSight Management Center Administrator's Guide.
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2. Incase your ArcMCis not supporting Global Event ID yet, go to agent.properties, enter
agentgenerator.id=<generatfor_id>.
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ArcSight produced two solutions for the central management of multiple connecfors: Connector Appliance
and ArcSight Management Center. Connector Appliance is an ArcSight legacy product that enabled central
management and moniforing of multiple connectfors. Its successor, ArcSight Management Center
(Management Cenfer) includes all of the Connector Appliance management functionality, butifs
capabilities alsoinclude management and monitoring of an additional range of ArcSight products, such as
Loggers and other ArcSight Management Centers. Management Center features a web-based user
interface fo enable the management of local or remote connectors.

For specificinformation on the operation of Management Center, see the Micro FocusArcSight
Management Center Administrator’s Guide.

Connectors that forward events to ESM can be managed using the Console, so Management Center is not
required if all connectors have ESM as their only destination. However, Management Cenfter is very useful
when connectors target multiple heterogeneous destfinations (for example, when Logger is deployed along
with ESM), in a Logger-only environment, or when a large number of connectfors are involved, such asin a
MSSP deployment.

Management Center connectfors are grouped in confainers. Each container is a Java Virtual Machine (JVM)
that can contain multiple connectors.

Managing Connectors on Management Center

Management Center manages three types of connectors:

e 'Local (on-board) Connectors" below
e 'Remote Management Center Connectors' on the next page

o 'Soffware-Based Connectors' on the next page

| ocal (on-board) Connectors

Management Centerincludes multiple confainers and on-board connectfors. The manager interface can be
used fo manage these local connectors as well as remote connectors.

Note: Busy on-board connectors may impact the performance of the Management Center web-based
interface.
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Remote Management Center Connectors

Management Cenfercan manage connectors on remote Management Centers, as well as other ArcSight
hardware solutions such as Logger.

Software-Based Connectors

Previously-installed, software-based connectors can be remotely managed by some Management Center
models, but the remote management feature is disabled on software connectors by default

Note: You do not need fo do the following processes for ESM or Express. These processes are only
done for SmartConnectors running as a service, not for standalone SmartConnectors because they
cannot be restarted automatically.

To manage soffware-based connectors with Management Center, you need fo enable remote management
on them. Add the following property to the user/agent/agent.properties file in the installation
directory of each connector that you want to manage with Management Cenfter:

remote.management.enabled=true
Restart the connector for property changes to take effect.

You can also customize the port on which the connector will be listening. By default, this port is set o 9001,
but it can be changed by adding the following property fo user/agent/agent.properties:

remote.management.listener.port=9002
In the example above, the connector listens on  port 9002.
Caution: Only fifth-generation connectors support remote management, so you will need connector

build 4855 (4.0.5.48780) or later fo use this feature. Remote Managemenft is not supported on
connectors running AIX: This limitation is due to elements within the AIX platform.

Tip: Multiple software-based connectfors installed on the same host require a separate port
assignment. The default port for connectors is 9001, so the second connector installed on the same
host should use an alternate port. Micro Focus recommends using port 9002, 9003, 9004, and so on.

For a complete list of all connectors supported by Management Center, see the Management Center
Release Notes. You can also visit the Community site at https://community.softwaregrp.com/t5/ArcSight/ct-
p/arcsight. ArcSight adds new connectors regularly.
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Login Credentials for Software-Based Connector Remote Management

Login credentials are required for soffware-based connector remote management. Each connector ships
with default credenftials, which are provided below. The username cannot be changed. To change the
default password, administrators can refer to'Changing Container Credentials" in the ArcSight
Management Center Administrator's Guide.

Note: Load Balancer only works with connectors that use default remote management user name and
password values.

Verify with your administrator what are the correct credentials for your environment.
The default connector remote management credenfials are:

e Username: connector_user

e Password: change_me

Choosing a Deployment Scenario

Management Center can be deployed wherever connectfors are needed, providing the following benefits:

o Connector management without ESM (thatis, Logger-only environments)
e Remote control of runfime parameters, such as bandwidth control
o Centralized connector upgrade management and control

o Cenftralized froubleshooting of specific connectors

ArcSight Logger

Logger receives events from and sends fo connectors, but lacks the depth of connector management
found in ESM.

A Logger-only deployment benefits from Management Center in many ways, and provides most, but not
all, of ESM's management function (for example, it does not contain the filter designer). Management
Cenfter also offers features that ESM does not, such as bulk operations (enabling control of many
connecfors af one fime).

Management Centeralso can configure connectors with failover destinations, providing central failover
confrol when redundant Loggers are deployed for this purpose. All or some connectfors can be configured
fosend events fo a second Logger or to an evenft file in the case of communication failure with the primary
destfination.

For more detailed information about Logger, see "ArcSight Logger SmartMessage (encrypted) Destination’
on page 91
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ArcSight ESM

Deploying Management Center in an ESM environment centralizes connector upgrade, log management,
and other configuration issues. For more information, see "ArcSight Manager (encrypfed)' on page /6.

ESM and Logger

Management Centercentralizes confrol when events are sent o ESM and Logger simultaneously. In one
scenario, all events are sent fo Logger while only high-value events are sent fo ESM (for further analysis,
for example). In another scenario, all events are sent fo both, but Logger implements a longer retention
policy.

Although each connector has specific destination parameters, Management Center allows for “bulk”
management, eliminating the need to manually access each remote connector host to add or change
destinations.

For detailed information and instructions for using Management Center, see the Micro Focus ArcSight
Management Center Administrator’s Guide.
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This chapter provides information about configuring a connector to send events to one or more
destinations. A destination is a Manager or device thaf can receive events from a particular connector. In
addition fo the selections displayed during connector configuration explained below, events can be sentf to
additional or failover desfinations.

Connector Destinations

During connector installation, you are asked to select a destination for the events collected by the
connector. The following window shows the destination selections:

[omewsay g

Enter the type of destination

<X ArcSight

Configure

(@) ArcsSight Manager (encrypted)

(7) ArcsSight Logger SmartMessage (encrypted)

(7) ArcSight Logger SmartMessage Pool (encrypted)
) CEF File

() Event Broker

(") CEF Syslog

(") CEF Encrypted Syslog (UDP)

(T CsV File

() Raw Syslog

< Previous ] P Next> [ Cancel

ArcSight Manager (encrypted)

This is the main destination used. When connectors send events to a Manager, the Manager stores the
eventsin a relational dafabase, processes them using its correlation engine, and makes them visible to the
Console or Web interfaces. See "ArcSight Manager (encrypted)' on page 76 and the Online Console Help
for complete information.

For instructions about setting up FIPS with ESM and SmartConnectors, see Configuring FIPS for ESM and
SmartConnectors on https;//community.softwaregrp.com/t5/ArcSight-Knowledge-Base-
Arficles/Configuring-FIPS-for-ESM-and-SmartConnectors/ta-p/1588695.

Micro Focus Connectors (7.13.0) Page 72 of 162


https://community.saas.hpe.com/t5/42467/Configuring-FIPS-for-ESM-and-SmartConnectors/ta-p/1588695
https://community.saas.hpe.com/t5/42467/Configuring-FIPS-for-ESM-and-SmartConnectors/ta-p/1588695

SmartConnector User Guide
Chapter 6: Connector Destinations Overview

ArcSight Logger SmartMessage (encrypted)

Connectors can send CEF events to Logger using an encrypted, optionally compressed channel called
SmartMessage. Logger also can receive CEF syslog events from connectors. For more information, see
"ArcSight Logger SmartMessage (encrypted) Desfination" on page 91"

ArcSight Logger SmartMessage Pool (encrypted)

You can specify a pool of logger devices as a single destfination while the events are distributed among the
loggers in the pool. Each “Batch” of events processed by the connector is sent fo the next logger in the pool
in a round-robin fashion. See "Configuring a Logger Pool Destination" on page 98 for more information.

CEF File

This selection allows you to capfure security events in a Common Event Format (CEF) file rather than
forwarding them fo a Manager.

For more detailed information, see "CEF Destinations' on page 102.

Transformation Hub

This selection sends events in Common Event Format (CEF) or binary to an Transformation Hub fopic.
Once events are in Transformation Hub, any number of applications can retrieve them.

The AUP Master Destination and Filter Out All Events should be sef fo True for ESM. See ArcSight
Manager (Encrypted).

For insfructions about setfing up FIPS with Transformation Hub and SmartConnectors, see Configuring
FIPS for Transformation Hub and SmartConnectors on Configuring FIPS for Transformation Hub and
SmartConnectors.

For instructions about configuring TLS between Transformation Hub and SmartConnector, see
Configuring TLS between Transformation Hub and SmartConnector on
https://community.softwaregrp.com/t5/ArcSight-Connectors/tkb-p/connector-documentation.

For more detailed information, see "Transformation Hub" on page 103,

CEF Syslog

This selection sends events in Common Event Format (CEF) (converted fo bytes using the UTF-8 character
encoding), and provides three protocol options: UDP, TCP, and TLS.
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TCP and UDP can be used fo send to Logger (TLS cannot be used for this purpose). Data received using
these profocols are received using a TCP or UDP Receiver. One such receiver can receive from more than
one connector. TCP and UDP can also be used to send fo a Syslog Daemon connector.

The TLS protfocol establishes a secure channel and allows for one-way or two-way authentication. If the
TLS protocol is chosen, the events can be received by the Syslog NG Connector.

For more details about this destinafion, see "CEF Destinafions' on page 102. For more defails regarding the
Syslog NG Connector, see the SmartConnector for Syslog NG Daemon.

CEF Encrypted Syslog (UDP)

This destination sends events in Common Event Format (CEF) through the UDP protocol, providing
symmetric-key encryption. This option allows for a “Shared Secret” key that requires configuration fo
encrypt the data. This data can be decrypted on the receiver side by the CEF Encrypted Syslog (UDP)
connector.

For more information on this destination, see "CEF Destinations" on page 102. For more details on how fo
decrypt the data, see the SmartConnector for ArcSight CEF Encrypted Syslog (UDP).

CSV File

This selection lets you capture events a connector normally would send to the Manager into a CSV file. This
is an advanced fopic; typical ArcSight configurations do not require the use of external files to communicate
events fo the Manager. For more information, see 'CSV File Destination" on page 111.

Raw Syslog

This destination sends raw syslog events through the UDP, TCP, or TLS profocol. This destination is used
with the connector for Raw Syslog Daemon fo collect raw, unparsed evenfts for further processing. For more
detailed information, see "Raw Syslog Destination" on page 114 If you are transporting data to ArcSight
Logger, you can use specific configuration parameters to provide minimal normalization of the syslog data
(for source and timestamp).

Note: Connections fo Qualys Cloud Platform require TLS 1.1 or higher.

Appendix 6: Add Destinations

Connectors send a copy of events fo each additional destination for which itis configured. Additional
destinations can be useful, for example, when you have a development ArcSight environment working in
parallel with your production environment and you want fo fest rules and reports. You can configure
multiple destinations and also have failover destinations for when the primary destination is unavailable.
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In such cases, you can configure the connector fo send alerts to both your production Manager and your
development Manager to be able to view real-fime event flows on both systems. Because the desfinations
are independent, you do not compromise the events sent fo the production Manager. For more information
on how to add, refer fo "Add, Modify, or Remove Destinafions" on page 47/.

Failover Destinations

Each connector destinafion can have a failover destinatfion that receives security events from the connector
for which itis configured. The failover activates when the primary destination (such as an Manager)is not
available (as when a network problem occurs) or is not keeping up with incoming events. These events are
backed up fo the failover destination. The connector also, when possible, caches the events and resends
them fo the primary destination when flow is restored.

A failover destfination is not active when the primary destination is available, so the reports and replay
features within the secondary Manager could contain incomplete information. This feafure performs as a
real-time alternative for severe problems with the primary destination. Refer to Add a Failover for more
information.
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Chapter /: ArcSight Manager Destination

This chapter describes the ArcSight Manager (encrypted) destination.

ArcSight Manager (encrypted)

When connectors send events fo an ESM Manager, the ESM Manager sfores the events in a relational
database, processes them using its correlation engine, and makes them visible to the Console or Web

infterfaces.

1. Select a desfination for the destination you are adding. See "Connectfor Destinations' on page 72 fo

view the options.

2. Click Next to enter the desfination parameters.

<« Connector Setup

<L ArcSight

Configure

Enter the destination pararneters

Manager Hostname |

443

Manager Port

User |

Password |
AUP Master Destination |false 'l

Filter Out All Events False: -I
Enable Demo CA false I

[ [0Ix]

< Prewious | Mext = I

Cancel
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Parameter Description

Manager This is the localhost name, IP address, or fully-qualified domain name of the machine where the ArcSight

Hostname  Managerisinstalled. This name is what all clients (such as ArcSight Console) specify to falkto the Manager.
Using a host name and especially a fully-qualified domain name instead of anIP address is recommended for
flexibility.

The Manager host name is used to generate a self-signed certificate. The Common Name (CN)inthe
certificate is the Manager host name that you specify in this screen. Although the Manager uses a self-signed
certificate by default, you can switch to using a CA signed certificate if needed See the ESM Administrator's
Guide for more information.

Manager 8443
Port

User Enter avalid ESM User name.
Password Enter the password for the ESM user.

AUP Default: false. A connector cansend events to ESM and non-ESM destinations simultaneously. In this
Master configuration, it is helpful to use the AUP Master Destination feature. See ArcSight Content AUPS for more
Destination information.

Note: Set this to True for ESM to use zone information from the Manager for non-Manager
destinations, such as SmartMessage (Logger) or Transformation Hub.

Filter Out  Default false If AUP Master Destination is set to true, you may or may not want o send this connector's

All Events cventstothat Manager. If the Manager should not get the events, sef this fo true Inthat case the manager
willonly be used as a source of zone information. An example of when this would be a useful case is if the
connector is sending events to the Transformation Hub, and ESM is reading those events from there.

Enable Default: false

Demo CA : ) ! . : .
The ArcSight Manager host name is used to generate a self-signed certificate during ArcSight ESM

installation. The Common Name (CN) in the certificate is the Manager host name that you specified during
ESMinstallation.

Do not use demo SSL certificates in production. Make sure when switching that you remove the demo CA
from cacerts on all SmartConnectors and ArcSight Consoles.
Click Next. You will see the Performing add desfination details.
4 Click Next to continue.

The certificate import window for the ArcSight Manager is displayed. Select Import the certificate to
the connector from destination and click Next. (If you select Do not import the certificate to
connector from destination, the connector installation will end.)
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[ e G

Following certificate will be imported into connector trust store:

é: ArcSight Host/port: ‘

Details: CN=15.20 478, OU=ESM, O=Arcsight, L=95014, ST=CA,
c=US
Configure syslogD40514

® Import the certificate to connector from destination

! Do not import the certificate to connector from destination

[ < Previous ] [ Mext = I [ Cancel ]

6. You will see the dialog box with information about the connector(s) that have been updated and the
primary destinatfion. Click Next fo continue.

7. Click Exit to complete the installation.
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Chapter 8: Configuring Destination Settings

Affer configuring SmartConnector to send events, you can configure their operafion further through the
seftings listed in Modify Destination Settings section. The details for the selections are provided in the

following tables.

The following table shows the configurable settings.

Configurable Settings
Name Field Value Field
Batching SmartConnectors canbatch events foincrease performance and optimize network bandwidth. When

Enable Batching
(perevent)

Enable Batching
(inseconds)

Bafch By

Time
Correction

Use Connector
Time as Device
Time

Enable Device
Time Correction
(inseconds)

Enable
Connector Time
Correction(in
seconds)

Micro Focus Connectors (7.13.0)

activated SmartConnectors create blocks of events and send themwhen they either (1) reach a certain size
or (2) the time window expires. You canalso prioritize batches by severity, forcing the SmartConnector to
sendthe highest-severity event batches first and the lowest-severity event batches later.

Create batches of events of this specified size (100, 200, 300, 400, 500, or 600 events). The default is 100.

Caution: You could potentially lose data with batch sizes 500 and 600. Contact Customer Support before
using 500 or 600 batchsize.

The SmartConnector sends the events if this time window expires (1, 5, 10, 15, 30, 60).

Defaulfis 5.

This is Time Based if the SmartConnector should send batches as they arrive (the default) or Severity
Based if the SmartConnector should send batches based onseverity (batches of Highest Severity events
sent first).

The settings in this group provide severalways to fix problems with devices that do not report the time
correctly.

(No | Yes) Override the fime the device reports andinstead use the tfime at which the connector received the
event. This opfionassumes that the connector is more likely fo report the correct fime.

Default is No.

The SmartConnector can adjust the fime reported by the deviceReceiptTime field, using this setting.
This is useful when a remote device's clock isn't synchronized with the ArcSight Manager. This shouldbe a
temporary setting. The recommended way fo synchronize clocks between Manager and devices is the NTP
protocol This parameter also affects the startTime andendTime fields.

Defaultis O.

The SmartConnector can also adjust the time reported by the Connector Time SmartConnector itself, using
this sefting. This is for informational purposes only and lets you to modify the local fime onthe
SmartConnector. This should be a tfemporary setting. The recommended way to synchronize clocks between
Manager and SmartConnectors is the NTP protocol.

Defaultis O.
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Configurable Settings, continued

Name Field

Set Device Time
Zone To

Device Time
Auto-
correction

Future Threshold

Past Threshold

Device List

Time Checking

Future Threshold

Past Threshold

Frequency

Cache

Cache Size

Notification
Threshold

Notification
Frequency

Micro Focus Connectors (7.13.0)

Value Field

(Disabled | < TimeZone>) (Default is Disabled) Ordinarily, it is presumed that the original device is reporting
its fime zone along with its time. And if not, it is then presumed that the SmartConnector is doing so. If this is not
frue, or the device isn't reporting correctly, you can switch this option from Disabled o GMT or to a particular
world fime zone. Select from the options available in the drop-down list. That zone is then applied fo the tfime
reported.

Select from the fime spans to do device-fime auto-correction.

The connector auto-corrects if the detect time is greater than the connector fime by Future Threshold
seconds. If either or both of the future and past thresholds are negative, auto-correction is disabled.

Defaultis -1.

The connector auto-corrects if the detect time is earlier thanthe connector fime by Past Threshold seconds.
Defaultis -1.

A comma-separated list of the devices to which the thresholds apply.

The default, (ALL) means all devices.

The number of seconds by which to extend the connector's forward threshold for time checking. Default is 5
minutes (300 seconds).

The number of seconds by which o extend the connector's rear threshold for time checking.

Defaultis 1 hour (3600 seconds).

The SmartConnector checks ifs future and past thresholds at intervals specified by this number of seconds.
Default is 1 minute (60 seconds).

Changing these settings does not affect the events cached, it only affects new events sent to the cache.

SmartConnectors use a compressed disk cache to holdlarge volumes of events when the ArcSight Manager is
down or whenthe SmartConnector receives bursts of events. This parameter specifies the disk space to use.
The default is 1 GB which, depending on the connector, can hold about 15 million events, but it also cango
downto 200 MB. Whenthis disk space is full the SmartConnector drops the oldest events fo free up disk
cache space. Select from the optfions available in the drop-down list.

Defaultis 1 GB.
The number of events in the cache that triggers a notification.

Defaultis 10,000 events.

How oftento send notifications when the notification threshold is reached. Select from the options available in
the drop-down list.

Defaulftis 10 min.
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Configurable Settings, continued

Name Field

Maximun File
Count

Network

Hearfbeat
Frequency

Enable Name
Resolution

[Pv6 Name
Resolution
Control

Name Resolution
TTL (secs)

Wait For Name
Resolution

Name Resolution
Host Name
Options

Name Resolution
Domain from
Email

Micro Focus Connectors (7.13.0)

Value Field

The value sef in the user properties represents the maximum number of cache files that guarantees no
events dropping, and not the actual amount of cache files created for ingestion. Basically, cache enfersin
Event drop mode after the number of cache files reaches the limit set. Alternatively, when the number of
cache files reaches double the amount set, caching enters into File drop mode.

This setting controls how often the connector sends a heartbeat message to the ArcSight Manager. The
default is 5 seconds, but it can go from 5 seconds to 10 minutes Note that the heartbeat is also used to
communicate with the SmartConnector; therefore, if its frequency is set to 10 minutes, then it could take as
much as 10 minufes to send any configuration information or commands back to the SmartConnector. Select
fromthe options available in the drop-down list.

Defaultis 10 seconds.

(No| Source/Dest only | Yes) The SmartConnector fries to resolve |P addresses to host names, and host
names o IP addresses, if the event rate allows it and if required. This setting controls this functionality. The
Source, Target and Device IP addresses and Hostnames may also be affected by this sefting. The
Source/Dest Only choice means that the device address and device host name fields are ignored for name
resolufion.

Defaultis Yes.

o IPv4 Only for Legacy Events (default)
o |Pv6 (Prefer IPv4 for reverse resolution) for Legacy Events
o |Pv6 (Prefer IPv6 for reverse resolution) for Legacy Events

This is the amount of fime (Time to Live) the name resolufionis o be in effect. The name resolution entries are
cached for this fime (default is 3600).

(Yes|No)Ifset to Yes, the SmartConnector waits for name resolution to be completed When Yes is selected,
event processing might be slowed down significantly and even cause lost events.

Default is No.

« Set host name only (default)

e Sethostname only (lowercase)

e Setf host and domain names

o Sef host and domain names (lowercase)

For reverse resolufion (IP Address fo Host name), only the host name field is set. If host name only is not used,
the host name is split upand put info both the DNS domain and the host name fields. This affects the source,
destination, device and agent address. If one of the (lowercase) choices is made, then the name is changed to
lowercase before it is put info the host name (and possibly DNS domain) field(s).

(Yes| No) If set to Yes, the host name and DNS domain fields are empty, and the corresponding user name
field appears as ane-mail address, then the domain from the e-mail address is put in the DNS domain field. This
only affects the source and destination fields.

Defaultis Yes.
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Configurable Settings, continued

Name Field
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Host Names
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Ranges
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To

Transport Mode

Cache Mode
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Value Field

(Yes| No) If sef fo Yes and the host name fieldis sef to an IP Address that matches the corresponding IP
Address field, then the host name field is cleared. This affects the source, destination, and device fields.

Defaultis Yes.

(Yes| No)Ifset to Yes, host names that remain unresolved are setf to IP addresses.

Default is No.

By default, host names are resolved to their IP addresses. You have the option to specify a regular expression
for all or part of a host name for which you do not want the system to attempt host name resolution to an IP
address.

When this option is configured, the system cannot resolve host names matching this expression.

By default, IP addresses are resolved fo their domain names. You have the optionto specify IP address ranges
for which you do not want the system to attempt reverse-resolution to domain names.

Clickinthe fieldto enter the IP address range. To enter a single IP address, enter the address under the From
columnandleave the To column blank, then click Apply. For anaddress range, enfer the starting IP address
under From and the ending address under To, then click Apply. This field lets you to enter a list of ranges.

When this option is configured, the system cannot reverse-resolve IP addresses that fall withinany of the
specified ranges.

(Yes| Yes (w/ negative cache) | No) If set to N, unresolvable host names or IP addresses continue to be in
the cache. If set to Yes, unresolvable host names or IP addresses are removed from the cache. If set fo Yes
(w/negative cache), the connector remembers what names/IPs have been unresolvable so that time is not
wasted trying fo resolve them frequently.

Default is No.

Select from a list of bandwidth options you can use to constrain the connector's output over the network.
Select from the options available in the drop-down list.

Default is Disabled.

(Normal | Cache | Cache but send Very High severity events). You can configure the SmartConnector to
cache todisk allthe processed events it receives. This is equivalent to pausing the SmartConnector. However,
you can use this setting to delay event-sending during particular fime periods. For example, you could use this
setfing fo cache events during the day and send them at night. You can also sef the connector to cache all
events, except for those marked with a very-high severity, during business hours, and send the rest at night.

Defaulf is Normal.

(Normal | Dropif Dest Down) This optionis meant to be used ona primary destination to control the caching
behavior of the primary destination when it is down, and the connector starts sending events fo the failover
destination. Inthe Normal mode, events are cached and sent to the primary destination when it comes back
up. Inthe Dropif Dest Down mode, the events are not cached and dropped and therefore not sent to the
primary destination when it becomes available again.

Defaulf is Normal.
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Configurable Settings, continued

Name Field
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Zone Population
Defaults Enabled
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Zone Population
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Field Based
Aggregation

Time Interval

Event Threshold
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Value Field

(Yes | No)If Yes, the default zones built info the connector will be used to assign zones. These zones are only
used ifa network model has not been sent by ESM or ArcMC, or if that network model does not cover some
addresses. If the Address-Based Zone Population setting (below) is specified, you may want to change this to
No.

Defaultis Yes.

If specifiedin setup or ArcMC, this is a comma-separated list that must confaina multiple of three items. The
first of each three is the starting IP address of a zone, the second is the ending IP address of the zone, and the
thirdis the URI of the zone to assign o addresses in that range. These zones are only used if a network model
has not been sent by ESM or ArcMC, or if that network model does not cover some addresses. If Address-
Based Zone Population Defaults Enabled is set to Yes, the zones specified here take precedence over those.

For example for two zones this could be: 15.0.0.0,15.255.255.255,/All Zones/ArcSight System/Public
Address Space Zones/Hewlett-Packard Company,17.0.0.0,17.255.255.255 /Al Zones/ArcSight
System/Public Address Space Zones/Apple Computer Inc.

(Normal | Rezone (override) | No Zoning (clear)) Setting to Normal means zones are computed and assigned,
if not already set. Rezone (override) re-computes and re-assigns already populated zones. No Zoning (clear)
clears the zones, if already populated.

Default is Normal.

Applies the given customer URI to events emanating from the connector. Provided the customer resource
exists, all customer fields are populated onthe ArcSight Manager. If this partficular connector is reporting data
that might apply o more than one customer, you can use Velocity tfemplates in this field to conditionally
identify those customers.

Field-based aggregationimplements a flexible aggregation mechanism; two events are aggregatedif only the
selectedfields are the same for both events.

Note: Field-based aggregation creates a new alert that contains only the fields that were specified, so the rest
of the fields are ignored, unless “Preserve Common Fields” is set to “Yes"”.

SmartConnector aggregation significantly reduces the amount of data received, and should be applied only
when you use less thanthe total amount of information the event offers. For example, you could enable field-
based aggregationtoaggregate "accepts” and'rejects" ina firewall, but you should use it only if you are
interestedin the count of these events, instead of all the information provided by the firewall.

Choose a fime inferval, if applicable, to use as a basis for aggregating the events the connector collects.
Aggregation fime infervaland threshold seftings need to both be set in order for the aggregation to be
enabled Select fromthe options available in the drop-down list.

Default is Disabled.

Choose a number of events, if applicable, to use as a basis for aggregating the events the connector collects.
This is the maximum count of events that can be aggregated; for example, if 900 events were found to be the
same within the time inferval selected (for example, contained the same selectedfields)and you select an
event threshold of 500, you thenreceive two events, one of count 500 and another of count 400. This option
is exclusive of Time Interval Select fromthe options available in the drop-down list.

Default is Disabled.

Page 83 of 162



SmartConnector User Guide
Chapter 8 Configuring Destination Settings

Configurable Settings, continued

Name Field
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Value Field

Choose one or more fields, if applicable to use as the basis for aggregating the events the connector collects.
The resulf is a comma-separated list of fields to monitor.

Choose one or more fields, if applicable, to use as the basis for aggregating the events the connector collects.

If specified, this set of numeric fields is summed rather than aggregated, preserved, or discarded. The most
common fields fosumare bytesInandbytesOut. Note thatifany of the fields listed here are also in the list
offield names to aggregate, they are aggregated and not summed.

(Yes|No) Choosing Yes adds fields to the aggregated event if they have the same values for each event.
Choosing Ne, the default, ignores non-aggregated fields inaggregated events.

Filrer Aggregationis a way of capturing aggregated event data fromevents that would otherwise be
discarded due toanagent filter. Only events that would be filtered out are considered for filter aggregation
(unlike Field-based aggregation, whichlooks at allevents).

Choose a time interval, if applicable, to use as a basis for aggregating the events the connector collects. It is
exclusive of Event Threshold. Select from the options available in the drop-down list.

Default is Disabled.

Choose a number of events, if applicable, to use as a basis for aggregating the events the connector collects.
This is the maximum count of events that can be aggregated; for example, if 900 events were found to be the
same withinthe time inferval selected (for example, contained the same selected fields) and you select an
event threshold of 500, you thenreceive two events, one of count 100 and another of count 400. This option
is exclusive of Time Interval. Select from the options available in the drop-down list.

Default is Disabled.

(Optional) Choose one or more fields, if applicable, To use as the basis for aggregating the events the
connector collects.

(Yes| No) Some devices containa raw event that can be capturedas part of the generatedalert. If that is not
the case, most connectors canalso produce a serialized version of the data stream that was
parsed/processedto generate the ArcSight event. This feature allows the connector to preserve this
serialized'raw event" as a field in the event inspector. This feature is disabled, by default, since using raw data
increases the event size and therefore requires more database storage space.

You canenable this by changing the Preserve Raw Event setfing. Ifyou choose Yes, the serialized
representation of the "Raw Event" is sent to the selected destination and preservedinthe Raw Event field

Default is No.

Note Whenselecting Aggregrate Events the Preserve Raw Event feature is disabled.
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Configurable Settings, continued
Name Field Value Field

Turbo Mode Ifyour configuration, reporting, and analytic usage permits, you can greatly accelerate the transfer of a
sensor's event information through SmartConnectors by choosing one of fwo "tfurbo’ (narrower data
bandwidfh) modes.

Complete s the default fransfer mode, which passes all the data arriving from the device, including any
additionaldata (custom, or vendor-specific). This corresponds foturbo.enabled=false onthe
Manager. Since this value is not the default, be sure to add this property to the Manager's <ARCSIGHT_
HOME > /config/server.properties file. After making changes tothis file, you need torestart the Manager.

The first level of Turbo accelerationis called Faster and drops just additional data, while retaining all other
information. The Fastest mode eliminates all but a core set of event aftributes, in order to achieve the best
throughout. Consider the possible effects such a restricted data set might have froma given device (for
example, onreports, rules, threat resolution) before selecting it.

The specific event attributes that apply o these modes inyour enterprise are defined in the <ARCSIGHT_
HOME > /config/server.default.properties file for the ArcSight Manager. Because these properties may have
beenadjustedin the corresponding server.properties file for your needs, you canrefer fo this
server.properties file for definitive lists. Refer to the ESM Administrator's Guide, topic on “Managing and
Changing Properties File Settings” for details.

Only scanner SmartConnectors must run in Complete mode, to capfure the additional data.

Note: SmartConnector Turbo Modes are superseded by the Turbo Mode in use by the ArcSight Managers
processing their events. For example, a Manager set to Faster cannot pass all the data possible for a
SmartConnector that is sef for the default of Complete.

Enable Note: If you have already used this feature for setting up previous SmartConnectors, you can confinue o do
Aggregation(in so. However, ArcSight recommends that you use the new "Field Based Aggregation’ on page 83 feature as a
secs) more flexible option.

Here is the description of the legacy “Enable Aggregation” feature, for those who are still using it:

When enabled Enable Aggregation (in seconds) aggregates fwo or more events on the basis of the
selected time value. (Disabled, 1, 2, 3, 4, 5,10, 30, 60)

Default is Disabled.

The aggregated event shows the event count (how many events were aggregated into the displayed event)
andevent type. The rest of the fields in the aggregated event take the values of the first event in the set of
aggregatedevents.

Limit Event You can moderate the SmartConnector's burden onthe CPU by reducing its processing rate. This canalso be
ProcessingRate  a means of dealing with the effects of event bursts.

The choices range from Disabled (no limitation on CPU demand) to 1 eps (pass just one event per second,
making the smallest demand on the CPU).

Be sure tonote that this option's effect varies with the category of SmartConnector in use, as described in the
SmartConnector Processing Categories table.

Fieldsto Using MD5 hashing, this option lets you to specify a list of fields for obfuscationina security event. InFIPS
Obfuscate mode, SHA-256 s used.
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Name Field
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Value Field

(Disabled| Flex Date 1) This parameter lets you to move the original device receipt fime fo a specified field if
altered by the time correction.

Default is Disabled.

(No | Yes)Ifset to Yes and one of the two fields destination port and application protocolis set, and the other is
not, the one that is set is used to set the other. For example, if the desfination portis 22 and application
profocolis not sef, then the application protocolis set to ssh.

Defaulf is No.

(Disabled | Enabled (orig to ID) | Enabled(orig to ID or Flex) | Enabled(orig fo Add. Data))
Ifset toany of the enabled settings, the two user name fields are automaftically changed to uppercase.
The original values are saved as follows:

« Enabled (orig to ID)saves the original values to the sourceUser!D and destinationUser! D fields,
respectively, overwriting any values that may have been there previously.

« Enabled (orig to ID or Flex) saves the original values in the same fields if they do not already contain
values, or fothe flexStringl (source)and flexString2 (destination)fields if the ID fields do contain
values.

« Enabled (orig to Add. Data) saves the original values to additional data fields called
OrigSrcUsrName andOrigDstUsrName, respectively.

Note The uppercase operationis typically done using the default Locale for the chosen platform. You canset
this to a particular Locale by setting the connector.uppercase.user.name.locale property inagent.properties
tothe desired Locale (using"en_US" for U.S. English, for example).

Default is Disabled.

(Yes|No) Ifthisis set to yes and the destination user name confains commas in the event, this parameter
duplicates that event. Each user name inthe list is placedin one of the events.

For example, if the destination user name inaneventis “User 123, User 456", thenthat event is sent twice,
with the destination user name set to “User 123" inthe first and “User 456" in the second.

Default is No.

(Yes|No)Ifthisis set to yesand an event’s file name field is set but its file path field is not, this parameter splits
the file name info a path anda name, placing each part info appropriate fields.

For example, if the file name fieldis set to C: \dir\file.ext andthefile pathis not set, thenthe file pathis
settoC:\dir andthe file name tofile.ext. The separator character canbe either \ or / as the system looks
tothe SmartConnector to determine ifs platform.

Default is No.
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Configurable Settings, continued
Name Field Value Field

Event Integrity (Disabled | SHA-256 | SHA-1 | MD5 | SHA-512)

Algorith
gortram [fthis is sef to one of the algorithms (such as SHA-256), andthe Preserve Raw Event parameteris

Enabled then additional event integrity infernal events are generated, normally at a rate of about 1 per 50
normal events.

The cryptosignature fieldis also setineach eventinthe format: "#seq(alg) : digest' where seqisa
persistent event sequence number, al g is the message digest algorithm, and digest is the hexadecimal
message digest.

These extra events and the crypto signature field values can be used to verify that no events were tampered
with after generation.

Supporfed algorithms are: SHA-256, SHA-1, MD5, and SHA-512.

Defaulf is Disabled (that is, no algorithm is applied).

Generate (Yes|No) If set o yes and some incoming event data cannot be parsed (perhaps because a device has been
Unparsed Events  upgraded since the SmartConnector parser was written), then a special event named “Unparsed Event”is
generated. The raw event appears inthe event message field.

Ifset toNe, the SmartConnector log files indicate the unparsed events.

Default is No.

Preserve System  (Yes|No)Ifseftoyes, internal systemhealth events are preserved.

Health Events )
SmartConnectors generate system health events that provide information about the systems onwhich they

are installed (for example, disk usage, network memory, JVM memory, percentage of processing of CPU
memory usage, and so forth). By default, these events are not retained or passed on to ArcSight destinations
and, therefore, not available for viewing. Setting this option to yes makes them available in the Console or any
destination like Logger.

Default is No.
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Value Field

(<NumberOfMilliseconds> | -1 (disabled))

Ifset foa <NumberOfMilliseconds>, the selected SmartConnector generates infernal events periodically 1
minute (60000 milliseconds) or greater with the status of the devices for which the connector is receiving
normal events. These events have the name "Connecfor Device Status.”

Enabling periodic device status monitoring events helps monitor both the SmartConnector and device uptime.
Device status monitoring events include this information, if available:

o Event name (Connector Device Stafus)

o Vendor and Product information

e Source Address and Host Name

e ZOne

e Lasteventreceived

o Tofalnumber of events for the device since the connector started
e FEvent counf since last call

Device status monitoring events can be set fo generate every 1 minute (60000 milliseconds), or less
frequently (thatis, a greater number of milliseconds than the minimum).

Ifyou specify less than 60000, you get a warning in the log that the minimumis 60000 milliseconds (1
minute)and the system uses the minimum.

Ifyou enter a non-number in the field, it generates anerror in the log that the value could not be parsed. In this
case, the feature is disabled (andlogged as such).

Insuch cases, there is no indication onthe Console that anything went wrong because there is no way for the
Connector to convey that error.

Some SmartConnectors use Payload sampling o send a portion of packet payload (as opposed tothe
complete payload) along with the original event. This portionis refrieved using the on-demand payload
retrievalinthe event inspector.

You can configure the maximum length of the payload sample using the following values:

e Discard
o 128bytes
e 256Dbytes
e 512bytes
o 1Kbyte

When the Discard optionis chosen, no payload sample is sent inside the original event.

Defaulf is 256 bytes.

(False | True) This feature lets you to mask the non-printable characters in the payload sample.

Default is False.
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Name Field
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Event Definition
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Event Definition

Unknown
Severity Event
Definition

Value Field

Agent severityis the tfranslation of the device severity info normalized values. For example, some connectors
use a device severity scale of 1-10, whereas others use a scale of high, medium and low. These values are
normalized info a single agent severity scale. The default scale is Low, Medium, High, and Very High. An event
canalso be classified as Unknown if the data source did not provide a severity rating.

Filrers for SmartConnectors are exclusive (filter out). Events that meet the connector filtering criteria are not
forwarded to the destination. During SmartConnector set up, you can configure the connector to use filter
conditions that do met pass events to the destination according to specific criteria. For example, you can use
filrers o exclude events with cerfain characteristics or events from specific network devices.

Enter a filter condition to sort for very high severity events.

Enter a filter condition fo sort for high severity events.

Enter a filter condition to sort for medium severity events,

Enter a filter condition fo sort for low severity events.

Enter a filter condition to sort for unknown severity events.

Managing SmartConnector Filter Conditions

Filter condifions to focus the events passed fo the destination according fo specific criteria can be added
during SmartConnector installation and configuration. For example, you can use filters to sort out events
with certain characteristics, from specific network devices, or generated by vulnerability scanners. Events
that do not meet the connector filtering criteria are not forwarded.

See “Managing SmartConnectfor Filter Conditions” in the “Managing SmartConnectors” chapter of the
ArcSight ESM Console User Guide for filters that can be applied through the ESM Console. This guide can
be found on Protect 724 under ArcSight Product Documentation for ArcSight ESM and ESM Express. A
filter applied through the ESM Console only applies to the events sent fo that ESM.

For all other types of destinations, the filter must be expressed in text, as described below. For many
connectfors you can specify filter conditions to narrow the scope of the events fo be processed. For example,
you can write filtering strings such as:

Name EQ “Agent”

(name Contains “Super”) Or (name EQ “Agent”)

attackerAddress Between (“10.0.0.1”, “10.0.0.10”)

Micro Focus Connectors (7.13.0)
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destinationAddress Is “NOT NULL”

The following fable lists usable operators. For more information about data fields, event mappings, and CEF
fields, see the “Data Fields,” “Audit Events,” “Cases,” and “Events” sections in ArcSight ESM User’s Reference.

Usable Operations Description

EQ equalto

NE not equal to

LT less than

LE less than or equalfo

GE greaferthanorequalto

GT greater than

Beftween compares any specified range

ContainsBits equalto, for bitmap fields

In standard CCE operator for membership test
Contains contfains the specified string

StarfsWith starts with the specified string

EndsWith ends with the specified string

Like standard CCE operator for simple pattern matching for string type: _wildcard

for single character, % wildcard for any number of characters

InSubnet for IP address that is not the specified subnet
InGroup for assef in the specified asset category or zone in the specified zone group
Is ftests frue for the selected state, “NULL" or “NOT NULL". Do not use all

uppercase of “Is”.
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ArcSight Logger is a log management solution that is optimized for extremely high event throughout.
Logger logs (or stores) fime-stamped text messages, called events, at high sustfained input rates. Events
consist of a receipt fime, a source (host name or IP address), and an un-parsed message portfion. Logger
compresses raw data, but also can retrieve it in an unmodified form for forensics-quality litigation reporting.
Unlike ESM, Logger does not normalize events.

Multiple Loggers can work together fo support an extremely high event volume. Logger can be configured
as a peer network with queries distributed across all peer Loggers.

Sending Events from Logger to a Manager

Logger's most basic funcfion is fo sfore a large volume of security events. Logger can send a subset of
these events to a Manager. It sends syslog or ArcSight Common Event Format (CEF) events directly 1o ESM
through a built-in connector called an ESM Desfination. An ESM Destinafion appears as a connecfor on a
Console. For more information about ESM Destinations, see the ArcSight Logger Administrator’s Guide.

SmartMessage is ArcSight fechnology used by Logger o provide a secure channel between connectors
and Logger. SmartMessage provides an end-fo-end encrypted secure channel. At one end is an connector,
receiving events from the many devices it supports; on the other end is SmartMessage Receiver on Logger.

Note: To forward events from Logger to ESM, use a Syslog connector fo send events fo Logger. If a
different method such as Netcat is used, the events are forwarded to Logger but not to ESM.
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Logger Receivers (R) and Forwarders (F)
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T
* R Forwarder\l
Log File F — Syslog
—_3 R P
Syslog F > i
Syslog
SmartConnector

ESM

Destination
5| —E— {5

F|EsmM

Forwarding
0 SmartConnector
ArcSight Logger
ESM — ArcSight
@: — ESM
Any
SmartConnector

Note: The SmartMessage secure channel uses HT TPS (secure sockets layer profocol) o send
encrypted events to Logger. This is similar to, but different from, the encrypted binary protocol used
between connectors and the ESM Manager.

Use port 443 (rather than ArcSight traditional port 8443) because the secure channel uses HTTPS.

Sending Events to Logger

1. Setup the SmartMessage Receiver on Logger (see the ArcSight Logger Administrator’s Guide for
defailed insfructions).

2. Install the connector component as documented in the configuration guide for the connector being
installed.

3. Navigate through the windows and select ArcSight Logger SmartMessage (encrypted). See
'‘Connector Destinations' on page 72 to view the options.

4. Click Next. Enfer the Logger Host Name/IP, leave the port number at default (443) or change it to
Q000 if the destination is a software logger, and enter the Receiver Name. This seffing should match
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the Receiver name you created in step 1 so that Logger can listen fo events from this connector.
< Connector Setup . Ei

Enter the destination parameters

<X ArcSight

Configure

Host HameilP
Port 443
Receiver Hame

Compression Mode Disabled —

CEF Version 0.1 -
< Previous ] | Mesxt = | [ Cancel

Parameter Description
Host The destination host name or IP address.
Name/IP
Port The destination port 443 for Logger Appliance or 2000 for Software Logger.
Receiver The destination receiver name.
Name

Compression The data compression mode checkbox. Select to enable or leave as default for disable.
Mode

CEF Version Select 0.1 or 1.0 from the drop-down menu. Select 0.1 if you are not sure the chosen destination can handle CEF
1.0, which supports both IPv4 and IPvé modes.

0.1 - The Device Address, Source Address, Destination Address, and Agent Address fields will always be [Pv4 or
willbe omitted. If there are any IPv6 addresses, they will be in Device Custom IPv6 Address fields. Bytes In
and Bytes Out fields are limited to the size of aninteger (upto 2°31-1).

1.0-Any of the address fields can be either IPv4 or IPvé and the Bytes Inand Bytes Out fields can be long values
(Uupto 2°63-1).
1. Click Next. If you haven't already imported the certificate, the Logger certificate message to import the

certificate to connector displays.

2. Ensure the Import the certificate to connector from destination opfion is selected and click
Next.

3. Navigate through the subsequent windows unfil receiving a message that confirms the configuration
was successful. Select Exit and click Next o exit the wizard.
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Sending Events to Both Logger and a Manager

1. Setup the SmartMessage Receiver on Logger (see the configuration guide for the connector being

installed).

2. Install the connector component (see the connector Configuration Guide for your device).

Register the connector with a running ESM Manager and fest that the connector is up and running.

4. Using the $ARCSIGHT _HOME\current\bin\runagentsetup script, resfart the connector

configuration program.

5. Select Add, modify, or remove destinations.

£ Connector Setup

<X ArcSight

Configure

What would you lilke to do with the connector?
() Modify connectar parameters
@ #ndd, modify, or remove destinations
< Previous ] [ Mext = ] [ Cancel

6. Click Next. Select Add destination.
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£ Connector Setup E[

Modify an existing destination or add a new destination

<X ArcSight

Configure

() Manager {Manager Hostname= . sManager Port=8443, User=null, AU

@ ad

[ < Previous I [ Mext = ] [ Cancel ]

7. Click Next. Select ArcSight Logger SmartMessage (encrypted) See 'Connecfor Desfinafions" on
page /2 foview the opfions.

8 Click Next Enter the Logger Host Name/IP, leave the port number at default (443) or change it to
Q9000 if the destination is a software logger, and enter the Receiver Name
£ Connector Setup Elﬂ

Enter the destination pararmeters

<X ArcSight

Configure

Host HamelP
Port 443
Recefver Name

Compression Mode |Disabled -

[ < Previous ] E Mextx [ Cancel ]

Q. Click Next. If you haven't already importfed the certificate, the Logger certificate message fo import the
certificate to connector displays.

10. Ensure the Import the certificate to connector from destination opfion is selected and click
Next.

11 Click Next. A message confirms that the configuration was successful. Select Exit and click Next to
exitthe wizard.
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12.

Restart the connector for changes fo take effect.

Forwarding Events from ESM fo Logger

The ArcSight Forwarding Connector can read events from an ESM Manager and forward them to Logger
using ArcSight's Common Event Format (CEP).

Note: The Forwarding Connector is a separafe installable file, named similarly fo this: ArcSight -
6.X.X.<build>.x-SuperConnector-<platform>.exe

Use Forwarding Connector build 4810 or later for compatibility with Logger 1.5 or later.

1
2.

7.

Follow the instructions in the connector Configuration Guide for your device fo install the connector.

When you see the type of destination window, select ArcSight Logger SmartMessage (encrypted).
See "Connecfor Destfinafions' on page /2 to view the opfions.

Click Next. Enter the Logger Host Name/IP, leave the port number at default (443) or change it to
9000 if the destination is a software logger, and enter the Receiver Name
< Connector Setup . EI

Enter the destination parameters

<X ArcSight

Configure

Host HamelP
Port 443
Recefver Name

Compression Mode |Disabled -

[ < Previous ] f Mexts [ Cancel ]

Click Next. You will geta Logger certificate message fo import the certificate o connector.

Ensure the Import the certificate to connector from destination opfion is selected and click
Next.

Click Next. A message confirms that the configuration was successful. Select Exit and click Next to
exif the wizard.

Restart the connector for changes fo take effect.

To configure the Forwarding Connectfor to send CEF output fo Logger and send events fo another
Manager af the same time, see "Sending Events fo Both Logger and a Manager" on page 94.
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Defining Connector Settings in Logger

After installing the connectors to communicate with Logger, you can set up their properties through the
connector Configuration Wizard. Assuming you have installed the connector component as previously
shown (see "Installing Connectors' on page 30 for detailed instructions), complete these steps:

1 Using the $ARCSIGHT_HOME\current\bin\runagentsetup scripf restartthe connector
configuration program.

2. Select Add, modify, or remove destinations.
< Connector Setup !Elu

What would you likce to do with the connector’?

{ ArcSight

Configure

() Modify connector parameters

@ #Add, modify, or remove destinations

[ < Previous ] [ Mext = ] [ Cancel

3. Click Next. For details, see "Configuring Connectors " on page 46.

4. Click Next and proceed with the configuration.
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Use the ArcSight SmartMessage Logger Pool (encrypted) destination type o specify a pool of logger
devices. The pool is a single destination consisting of one or more loggers. Each “Batch” of events processed
by the connector is sent fo the next logger in the pool in a round-robin fashion. A batch is typically 100
events although you can configure the batfch size. If a pool member is unavailable, events are sent to the
remaining pool members. Affer a pool member becomes available again, the connector resumes sending
events fo it If no pool members are available, the events are sent fo the failover desfination.

Note: When Logger SmartMessage Pool destination is used, the connector cannot be managed
through the Management Center 2.0 and earlier versions.

Configuring a Logger Pool Destfination

1. Setup the SmartMessage Receiver on all Loggers that you plan fo include in the LoggerSecure Pool
(see the ArcSight Logger Administrator’s Guide for detailed instructions).

2. Install the connecfor component as documented in the configuration guide for the connector being
installed.

3. Navigate through the windows until you see the destination types window. Select ArcSight Logger
SmartMessage Pool (encrypted) See '‘Connector Destinations' on page /2 fo view the options.

4. Click Next to confinue and add the logger pool members.
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S

Enter the destination sub-target parameters
< ArcSight gt
Host Mame/IP Port: Receiver Mame Compression Mode  CEF Yersion
CUangLII'E W, 4 t om Smart Message R...

Receiver 1

[ Add ][ Remove H Import ][ Expart ]

[ < Previous ] [ Nesxt = ] [ Cancel ]

5. Click Add to add each logger pool member and enter the host name, port number, and receiver name
fields. The parameters and butfons are described in the following tables.

Parameter

Host
Name/IP

Port

Receiver
Name

Compression
Mode

CEF Version

Description

The destination host name or IP address.

The destination port 443 for Logger Appliance or 9000 for Software Logger.

The destination receiver name.

The data compression mode checkbox. Select to enable or leave as default for disable.

Select 0.1 or 1.0 from the drop-down menu. Select O.1 if you are not sure the chosen destination can
handle CEF 1.0, which supports both IPv4 and IPvé modes.

0.1 - The Device Address, Source Address, Destination Address, and Agent Address fields will always be
IPv4 or willbe omitted If there are any IPv6 addresses, they will be in Device Custom IPvé Address
fields. Bytes Inand Bytes Out fields are limited to the size of aninfeger (up to 2*31-1).

1.0-Any of the address fields can be either IPv4 or IPv6 and the Bytes Inand Bytes Out fields can be long
values (upto 2°63-1).
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Button

Add

Remove
Import

Export

Description

Adds a row to the table to add a logger to a pool. Fillin the information manually. Use the checkbox for
Compression Mode fo enable or disable it. The default is unchecked for disabled. The default port for logger is
443,

Removes the row corresponding fo the logger from the loggersecure pool.
Opens a dialog window fo import the .csv file type confaining the pre-recorded information for loggersecure pool.

Opens a dialog window where you can export and save the data enteredin the panel. Use a .csv file extension for
export. The file lists Disabled for default Compression Mode and TRUE for enabled.

6. Confinue unfil all pool members are added, then click Next.

a.

If any of the parameters could not pass the verification, an error displays asking you fo check your

SSL configuration.

"Informatian =

0' Destination parameters did not pass the verification with error [SiLogger certificate not trusted. Please check your SSL configuration. [ LaREmE #e]
V' Connection to [11.1.1] port [443] failed:Cannection to [1.1.11] part [443] failed ping test.

*Laggers Certificates will be imported later
1. Do you still want ta continue?

Check the connectivity error by clicking Ne and return to the parameter window to edif the

parameter for the logger that has the error.

Click Next again to confinue with configuration.

You will see a message asking you if you want to confinue. Click Yes.

Information =]

@) Destination parameters did not pass the verification with errar [S:Logger certficate nat trusted, Please check your SSL configuration, [17 et ]

*Laggers Certificates will be imparted later
. Da you still want to continue?

e. Enter the name of the Connector location and click Next.

7. You will geta Logger certificate message fo import the certificate to connector. Ensure the Import the
certificate to connector from destination option is selected and click Next.
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< Connector Setup . F] “

Following certificate will be imported into connector trust store:

{ ArcSlgh1 Hosvport pairs:1 .

Some Details:

C LJnflg ure Certificate 1: EMAILADDR ESS=arst-support@hp.com, CN=n13-214-148-h233,
OU=5upport Team, O=Hewlett-Packard, L=Sunnyvale, ST=California, C=US

@ Impert the cartificate o connecter from destinaton

Do not import the certificate to connector from destination

< Previous ] b Next> | [ Cancel

Persisting SmartMessage Transport

Occasionally, depending on the network, the connector could experience problems sending a batfch of

evenfts to Logger. During that time, the following symptoms might be noticed in the log: Logger ping fest
could fail frequently; the EPS could drop down; the heartbeat transport and event fransport links could

sporadically go up and down. In the stafistics, longer roundtrip fimes might be observed for ‘event sent

acknowledgment, events could fail fo be sent, and caching may be observed

You can make SmartMessage fransport persistent to achieve higher throughout for Logger destinations by
modifying the following property fo change the value fo true inthe agent.properties file (located at
$ARCSIGHT_HOME\current\user\agent)

transport.loggersecure.connection.persistent=true

Changing the persistent value fo true is not recommended if there are more than 250 Logger
connections
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This chapter explains the following selections available for sending events in Common Event Format (CEP).
Note that the Transformation Hub destfination can send events in either CEF format or binary format.

o CEFFile

e Transformafion Hub

o CEFSyslog

e CEF Encrypted Syslog (UDP)

CEF File

This selection lefs you capture events that a connector would normally send fo the ESM Manager, and
route them to a file. The format called Common Event Format (CEF) can be readily adopted by vendors of
both security and non-security devices. This format contains the most relevant eventinformation, making it
easy for event consumers to parse and use them.

For detailed descriptions of field information, see the Cloud CEF Implementation Standard.

1. Toproceed, run the Installation Wizard and choose CEF File. See "Connector Destfinations' on page /2
fo view the opfions.

2. Enter the following values for these parameters.

Parameter What to enter or select

CEF Pathwhere the CEF files are stored

Folder

File The desiredfile rotation interval, in seconds. The default is 3,600 (one hour).
Rotation

Interval

File Size File size in megabytes (default: 10 MB)

CEF Select 0.1 or 1.0 from the drop-down menu. Select O.1 if you are not sure the chosen destination canhandle
Version CEF 1.0, which supports both IPv4 and IPvé modes. The destination could be Logger, another
SmartConnector, or a non-ArcSight product.

0.1 -The Device Address, Source Address, Destination Address, and Agent Address fields will always be IPv4
or willbe omitted. If there are any IPv6 addresses, they will be in Device Custom IPv6 Address fields.
Bytes Inand Bytes Out fields are limited fo the size of aninteger (up to 2°31-1).

1.0-Any of the address fields can be either IPv4 or IPv6 and the Bytes Inand Bytes Out fields can be long
values (upto 2°63-1).
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< Connector Setup M= 3

Enter the destination parameters

< ArcSight

Configure

CEF Path CHProgram Files (x8a)ArcSightSmartConnectorsicurrentiuseriac E
File rotation interval 3600
File size 10

CEF VYersion im—.‘

E!IIIIIIIIIIIIIIIIIIII‘

< Previous ] [ Mext = I [ Cancel

3. Click Next and proceed with the installation.

File Rotation

Events are appended fo the current file unftil the rotation time interval expires or the maximum file size is
reached. When either condition is exceeded, a new current file is created and the previous current file is
renamed (as defailed below).

Event files are named using the fimestamp of their creation, and all files, with the exception of the current
file, have the fext 'done. cef' appended. For example, a typical CEF file set configured fo rotate every hour
might consist of files named in this manner:

2010-01-28-10-55-33.cef
2010-01-28-09-55-33.done.cef
2010-01-28-08-55-33.done.cef

Transformation Hub

The Transformation Hub desfination is used fo send events fo an Transformation Hub cluster, which can
then further distribute events fo real-fime analysis and dafa warehousing systems. Any application that
supports refrieving datfa from Transformation Hub can receive these events (for example, ESM, ArcSight
Investigate, Hadoop and Loggen).

Note The configuration seffings for ESM must be done on the connector side, not the ESM Console.
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Specify the event fopic name. All connectors that use the same logger pool need o be configured to use the
same event fopic name, so the events from these connectors will be published to the same event topic.

For Content Types CEF 0.1 and CEF 1.0, the key is sent on events with the connectors IP address and a flag.
The flag formatis a single byte value. For ESM, the key is the agent ID.

The key format is: one byte flags + (4 or 16 bytes) IP (v 4 or v 6) address. Based on the value of the IP
version bit, 4 or 16 additional bytes should be examined. This is used in case the key is made longer in a
non-breaking fashion in the future.

Bit position Meaning

0 IP version:
O=IPvé4
1=1Pv6

1 Key version:

Must be 0. Ifthere are future versions of key that are not backward compatible with this definition, it changes
ol

2-7 Key version:

Must be 0. Reserved for future.

For CEF 0.1 and 1.0, the events are delivered to Transformation Hub in their own messages, which are
distributed fo the partitions of the topic defined in Transformation Hub in a round-robin manner. For ESM,
the events are sentin bafches in a binary format. TLS encryption is supported, as is client cerfificate
authenficafion.

When TLS is enabled by setfting the Use SSL/TLS parameter to true during destfination configuration, a
Java KeyStore-format (jks) file containing the cerfificates of the Transformation Hub's Kafka cluster, or a
cerfificate that has signed them, will be required. The location of this Trust Store file will be required during
destination configuration. See Kafka documentation af

https//kafkaapache.org/documentation html#security_ssl for instructions.

Also, when client certification authenftication is enabled by setting the Use SSL/TLS Authentication
parameter fo true, a jks file containing the private key and certificate fo use must be provided. The
Transformation Hub cluster must have the certificate (or a cerfificate that has signed it) in ifs trust store.
The location of the Key Store file and authentication information is to be provided in the SSL/TLS Key
Store file SSL/TLS Key Store pass, and SSL/TLS Key password parameters. The Key and Key Store
passwords are created when you set up Transformation Hub.

1. Toproceed, run the Installation Wizard and choose Transformation Hub as the destination.

2. Enfer values for the following parameters.
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Parameter What to enter or select

Initial Host:Port(s) Thisis a required field. Provide a comma-separated list of hostnames and ports for
establishing communication with the Transformation Hub cluster. Not all servers in the
cluster must be listed, but if none of the serverslisted can be contacted, the connector
cannot send events to Transformation Hub. Specify at least one server. Anexample would
be:

kafkal.example.com:9093,kafka2.example.com:9093.

Content Type Select these Topics for the corresponding Content Types:
Topic (hover for Content Type Topic
recommendations)

Logger/Investigate/Hadoop/3rd  eb-cef

parties ) )
Supports IPv4. Use with Logger 6.30 or earlier versions

Logger 6.4 or eb-cef

higher/IPv6/Investigate )
Supports IPv4 and IPv6. Use with Logger 640 or later versions.In
addition to IPvé support, this option adds support for long values
for Bytes In/Out fields.

ESM eb-esm

See the secfion on 'ESM Support of Other ArcSight
Products/Components'in the ArcSight ESM Support Matrix.

Acknowledgment mode This is a required field. The value selected determines whether the connector is to wait for
acknowledgment from Transformation Hub that it has received the event. Options are:

Leader: Default. The connector waits for acknowledgment from the primary Transformation
Hubserver for the event’s partition. This option protects against data loss in most
circumstances while providing reasonable performance; however, throughout can be
affected

None The connector does not wait for acknowledgment. This can result in lost events if the
receiving Kafka server fails, but has significantly higher throughout.

All: The connector waifs for an acknowledgment fromall Transformation Hub servers that
contain a backup for the event’s partition. This protects against lost events innearly all
circumstances, but significantly reduces throughout.

Use SSL/TLS Determines whether events are senf with TLS encryption. Options are:

e True
e False (default)

Iftrue is selected, the SSL/TLS Trust Store Password and the location of the SSL/TLS
Trust Store file are required.

SSL/TLS Trust Store file Enter the location of the Trust Store file.

SSL/TLS Trust Store Entfer the password for the SSL/TLS Trust Store.
password
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Parameter

Use SSL/TLS
Authentication

SSL/TLS Key Store file
SSL/TLS Key Store pass
SSL/TLS Key password

What to enter or select

Determines whether a client certificate is used for TLS toidentify the connector. Options are:
o True
o False (default)

Whentrue is selected, Use SSL/TLS must also be enabled. The values for the SSL/TLS
Key Store File SSL/TLS Key Store Pass, andSSL/TLS Key password parameters
also must be provided.

Enter the location of the SSL/TLS Key Store file.
Enter the password for SSL/TLS Key Store.
Enfer the passwordfor SSL/TLS Key.

Connector Setup@n -+ 0 com

<X ArcSight

Configure

Enter these parameters

Initial Host:Port{s} I |

Content type ‘Lugger.’lnvestigatefHaduupfSrd parties ‘v|

Topic {hover for recommendations) [eb-cef

|
For ESM topic, the ESM version ‘ﬁ.ll.x ‘v|
Acknowledgment mode ‘Ieader ‘v|
Use SSL{TLS [false I~
SSL/TLS Trust Store file I |
S5L/TLS Trust Store password \ |
Use SSL/TLS Authentication ‘false ‘v|

SSL/TLS Key Store file I |
SSL/TLS Key Store pass [ |
SSL/TLS Key password I |

[«] Il D

< Previous ‘ | Next = | | Cancel ‘

3. Click Next and proceed with the installation.

CEF Syslog

The TCP and UCP destination can be used to send events to Logger, where data is received using a TCP
or UDP Receiver. One such receiver can receive from more than one connector. These can also be used to
send to a Syslog Daemon connector or non-ArcSight syslog receivers.

For detailed information about sending to Logger, see "ArcSight Logger SmartMessage (encrypted)

Destfination" on page 91.
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The TLS protfocol provides a means of sending events through a secure channel (an option that does not
apply to Logger). This data can be received by any application that supports TLS syslog reception, which
includes ArcSight's Syslog NG Daemon connector.

1. Install the connector following the instructions in the configuration guide for your device. You may also
see the following window affer you add a destination, see "Add, Modify, or Remove Desfinations" on

page 47.

2. When you see the type of destination window, choose CEF Syslog. See "Connector Destinations' on

page /2 fo view the options.
Click Next.

4. Enter the following values for these parameters.

< Connector Setup

<X ArcSight

Configure

Ip/Host
Port
Protocol
Forwarder

CEF Version

Enter the destination pararmsters

[uoe

[rarse

0.1

0.1
10

< Previous || Next = ||

Cancel

Parameter What to enter or select
IP/Host Entfer the IP/ Host information.

Port Enter the Port information.
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Parameter What to enter or select
Protocol Select the appropriate protocol from the drop-down menu.

Forwarder The CEF Forwarder mode parameter is False by default. If the destinationis a Syslog Daemon connector and
youwant to preserve information about the original connector, then the CEF Forwarder mode should be set to
True bothin this destination and in the receiving connector. In other words, if you have a chain of connectors
connected by syslog, syslog NG, or CEF encrypted syslog (UDP), and you want to preserve information about
the original connector, the destinations should allhave the CEF Forwarder mode set to True (whichis implicitly
frue for CEF Encrypted Syslog (UDP)), and the connectors receiving from them should also have the CEF
Forwarder mode set fo True.

For example, you can configure a number of forwarders for Microsoft Windows Event Log Unified, all sending
evenfs using the CEF Syslog destination type fo one Syslog Daemon connector, which then sends fo ESM. In
order for the events arriving at ESM to retain information about the specific Unified connector that collected
the event, the connecfor's CEF Syslog destinations should have the Forwarder mode set to true, and the
Syslog Daemon connector should also set the Forwarder mode o true. The information will display in the
originalagent fields of the events.

CEF Select 0.1 or 1.0 from the drop-down menu. Select O.1 if you are not sure the chosen destination can handle
Version CEF 1.0, which supports both IPv4 and IPv6 modes. The destination could be Logger, another
SmartConnector, or a non-ArcSight product.

0.1 - The Device Address, Source Address, Destination Address, and Agent Address fields will always be [Pv4
or willbe omitted. If there are any IPv6 addresses, they will be in Device Custom |[Pv6 Address fields.
Bytes Inand Bytes Out fields are limited to the size of aninteger (up to 2*31-1).

1.0-Any of the address fields can be either IPv4 or IPv6 and the Bytes Inand Bytes Out fields can be long
values (upto 2°63-1).

5. Click Next to proceed with the remainder of the installation.

Reconnect Feature for Load Balancing

If you have a multiple tier connector installation where there is a load balancer between tiers, you can use
the reconnect feature for better load balancing behavior. For example, without the reconnect feature, fier 1
connectors start up and make a connection to the CEF syslog destinatfion (tier 1). The load balancer makes
a load balancing decision at the time of the initial connection and the fier 1 connectfor always sends fo that
same tier 2 connector.

With the reconnect parameter, the fier 1 connecfor makes an inifial connection to the tier 2 connector as
before and the load balancer makes a load balancing decision and picks a tier 2 connector. But, after the
reconnect fimeout, the fier 1 connector makes a new connection and the load balancer makes a new load
balancing decision and selects a tier 2 connector that could be a different tier 2 connector connected
previously. This spreads the load evenly across the fier 2 connectors over time.
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To make use of the reconnect parameter:

1 From $ARCSIGHT_HOME/current/user/agent, open the agent.properties file for editing.

2. Locate the following parameter to edit:
agents[@].destination[@].params

3. Change the value for reconnect from '-1" fo the number of seconds the CEF syslog desfination should
stay open before a disconnect and reconnect is performed.

For example, change:

<Parameter Name\="reconnect" Value\="-1"/>\n

fo

<Parameter Name\="reconnect" Value\="60"/>\n

This enables the disconnect and reconnect to be performed every minute.

4. Save and exitagent.properties.

CEF Encrypted Syslog (UDP)

The CEF Encrypted Syslog (UDP) destination allows for events fo be sent encrypted over UDP, using a
“Shared Secret”.

Caution: Logger does not accept CEF Encrypted Syslog.

Todecrypt the data on the receiving side, ensure that you have installed and configured the ArcSight CEF
Encrypted Syslog (UDP) connector. If the connector is not yet installed, refer to the SmartConnector for
ArcSight CEF Encrypted Syslog (UDP) for insfructions.

1. Install the connecfor component (see the connector Configuration Guide for your device). You may
also see the following window after you add a destination, see "Add, Modify, or Remove Destinations'
on page 47.

2. When you see the type of destination window, choose CEF Encrypted Syslog (UDP). Seec 'Connector
Destinations' on page 72 to view the options.

3. Click Next.

4. Enter the following values for these parameters.

Micro Focus Connectors (7.13.0) Page 109 of 162



SmartConnector User Guide
Chapter 11: CEF Destinations

« Connector Setup . . HF[E

Enter the destination parameters

< ArcSight

Configure

I/ Host |
Port |

CEF Version 0.1 [~

0.1 t;
Shared Key (16 characters)y s CEF versior

< Previous Next > | Cancel

Parameter What to enter or select

IP/Host Enter the IP/Host.

Port Enter the Port information.

CEF Select 0.1 or 1.0 from the drop-down menu. Select 0.1 if you are not sure the chosen destination can handle

Version CEF 1.0, which supports both 1Pv4 and IPvé modes. The destination can only be the corresponding
SmartConnector.

0.1 - The Device Address, Source Address, Destination Address, and Agent Address fields will always be
IPv4 or willbe omitted. If there are any IPv6 addresses, they willbe in Device Custom IPv6 Address
fields. Bytes Inand Bytes Ouf fields are limited o the size of aninteger (upto 2°31-1).

1.0-Any of the address fields can be either IPv4 or IPvé and the Bytes Inand Bytes Out fields can be long
values (upto 2°63-1).

Shared Entera 16 character shared key for encryption (Shared Secret). The same Shared Key must be used when
Key (16 configuring the CEF Encrypted Syslog (UDP) connector onthe receiving side.
characters)

5. Click Next and proceed with the installation.
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This chapter explains how fo capfure events that a connector would normally send fo the ESM Manager,
and roufe themto a file. Typical ArcSight configurations do not require the use of external files to
communicate events fo the ESM Manager.

Event data is written fo a file in Excel-compatible comma-separated values (CSV) format, with comments
prefixed by ‘# A connecfor can be configured fo preface the data with a comment line that describes the
fields found on a subsequent line. An example of a typical event file

#event.eventName,event.attackerAddress,event.targetAddress
"Port scan detected","1.1.1.1","2.2.2.2"

"Worm ""Code red"" detected","1.1.1.1","2.2.2.2"

"SQL Slammer detected","1.1.1.1","2.2.2.2"

"Email virus detected","1.1.1.1","2.2.2.2"

Event data is written fo files in the specified folder and can be configured fo rotate periodically.

CSV File Installation

1. Toinstall a connectfor thatlogs security events in a CSV file rather than forwarding them to an ESM
Manager, run the connector Installation Wizard and, from the destination selection window, choose
CSV File See "Connector Destfinations' on page /2 to view the options.

2. Enter or select values for these parameters.
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< Connector Setup . E]m

Enter the destination pararneters

<L ArcSight

Configure

CSV Path )
Fields event deviceRecsiptTime, event.r
File rotation interval |3600

Wirite format header [faks |

< Previous ] [ mMext >

[ Cancel

Parameter What to enter or select
CSV Path The pathtothe output folder. Ifit does not exist, the folder is created

Fields A comma-delimited list of field names to be sent to the CSV file. The defaulf is:
event.deviceReceiptTime,event.name,event.deviceAddress,
event.deviceHostName,event.sourceAddress,
event.sourceHostName,event.sourcePort,
event.destinationAddress,event.destinationHostName,
event.destinationPort

To modify the list, each enfry needs to begin with either:

e ‘“event”andthe name of a normal pre-defined event field, or

e ‘“additionaldata.” and the name of some additional data field that applies to this particular connector. These
names are nof common across all connectors.

There are no spaces allowed around the commas in the field names. For example:
“event.deviceReceipt Time,event.name”is correct. But, “event.deviceReceipt Time, event.name” is not correct.

File Entfer the desired file rotation interval, in seconds. The default is 3,600 (one hour).
rotation
interval

Write Select true o senda header row with labels for each column, as described above.
format
header

3. Click Next and proceed with the installation.

Micro Focus Connectors (7.13.0) Page 112 of 162



SmartConnector User Guide
Chapter 12: CSV File Destination

Event Dafta Rotation
Events are appended fo the current file until the rotation fime interval expires, at which time a new current

fileis created and the previous current file is renamed. One hour is a typical rotation time interval.

Event files are named using the tfimestamp of their creation, and all files, with the exception of the current
file, have the fext 'done. csv' appended. For example, a typical CSV file sef configured to rofate every hour
might consist of files named in this manner:

2007-01-28-10-55-33.csv
2007-01-28-09-55-33.csv.done
2007-01-28-08-55-33.csv.done

Using the properties file, the configuration of your CSV connectfor can be customized fo filter and
aggregate events as desired.

A connector can also be configured to send events toa CSV file and an ESM Manager af the same time.
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This chapter explains how to capfure raw syslog events. See the Connector Configuration Guide for Raw
Syslog Daemon for information about both the connector and the Raw Syslog destfination.

Raw Syslog Overview

Although normalized dafa is faster and easier to parse and access, many IT professionals prefer having the
raw data available for review, forensics, and litigation. In conjunction with the Raw Syslog connector
destination, the connector for Raw Syslog Daemon lets you extract and collect raw syslog events from
syslog servers using the TLS, Raw TCP, or UDP protocols.

Note: If you are tfransportfing data fo ArcSight Logger, you can use specific configuration parameters
fo provide minimal normalization of the syslog data (for source and timestamp). See the
SmartConnector for Raw Syslog Daemon Configuration Guide for defails.

This destfination works in conjunction with the Raw Syslog connector, which capfures security events in raw
syslog. When you install the Raw Syslog connector, run the connector Installation Wizard and, from the
destination selection, choose Raw Syslog. See 'Connecfor Desfinations' on page /2 to view the opfions.

After you enter the raw syslog destination parameters and click Next, the connector Configuration Wizard
proceeds through the configuration process.
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This appendix describes the ArcSight Update Packs (AUPs) used to update content between the ESM
Manager and connectors. AUP files may contain information that applies to connectors or ESM related
updaftes.

ArcSight Content AUPs

AUP files provide a way fo collect a set of files fogether and update ArcSight resources as well as distribute
parsers to connectors. ArcSight confinuously develops new connector event categorization mappings, often
called "content" This content is packaged in ArcSight Update Packs (CAUP) files. All existing contentis
included with major product releases, but it is possible to stay completely current by receiving up-fo-date,
regular content updates from Micro Focus Subscribers Choice. Contact Micro Focus SSO for details.

Content updates (ArcSight-xxxx-ConnectorContent.aup)are provided by support and confain
data thatis then transferred fo registered connectors. An AUP can provide updates for:

1. Eventcategorizations (Category Behavior, Category Object, efc)
2. Default zone mappings (what IP maps fo which zone by default)
3. OS mappings (when a network is scanned, where the asset is created)

Content such as filters, rules and dashboards is not provided by the AUP.
Note: Management Center do not support automatic deployment of an AUP.

As shown below, the method of uploading an AUP varies depending on the ArcSight product.

ESM

Content updates are available from support. To update,

1. Download the latest AUP release.

2. Copy the .aup file o ARCSIGHT_HOME\updates\ onfoa running ESM Manager. Connectors
registered to this ESM automatically download the .aup and, once completed, an audit eventis
generafed.

ESM/Logger

A connector can send events o ESM and Logger simultaneously. In this configuration, it's helpful to use the
AUP Master Destination feature. AUP Master Destination allows ESM fo push AUP content fo the connector
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used for its Logger destination(s). Logger is nof capable of storing or pushing its own AUP content.

1. Using the connector Configuration Wizard, add the ESM destination and sef the AUP Master
Destination parameter to true (the defaultis false).

2. Ifyou have not already done so, you can also add the Logger desfination.

3. Copy the .aup file 7o ARCSIGHT_HOME\updates\ on the running ESM Manager you added in step
1

Connector

The AUP confent is pushed from ESM to the connectfor, which then sends an infernal event fo confirm. If
the AUP Master Destination flag was set for the ESM destination, that AUP content is used by the
connector for Logger or any other non-ESM destinations.

Caution: The AUP Master Destination flag should be sef fo true for only one ESM destination at a
fime. If more than one ESM desfination is sef and the flag is frue for more than one, only the firstis
freated as master.

Failover ESM desfinations cannof be AUP Masfters.

Logger

Logger has no facility fo store or forward AUPs fo connectors.

Management Center

To use AUP content through Management Center, use the AUP/ENC repository. This fool lefs you maintain
a number of connector AUP (upgrade) files. You can apply any of these AUP upgrade files fo container fo
upgrade fo a specific version. As a result, all connectors in a container are upgraded fo the version you
apply to the container.

For instructions on how to upgrade, refer 1o “Upgrade AUP/ENC Repository” in the Micro Focus ArcSight
Management Center Administrator’s Guide.

ESM Generated AUPs

Some AUPs are generated by ESM itself for internal maintenance and operation.
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User Categorization Updates

User Categorization Updates, (for example, user-categorizations_user supplied_
00000000001300014581 . aup) are generated by ESM when a user modifies the way an eventis
categorized through the Console fools. These updates are then transferred fo the registered connectors to
update the way the newly sent events will be categorized. This is generally used for categorizing custom
signatures for which ArcSight does not provide categorization.

System Zones Updates

System Zones updates (for example, system-zone-mappings_00000000000000000001 . aup) are
generated by ESM when a change to the ArcSight System zones is detected, then fransported fo the
necessary connectors. It confains the new System-Zone mappings so incoming events are affached fo the
correct zones or assefs in ESM.

As System Zones are always present, all connectors connected to ESM routinely receive them as an AUP.

User Zones Updates

User Zones updates (for example user-zone-mappings_3RxkkOxYBABDRZ1ZyrénrWg==_
0000000VB1700001895 . aup) are generated by ESM when a change fo a user-created zone
configuration is detected, then fransported fo the necessary connector. It confains the new zone mappings
so thatincoming events are atfached fo the correct zones or assets in ESM.
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This appendix describes the FIPS configuration and installation.

What is FIPS?

Under the Information Technology Management Reform Act (Public Law 104-106), the Secretary of
Commerce approves standards and guidelines that are developed by the National Institute of Standards
and Technology (NIST) for Federal computer systems. These standards and guidelines are issued by NIST
as Federal Information Processing Standards (FIPS) for use government-wide. NIST develops FIPS when
there are compelling Federal government requirements such as for security and interoperability and there
are no acceptable industry standards or solutions.

FIPS Suite B includes cryptographic algorithms for hashing, digital signatures, and key exchange. The
enfire suife of cryptographic algorithms is intfended to profect both classified and unclassified nafional
security systems and information.

Note: \When FIPS-compliant connectors connect to a non-FIPS-compliant destination, the solution is

not considered FIPS compliant. Also, when the destinafion is installed in FIPS Suite B compliant mode,
the SmartConnectors also must be installed in FIPS Suite B compliant mode.

Which Connectors are Supported?

FIPS Compliant Connectors

All syslog connectors

All file reader connectors

e Al SNMP connectors

o Most database connectors (except Oracle Audit DB and when using SQL Server drivers with
encryption)

e CiscoSecure IPS SDEE connectors
o Sourcefire Defense Center eStreamer connector
e Check Point OPSEC NG connecfor
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FIPS Non-Compliant Connectors

o Database connectors using SQL Server drivers with encryption
e Connectors using Oracle drivers

o Connectors running on AlX or Micro Focus UX platforms only

Connectors Nof Cerftified as FIPS Compliant

e Various APl connectors with proprietary internal mechanisms

o Web Services and Cloud connecfors

Connector Caveats

Certain limitations apply for some connectfor types, as described in the sections that follow.

CEF Syslog as the Destination

If you choose CEF Syslog (with TLS profocol) as the destination for the connector, the wizard attempts to
refrieve the security cerfificate from the destination and import it based upon your input. Although the CEF
Syslog desfination works as expected in FIPS-compliant mode, when you edit agent.properties o
enable FIPS-compliant mode (as described in "Enable FIPS Support"), the certificate retrieved from the
destination may not be imported properly into the fruststore.

If the SmartConnector wizard is unable to fefch and import the destination cerfificate, you can import the
certificate manually:

1
2.

Copy the certificate from the destination to a femporary location.

From the $ARCSIGHT_HOME/current/bin direcfory, execute the following command toimport the
cerfificate:

arcsight keytoolgui

Open the keystore in $ARCSIGHT_HOME/jre/lib/security/cacerts (the password will be
changeit)

From the Menu bar, select Tools and Import Certificate Upload the certificate file.

5. Trustthe certificate.

Start the connector and the device.
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Microsoftf SQL JDBC Driver

If you are running a database connector that uses the SQL JDBC driver with encryption enabled, the
connector cannot be installed in FIPS-compliant mode.

See the configuratfion guide for the database connector you are installing for instructions for downloading
and installing a Microsoft SQL Server JDBC driver.

Enable FIPS Support

When insfalling a software connector, the instructions for enabling FIPS Support is provided as part of the
installation procedure. During installation and configuration of the connector, on the "Set Globa
Parameters" window, set 1o Enable to enable FIPS-Compliant mode. To enable FIPS Suite B mode through
the wizard, see "Enabling FIPS Suite B Mode"

When instfalling a SmartConnector on an appliance, you can enable FIPS support through the user
interface. To do this, enable support on the container or containers containing the connector for which you

want to enable support

Manually Enable FIPS Mode

1 From $ARCSIGHT_HOME/current/user/agent, open the agent.properties file for editing.
2. Enter the following property:
fips.enabled=true

3. Save and exit agent.properties.

Manually Enable FIPS Suite B Support

If you have installed a SmartConnector in FIPS-compliant mode, you can manually enable FIPS Suite B
support by modifying the ESM destfination parameters in the agent . properties file as follows:

Note: The destination must also be installed in FIPS Suite B mode.

1. From $ARCSIGHT_HOME\current\user\agent, open the agent.properties file for editing.
2. Locate the following property for destination parameters (approximately, line 10 in the file):

agents[@].destination[@].params=<?xml version\="1.0" encoding\="UTF-
8"?>\n<ParameterValues>\n <Parameter Name\="port" Value\="8443"/>\n
<Parameter Name\="filterevents" Value\="false"/>\n <Parameter Name\="host"
Value\="samplehost.sv.arcsight.com"/>\n <Parameter Name\="aupmaster"
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Value\="false"/>\n <Parameter Name\="fipsciphers"”
Value\="fipsDefault"”/>\n</ParameterValues>\n

3. The destination parameters are specified here as an XML string where each elementis one
paramefer. Based upon the Suite B mode of the desfination, change fipsDefault fosuiteb128
(for 128-bit security) or suiteb192 (for 192-bif security).

4 Save and exitagent.properties.

Restart the connector for your changes to fake effect.

Password Management

Use the commands below fo change your key and frust store passwords. Then update the
agent.properties file with the new value.
To change password on a key/trust store:

1. Run the following command (see table below for store value):
bin/arcsight agent keytool -store <store value> -storepasswd
2. Enter the new password as prompted.

3. Update agent.properties, according fo the table below.

Note Key store files will not exist unless client authentication has been setup

To change password of a key inside the key store:

Akey entry uses the same password as the key store, so when changing the key store password, also
change the key's password.

bin/arcsight agent keytool -store agentkeys -keypasswd -alias <alias of key>

Store Values

Key Store (for Client Authorization) Trust Store

agentkeys agentcerts

Entries for agent.properties File

When changing passwords, make sure to add or update the corresponding property value in
agent.properties.
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Key Store (for Client Authorization)
FIPS sslfips keystore password=<new password>

Non-FIPS sslkeystore password=<new password>

Micro Focus Connectors (7.13.0)

Trust Store
sslfips.truststore. password=<new password>

ssltruststore password=<new password>
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Connectors send a copy of events fo each additional destination for which itis configured. Additional
destinations can be useful, for example, when you have a development ArcSight environment working in
parallel with your production environment and you want fo fest rules and reports. You can configure
multiple destinations and also have failover destinations for when the primary destination is unavailable.

In such cases, you can configure the connector to send alerts to both your production Manager and your
development Manager to be able to view real-fime event flows on both systems. Because the destfinations
are independent, you do not compromise the events sent to the production Manager. For more information
on how to add, refer to "Add, Modify, or Remove Destinations" on page 47.

Client Authentication

Follow these instructions to enable Client Authenftication for Transformation Hub and SmartConnectors with
Transformation Hub destinafions. For additional Transformation Hub configuration, see the Administrator's
Guide for Transformation Hub and "Transformation Hub" in the Smart Connector User Guide on the Micro
Focus Community.

Note: The following examples:

o Use the default password. See the appendix for FIPS Compliant SmartConnectors in the
SmartConnector User Guide on the Micro Focus Community to set a non-default password.

e Assume thatyou are on the Linux platform. For Windows platforms, use backslashes when entering
commands.

e Assume you are using a command prompt window fo enter Windows commands. Do notf use
Windows PowerShell.

Diagnosing Common Transformation Hub Issues

The following can help fo diagnose common Transformation Hub issues.

502 Gateway Error (On Mulfi-Master Install)

If the initial master node is disabled and later then re-enabled, the user may see a 502 Gateway error when
affempting fo log in to the Installer Ul preventing login. If this happens, resfart all of the nginx-ingress-
controller podsin the cluster as follows:
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1. Determine the nginx pod names: kubectl get pods -n default

2. Foreach nginx pod, run: kubectl delete pod <nginx name>

Potential DNS Resolution Issue

The Transformation Hub application pods that depend on hostname resolution from DNS could fail. For
example, the Schema Registry pod will be in a crash loop status, with following error message in the Schema
Registry logs:

# kubectl logs eb-schemaregistry-1138097507-1jxbn -n eventbroker

org.apache.kafka.common.config.ConfigException: No resolvable bootstrap urls
given in bootstrap.servers

The following steps will be useful in debugging this DNS resolution issue. The key is that the bootstrap
host name given should be resolvable from within the pod, which can be verified as follows. Find the
schema registry pod name:

# kubectl get pods -n eventbrokerl | grep schemaregistry
eb-schemaregistry-2567039683-919jx 1/1 Running 1 18d
Find the configured bootstrap server

# kubectl logs eb-schemaregistry-2567039683-919jx -n eventbrokerl | grep
"bootstrap.servers ="

bootstrap.servers = [<hostname>]
Use ping tocheck if the hostname is DNS resolvable. If itis resolvable, you will see a successful ping

# kubectl exec eb-schemaregistry-2567039683-919jx -n eventbrokerl -- ping -
¢ 1 n15-214-137-h51.arst.usa.hp.com | grep transmitted

1 packets transmitted, 1 packets received, 0% packet loss
If not, you will see an error

# kubectl exec eb-schemaregistry-2567039683-919jx -n eventbrokerl -- ping -
¢ 1 bad.dns.hostname.arst.usa.hp.com | grep transmitted

ping: unknown host

If hostname is not resolvable, please check the DNS configuration on the system.
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Transformation Hub Cluster Down

The number of nodes required to keep an Transformation Hubcluster operating depends on the
replication factor. If the replication factor is only 1, which is not recommended, then all Kafka nodes in the EB
cluster need fo be up tfo make the TH cluster function correctly. In general, if the replication factor is N, then
the system will tolerate up to N-1 server failures without losing any records committed to the log.

Pod Start Order

After deployment, pods are configured to startin the following order (downstream pods will not start unfil
the dependencies are met.)

1. Aquorum of ZooKeeper pods in the cluster must be up (2 of 3, or 3 of 5). The total number of
ZooKeepers must be odd.

All Kafka pods must be up

Schema Registry pod must be up

Bootstrap Web Service, Transformation Hub Manager

urR W

Transformation Stream Processor, Routing Stream Processor

Cannot query ZooKeeper

This can occur when running the kubect1 get pods command to get status of the pods,
downstream pods (as defined in the pod start order) do not stay up, and status is a 'CrashlLoop'-type error.
e Ensure ZooKeeper pods are running.

o Ifthe ZooKeeper pod status is Pending, you may not have labeled the nodes correctly(zk=yes).
Verify that the nodes are labeled using the kubect1 get nodes -L=zk command.

o Verify that you configured an odd number of ZooKeepers in the arcsight-installer properties eb-
zookeeper-count affribute.

o Check the ZooKeeper pod logs for errors using the kubect1 logs <pod name> -n
eventbrokerl.

Common Errors and Warnings in ZooKeeper logs

o Quorum Exceptions: A leader cannot be elected. If you see this fype of error, check the conditions
above.

o Socket error: this can occur if there are too many connections. The solution is to restart the pod using
the kubect]l delete pod <pod_name> -n eventbrokerl. Thepodwilbe
recreated automatically.
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Common Errors and Warnings in Kafka logs

Cannot Register ID: In some cases, a broker node cannof register its ID. This can be caused by multiple
broker nodes with the same ID. This is a rare sitfuation that can occur when you are adding and removing
nodes from the cluster and you do not define the cluster properly. Connect to each system running a Kafka
broker and check the assigned broker. id value of each, in /opt/arcsight/k8s-hostpath-
volume/eb/kafka/meta.properties. The broker.id value defined on each Kafka node must be
unique.

SSL Connection Errors: These are warnings that occur if there is a connection issue between Kafka and
consumer or producer.

Cannot communicate with other brokers: Host names may not be configured properly. It is possible
that the node cannot perform reverse lookup or that DNS is not set up properly.

Transformation Hub default topics not created on first deployment: In this instance, the Bootstrap
Web Service log confains 500 response code (the response from the Schema Registry), and topics are not
created. Try undeploying the Transformation Hub containers, and then redeploy them.

One or more connectors cannot send data to Kafka: Check the following:

e The connection configurafion is set properly in the connector.

e Theencryption mode (TLS, TLS+FIPS, TLS+CA, TLS+FIPS+CA) is the same for both the Connector and
Transformation Hub.

e Make sure you can connect fo the Kafka port on the system and that there are no network issues.
Cannot retrieve the certificate error when connecting: Make sure that time is synced across all

systems in the data pipeline.

» Check whether the Kafka pod is down. Did you configure the connector with only one broker address and
that broker is down; If you expect that there are multiple brokers, they must be all configured in connector
as a comma-separated list;

o [f the replication factor is set to 1 and a Kafka broker is down, dafa will not be sent through Transformation
Hub. Fix the broker issue fo bring it back up. In general, fopics should be configured with replication facfor
greatfer than 1 so as fo prevent this scenario.

Kafka is resyncing: This may cause event throughput slowdown, but will not stop event flow.
An EB component crashes: Check the following:

o Check the container start up order (above). Have any of the dependency pods not started or crashed?
e It could be that the JVMs require more memory than the system has available.
o Check the number of open sockefts.

Transformation Hub EPS is lower than expected: Check resource constants on Transformation Hub
nodes, such as CPU, memory, or disk space. Also, check usage with ArcMC.
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Network bottleneck: In this case, the Stream Processor is not able to keep up with transformation, or is
resource-consfrained in some way. In Management Center, the Stream Processor metric will be lower than
the connector EPS. Check that you have sufficient resources, memory, CPU.

Continuous network failures: This may be related to the management of TCP/IP resources. TIME_WAIT
is the parameter which indicates the amount of fime the node will fry fake fo finish closing a connection and
the amount of fime before it will kill a stale connection. Try reducing the value from its default. Edit the file
/etc/sysctl.conf andadd theselines tothe end of it (or edit the existing values):

Decrease TIME_WAIT seconds
net.ipv4.tcp_fin_timeout = 10

Recycle and Reuse TIME_WAIT sockets more quickly
net.ipv4.tcp_tw_recycle = 1

net.ipv4.tcp _tw_reuse =1

After editing the file you should run

$ sysctl --system

Configure an Transformation Hub Destination Without
FIPS Mode

Follow these steps to configure an Transformation Hub destination from the SmartConnector without client
authenficafion in FIPS mode.

On the SmartConnector Server

1. Prepare the SmartConnector:

o If the connector is not yet installed: Run the installer. Affer core software has been installed,
you will see a window that lefs you select Add a Connector or Select Global Parameters. Check
Select Global Parameters, and on the window displayed, select Set FIPS mode. Set 1o Enabled

o If the connector is already installed: Run the installer. Select Set Global Parameters and set
Set FIPS Mode 0 Enabled

2. Navigate fo the connector's current direcfory, for example:

cd <install dir>/current

3. Setthe environment variables for the static values used by keytool, for example:
export CURRENT=<full path to this "current" folder>
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export BC_OPTS="-storetype BCFKS -providername BCFIPS -providerclass
org.bouncycastle.jcajce.provider.BouncyCastleFipsProvider -providerpath
${CURRENT}/1lib/agent/fips/bc-fips-1.0.0.jar
-J-Djava.security.egd=file:/dev/urandom”

export EB="<eb hostname>_<eb port>"
export STORES=S{CURRENTJ}/user/agent/stores
4. Creafethe user/agent/stores directory if does nof already exist, for example
mkdir ${STORES}
5. Copy the ca.crt certificate from the Transformation Hub o the connector's ${STORES} direcfory.
The certificate will typically be in the /opt/kubernetes/ss1 directory on Transformation Hub
6. Import Transformation Hub cerfificate to the frust store, for example:

jre/bin/keytool ${BC_OPTS} -importcert -file ${STORES}/ca.crt -alias
CARoot -keystore ${STORES}/${EB}.truststore.bcfips -storepass <trust store
password>

When prompted, enter yes fo frust the certificate.
7. Note the frust sfore path
echo ${STORES}/${EB}.truststore.bcfips

8. Navigate tothe bin direcfory and run agent setup. Install a connector with Transformation Hub as
the destination, for example:

cd <installation dir>/current/bin

./runagentsetup.sh

On Windows platforms: Run the runagentsetup.bat executable instead.

a. When completing the Transformation Hub destination fields, use the same values as above for
path and password.

b. SetUse SSL/TLS fo true
c. SetUse SSL/TLS Authentication o false

Q. Cleanup. Delete the cerfificate file, for example:
rm ${STORES}/ca.crt

Configure an Transformation Hub Destination with FIPS
Mode

Follow these steps fo configure an Transformation Hub (TH) destination from the SmartConnector with
client authentication in FIPS mode
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Step 1. On the Connector Server

1. Prepare the connector:

o If the connector is not yet installed: Run the installer. After core software has been installed,
you will see a window that lets you select Add a Connector or Select Global Parameters. Check
Select Global Parameters, and on the window displayed, select Set FIPS mode Set fo Enabled

o If the connector is already installed: Run the installer. Select Set Global Parameters and set
Set FIPS Mode o Enabled

2. Navigate to the connector's current directory, for example:
cd <install dir>/current

3. Apply the following workaround for a Java keytool issue:
a. Createanewfile agent.security, at<install dir>/current/user/agent
b. Add the following content fo the file and save

security.provider.l=org.bouncycastle.jcajce.provider
.BouncyCastleFipsProvider

security.provider.2=com.sun.net.ssl.internal.ssl.Provider BCFIPS
security.provider.3=sun.security.provider.Sun
4. Setthe environment variables for static values used by keytool:
export CURRENT=<full path to this "current" folder>

export BC_OPTS="-storetype BCFKS -providername BCFIPS
-J-Djava.security.egd=file:/dev/urandom
-J-Djava.ext.dirs=${CURRENT}/jre/lib/ext:${CURRENT}/1ib/agent/fips
-J-Djava.security.properties=${CURRENT}/user/agent/agent.security"

export EB="<event broker hostname>_<event broker port>"
export STORES=S{CURRENTJ}/user/agent/stores

5 Createtheuser/agent/stores directory if it does not already exist, for example:
mkdir ${STORES}

6. Create the Connector key pair, for example:

jre/bin/keytool ${BC_OPTS} -genkeypair -alias ${EB} -keystore
${STORES}/${EB}.keystore.bcfips -dname "cn=<Connector
FQDN>,0U=Arcsight,0=HP,L=Sunnyvale,ST=CA,C=US" -validity 365

When prompted, enter the password. Note the password; you will need it again in a later step. Press
Enter to use the same password for the key

7. Listthe key store enftries. There should be one private key.

jre/bin/keytool ${BC_OPTS} -list -keystore ${STORES}/${EB}.keystore.bcfips
-storepass <key store password>

8. Create a Certificate Signing Request (CSR), for example:
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jre/bin/keytool ${BC_OPTS} -certreq -alias ${EB} -keystore
${STORES}/${EB}.keystore.bcfips -file ${STORES}/${EB}-cert-req -storepass
<key store password>

Step 2: On the Transformation Hub Server

1. Navigate toan empty, tfemporary direcfory.

2. Copy the Transformation Hub's root cerfificate to the following default directory:
cp /opt/kubernetes/ssl/ca.crt

3. Copy the Transformation Hub's private key to this directory:
cp /opt/kubernetes/ssl/ca.key

Step 3: On the Connector Server

Copy the ${STORES}/${EB}-cert-reqfile from the connector to the Transformation Hub directory
creafted above.

Step 4: On the Transformation Hub Server

Create the signed certificate, for example:

/bin/openssl x509 -req -CA ca.crt -CAkey ca.key -in <event broker hostname>_
<event broker port>-cert-req -out <event broker hostname> <event broker
port>-cert-signed -days 365 -CAcreateserial -sha256

Step 5: On the Connector Server

1. Copy the ${EB}-cert-signed cerfificate from the Transformation Hub fo the connector's
${STORES} directory.

2. Copy the ca.crt certificate from the Transformation Hub to the connector's ${STORES} directory.

3. Import the Transformation Hub cerfificate to frust store, for example:

jre/bin/keytool ${BC_OPTS} -importcert -file ${STORES}/ca.crt -alias
CARoot -keystore ${STORES}/${EB}.truststore.bcfips -storepass <trust store
password>

4. Enter a new password as prompfed. Note this as the "frust sfore" password. You can use the same
password as above.

5. Import the Transformation Hub certificate to the key store, for example:

jre/bin/keytool ${BC_OPTS} -importcert -file ${STORES}/ca.crt -alias
CARoot -keystore ${STORES}/${EB}.keystore.bcfips -storepass <trust store
password>
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6. When prompted, enter yes fo frust the certificate.

10.

Import the signed cerfificate to the key store, for example

jre/bin/keytool ${BC_OPTS} -importcert -file ${STORES}/${EB}-cert-signed
-alias ${EB} -keystore ${STORES}/${EB}.keystore.bcfips -storepass <key
store password>

If successful, this command will return the message, Certificate reply was installed in
keystore.

Nofe the key store and trust store paths

echo ${STORES}/${EB}.truststore.bcfips

echo ${STORES}/${EB}.keystore.bcfips

Navigate fothe bin directory and run agent sefup. Install a connector with Transformation Hub as
the destination, for example

cd <installation dir>/current/bin

./runagentsetup.sh

On Windows platforms: Run the runagentsetup.bat executable instead.

a. When completfing the Transformation Hub destination fields, use the same values as above for the

path and password.
b. SefUse SSL/TLS fo true
¢ SefUse SSL/TLS Authentication fo true
Cleanup. Delete the following files:
rm ${STORES}/ca.crt
rm ${STORES}/${EB}-cert-signed
rm ${STORES}/${EB}-cert-req

Step 6: On the Transformation Hub Server

Tocleanup the Transformation Hub server, delete the temporary folder where the certificate was signed.

Configure an Transformation Hub Destination with
Client Authentication in FIPS Mode

Follow these steps fo configure an Transformation Hub (TH) destination from the SmartConnector with
client authentication in FIPS mode
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Step 1. On the Connector Server

1. Prepare the connector:

o If the connector is not yet installed: Run the installer. After core software has been installed,
you will see a window that lets you select Add a Connector or Select Global Parameters. Check
Select Global Parameters, and on the window displayed, select Set FIPS mode Set fo Enabled

o If the connector is already installed: Run the installer. Select Set Global Parameters and set
Set FIPS Mode o Enabled

2. Navigate to the connector's current directory, for example:

cd <install dir>/current

3. Apply the following workaround for a Java keytool issue:

a. Createanewfile agent.security, at<install dir>/current/user/agent (or at
<install dir>\current\user\agent on Windows platforms).

b. Add the following content fo the file and save:

security.provider.l=org.bouncycastle.jcajce.provider
.BouncyCastleFipsProvider

security.provider.2=com.sun.net.ssl.internal.ssl.Provider BCFIPS

security.provider.3=sun.security.provider.Sun

¢ Movethelib/agent/fips/bcprov-jdk14-119.jar file fothe current directory.

4. Setthe environment variables for stafic values used by keytool:

export

export

CURRENT=<full path to this "current" folder>
BC_OPTS="-storetype BCFKS -providername BCFIPS

-J-Djava.security.egd=file:/dev/urandom
-J-Djava.ext.dirs=${CURRENT}/jre/lib/ext:${CURRENT}/1ib/agent/fips
-J-Djava.security.properties=${CURRENT}/user/agent/agent.security"

export
export
export
export
export
export

export

EB=<event broker hostname> <event broker port>
STORES=${CURRENT}/user/agent/stores
STORE_PASSWD=changeit

EB_HOST={EB master host IP)
CA_CERT=/tmp/ca.cert.pem
INTERMEDIATE_CA_CRT=/tmp/intermediate.cert.pem
FIPS_CA_TMP=/opt/fips_ca_tmp

On Windows platforms:
set CURRENT=<full path to this "current" folder>

set BC_OPTS=-storetype BCFKS -providername BCFIPS
-J-Djava.ext.dirs=%CURRENT%\jre\lib\ext;%CURRENT%\1ib\agent\fips
-J-Djava.security.properties=%CURRENT%\user\agent\agent.security
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set EB=<event broker hostname>_<event broker port>
set STORES=%CURRENT%\user\agent\stores

set STORE_PASSWD=changeit

set EB_HOST={EB master host IP)

set CA CERT=C:\Temp\ca.cert.pem

set INTERMEDIATE_CA_CRT=C:\Temp\intermediate.cert.pem
set FIPS CA TMP=/opt/fips_ca_tmp

5. Create the user/agent/stores direcfory if it does nof already exist, for example:
mkdir ${STORES}

On Windows platforms:
mkdir %STORES%

6. Create the connectfor key pair, for example (the connecfor FQDN, OU, O, L, ST, and C values must be
changed for your company and location):
jre/bin/keytool ${BC_OPTS} -genkeypair -alias ${EB} -keystore
${STORES}/${EB}.keystore.bcfips -dname "cn=<Connector
FQDN>,0U=Arcsight,0=MF,L=Sunnyvale,ST=CA,C=US" -validity 365

On Windows platforms:

jre\bin\keytool %BC_OPTS% -genkeypair -alias %EB% -keystore
%STORES%\%EB%.keystore.bcfips -dname "cn=<Connector
FQDN>,0U=Arcsight,0=MF ,L=Sunnyvale,ST=CA,C=US" -validity 365

When prompted, enter the password. Note the password; you will need it again in a later step. Press
Enter to use the same password for the key. If you want to match the default value in the properties
file, use the password changeit

7. Listthe key store enftries. There should be one private key.

jre/bin/keytool ${BC_OPTS} -list -keystore ${STORES}/${EB}.keystore.bcfips
-storepass ${STORE_PASSWD}

On Windows platforms:
jre\bin\keytool %BC_OPTS% -1list -keystore %STORES%\%EB%.keystore.bcfips
-storepass %STORE_PASSWD?%

8. Create a Certificate Signing Request (CSR), for example:

jre/bin/keytool ${BC_OPTS} -certreq -alias ${EB} -keystore
${STORES}/${EB}.keystore.bcfips -file ${STORES}/${EB}-cert-req -storepass
${STORE_PASSWD}
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On Windows platforms:

jre\bin\keytool %BC_OPTS% -certreq -alias %EB% -keystore
%STORES%\%EB%.keystore.bcfips -file %STORES%\%EB%-cert-req -storepass
%STORE_PASSWD%

Step 2: On the Transformation Hub Server

1. When EBiis firstinstalled, it's setup to use self-signed certificates. To replace the self-signed
cerfificates, obfain your company's root CA cerfificate, and an intermediate certificate and key pair.
Place themin /tmp with the following names:

/tmp/intermediate.cert.pem
/tmp/intermediate.key.pem

/tmp/ca.cert.pem

Use the following command fo add them to Transformation Hub:

/opt/arcsight/kubernetes/scripts/arcsight-cert-util.sh write --re-
key=/tmp/intermediate.key.pem --re-crt=/tmp/intermediate.cert.pem --re-
ca=/tmp/ca.cert.pem

Note: If TH was already deployed when running the above command, all Kafka broker nodes must
be restarted. Either redeploy TH, or delete each Kafka pod. For example:

Tolist the pods

kubectl get pods --all-namespaces

To delete the first Kafka pod:

kubectl delete pod eb-kafka-0 -n eventbrokerl

Repeat for all the kafka pods

2. export CA_CERT=/tmp/ca.cert.pem
export INTERMEDIATE_CA_CRT=/tmp/intermediate.cert.pem

export INTERMEDIATE_CA_KEY=/tmp/intermediate.key.pem
export FIPS_CA_TMP=/opt/fips_ca_tmp
export EB=<event broker hostname> <event broker port>

3. Create a temp location on the eb master server:mkdir $FIPS_CA_TMP
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Step 3: On the Connector Server

Copy the ${STORES}/${EB}-cert-reqfile (BSTORES%\%EB%-cert-reqon Windows platforms) from
the connector fo the Transformation Hub direcfory created above, /opt/fips_ca_tmp

Step 4: On the Transformation Hub Server

Create the signed certificate, for example

/bin/openssl x509 -req -CA $INTERMEDIATE_CA CRT -CAkey $INTERMEDIATE_CA KEY -
in ${EB} -cert-req -out ${EB} -cert-signed -days 365 -CAcreateserial -sha256

Step 5: On the Connector Server

1

Copy the ${EB}-cert-signed certificate from the Transformation Hub to the connector's
${STORES} direcfory. (On the Windows platform, copy the %EB%-cert-signed certificate to the
connector's %$STORES% directory.)

Copy the ca.cert.pem certificate from the Transformation Hub to the connector's ${STORES }
directory. (On the Windows platform, copy the cerfificate to the %STORES% directory.)

Copy the infermediate. cert. pem cerfificate from the Transformation Hub fo the connector's
${STORES} directory. (On the Windows platform, copy the cerfificate to the ¥STORES% directory.)

Import the CA certificate to the frust store, for example:

jre/bin/keytool ${BC_OPTS} -importcert -file ${STORES}/ca.cert.pem -alias
CARoot -keystore ${STORES}/${EB}.truststore.bcfips -storepass ${STORE_
PASSWD}

On Windows platforms:

jre\bin\keytool %BC_OPTS% -importcert -file %STORES%\ca.cert.pem -alias
CARoot -keystore %STORES%\%EB%.truststore.bcfips -storepass %STORE_
PASSWD%

Import the intermediate cerfificate to the frust store, for example

jre/bin/keytool ${BC_OPTS} -importcert -file
${STORES}/intermediate.cert.pem -alias INTCARoot -keystore
${STORES}/${EB}.truststore.bcfips -storepass ${STORE_PASSWD}

On Windows platforms:

jre\bin\keytool %BC_OPTS% -importcert -file
%STORES%\intermediate.cert.pem -aliasINTCARoot -keystore
%STORES%\%EB%.truststore.bcfips -storepass %STORE_PASSWD?%
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6. Import the CA cerfificate to the key store, for example

jre/bin/keytool ${BC_OPTS} -importcert -file ${STORES}/ca.cert.pem -alias
CARoot -keystore ${STORES}/${EB}.keystore.bcfips -storepass ${STORE_
PASSWD}

On Windows platforms:

jre\bin\keytool %BC_OPTS% -importcert -file %STORES%\ca.cert.pem -alias
CARoot -keystore %STORES%\%EB%.keystore.bcfips -storepass %STORE_
PASSWD%

7. When prompted, enter yes fo frust the certificate.

8. Import the intermediate certificate to the key store, for example:

jre/bin/keytool ${BC_OPTS} -importcert -file
${STORES}/intermediate.cert.pem -alias

INTCARoot -keystore ${STORES}/${EB}.keystore.bcfips -storepass ${STORE_
PASSWD}

If successful, this command will return the message, Certificate reply was installed in
keystore
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On Windows platforms:
jre\bin\keytool %BC_OPTS% -importcert -file
%STORES%\intermediate.cert.pem -alias

INTCARoot -keystore %STORES%\%EB%.keystore.bcfips -storepass %STORE_
PASSWD?%

Q. Import the signed certificate fo the key store, for example

jre/bin/keytool ${BC_OPTS} -importcert -file ${STORES}/${EB}-cert-signed
-alias ${EB} -keystore ${STORES}/${EB}.keystore.bcfips -storepass ${STORE_
PASSWD}

On Windows platforms:

jre\bin\keytool %BC_OPTS% -importcert -file %STORES%\%EB%-cert-signed
-alias %EB% -keystore %STORES%\%EB%.keystore.bcfips -storepass %STORE_
PASSWD%

If successful, this command will return the message, Certificate reply was installed in keystore.

10. Navigate fothe bin directory and run agent setup. Install a connector with Transformation Hub as
the destination, for example:

cd <installation dir>/current/bin
./runagentsetup.sh

On Windows platforms:

cd <installation dir>\current\bin
runagentsetup.bat

a. When completfing the Transformation Hub destination fields, use the same values as in Step 8 for
the path and password.

b. Set Use SSL/TLS o true.
c. SetUse SSL/TLS Authentication o true

11 Cleanup. Delete the following files:

Caution: The following files should be deleted to prevent the distribution of security certificates
that could be used fo authenficate against the Transformation Hub. These files are very sensitive
and should not be distributed to other machines

rm ${STORES}/intermediate.cert.pem
rm ${STORES}/intermediate.key.pem
rm ${STORES}/${EB}-cert-signed

rm ${STORES}/${EB}-cert-req

E=
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On Windows platforms:

del %STORES%\intermediate.cert.pem
del %STORES%\intermediate.key.pem
del %STORES%\%EB%-cert-signed

del %STORES%\%EB%-cert-req

12. Move the bcprov-jdk14-119.jar file back fothe 1ib/agent/fips direcfory (or
lib\agent\fips on Windows platforms).

Step 6: On the Transformation Hub Server

Tocleanup the Transformation Hub server, delete the tfemporary folder where the certificate was signed
and the cerfificate and key files in /tmp.

Caution: The temporary folder should be deleted to prevent the distribution of security certificates
that could be used to authenticate against the Transformation Hub. These files are very sensitive and
should not be distributed fo other machines.

Configure an Transformation Hub Destination with
Client Authentication in Non-FIPS Mode

Follow these sfeps fo configure an Transformatfion Hub (TH) destination from the SmartConnector with
client authentication, butin non-FIPS mode.

Step 1: On the Connector Server

1. Prepare the SmartConnector:

o If the connector is not yet installed: Run the installer. Affer core soffware has been installed,
you will see a window that lets you select Add a Connector or Select Global Parameters Check
Select Global Parameters, and on the window displayed, select Set FIPS mode Set fo Enabled

o If the connector is already installed: Run the insfaller. Select Set Global Parameters and set
Set FIPS Mode o Enabled

2. Navigate to the connectfor's current directory, for example:

cd <install dir>/current

On Windows platforms:
cd <install dir>\current
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3. Setthe environment variables for the static values used by keytool, for example:

export CURRENT=<full path to this "current" folder>
export EB=<eb hostname>_ <eb port>

export STORES=${CURRENT}/user/agent/stores

export STORE_PASSWD=changeit

export EB_HOST={EB master host IP)

export CA_CERT=/tmp/ca.cert.pem

export INTERMEDIATE_CA_CRT=/tmp/intermediate.cert.pem
export CERT_CA TMP=/opt/cert_ca_tmp

On Windows platforms:

set CURRENT=<full path to this "current" folder>

set EB=<eb hostname> <eb port>

set STORES=%CURRENT%\user\agent\stores

set STORE_PASSWD=changeit

set EB_HOST={EB master host IP)

set CA_CERT=C:\Temp\ca.cert.pem

set INTERMEDIATE_CA CRT=C:\Temp\intermediate.cert.pem
set CERT_CA_TMP=/opt/cert_ca_tmp

4 Createthe user/agent/stores directory if it does not already exist, for example:
mkdir ${STORES}

On Windows platforms:

mkdir %STORESY%

5. Create the connector key pair, for example:

jre/bin/keytool -genkeypair -alias ${EB} -keystore
${STORES}/${EB}.keystore.jks -dname "cn=<Connector
FQDN>,0U=Arcsight,0=MF,L=Sunnyvale,ST=CA,C=US" -validity 365

On Windows platforms:

jre\bin\keytool -genkeypair -alias %EB% -keystore
%STORES%\%EB% . keystore.jks -dname "cn=<Connector
FQDN>,0U=Arcsight,0=MF,L=Sunnyvale,ST=CA,C=US" -validity 365

When prompted, enter the password. Note the password; you will need it again in a later step. Press
Enter to use the same password for the key

6. Listthe key store entries. There should be one private key.

jre/bin/keytool -list -keystore ${STORES}/${EB}.keystore.jks -storepass
${STORE_PASSWD}
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On Windows platforms:
jre\bin\keytool -1list -keystore %STORES%\%EB%.keystore.jks -storepass

%STORE_PASSWD?%

7. Create a Certificate Signing Request (CSR), for example:

jre/bin/keytool -certreq -alias ${EB} -keystore
${STORES}/${EB}.keystore.jks -file ${STORES}/${EB}-cert-req -storepass
${STORE_PASSWD}

On Windows platforms:

jre\bin\keytool -certreq -alias %EB% -keystore
%STORES%\%EB% . keystore.jks -file %STORES%\%EB%-cert-req -storepass
%STORE_PASSWD%

Step 2: On the Transformation Hub Server

1. When EBis firstinstalled, if's setup to use self-signed certificates. To replace the self-signed
certificates, obtain your company's root CA cerfificate, and an intermediate certificate and key pair.
Place them in /tmp with the following names:
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/tmp/intermediate.cert.pem
/tmp/intermediate.key.pem

/tmp/ca.cert.pem

Use the following command to add them to Transformation Hub:

/opt/arcsight/kubernetes/scripts/arcsight-cert-util.sh write --re
key=/tmp/intermediate.key.pem --re-crt=/tmp/intermediate.cert.pem --re-
ca=/tmp/ca.cert.pem

Note: If TH was already deployed when running the above command, all Kafka broker nodes
must be restarted. Either redeploy TH, or delete each Kafka pod. For example:

Tolistthe pods
kubectl get pods --all-namespaces
To delete the first Kafka pod:
kubectl delete pod eb-kafka-© -n eventbrokerl
Repeat for all the kafka pods.
2. export CA_CERT=/tmp/ca.cert.pem
export INTERMEDIATE_CA_CRT=/tmp/intermediate.cert.pem
export INTERMEDIATE_CA_KEY=/tmp/intermediate.key.pem
export CERT_CA_TMP=/opt/fips_ca_tmp
export EB=<event broker hostname> <event broker port>
3. Create a femp location on the eb master server:
mkdir $CERT_CA_TMP

Step 3: On the Connector Server

Copy the ${STORES}/${EB}-cert-reqfile (ASTORES%\%EB%-cert-reqon Windows platforms) from
the connector to the Transformation Hub directory created above.

Step 4: On the Server

Create the signed certificate, for example:

/bin/openssl x509 -req -CA ${INTERMEDIATE_CA CRT} -CAkey ${INTERMEDIATE CA_
KEY} -in ${EB} -cert-req -out ${EB} -cert-signed -days 365 -CAcreateserial -
sha256
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Step 5: On the Connector Server

1. Copy the ${EB}-cert-signed cerfificate from the Transformation Hub fo the connector's
${STORES} directory. (On the Windows platform, copy the %EB%-cert-signed certificate to the
connector's $STORES% directory.)

2. Copy the ca.cert.pem certificate from the Transformation Hub to the connecfor's ${STORES }
directory. (On the Windows platform, copy the certificate to the %STORES% directory.)

3. Copythe intermediate.cert.pem certificate from the Transformation Hub to the connector's
${STORES} directory.(On the Windows platform, copy the cerfificate to the %STORES% direcfory.)
4. Import the CA certificate fo the frust sfore, for example

jre/bin/keytool -importcert -file ${STORES}/${CA CERT} -alias CARoot
-keystore ${STORES}/${EB}.truststore.jks -storepass ${STORE_PASSWD}

On Windows platforms:
jre\bin\keytool -importcert -file %STORES%\${CA CERT} -alias CARoot
-keystore %STORES%\%EB%.truststore.jks -storepass %STORE_PASSWD%

5. Import the intermediate certificate to the trust store, for example
jre/bin/keytool -importcert -file ${STORES}/intermediate.cert.pem -alias

INTCARoot -keystore ${STORES}/${EB}.truststore.jks -storepass ${STORE_
PASSWD}

On Windows platforms:

jre\bin\keytool -importcert -file %STORES%\intermediate.cert.pem -
aliasINTCARoot -keystore %STORES%\%EB%.truststore.jks -storepass
%STORE_PASSWD%

6. When prompted, enter yes fo frust the certificate.
7. Import the CA cerfificate fo the key store, for example

jre/bin/keytool -importcert -file ${STORES}/${CA_CERT} -alias CARoot -
keystore ${STORES}/${EB}.keystore.jks -storepass ${STORE_PASSWD}

On Windows platforms:
jre\bin\keytool -importcert -file %STORES%\${CA_CERT} -alias CARoot -
keystore %STORES%\%EB%.keystore.jks -storepass %STORE_PASSWD?%

8. Import the infermediate cerfificate to the key sfore, for example
jre/bin/keytool -importcert -file ${STORES}/intermediate.cert.pem -alias

INTCARoot -keystore ${STORES}/${EB}.keystore.jks -storepass ${STORE_
PASSWD}
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On Windows platforms:
jre\bin\keytool -importcert -file %STORES%\intermediate.cert.pem -alias

INTCARoot -keystore %STORES%\%EB%.keystore.jks -storepass %STORE_
PASSWD%

If successful, this command will return the message, Certificate reply was installed in keystore.
9. When prompted, enter yes fo frust the certificate.
10. Import the signed cerfificate fo the key store, for example

jre/bin/keytool -importcert -file ${STORES}/${EB}-cert-signed -alias ${EB}
-keystore ${STORES}/${EB}.keystore.jks -storepass ${STORE_PASSWD}

On Windows platforms:
jre\bin\keytool -importcert -file %STORES%\%EB%-cert-signed -alias %EB%
-keystore %STORES%\%EB%.keystore.jks -storepass %STORE_PASSWD%

If successful, this command will return the message, Certificate reply was installed in
keystore

11. Note the key sfore and frust store paths

echo ${STORES}/${EB}.truststore.jks
echo ${STORES}/${EB}.keystore.jks

On Windows platforms:
echo %STORES%\%EB%.truststore.jks
echo %STORES%\%EB%.keystore.jks

12 Navigate fothe bin direcfory and run agent setup. Install a connector with Transformation Hub as
the destination, for example:

cd <installation dir>/current/bin
./runagentsetup.sh

On Windows platforms:
cd <installation dir>\current\bin
runagentsetup.bat

a. When completing the Transformation Hub destination fields, use the same values as in Step 8 for
the path and password.

b. SefUse SSL/TLS 0 true
C. SetUse SSL/TLS Authentication fo true
13. Cleanup. Delete the following files:

Caution: The following files should be deleted to prevent the distribution of security cerfificates
that could be used fo authenfticate against the Transformation Hub. These files are very sensitive
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and should not be distributed to other machines.

r
r
r
r

=

${STORES}/intermediate.cert.pem
${STORES}/intermediate.key.pem
${STORES}/${EB}-cert-signed
${STORES}/${EB}-cert-req

S 3 =3

On Windows platforms:

del %STORES%\intermediate.cert.pem
del %STORES%\intermediate.key.pem
del %STORES%\%EB%-cert-signed

del %STORES%\%EB%-cert-req

Step 6: On the Transformation Hub Server

Tocleanup the Transformation Hub server, delete the temporary folder where the certificate was signed
and the cerfificate and key files in /tmp.

Caution: The temporary folder should be deleted to prevent the distribution of security certificates
that could be used fo authenficate against the Transformation Hub. These files are very sensitive and
should not be distributed o other machines.

Configure an Transformation Hub Destination without
Client Authentication in FIPS Mode

Follow these steps fo configure an Transformation Hub destination from the SmartConnecfor without client
authentication in FIPS mode

On the Transformation Hub Server

When TH s firstinstalled, it's sefup to use self-signed certificates. To replace the self-signed cerfificates,
obfain your company's root CA cerfificate, and an intfermediate cerftificate and key pair. Place them in /Tmp
with the following names:

/tmp/intermediate.cert.pem
/tmp/intermediate.key.pem
/tmp/ca.cert.pem

Use the following command fo add them fo Transformatfion Hub
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/opt/arcsight/kubernetes/scripts/arcsight-cert-util.sh write --re-
key=/tmp/intermediate.key.pem --re-crt=/tmp/intermediate.cert.pem --re-
ca=/tmp/ca.cert.pem

Note: If TH was already deployed when running the above command, all Kafka broker nodes must be
restarted. Either redeploy TH, or delete each Kafka pod. For example:

To list the pods

kubectl get pods --all-namespaces

To delete the first Kafka pod:

kubectl delete pod eb-kafka-0 -n eventbrokerl

Repeat for all the kafka pods.

On the SmartConnector Server

1. Prepare the SmartConnector:

o If the connector is not yet installed: Run the installer. Affer core softfware has been installed,
you will see a window that lefs you select Add a Connector or Select Global Parameters. Check
Select Global Parameters, and on the window displayed, select Set FIPS mode. Set 1o Enabled

o If the connector is already installed: Run the installer. Select Set Global Parameters and set
Set FIPS Mode o Enabled

2. Navigate to the connector's current direcfory, for example
cd <install dir>/current

3. Setthe environment variables for the static values used by keytool, for example
export CURRENT=<full path to this "current" folder>

export BC_OPTS="-storetype BCFKS -providername BCFIPS -providerclass
org.bouncycastle.jcajce.provider.BouncyCastleFipsProvider -providerpath
${CURRENT}/1lib/agent/fips/bc-fips-1.0.0.jar
-J-Djava.security.egd=file:/dev/urandom”

export EB=<event broker hostname>_ <event broker port>
export STORES=${CURRENT}/user/agent/stores
export STORE_PASSWD=changeit

On Windows platforms:

set CURRENT=<full path to this "current" folder>

set BC_OPTS="-storetype BCFKS -providername BCFIPS
-J-Djava.ext.dirs=%CURRENT%\jre\lib\ext; %CURRENT%\1ib\agent\fips
-J-Djava.security.properties=%CURRENT%\user\agent\agent.security"”
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set EB=<event broker hostname>_<event broker port>
set STORES=%CURRENT%\user\agent\stores
set STORE_PASSWD=changeit

4 Createthe user/agent/stores directory if it does not already exist, for example:
mkdir ${STORES}

On Windows platforms:

mkdir %STORESY%

5. Copythe ca.cert.pemandthe intermediate.cert.pem certificates from the Transformation
Hub fo the connector's ${STORES } directory. (On the Windows platform, copy the certificate fo the
%STORES% directory.)

6. Import the CA cerfificate to the frust store, for example:

jre/bin/keytool ${BC_OPTS} -importcert -file ${STORES}/ca.cert.pem -alias
CARoot -keystore ${STORES}/${EB}.truststore.bcfips -storepass ${STORE_
PASSWD}
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On Windows platforms:

jre\bin\keytool %BC_OPTS% -importcert -file %STORES%\ca.cert.pem -alias
CARoot -keystore %STORES%\%EB%.truststore.bcfips -storepass %STORE_
PASSWD?%

7. Import the infermediate cerfificate to the trust store, for example:

jre/bin/keytool ${BC_OPTS} -importcert -file
${STORES}/intermediate.cert.pem -alias

INTCARoot -keystore ${STORES}/${EB}.truststore.bcfips -storepass ${STORE_
PASSWD}

On Windows platforms:

jre\bin\keytool %BC_OPTS% -importcert -file
%STORES%\intermediate.cert.pem -alias

INTCARoot -keystore %STORES%\%EB%.truststore.bcfips -storepass %STORE_
PASSWD%

8. When prompted, enter yes fo frust the certificate.
Q. Note the frust store path:
echo ${STORES}/${EB}.truststore.bcfips

On Windows platforms:
echo %STORES%\%EB%.truststore.bcfips

10. Navigate fothe bin direcfory and run agent setup. Install a connecfor with Transformation Hub as the
destination, for example:

cd <installation dir>/current/bin
./runagentsetup.sh

On Windows platforms:

cd <installation dir>\current\bin
runagentsetup.bat

a. When completfing the Transformation Hub destination fields, use the value from Step 7 for the
frust store path and the password used in Step 6 for the frust store password.

b. SetUse SSL/TLS o true.
c¢. SetUse SSL/TLS Authentication o false

11 Cleanup. Delete the certificate file, for example:

Caution: The following file should be deleted to prevent the distribution of security certificates

Micro Focus Connectors (7.13.0) Page 147 of 162



SmartConnector User Guide
Appendix C: Add Destinations

that could be used fo authenficate against the Transformation Hub. These files are very sensitive
and should not be distributed to other machines

rm ${STORES}/ca.cert.pem
rm ${STORES}/intermediate.cert.pem

On Windows platforms:

del %\STORES%\ca.cert.pem
del %\STORES%\intermediate.cert.pem

Diagnostic Data and Tools

Transformation Hub includes a diagnostic script (eb-diag. sh) for the collection of diagnostic dafa.
Diag:sh is found in the web service container.

To run Transformation Hub diagnostic tools:

1. On the master server, find the Docker container ID of the web service container. (In this example
278e86760803)

$ docker ps | grep atlas_web-service

278e86760803 localhost:5000/arcsightsecurity/atlas_web-
service@sha256:c25b023afa7b7054de62al188ed2802d24312f3c5de87b6537aa3e937476376
ds "/bin/bash -c 'source"

$
2. Copy the scriptarchive from web service container (In this example 278e86760803)
$ docker cp 278e86760803:/eb/ws/eb_diag/eb _diag.tgz .
$ tar -tzf eb_diag.tgz
vertica-diag.sh
eb-diag.sh
eb-sys-diag.sh
$
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3. Extract the diagnostic scriptand run it
$ tar -xvf eb_diag.tgz eb-diag.sh

$ sh eb-diag.sh

Installation Instructions for an Transformation Hub
Destination

Master or Worker Nodes Down

This section describes what behavior can be expected if a master node or one or more worker nodes goes
down.

o Kubernetes worker nodes will continue running even when the master is down, but if they reboot then
they will not be able to find the master and will fail.

e Allservices running on the master node will become unavailable.

e Transformation Hub Web Service running on the master node becomes unavailable.
o The services (Routing Stream Process) and integration (ArcMC management) that depend on the
Web Service will fail.

o Any other Transformation Hub (Transform Stream Process, Schema Registry, Kafka Manager) that
was running on the master will gef scheduled by Kubernetes on other worker nodes depending on
system resources available.

o If the master node was labeled for Kafka and/or ZooKeeper deploymentthen those instances will fail
but the cluster will still work with rest of the instances on worker nodes

e TheNFSserver, which runs on the master node, will become unavailable.
o Kafka and ZooKeeper do not depend on NFS storage and use local Kubernetes worker node storage.
They would will be available for event processing with some limitation.

o The beta feature Connector in TB(CTB) will be affected, since it depends on NFS sforage, which is
configured on master server.

o DNSservice (kube-dns)runs on the master server will become unavailable
o Worker nodes would lose ability to resolve hostnames, except for those that had already been
resolved, and which may be cached for some period.

o Any of the Transformation Hub service instances running on the downed worker node that are not fied
o a worker node (such as Transform Stream Process, Roufing Stream Process, Schema Registry, or
Kafka Manager) will be scheduled by Kubernetes on other worker nodes, depending on system
resources available on other worker nodes.

e Depending on system resources on other worker nodes, Transformation Hub service instances that are
labeled for Kafka and ZooKeeper will be automatically scheduled by Kubernetes on other worker nodes
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(aslong as there are additional worker nodes already labeled for Zookeeper and kafka).

o Likewise, the c2av-processor may cease if the worker node containing the eb-c2av-processor
goes down and sysftem resources prevent Kubernetes from automatically rescheduling processing
on another worker node.

o [f automatic re-scheduling of service instances does not occur for the Zookeeper, Kafka, or eb-c2av-
processor (thatis, the node is nof recoverable), use the following manual command, run from the
master node, to delete all service instances from the failed node and force Kubernetes to move the
services fo other nodes:

# kubectl delete node <Failed Node IP>

Note: there must be another node available in the cluster, with the zookeeper and kafka labels,
for the service instances o be migrated from the failed node.
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Appendix C: Troubleshooting

These troubleshootfing tips may prove helpful in resolving issues with Transformation Hub.

This chapter includes the following fopics:

o Self-Healing for Unparsed EVenTs .. 151
e SmarfConnector Commands QUEUE ... .. 152
e Tuning Transformation HUb Performance . ... .ol 152
¢ Verifying the Health of the Transformation Hub Cluster ... . . 153
O VAT IS FIP S 154

Self-Healing for Unparsed Events

If the Generate Unparsed Events feature is on, and there is high traffic of events, the destfinations might
receive less valuable information (unparsed events).

Users can now set a limit for unparsed events. When the number of unparsed events reaches the limit, the
Self-Healing feature disables the unparsed event generation and as soon as the event queue normalizes,
itis re-enabled and the destinafions start receiving unparsed events again.

If the self-healing feature is actfive, an internal event is sent with the sfafus of the Generate Unparsed
Events feature.

New Properties added

e unparsed.events.self.healing.enabled —the default valueis False. Set to True to furn on the
functionality.

e unparsed.events.self.healing.threshold.limit—the defaultvalueis 60% The functinality
is enabled when the limitis reached.

Note The limit refers the percentage of unparsed events in a given fime

To enable Self-Healing

Fromthe agent.properties file ensure the unparsed.events.self.healing.enabledflaginis
setto True.
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SmartConnector Commands Queue

Commands Queue prevents from executing commands that might conflict if executed at the same fime.
Conflicting commands are sentfo a queue and executed later.

The ESM Console can frack commands sent o an agent. When the console finds a conflict, it does not send
the command. However, if another console sends the command fo the agent at the same time, there might
be a conflictamong each other.

Some command groups might present an error when executed from different ESM Consoles in parallel
processes, or, if the same command is executed more than once, at the same time.

Commands received by a connector are now placed in a queue and cafegorized, according to their priority.

Command Type

'‘Get"Commands

Any other commands
Event Flow Commands
Upgrade Commands

Connector Process
Commands

Description
Always safe fo execute
Skip the queue
Executedat the moment they arrive.
Low conflict probability, unless another process is running the same command.
Change the connector status (sfart, stop, pause).
Change the connector version.
Turn off the connector (terminate, restart).
Its priority can be changed to always choose these commands above the others
To change the priority:

1. Gototheagent.properties file.

2. Addthe property
commands.queue.connector.process.high.priority=tru
e.

3. Ensure the propertystatusis set to True.

Tuning Transformation Hub Performance

The following can help improve the performance of Transformation Hub.
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Increasing Stream Processor EPS

You can increase Stream Processor EPS by adding more stream processor instances using the ArcSight
installer configuration Ul.

When you change this value, you do not need to redeploy Transformation Hub. Please note that this
change will increase the number of pods. You will see this difference when you run the kubectl get pods --
all-namespaces command.

Increasing Kafka Retention Size/Time

You can change the value of retention size or time in any topic using Transformation Hub Manager affer
deploying Transformation Hub containers, and it will be applied immediately. You can change this while
events are flowing through the fopic.

Tochange the default values before you deploy, change the values in the arcsight-installer properfies file.

Adding a New Worker Node

Toadd a new worker node, label the new node (delete or overwrite existing label with a different label).
Remove the label from the old node. Kubernetes should start Kafka on the new node. Then, reassign
partitions on the new node. Data copying will take some fime to complete

Veritying the Health of the Transformation Hub Cluster

Verify the health of each container: run #tkubectl get pods --all-namespaces -o widefo
list pods and their status.

View Kubernetes logs for each container:run kubectl logs

# kubectl logs -n eventbrokerl [WEB SERVICE POD ID/NAME] -c atlas-web-service

Verify data flows through the system: check any of the following.
o In ArcMC review the EPS graph. This indicates whether events are flowing through the stream
processor (routing and fransforming).

o Alltopics: check the offset for each fopic in Transformation Hub Manager. you should see the value
increasing.

Verify that Web Service APIs are healthy:

o Checklogs of the web service container (see command above)

e Make sure the portis bound:
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# netstat -1lntp | grep 38080

e Check the Kakfa Scheduler status.

# watch ./root/install-vertica/kafka_scheduler status

o Check whether the offsetis increasing in the status output. If nof, then there may no data in the Avro
fopic, or if Avro confains data there may be a problem.

o Verify the fopic parfition count and distribution.
e Check that the configured parfition count matches its expected value

o Check the partition count or replication factor for the topic using Transformation Hub Manager.

What is FIPS?

Under the Information Technology Management Reform Act (Public Law 104-106), the Secretary of
Commerce approves standards and guidelines that are developed by the National Institute of Standards
and Technology (NIST) for Federal computer systems. These standards and guidelines are issued by NIST
as Federal Information Processing Standards (FIPS) for use government-wide. NIST develops FIPS when
there are compelling Federal government requirements such as for security and interoperability and there
are no acceptable industry standards or solutions.

FIPS Suite Bincludes cryptographic algorithms for hashing, digital signatures, and key exchange. The
enfire suife of cryptographic algorithms is infended to profect both classified and unclassified nafional
security systems and information.

Note: \When FIPS-compliant connectors connect fo a non-FIPS-compliant destination, the solution is
not considered FIPS compliant. When the destination is installed in FIPS Suite B compliant mode, the
SmartConnectors must also be installed in FIPS Suite B compliant mode.
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The following are a list of frequently asked questions. This section is periodically updated.

e My machineisin adifferentlocation than 'en_US and my connectfors are running info parser errors
when parsing fimestamp fields.

o Whatif my device is not one of the listed connectors?

e My device is on the list of supported products; why doesn't it appear in the connector Configuration
Wizard?

o Why isn't the SmartConnector reporfing all events?

o Why are some event fields not showing up in the Console?

e Why isn't the SmartConnector reporfing events?

e How can I get my database SmartConnector to start reading events from the beginning?

e When events are cached and the connection to the Manager is re-established, which events are sent?

o Why does the status report the size of the cache as smaller than it should be? For example, | know that a
few events have been received by the SmartConnector since the Manager went down, yet the report
marks evenfs as zero.

e Why does the estimated cache size never change in some connectors? Why is the estimated cache size
negative in others?

o Can the SmartConnector cache reside somewhere other than user/agent/agentdata?
o Whyis my end time always set fo a later date and fime?

o Do our Syslog connecfors support forwarded messages from KIW!I or AIX?

e Whatdoes the T mean in the periodic SmartConnector sfatus lines?

e Whatdo Evts and Eps refer 107

e Does a file reader SmartConnector reading files over a network share display errors when the network
share is disconnected? How can | recognize which error message refers to which file in agentlog and
agentoutwrapperlog?

o Arelog files accessed sequentially or in parallel?
o Affer reading a log file, can a SmartConnector move them using NFS?

e My SmartConnector must read log files from a remote machine through a network share. How can I do
this?

e Isthere any limitation on performance relating fo EPS?

e How many log files can a SmartConnector access at one fime?
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e Which is the default cache size limit?

o How the cached DNS entries are managed? If there is a size limit, how would it be handled? Will it rotate
when the limit exceeds?

e Under what circumstances can an entry be removed of the cache?
e Howshould an enfry be manually removed from the cache?
¢ Whatis the recommended maximum number of connectors per Manager?

e When configuring the connector to run as a service (for Windows) or daemon (for Unix), you may
encounter the following error message: An issue has been encountered configuring the connector to
run as a service. Check agentlog (Service Installation) for details.

My machine is in a different location than 'en_US' and my connectors are running into parser
errors when parsing timestamp fields.

The connector assumes a default locale of 'en_US' If your machine is running in a different locale, your
connecfor may run into parsing errors when parsing fimestamps. Try changing the parser locale by adding
a property 'agent.parser.locale.name=<locale of your machine>'info
user/agent/agent.properties, then resfart your connector.

For example, China and France would have the following locales:

agent.parser.locale.name=zh_CN
agent.parser.locale.name=fr_FR

To use the default locale for the connector machine, you can leave the locale blank. For example:
agent.parser.locale.name=
What if my device is not one of the listed connectors?

e ArcSight offers an optional feature called the FlexConnector Development Kit (SDK), which can assist
you in creating a custom connector for your device.

e ArcSightcan creafe a custfom connector; confact customer support for more information.

My device is on the list of supported products; why doesn't it appear in the connector

Configuration Wizard?

connectors are installable based upon the operating system you are using. If your device is not listed, either
itis nof supporfed by the operating system on which you are atfempting fo install, or your device is served
by a Syslog server and is, therefore, a syslog sub-connector. To install a Syslog connector, select Syslog
Daemon, Syslog Pipe or Syslog File during the installation process.

Why isn't the SmartConnector reporting all events?

Check that evenft filtering and aggregation setup is appropriate for your needs.
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Why are some event fields not showing up in the Console?

Check that the two separate turbo modes for the connector and the Manager are compatible for the specific
connectfor resource. If the Manager is sef for a faster furbo mode than the connector, some event detfails will
be lost. See "Understanding ArcSight Turbo Modes" on page 29 for detailed information.

Why isn't the SmartConnector reporting events?

Check the connector log for errors. Also, if the connector cannot communicate with the Manager, it caches
events unftil its cache is full. A full cache can resultin the permanent loss of events.

How can | get my database SmartConnector to start reading events from the beginning?
If it is a FlexConnector for Time-Based DB, set the following parameter in agent.properfies:
agents[0@].startatdate=01/01/1970 00:00:00

If it is an FlexConnector for ID-Based DB, set the following parameter in agentproperties:
agents[0@].startatid=0

When events are cached and the connection to the Manager is re-established, which events are
sent?

Events are sentwith a 70%live and 30% cached events rafio. If live events are not arriving quickly, the
percentage of cached events can be higher. This can reach 100% if there are no live evenfts.

Also, if the setffings dictate that cerfain event severities are not sent af the time connection is restored, those
events are never sent. This is true even if they were originally generated (and cached) at a fime when they
would ordinarily go out.

Why does the status report the size of the cache as smaller than it should be? For example, |
know that a few events have been received by the SmartConnector since the Manager went
down, yet the report marks events as zero.

Some of the events are in other places in the system, such as the HT TP fransport queue. Shut down the
connector and look at the cache size in the sizedflt file to confirm that the events are really sfill there.

Why does the estimated cache size never change in some connectors? Why is the estimated
cache size negative in others?

The estimated cache size is derived from a size file that gets read af startup and writfen at shutdown. If the
connector could not write the size at shutdown (for example, due to an ungraceful shutdown, disk problem,
or similar problem) the number could be incorrect. Newer versions will attempt fo rebuild this cache size if
they find it to be incorrect, but older builds do noft.

One solution is to

1. Stop the connector.
2. Delete the size file (a file with extension . size.df1lt) under current\user\agent\agentdata.
3. Re-stfart the connecfor.

The connector detects that there is no size file and re-builds the cache size by reading all the cache files.
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Can the SmartConnector cache reside somewhere other than user/agent/agentdata?

You can change the folder fo contain the connector cache by adding the following property in
agentproperties:

agentcache.base.folder=<relative-folder-path>
where <relative-folder-path> isthe path of the folder relative to $ARCSIGHT _HOME.
Why is my end time always set to a later date and time?

The Manager performs auto tfime correction for older events. If the end time is older than your refention
period, itis set automatically fo thatlower bound. A warning is displayed and an internal event with the
same message is senf 1o you.

Do our Syslog connectors support forwarded messages from KIWI or AIX?
Yes.

The property related to KIWI is
syslog.kiwi.forwarded.prefix=KiwiSyslog Original Address

Kiwi adds a prefix with the original address. For example, the message:

Jan 01 10:00:00 myhostname SSH connection open to 1.1.1.1

is converted to

Jan 01 10:00:00 myhostname KiwiSyslog Original Address myoriginalhost: SSH
connection open to 1.1.1.1

The connector strips out the prefix and uses myoriginalhost as the Device Host Name

The property related to AlIX is

syslog.aix.forwarded.prefixes=Message forwarded from,Forwarded from
Similar actions are performed for messages forwarded using AlX.

What does the T mean in the periodic SmartConnector status lines?

"T"is shorthand for "throughout (SLO)" The following lines are in agent.defaults.properties:

status.watermark.stdoutkeys=AgentName, Events

Processed, Events/Sec(SLC),Estimated Cache
Size,status,throughout(SLC),hbstatus,sent
status.watermark.stdoutkeys.alias=N,Evts,Eps,C,ET,T,HT,S

The SLC stands for Since Last Check, which means "in the last minute" assuming
status.watermark.sleeptime=60 has nofbeen overridden.

What do Evts and Eps refer to?
Evts is an acronym for Events Processed and Eps is an acronym for Events/Sec(SLO).
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Does a file reader SmartConnector reading files over a network share display errors when the
network share is disconnected? How can | recognize which error message refers to which file in
agent.log and agent.out.wrapper.log?

If the network shareis a Linux/UNIX NFS mount or a Windows network mapped drive, the file reader
connecfor displays errors in the agentlog.

If files are being read using a Windows UNC path that does notf require network mapping, the file reader
connector cannot detect a network connection loss.

Error messages relafed to file access contain the file name, but error messages related tolog line parsing do
nof.

Are log files accessed sequentially or in parallel?

This depends upon the connecfor you are using. Some log file connectors process files sequentially and
others process log files in parallel.

After reading a log file, can a SmartConnector move them using NFS?

Yes. Folder Follower connectors can rename or move the files using NFS, as long as the folders containing
the log files give the correct permissions for the connector.

My SmartConnector must read log files from a remote machine through a network share. How
can | do this?

Toestablish a network share to a remote machine, you can use network mapping on Windows platforms,
and NFS or Samba mounting on Linux/UNIX platforms.

If you are running the connector as a Windows service, access privileges o the network share are required.
Toaccess the user name and password panel:

From the Start menu, select Control Panel

Double-click Administrative Tools.

Double-click Services.

Right-click the name of the appropriate connector and select Properties.

urRs W

Click the Log on tab, and enter the user name and password for the user with access permissions 1o
the file share. Specify the file path using UNC notation, not as a network mapped drive.

Is there any limitation on performance relating to EPS?

These limitations are subjective and depend upon system resources, number of devices, number of events,
andsoon.

How many log files can a SmartConnector access at one time?

The connecfor can access as many log files as itis configured with. The folders are processed in parallel.
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What is the recommended maximum number of connectors per Manager?

Thereis nohard and fast maximum. The Manager has a restriction of 64 concurrent connectfor threads by
default. The more threads you add, the more it affects performance, because there is more thread confexi-
switching overhead. The general recommendation is to definitely stay lower than the triple-digit range.

When configuring the connector to run as a service (for Windows) or daemon (for Unix), you
may encounter the following error message: An issue has been encountered configuring the
connector to run as a service. Check agent.log (Service Installation) for details.

There may be different reasons for you fo get this message when you cannotf configure the connecfor fo
run as a service or daemon. It may be that you installed a second connector on Windows or Unix with the
exact same name and fype, such as when using the default options. More information is included in the
agentlog, including the specifics for <Service Installation>. For example, <Service Installation> -
SE:wrapperm | Unable to install the ArcSight Syslog NG Daemon service - The specified service already
exists. (Ox431).

You can fix this issue by manually delefing the agent .wrapper.conf file from the second or additional
connectors. The file is located in the $ARCSIGHT_HOME/current/user/agent folder.

\When configuring multiple connectors, use a different name and type to avoid duplication.
Which is the default cache size limit?

SmartConnecfors use a compressed disk cache o hold large volumes of events when the destination (such
as ArcSight Manager) is down or when the SmartConnector receives bursts of events. This parameter
specifies the disk space fo use. The defaultis 1 GB which, depending on the connectfor, can hold about 15
million events (though this can vary dramafically depending on the event fype), but it also can go down fo
200 MB. When this disk space is full, the SmartConnector drops the oldest events to free up disk cache
space. Select from the opfions available in the dropdown list. Defaultis 1 GB.

How the cached DNS entries are managed? If there is a size limit, how would it be handled? Will
it rotate when the limit exceeds?

If the Name Resolution Host Name Only parameter is set to No, then the source, destination, and device
host name and DNS domain event fields are looked at. If in any of the three cases the DNS domain event
field is empty and the corresponding host name event field contains a host name that is notan IP address
(IPvZ4 or IPv6) and does have a dot in it, then the host name event field is split at the first dot, with the lafter
part being moved to the corresponding DNS domain event field.

If, on the other hand, the corresponding DNS domain and host name event fields are both set for the
source, destination, or device, and the host name event field does not contain any dofs, then they are
combined for purposes of any name resolution that may be done later.

Next, if the Name Resolution Host Name Only parameter is sef fo No, and the agent host name event field is
set (which is normally done for all Connectors based on a lookup done at startup fime), contains a dot, and
is not an IP address, then it is split up, with the part after the first dot being moved fo the agent DNS domain
event field.

Micro Focus Connectors (7.13.0) Page 160 of 162



SmartConnector User Guide
Appendix D: Connector Frequently Asked Questions

Lastly, if the Name Resolution Domain From E-mail parameter is sef fo Yes, then the source and destination
DNS domain event fields are looked at. If either is empty, the corresponding user name evenft field is not
empty and contains an "@" character, and the corresponding host name event field is empty, then the DNS
domain event field is set to the part of the user name event field after the "@" character.

On the other hand, the default limitis 50000 entries for each of the two caches (names => IPs, and IPs =>
names). An expiration daemon runs periodically (normally once per minute) fo check for stale cache
entries, as defined by the shortest TTL set for all destinafions. Older enfries are simply queued for re-
resolution. If the queues are at all backed up, these refresh requests may fake some time, which is why
entries that are up fo twice the TTL are not considered sfale when Waif For Resolution is disabled. Note that
previously, arbitrarily old entries would continue fo be used, so the behavior in the case of severely backed
up queues has changed.

Under what circumstances can an entry be removed of the cache?

Cache enfries are removed if 1) the size limit is reached or 2) the name or IP address is explicitly configured
fo not be looked up butitwas previously in the cache. Additionally, an entry can be removed affer DNS
lookup fails if it has been previously configured by removing Unresovable Names /Ips from Cache.

How should an entry be manually removed from the cache?

It is not possible o manually remove a single entry from the cache. It is only possible fo flush the cache files
while the connector is stopped. The action must not be documented.
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Send Documentation Feedback

If you have comments about this document, you can confact the documentation team by email. If an email
clientis configured on this compufter, click the link above and an email window opens with the following
information in the subject line:

Feedback on SmartConnector User Guide (Connectors 7.13.0)
Justadd your feedback o the email and click send.

If no email client is available, copy the information above to a new message in a web mail client, and send
your feedback fo arcsight_doc@microfocus.com.

We appreciate your feedback!
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