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SmartConnector for Okta

The Arcsight Okta configuration guide provides information to install the
SmartConnector for Okta and configuring the connector for event collection.

Overview

Okta is an enterprise-grade identity and access management service, which helps any
person connect with any application, device, or technology. It enables users to securely
access any application or device at any time. Although Okta is built for cloud-
environments, itis compatible with many on-premise devices as well.

Identity and access management services address authentication, authorization, and
access control. It is also about the access that resources might have and how the
enabled functions perform.

Prerequisites

« Okta login credentials.

Configuration

Configuring the Connector for Event Collection

Complete the following procedure to enable the connector to access Okta log data:

1. Open a browser, then specify the hostname and port for the proxy server.
You will be redirected to the Okta login page.
2. Log in to Okta using your Okta credentials.
For more information about the events logged by Okta, see the Okta Documentation.

Configuring the Appliance/ArcSight Management
Center

Run restutil to Obtain a Refresh Token
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Before configuring the SmartConnector for Okta on the Connector Appliance / ArcMC,
obtain a refresh token. This token is required to configure the connector. It enables the
connector to access Okta log data. To obtain a refresh token, use the REST
FlexConnector Configuration Support Tool (restutil) and perform the following steps:

1. Install the SmartConnector package on a host machine where you can access a
web browser.

2. Navigate to $ARCSIGHT_HOME\current\bin.

3. Toretrieve a refresh token, invoke the tool withthe following command:
arcsight restutil boxtoken <-proxy >

Forexample: arcsight restutil boxtoken -proxy
proxy.location.microfocus.com:8080

A web browser launches and prompts you to log into Okta.
4. Enter your Okta user name and password.
5. Click through to access Okta.
The refresh token string displays in the command line window.
6. Copy the string into the Refresh Token field while configuring the connector.

Prepare to Install Connector

Before you install any SmartConnectors, make sure that the ArcSight products with
which the connectors will communicate have already been installed correctly (such as
ArcSight ESM or ArcSight Logger).

For complete product information, read the Administrator's Guide as well as the
Installation and Configuration guide for your ArcSight product before installing a new
SmartConnector. If you are adding a connector to the ArcSight Management Center, see
the ArcSight Management Center Administrator's Guide for instructions, and start the
installation procedure at "Set Global Parameters (optional)" or "Select Connector and
Add Parameter Information."

Before installing the SmartConnector, be sure the following are available:

o Local access to the machine where the SmartConnector is to be installed
« Credentials to log in to Okta

Install Core Software

Unless specified otherwise at the beginning of this guide, this SmartConnector can be
installed on all ArcSight supported platforms; for the complete list, see the
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SmartConnector Product and Platform Support document, available from the Micro
Focus SSO and the Micro Focus Security Community website.

1.

Download the SmartConnector executable for your operating system from the Micro
Focus SSO site.

Start the SmartConnector installation and configuration wizard by running the
executable.

Follow the wizard through the following folder selection tasks and installation of the
core connector software:

Introduction

Choose Install Folder

Choose Shortcut Folder

Pre-Installation Summary

Installing...

When the installation of SmartConnector core component software is finished, the
following window is displayed:

I & Connector Setup ' ﬁ

What would vou like to do?

<X ArcSight

Configure

@ Add a Conneckor

() Set Global Parameters

= Prewious Mexk = ] [ Cancel

Set Global Parameters (optional)

If you choose to perform any of the operations shown in the following table, do so before
adding your connector. You can set the following parameters:
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Parameter

FIPS mode

Remote
Management

Remote
Management
Listener Port

Preferred IP
Version

Setting

Select 'Enabled' to enable FIPS compliant mode. To enable FIPS Suite B Mode, see
the SmartConnector User Guide under "Modifying Connector Parameters" for
instructions. Initially, this value is set to 'Disabled'.

Select 'Enabled’ to enable remote management from ArcSight Management Center.
When queried by the remote management device, the values you specify here for
enabling remote management and the port number will be used. Initially, this value is
set to 'Disabled'.

The remote management device will listen to the port specified in this field. The
default port number is 9001.

When both IPv4 and IPv6 |IP addresses are available for the local host (the machine
on which the connector is installed), you can choose which version is preferred.
Otherwise, you will see only one selection. The initial setting is IPv4

The following parameters should be configured only if you are using Micro Focus SecureData solutions to
provide encryption. See the Micro Focus SecureData Architecture Guide for more information.

Format Preserving
Encryption

Format Preserving
Policy URL

Proxy Server
(https)

Proxy Port

Format Preserving
Identity

Format Preserving
Secret

Event Fields to
Encrypted

Data leaving the connector machine to a specified destination can be encrypted by
selecting ‘Enabled’ to encrypt the fields identified in ‘Event Fields to Encrypt' before
forwarding events. If encryption is enabled, it cannot be disabled. Changing any of the
encryption parameters again will require a fresh installation of the connector

Enter the URL where the Micro Focus SecureData Server is installed.

Enter the proxy host for https connection if any proxy is enabled for this machine.

Enter the proxy port for https connection if any proxy is enabled for this machine.

The Micro Focus SecureData client software allows client applications to protect and
access data based on key names. This key nhame is referred to as the identity. Enter
the user identity configured for Micro Focus SecureData.

Enter the secret configured for Micro Focus SecureData to use for encryption.

Recommended fields for encryption are listed; delete any fields you do not want
encrypted and add any string or numeric fields you want encrypted. Encrypting more
fields can affect performance, with 20 fields being the maximum recommended. Also,
because encryption changes the value, rules or categorization could also be affected.
Once encryption is enabled, the list of event fields cannot be edited.

After making your selections, click Next. A summary screen is displayed. Review the
summary of your selections and click Next. Click Continue to return to proceed with
"Add a Connector" window. Continue the installation procedure with "Select Connector
and Add Parameter Information."
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Select Connector and Add Parameter Information

1. Select Add a Connector and click Next. If applicable, you can enable FIPS mode
and enable remote management later in the wizard after SmartConnector
configuration.

2. Select Okta and click Next.

3. Enter the required SmartConnector parameters to configure the SmartConnector,
then click Next.

Connector Setu =3 | =
[ = | P
: Enter the parameter details
<X ArcSight
Configure
Proxy Host
Proxy Port

Proxy UserName

Proxy Password

Events Url https: //{yourOktaDomain}/apifv 1logs?since =8START_AT_TIME
Client Secret seessneee
Client ID <Default=
Auth Url https: /f{yourOktaDomain}foauth 2fv 1fauthorize
Token Url https: /f{yourOktaDomain}foauth2/v 1ftoken
Redirect Uri http: flecalhost: 8080 /authorization-code fcallback.
i Reauthenticate false -

Time Stamp Fomat | yyyy-MM-ddTHH:mm:ss.555'2'

State Arcsight
Limit events 100
< Previous Cancel
Parameter Description
Proxy Host Enter the proxy host IP address or name. This value is required for proxy

configuration in order to access Okta host.

Proxy Port Enter the proxy port. This value is required for proxy configuration.

Proxy User Enter the proxy user name. This value is optional for additional proxy authentication.
Name If you specify a proxy user name, you must also specify a proxy password.

Proxy Enter the password for the proxy user specified in the Proxy User Name field. This
Password value is optional for additional proxy authentication. This field is required only if you

have specified a proxy user name.

Event URL
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Parameter Description

Client Secret ~ This value is also provided by the vendor when you register an application. This
value is obfuscated. The values client_id and client_secret helps the vendor identify
an application.

Client ID This value is provided by the vendor when you register an application

Auth Url This is the URL of the vendor to which the initial request must be made to get an
authorization code. Consult the vendor documentation to get this URL.

Token Url This is the URL of the vendor to which the request for an Access Token will be
made. Consult the vendor documentation to get this URL

Redicrect URI  You configure this when you register an application. This is the URL to which the
vendor sends the authorization code

Scope Specifying a value for the scope parameter is optional, but the parameter itself is not
and must appear in your configuration. The scope parameter allows applications to
inform you and the vendor what type of information is to be retrieved from the vendor
on behalf of the user. If there is more than one scope, you can specify these as a
space-separated list of values.

Reauthenticate |If this is set to TRUE, user is required to authenticate when connector starts.

Time Stamp yyyy-MM-dd'T’'HH:mm:ss.SSS’Z’
Format

State An arbitrary alphanumeric string that the authorization server will reproduce when
redirecting the user-agent back to the client.

Limit Events Specifies the number of results.

If a proxy is not required to access the internet, leave the proxy fields in blank and click
Next.

A web browser window is automatically launched by the connector so that you can log
in to Okta.

When the connector launches the web browser window, it attempts to use the default
web browser configured in your system. If the default web browser does not launch, it
immediately tries launching in other web browsers (Firefox, Google Chrome, Internet
Explorer, Konqueror, or Mozilla). Verify that you have one of these web browsers
configured in your system.

Also, ensure that the proxy settings in your web browsers are configured correctly so
that you can access the internet through your web browser. The Okta authorization
endpoint has a lifetime of 10 minutes. To log in, enter your Okta user name and
password and click through to access Okta.

After logging in to Okta , continue to the connector configuration. The next page of the
connector installation and configuration wizard is displayed automatically. To continue
the connector configuration, be sure to return to the installation and configuration wizard
window.

Micro Focus SmartConnectors (8.1.0) Page 10 of 15



Configuration Guide

Select a Destination

1.

The next window asks for the destination type; select a destination and click Next.
For information about the destinations listed, see the ArcSight SmartConnector User
Guide.

Enter values for the destination. For the ArcSight Manager destination, the values
you enter for User and Password should be the same ArcSight user name and
password you created during the ArcSight Manager installation. Click Next.

Enter a name for the SmartConnector and provide other information identifying the
connector's use in your environment. Click Next. The connector starts the
registration process.

If you have selected ArcSight Manager as the destination, the certificate import
window for the ArcSight Manager is displayed. Select Import the certificate to the
connector from destination and click Next. (If you select Do not import the
certificate to connector from destination, the connector installation will end.) The
certificate is imported and the Add connector Summary window is displayed.

Complete Installation and Configuration

1.

Review the Add Connector Summary and click Next. If the summary is incorrect,
click Previous to make changes.

The wizard now prompts you to choose whether you want to run the
SmartConnector as a stand-alone process or as a service. If you choose to run the
connector as a stand-alone process, select Leave as a standalone application, click
Next, and continue with step 5.

If you chose to run the connector as a service, with Install as a service selected,
click Next. The wizard prompts you to define service parameters. Enter values for
Service Internal Name and Service Display Name and select Yes or No for Start
the service automatically. The Install Service Summary window is displayed when
you click Next.

4. Click Next on the summary window.
5. To complete the installation, choose Exit and Click Next.

For instructions about upgrading the connector or modifying parameters, see the
SmartConnector User Guide.

Upgrading the SmartConnector from the
Connector Appliance/ArcMC

To upgrade a container to the get the latest version of the SmartConnector for Okta:
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1. Download the upgrade files for the connector or the remote Connector Appliance
from the ArcSight Customer Support site at softwaresupport.softwaregrp.com to the
computer that you use to connect to the browser-based interface.

. Log in to the browser-based interface.
. Click SetupConfiguration > Administration > Repositories.
. Upload the connector AUP build that contains the latest version of the connector.

2
3
4
5. In the Connector Appliance, click Manage.

6. Click the Containers tab.

7. Select the container you want to upgrade.

8. Click Upgrade. Click Next to upgrade the container.

9. Selectthe AUP version and click Next.
10. Select the container you have upgraded and then select Add New Connector.
11. Select the Okta connector and click Next.

12. Enter the parameter values for the connector, including the Refresh Token. See the
Configuration Guide for the SmartConnector for Okta for details about parameters.
See Run restutil to Obtain a Refresh Token for ArcSight Management Center. Click
Next.

13. Select the destination. Click Next.
14. Enter the destination parameters. Click Next.
15. Enter connector details. Click Next.

The connector is added to the container.

Run the SmartConnector

SmartConnectors can be installed and run in stand-alone mode, on Windows platforms
as a Windows service, or on UNIX platforms as a UNIX daemon, depending upon the
platform supported. On Windows platforms, SmartConnectors also can be run using
shortcuts and optional Start menu entries.

If the connector is installed in stand-alone mode, it must be started manually and is not
automatically active when a host is restarted. If installed as a service or daemon, the
connector runs automatically when the host is restarted. For information about
connectors running as services or daemons, see the ArcSight SmartConnector User
Guide.

To run all SmartConnectors installed in stand-alone mode on a particular host, open a
command window, go to $ARCSIGHT_HOME\current\bin and run: arcsight connectors

To view the SmartConnector log, read the file
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$ARCSIGHT_HOME\current\logs\agent.log; to stop all SmartConnectors, enter Ctrl+Cin

the command window.

Device Event Mapping to ArcSight Fields

The following section lists the mappings of ArcSight data fields to the device's specific
event definitions. See the ArcSight Console User's Guide for more information about the

ArcSight data fields.

Okta Mappings to ArcSight Fields - JSON Parser

ArcSight ESM Field
Device Event Class ID
Device Product

Device Receipt Time

Device Vendor
External ID
File ID

File Name

File Type

Name

Source Address

Reason

Event Outcome

Device Event Category
Device Severity

Request Url

Request Client Application
Device Action

Device Custom String 2

Device Custom String 2 Label

Micro Focus SmartConnectors (8.1.0)

Device-Specific Field
eventType
‘OKTA'

__safeToDate(published,"yyyy-MM-
dd'T'HH:mm:ss.SSSX")

'TAM'

uuid

One of (source_folder_id, source_item_id)

One of (source_item_name, source_folder_name)

One of (source_item_type, one of (source_folder _id,
'folder’)

__ifThenElse(displayMessage,"null",__concatenate
(eventType," ",outcome_result),__concatenate
(displayMessage," ", toLowerCase(outcome_
result)))

Client/ipAddress

Outcome/reason

Outcome/result

eventType

severity

debugContext/debugData/url
client/userAgent/rawUserAgent
__regexToken(eventType,"(?:[a-z]+\\.)+(.*)")
transaction/type

‘Transaction Type’
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ArcSight ESM Field Device-Specific Field

DeviceCustomString3 __oneOf(debugContext/debugData/signOnMode,
debugContext/debugData/appname)

Device Custom String 3 Label ‘SignOnModeType/AppName’

Device Custom String 4 __oneOf(debugContext/debugData/requestlid,
debugContext/debugData/jobld)

Device Custom String 4 Label ‘Request/Job Id’

Device Custom String 5 debugContext/debugData/threatSuspected

Device Custom String 5 Label ‘Threat Suspected’

Device Version Version

Flex String 2 authenticationContext/authenticationProvider

Flex String 2 Label ‘Authentication Provider’
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Send Documentation Feedback

If you have comments about this document, you can contact the documentation team by
email. If an email client is configured on this computer, click the link above and an email
window opens with the following information in the subject line:

Feedback on Configuration Guide (SmartConnectors 8.1.0)
Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a web
mail client, and send your feedback to Documentation-Feedback@microfocus.com.

We appreciate your feedback!
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