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SmartConnector for Microsoft Windows Event
Log – Native: Microsoft Windows WMI Activity Trace
This guide provides information about the SmartConnector for Microsoft Windows Event Log – Native:
Microsoft Windows WMI Activity Trace and its event mappings to ArcSight data fields.

Supported Versions:

l Microsoft Windows 8

l Microsoft Windows 10

l Microsoft Windows Server 2012

l Microsoft Windows Server 2012 R2

l Microsoft Windows Server 2016

Product Overview
Windows Management Instrumentation (WMI) is the Microsoft implementation of Web-Based
Enterprise Management (WBEM), which is an industry initiative to develop a standard technology for
accessing management information in an enterprise environment.

WMI uses the Common Information Model (CIM) industry standard to represent systems, applications,
networks, devices, and other managed components.

Connector Installation and Configuration
Follow the installation and configuration procedures in the SmartConnector Configuration Guide for
Microsoft Windows Event Log – Native, selecting Microsoft Windows Event Log – Native as the
connector to be configured. During installation, select Custom Logs and enter the channel name
Microsoft-Windows-WMI-Activity/Trace to read WMI Activity/Trace Logs.
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Mappings for Microsoft Windows WMI Activity Trace

Event 11

ArcSight Field Vendor Field

Device Vendor ‘Microsoft’

Device Product Microsoft Windows WMI Activity Trace

Name WMI-Activity Query executed on Win23 BIOS

Device Custom String 1 ClientMachineFQDN

Device Custom String 3 CorrelationId

Device Custom String 4 IsLocal

Device Custom String 5 Operation

Device Custom Number 1 OperationId

Device Custom Number 2 GroupOperationId

Source Host Name ClientMachine

Source User Name User

Source Process Id ClientProcessId

File Create Time ClientProcessCreationTime

File Path NamespaceName
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Send Documentation Feedback
If you have comments about this document, you can contact the documentation teamby email. If an
email client is configured on this computer, click the link above and an email window opens with the
following information in the subject line:

Feedback on Supplemental Configuration Guide (Connectors 7.15.0)

Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a web mail client, and send
your feedback to arcsight_doc@microfocus.com.

We appreciate your feedback!
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