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Revision History
Date Description

09/17/2020 Added support to the following event Ids: 102, 103, 105, 224, 225,
300, 301, 302, 330, 335, 455 and 641.

06/18/2020 First edition of this Configuration Guide to provide support for
Microsoft Windows ESENT events.
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SmartConnector for Microsoft Windows Event
Log – Native: Microsoft Windows ESENT Logs
This guide provides information about the SmartConnector for Microsoft Windows Event
Log – Native: Microsoft Windows ESENT Logs and its event mappings to ArcSight data
fields.

Supported Versions:

l Microsoft Windows 10
l Microsoft Windows Server 2012
l Microsoft Windows Server 2012 R2
l Microsoft Windows Server 2016
l Microsoft Windows Server 2019 (*)

Product Overview
Microsoft Windows ESENT is an embeddable and transactional database engine which
is used for data storage. You can use ESENT for applications that need reliable, high-
performance, and low-overhead storage of structured or semi-structured data. The
ESENT engine can help with data needs ranging from something as simple as a hash
table that is too large to store in memory to something more complex such as an
application with tables, columns, and indexes.

SmartConnector for Microsoft Windows Event Log – Native (WINC) provides support for
ESENT application of Windows.

Connector Installation and Configuration
Follow the installation and configuration procedures in the SmartConnector
Configuration Guide for Microsoft Windows Event Log – Native, selecting Microsoft
Windows Event Log – Native as the connector to be configured.  During installation,
select true for the Application Logs field to collect the ESENT application events.
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Mappings for Microsoft Windows ESENT Logs

General

ArcSight Field Vendor Field

Device Vendor ‘Microsoft’

Device Product 'ESENT'

Device Version 'Unknown'

Event Id 102

ArcSight Field Vendor Field

Source Service Name %1

Source Process Id %2

Source Process Name %3

Name The database engine is starting a new instance

Event Id 103

ArcSight Field Vendor Field

Source Service Name %1

Source Process Id %2

Source Process Name %3

Name The database engine stopped the instance

Event Id 105

ArcSight Field Vendor Field

Source Service Name %1

Source Process Id %2

Source Process Name %3

Name The database engine started a new instance
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Event Id 224

ArcSight Field Vendor Field

Source Service Name %1

Source Process Id %2

Source Process Name %3

File Name %4 to%5

Name Deleting log files

Event Id 225

ArcSight Field Vendor Field

Source Service Name %1

Source Process Id %2

Source Process Name %3

Name No log files can be truncated

Event Id 300

ArcSight Field Vendor Field

Source Service Name %1

Source Process Id %2

Source Process Name %3

Name The database engine is initiating recovery steps

Event Id 301

ArcSight Field Vendor Field

Source Service Name %1

Source Process Id %2

Source Process Name %3

File Name %4

File Type %6
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ArcSight Field Vendor Field

Device Custom String 1 %7

Device Custom String 1 Label Number of times log record seen

Name The database engine has finished replaying log file

Event Id 302

ArcSight Field Vendor Field

Source Service Name %1

Source Process Id %2

Source Process Name %3

Name The database engine has successfully completed recovery steps

Event Id 325

ArcSight Field Vendor Field

File Path %5

Name "The database engine created a new database"

Source Process Id %2

Source Service Name %1

Event Id 326

ArcSight Field Vendor Field

File Path %5

Name "The database engine attached a database"

Source Process Id %2

Source Service Name %1

Source Process Name %3

Event Id 327

ArcSight Field Vendor Field

File Path %5

Name "The database engine detached a database"
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ArcSight Field Vendor Field

Source Process Id %2

Source Service Name %1

Event Id 330

ArcSight Field Vendor Field

Source Service Name %1

Source Process Id %2

Source Process Name %3

File Name %4

Device Custom String 4 %7

Device Custom String 4 Label Default engine version

Name The database format version is being held back

Event Id 335

ArcSight Field Vendor Field

Source Service Name %1

Source Process Id %2

Source Process Name %3

File Name %5

Reason %7

Name Replay of a create for database at log position was deferred

Event Id 455

ArcSight Field Vendor Field

Source Service Name %1

Source Process Id %2

Source Process Name %3

File Name %4

Device Custom String 4 %5

Device Custom String 4 Label Error

Name Error occurred while opening log file
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Event Id 641

ArcSight Field Vendor Field

Source Service Name %1

Source Process Id %2

Source Process Name %3

Device Custom String 4 %5

Device Custom String 4 Label Log format version

Device Custom String 5 %6

Device Custom String 5 Label Current log format version

Name The log format feature version could not be used
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Send Documentation Feedback
If you have comments about this document, you can contact the documentation team by
email. If an email client is configured on this computer, click the link above and an email
window opens with the following information in the subject line:

Feedback on Supplemental Configuration Guide (Connectors 8.0.0)

Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a web
mail client, and send your feedback to Documentation-Feedback@microfocus.com.

We appreciate your feedback!
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