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Revision History
Date Description

11/30/2016 Added WindowsServer 2016 support.

02/15/2016 Added support forWindows10 system events.

02/16/2015 First edition of this guide.
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SmartConnector for Windows Event Log – Native:
Microsoft Service Control Manager
This guide provides information about the SmartConnector for Windows Event Log – Native: Microsoft
Service Control Manager and its event mappings to ArcSight data fields. 

Supported versions:

l Microsoft Windows 8

l Microsoft Windows 10

l Microsoft Windows Server 2012

l Microsoft Windows Server 2016

The SmartConnector for Microsoft Windows Event Log – Native Windows Security Event Mappings
document provides the main mappings for the Windows Event Log SmartConnectors; the field mappings
listed in this document are specifically for the SmartConnector for Windows Event Log – Native: Microsoft
Service Control Manager.

Product Overview
Service Control Manager (SCM) is a special system process under Windows NT family of operating systems
that starts, stops, and interacts with Windows service processes. It is located in
%SystemRoot%\System32\services.exe executable. Service processes interact with SCM through a well-
defined API, and the same API interface is used internally by the interactive Windows service management
tools such as the MMC snap-in Services.msc and the command-line Service Control utility sc.exe.

Connector Installation and Configuration
Follow the installation and configuration procedures in the SmartConnector Configuration Guide for
Microsoft Windows Event Log – Native, selecting Microsoft Windows Event Log – Native as the
connector to be configured. During installation, select true for the System Logs field for system events to
be collected.
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Mappings for Windows 2016, 2012, 8, and 10

General

ArcSight Field Vendor Field

Device Vendor ‘Microsoft’

Device Product ‘Microsoft Windows’

Device CustomString4 Reasonor Error Code

7000

ArcSight Field Vendor Field

Name ‘Service failed to start’

Message ‘The ’param1’ service failed to start due to error: ‘param2’’

DestinationService Name param1

Device CustomString4 param2 (Reasonor Error Code)

Reason param2

7001

ArcSight Field Vendor Field

Name ‘A service depends onother service which failed to start’

Message ‘The ‘param1’ service depends on the ‘param2’ service which failed to start because of
error: ’param3’’

DestinationService Name param1

Source Service Name param2

Device CustomString4 param3 (Reasonor Error Code)

Reason param3

Supplemental Configuration Guide
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7002

ArcSight Field Vendor Field

Name ‘The ‘param1’ service depends on the ‘param2’ groupandnomember of this group
started’

DestinationService Name param1

7003

ArcSight Field Vendor Field

Name ‘A service depends ona nonexistent service’

Message ‘The ‘param1’ service depends ona nonexistent service ‘param2’’

DestinationService Name param1

Source Service Name param2

7005

ArcSight Field Vendor Field

Name ‘The ‘param1’ call failedwitherror ‘param2’

Device CustomString4 Param2 (Reasonor Error Code)

7006

ArcSight Field Vendor Field

Name ‘The ‘param1’ call failed for ‘param2’ with the followingerror ‘param3’’

Device Action param2 (action)

Device CustomString4 Param3 (Reasonor Error Code)

7007

ArcSight Field Vendor Field

Name ‘The systemreverted to its last knowngoodconfiguration’

Message ‘The system is restarting’

Supplemental Configuration Guide
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7008

ArcSight Field Vendor Field

Name ‘Nobackslash is in the account name’

7009

ArcSight Field Vendor Field

Name ‘Timeout waiting for the service to connect’

Message ‘Timeout ‘param1’ waiting for the ‘param2’ service to connect’

DestinationService Name param2

7010

ArcSight Field Vendor Field

Name ‘Timeout waiting for ReadFile’

7011

ArcSight Field Vendor Field

Name ‘Timeout waiting for a transaction response fromthe ‘param2’ service’

DestinationService Name param2

7012

ArcSight Field Vendor Field

Name ‘Message returned in transactionhas incorrect size’

7015

ArcSight Field Vendor Field

Name ‘Boot-start or system-start driver ‘param1’ must not dependona service’
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7016

ArcSight Field Vendor Field

Name ‘The ‘param1’ service has reportedan invalid current state’

DestinationService Name param1

7017

ArcSight Field Vendor Field

Name ‘Detectedcircular dependencies demandstarting ‘param1’’

DestinationService Name param1

7018

ArcSight Field Vendor Field

Name ‘Detectedcircular dependencies auto-starting services’

7019

ArcSight Field Vendor Field

Name ‘Circular dependency: The ‘param1’ service depends ona service ina groupwhich starts
later.’

DestinationService Name param1

7020

ArcSight Field Vendor Field

Name ‘Circular dependency: The ‘param1’ service depends ona groupwhich starts later’

DestinationService Name param1

7021

ArcSight Field Vendor Field

Name ‘About to revert to the last knowngoodconfigurationbecause the ‘param1’ service failed
to start’

DestinationService Name param1
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7022

ArcSight Field Vendor Field

Name ‘The ‘param1’ service hungonstarting’

DestinationService Name param1

7023

ArcSight Field Vendor Field

Name ‘A service terminatedwitherror.’

Message The ‘param1’ service terminatedwith the followingerror ‘param2’’

DestinationService Name param1

Reason param2

Device CustomString4 param2 (Reasonor Error Code)

7024

ArcSight Field Vendor Field

Name ‘The ‘param1’ service terminatedwith the followingservice-specific error’

DestinationService Name param1

Device CustomString4 param2 (Reasonor Error Code)

7025

ArcSight Field Vendor Field

Name ‘At least one service or driver failedduring systemstartup’

Message ‘Use Event Viewer to examine the event log for details’

7026

ArcSight Field Vendor Field

Name ‘The boot-start or system-start driver(s)didnot load’

Message ‘The followingboot-start or system-start driver(s)didnot load: ’param1’’

Device Process Name param1
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7027

ArcSight Field Vendor Field

Name ‘Windows couldnot be startedas configured’

Message ‘A previous workingconfigurationwas used instead’

7028

ArcSight Field Vendor Field

Name ‘The ‘param1’ Registry key deniedaccess to SYSTEM account programs’

Message ‘The Service ControlManager tookownershipof the Registry key’

File Name param1

7030

ArcSight Field Vendor Field

Name ‘The ‘param1’ service is markedas an interactive service’

DestinationService Name param1

Message ‘The system is configured to not allow interactive services. This service may not function
properly.’

7031

ArcSight Field Vendor Field

Name Both (‘The ‘,param1,’ service terminatedunexpectedly’)

DestinationService Name param1 (service name)

Message Both (‘The ‘,param1,’ service terminatedunexpectedly. It has done this ‘,param2,’ time(s).
The followingcorrective actionwill be taken in ‘,param3,’ milliseconds: ‘,param5)

Device Action param5 (action)

Supplemental Configuration Guide
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7032

ArcSight Field Vendor Field

Name ‘The Service ControlManager tried to take a corrective action ‘param1’ after the
unexpected terminationof the ‘param2’ service’

Device Action param1

Message ‘This action failedwitherror’

DestinationService Name param2

Device CustomString4 param3 (Reasonor Error Code)

7033

ArcSight Field Vendor Field

Name ‘The Service ControlManager didnot initialize successfully’

Message ‘The security configuration server (scesrv.dll) failed to initialize witherror ‘param1’. The
system is restarting.’

Device CustomString4 param1 (Reasonor Error Code)

7034

ArcSight Field Vendor Field

Name ‘A service terminatedunexpectedly’

Message ‘It has done this ‘param2’ times’

DestinationService Name param1

Device CustomNumber 3 param2 (Count)

7035

ArcSight Field Vendor Field

Name ‘The ‘param1’ service was successfully sent a ‘param2’ control’

DestinationService Name param2 
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7036

ArcSight Field Vendor Field

Name ‘Service entered the ‘param2” state’

Message The ‘param1’ service entered the ‘param2’ state.’

DestinationService Name param1

Device Action param2

7037

ArcSight Field Vendor Field

Name ‘The Service ControlManager encounteredanerror undoinga configurationchange to the
‘param1’ service’

Message ‘The service’s ‘param2’ is currently in anunpredictable state. If youdonot correct this
configuration, youmay not be able to restart the ‘param1’ service or may encounter other
errors. To ensure that the service is configuredproperly, use the Services snap-in in
Microsoft Management Console (MMC)’

DestinationService Name param1

7038

ArcSight Field Vendor Field

Name ‘A service was unable to logonwith the currently configuredpassword’

Message ‘The ‘param1’ service was unable to logonas ‘param2’ with the currently configured
passworddue to the followingerror: ‘param3’. To ensure that the service is configured
properly, use the Services snap-in inMicrosoft Management Console (MMC)’

DestinationService Name param1

DestinationUser Name param2

Device CustomString4 param3 (Reasonor Error Code)

Reason param3
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7039

ArcSight Field Vendor Field

Name ‘A service process other than the one launchedby the Service ControlManager
connectedwhenstarting the ‘param1’ service’

DestinationService Name param1

Message ‘The Service ControlManager launchedprocess ‘param2’ andprocess ‘param3’
connected instead. Note that if this service is configured to start under a debugger, this
behavior is expected.’

7040

ArcSight Field Vendor Field

Name ‘Start type of ‘param1’ service was changed from ‘param2’ to ‘param3’’

Message ‘Start type of ‘param1’ service was changed from ‘param2’ to ‘param3’’

DestinationService Name param1

Device Action param3

7041

ArcSight Field Vendor Field

Name ‘A service was unable to logonwith the currently configuredpassword.’

DestinationService Name param1

DestinationUser Name param2

Device CustomString4 ‘Logon failure: the user has not beengranted the requested logon type at this computer’

Message ‘The ‘param1’ service was unable to logonas ‘param2’ with the currently configured
passworddue to error. This service account does not have the necessary user right \‘Log
onas a service\’’’

Reason ‘Logon failure: the user has not beengranted the requested logon type at this computer’

7042

ArcSight Field Vendor Field

Name ‘A service was successfully sent a control’

DestinationService Name param1 (service name)

Supplemental Configuration Guide
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ArcSight Field Vendor Field

Device CustomString4 Reasonor Error Code

Message ‘The ‘param1’ service was successfully sent a ‘param2’ control. The reasonspecifiedwas
‘param3’ [‘param4’’] Comment: ‘param5’’

Reason Both (‘param3,’ ‘param4’)

7043

ArcSight Field Vendor Field

Name ‘The ‘param1’ service didnot shutdownproperly after receivinga preshutdowncontrol’

DestinationService Name param1

7045

ArcSight Field Vendor Field

Name ‘A service was installed in the system’

DestinationService Name ServiceName

File Path ImagePath

Device CustomString5 StartType

Device CustomString6 AccountName

Supplemental Configuration Guide
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Send Documentation Feedback
If you have comments about this document, you can contact the documentation team by email. If an email
client is configured on this computer, click the link above and an email window opens with the following
information in the subject line:

Feedback on Supplemental Configuration Guide (Connectors )

Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a web mail client, and send
your feedback to arcsight_doc@microfocus.com.

We appreciate your feedback!
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