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Copyright Notice
© Copyright 2010-2020 Micro Focus or one of its affiliates

Confidential computer software. Valid license from Micro Focus required for possession, use or copying. The information
contained herein is subject fo change without notice.

The only warranties for Micro Focus products and services are set forth in the express warranty statements accompanying
such products and services. Nothing herein should be construed as constituting an additional warranty. Micro Focus shall
not be liable for technical or editorial errors or omissions contained herein.

No portion of this product's documentation may be reproduced or transmitted in any form or by any means, electronic or
mechanical, including photocopying, recording, or information storage and retrieval systems, for any purpose other than the
purchaser's internal use, without the express written permission of Micro Focus.

Notwithstanding anything to the confrary in your license agreement for Micro Focus ArcSight soffware, you may reverse
engineer and modify certain open source components of the software in accordance with the license terms for those
particular components. See below for the applicable terms.

”

U.S. Governmental Rights. For purposes of your license to Micro Focus ArcSight software, “commercial computer software
is defined at FAR 2.101. If acquired by or on behalf of a civilian agency, the U.S. Government acquires this commercial
computer software and/or commercial computer software documentation and other technical data subject to the terms of
the Agreement as specified in 48 C.F.R. 12.212 (Computer Software) and 12.211 (Technical Data) of the Federal Acquisition
Regulation (“FAR”) and its successors. If acquired by or on behalf of any agency within the Department of Defense (“DOD”),
the U.S. Government acquires this commercial computer software and/or commercial computer software documentation
subject to the terms of the Agreement as specified in 48 CF.R. 227.7202-3 of the DOD FAR Supplement (“DFARS”) and its
successors. This US. Government Rights Section 18.11 is in lieu of, and supersedes, any other FAR, DFARS, or other clause
or provision that addresses government rights in computer software or technical data.

Trademark Notices

Adobe™ is a tfrademark of Adobe Systems Incorporated.
Microsoft® and Windows® are U.S. registered trademarks of Microsoft Corporation.

UNIX® is a registered trademark of The Open Group.

Documentation Updates

The title page of this document contains the following identifying information:

o Software Version number

o Document Release Date, which changes each fime the document is updated

o Software Release Date, which indicates the release date of this version of the software

To check for recent updates or to verify that you are using the most recent edition of a document, go to:

ArcSight Product Documentation on the Micro Focus Security Community
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Support
Contact Information

Phone Alist of phone numbers is available on the Technical Support
Page: https://softwaresupport.softwaregrp.com/support-contact-information

Support Web Site https://softwaresupport.softwaregrp.com/
ArcSight Product Documentation https://community.softwaregrp.com/t5/ArcSight-Product-Documentation/ct-
p/productdocs

Revision History

Date Description

06/18/2020 First edition of this Configuration Guide to provide support for Microsoft
Windows BITS client logs.
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SmartConnector for Microsoft Windows Event
Log — Native: Microsoft Windows BITS Client Logs

This guide provides information about the SmartConnector for Microsoft Windows Event Log — Native:
Microsoft Windows BITS Client Logs and its event mappings to ArcSight data fields.

Supported Versions:

o Microsoft Windows 8

o Microsoft Windows 10

o Microsoft Windows Server 2008 R2
o Microsoft Windows Server 2012

o Microsoft Windows Server 2012 R2
o Microsoft Windows Server 2016

o Microsoft Windows Server 2019 (*)

Product Overview

Microsoft Windows Background Intelligent Transfer Service (BITS) helps programmers and system
administrators to download files from or upload files to HTTP web servers and share files using Server
Message Block (SMB) protocol. BITS will take the cost of the transfer into consideration, as well as the
network usage so that the user's foreground work has as little impact as possible. It also handles
network interruptions, pausing, and automatically resuming transfers, even after a reboot. BITS

includes PowerShell cmdlets for creating and managing transfers as well as the BitsAdmin
command-line utility.

Connector Installation and Configuration

Follow the installation and configuration procedures in the SmartConnector Configuration Guide for
Microsoft Windows Event Log — Native, selecting Microsoft Windows Event Log - Native as the
connector to be configured. During installation, select true for the Custom Logs field and enter
Microsoft-Windows-Bits-Client/Operational.
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Mappings for Microsoft Windows BITS Client Logs

General

ArcSight Field
Device Vendor

Device Product

Event ID 3

ArcSight Field

Destination Nt Domain
Destination User Name
Device Custom String 4
Device Custom String 4 Label
Message

Name

Event ID 4

ArcSight Field

Device Custom Number 1

Device Custom Number 1 Label

Device Custom String 4
Device Custom String 4 Label
Device Custom String 5
Device Custom String 5 Label
Device Custom String 6
Device Custom String 6 Label

Message

Vendor Field
‘Microsoft’

'‘Microsoft Windows BITS Client'

Vendor Field
string2
string2

string

"Job Title"

All of ("The BITS service created a new job: "string,", with owner "string2)

"The BITS service created a new job"

Vendor Field
fileCount
"File count"
jobTitle

"Job Title"
jobld

"Job ID"
jobOwner

"Job Owner"

All of("The transfer job is complete.User: "User,", Transfer job: "jobTitle,", Job ID:

"jobld,", Owner: "jobOwner,", File count: "fileCount)
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ArcSight Field
Name
Source Nt Domain

Source User Name

Event ID 59

ArcSight Field

Bytes In

Bytes Out

Destination Host Name

Device Custom Number 1

Device Custom Number 1 Label

Device Custom String 1
Device Custom String 1 Label
Device Custom String 4
Device Custom String 4 Label
Device Custom String 5
Device Custom String 5 Label
File Create Time

File Path

File Size

Message

Name

Event ID 60

ArcSight Field

Bytes In

Bytes Out

Destination Host Name

Device Custom Number 1

Vendor Field
"The transfer job is complete"
User

User

Vendor Field
bytesTransferredFromPeer
bytesTransferred
peer

bytesTotal

"Total Bytes"
transferld
"Transfer ID"
name

"Job Title"

Id

"Job ID"

fileTime

url

fileLength

All of ("BITS started the ",name," transfer job that is associated with the "url," URL"

"BITS started the transfer for job"

Vendor Field
bytesTransferredFromPeer
bytesTransferred

peer

bytesTotal
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ArcSight Field

Device Custom Number 1 Label
Device Custom String 1
Device Custom String 1 Label
Device Custom String 4
Device Custom String 4 Label
Device Custom String 5
Device Custom String 5 Label
File Create Time

File Path

File Size

Message

Name
Old File Name
Old File Path

Reason

Event ID 61

ArcSight Field

Bytes Out

Destination Host Name
Device Custom Number 1
Device Custom Number 1 Label
Device Custom String 1
Device Custom String 1 Label
Device Custom String 4
Device Custom String 4 Label
Device Custom String 5
Device Custom String 5 Label

File Create Time

Vendor Field
"Total Bytes"
transferld
"Transfer ID"
name

"Job Title"

Id

"Job ID"
fileTime

url

fileLength

All of ("BITS stopped the ";name," tfransfer job that is associated with the "url," URL.

The status code is Ox"hr)

"BITS stopped transferring for job"
Both("Proxy :",proxy)

Both("Bandwidth Limit :"bandwidthLimit)

Both ("Ox",hr)

Vendor Field
bytesTransferred
peer
bytesTotal
"Total Bytes"
fransferld
"Transfer ID"
name

"Job Title"

Id

"Job ID"

fileTime
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ArcSight Field Vendor Field

File Path url

File Size fileLength

Message All of ("BITS stopped the ";name," fransfer job that is associated with the "url," URL.

The status code is 0x"hr)

Name "BITS stopped transferring the job"
Old File Name Both("Proxy :"proxy)
Reason Both("0x",hr)
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Send Documentation Feedback

If you have comments about this document, you can contact the documentation team by email. If an
email client is configured on this computer, click the link above and an email window opens with the
following information in the subject line:

Feedback on Supplemental Configuration Guide (Connectors 7.15.0)
Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a web mail client, and send
your feedback to arcsight_doc@microfocus.com.

We appreciate your feedback!
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