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Description
Updated versions supported.

Updated Event Logging section.

First edifion of this configuration guide.
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SmartConnector for Microsoft Windows Event
Log — Native: Symantec Mail Security for Exchange

This guide provides information about the SmartConnector for Microsoft Windows Event Log — Naftive:
Symantec Mail Security for Exchange and its event mappings fo ArcSight data fields. Symantec Mail
Security 6.5, 7.0, and 7.5 on Windows 2008 R2 and 2012 R2 are supported.

The SmartConnector for Microsoft Windows Event Log — Native Windows Security Event Mappings
document provides the main mappings for the Windows Event Log SmartConnectors; the field mappings
listed in this document are specifically for the SmartConnector for Windows Event Log — Native: Symantec
Mail Security for Exchange.

Product Overview

Symantec Mail Security for Microsoft Exchange provides high-performance, integrated mail profection
againstvirus threats, spam, and security risks, and enforces company policies.

Event Logging

Symantec Mail Security for Exchange Server events and policy violations are reported in the Microsoft
Windows Event Log. The eventlog displays information, warning, and error events. The SmartConnector
for Microsoft Windows Event Log — Nafive can be used to receive these evenfs.

System Administrator privileges are required to configure or modify Symantec Mail Security seffings.

Connector Installation and Configuration

Follow the installation and configuration procedures in the SmartConnector Configuration Guide for
Microsoft Windows Event Log — Native, selecting Microsoft Windows Event Log - Native as the
connector to be configured.

Collect Events from the Event Log

Tosetup the connector to collect applicafion evenfts:

From SARCSIGHT_HOME\current\bin, double-click runagentsetup.bat.
Select Modify Connector on the window displayed and click Next.
Select Modify connector parameters and click Next.

Select Navigate to the Modify table parameters window.

ur s W e

To collect events from an application log, modify the Application field by selecfing true for event
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collection in the Application field and enter Symantec Mail Security in the Custom Log Names

field.

You can specify multiple Custom Log Names in a comma-separated format; for example:

Symantec Mail Security, Exchange Auditing

6. Click Next to update the parameters; when you receive the successful update message, click Next.

7. Select Exit and click Next fo exit the configuration wizard.

8. Restart the connector for your changes fo take effect.

For more information about application event support, see the SmartConnector Configuration Guide for
Microsoft Windows Event Log - Native,

Symantec Mail Security Windows Event Log Mappings to

ArcSight Fields

General

ArcSight ESM Field
Device Vendor

Device Product

Managed Components

Event O

ArcSight ESM Field

Name

Management Service

Event 1

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field

‘Symantec

‘Mail Security for Microsoft Exchange”

Device-Specific Field

‘Insufficient rights to access this application’

Device-Specific Field

Service'
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Event 2

ArcSight ESM Field
Name

Message

Event 3

ArcSight ESM Field
Name

Message

Event 4

ArcSight ESM Field
Device Action

Name

Event 5

ArcSight ESM Field
Device Action

Name

Event 6

ArcSight ESM Field
Name

Message

Event /

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field

Threat Event Feed

Device-Specific Field

‘Computer State Feed

Device-Specific Field
‘Stopped’

Service Stopped

Device-Specific Field
‘Started

Service started

Device-Specific Field

Setftings'

Device-Specific Field

'Unable to get Product Computer Key'

Page 15 of 68



Supplemental Configuration Guide

Event 8

ArcSight ESM Field
Name

Message

Event @

ArcSight ESM Field
Destination Service Name
Name

Message

Event 10

ArcSight ESM Field

Name

Event 11

ArcSight ESM Field

Name

Event 12

ArcSight ESM Field

Name

Event 50

ArcSight ESM Field

Name

Event 51

ArcSight ESM Field

Name

Micro Focus Connectors O

Device-Specific Field

Server Feed'

Device-Specific Field
‘Symantec Mail Security Management’
‘Waiting for synchronization’

‘Waiting for synchronization with Symantec Mail Security Management Service Plug-in’

Device-Specific Field

‘Achieved synchronization with Symantec Mail Security Management Service Plug-in’

Device-Specific Field

‘Monitoring Symantec Mail Security Management Service Plug-in’

Device-Specific Field

‘Symantec Mail Security Management Service Plug-in Unavailable’

Device-Specific Field

‘Threat Event Feed Enabled’

Device-Specific Field

‘Threat Event Feed Disabled
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Event 102,152,212

ArcSight ESM Field
Name

Message

Event 53

ArcSight ESM Field
Name

Message

Event 54

ArcSight ESM Field
Name

Message

Event 60

ArcSight ESM Field
Name

Message

Event 63

ArcSight ESM Field
Name

Message

Event 100

ArcSight ESM Field

Name

Micro Focus Connectors O

Device-Specific Field

Failed to read configuration fromregistry’

Registry=''Using defaulf value ='

Device-Specific Field

Failed to update the registry’

Device-Specific Field

'Unable toread database location fromregistry'

Device-Specific Field

‘No data available tosend'

Device-Specific Field

Failed to Open Threat Event Feed Registry Key'

‘Created New Threat Event Feed Registry Key'

Device-Specific Field

‘Computer State Feed Enabled
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Event 101
ArcSight ESM Field
Name

Event 103

ArcSight ESM Field
Name

Message

Event 104

ArcSight ESM Field
Name

Message

Event 105

ArcSight ESM Field
Name

Message

Event 150

ArcSight ESM Field

Name

Event 151

ArcSight ESM Field

Name

Micro Focus Connectors O

Device-Specific Field

‘Computer State Feed Disabled

Device-Specific Field

Failed to update the registry’

Device-Specific Field

'Unable to get Virus Definition Version

Device-Specific Field

‘Computer State Feed Sent’

Device-Specific Field

‘Computer Data Feed Enabled

Device-Specific Field

‘Computer Data Feed Disabled
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Event 153

ArcSight ESM Field
Name

Message

Event 154

ArcSight ESM Field
Name

Message

Event 155

ArcSight ESM Field
Name

Message

Event 156

ArcSight ESM Field
Name

Message

Event 157/

ArcSight ESM Field
Name

Message

Event 202

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field

Failed to update the registry’

Device-Specific Field

'Unable to get OS Details'

Device-Specific Field

'Unable to get Adapter Detalls'

Device-Specific Field

'Unable fo get Machine Details'

Device-Specific Field

‘Computer Data Feed Sent'

Device-Specific Field

NT Event Log full

'Unable to record events'
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Event 203

ArcSight ESM Field
Name

Message

Event 204

ArcSight ESM Field
Name

Message

Event 205

ArcSight ESM Field

Name

Event 206

ArcSight ESM Field
Name
Event 207/

ArcSight ESM Field
Name

Message

Event 208

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field

Failed tointialize Server Feed

Device-Specific Field

'Unable to Intialize COM for Server Feed

Device-Specific Field

‘Server Feedis Disabled

Device-Specific Field

‘Server Feedis Enabled’

Device-Specific Field

'Unable to get SMSMSE Service Status Field

Device-Specific Field

‘Unable to get SMSMSE Service Scan Stafus Field
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Event 209

ArcSight ESM Field
Name

Message

Event 210

ArcSight ESM Field
Name

Message

Event 211

ArcSight ESM Field
Name

Message

Event 213

ArcSight ESM Field
Name

Message

Event 214

ArcSight ESM Field
Name

Message

Event 215

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field

'Unable to get currently SMSMSE Virus Definition and Revision Field

Device-Specific Field

Server Feed Sent'

Device-Specific Field

'Unable to get SMSMSE Virus Defintion Licence Information Field

Device-Specific Field

'Unable fo getf SMSMSE Server Name Field

Device-Specific Field

'Unable to get Exchange Server Installed Roles Field'

Device-Specific Field

'Unable fo get Installed SMSMSE Version Field'
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Event 216

ArcSight ESM Field
Name

Message

Event 217/

ArcSight ESM Field
Name

Message

Event 221

ArcSight ESM Field
Name

Message

Microsoft Exchange

Event 1

ArcSight ESM Field
Name

Message

Event 2

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field

'Unable to get Installed Exchange Version Field'

Device-Specific Field

'Unable to get Installed Exchange Domain Name Field'

Device-Specific Field

'Unable to get currently SMSMSE Virus Revision Field'

Device-Specific Field

‘Auto-Profect’

Device-Specific Field

LiveUpdate/Rapid Release'
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Event 3

ArcSight ESM Field
Name

Message

Event 4

ArcSight ESM Field
Device Action

Name

Event 5

ArcSight ESM Field
Device Action

Name

Event &6

ArcSight ESM Field
Name

Message

Event /

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field

‘Manual and Scheduled Scanning'

Device-Specific Field

‘enabled

‘Auto-Protect enabled’

Device-Specific Field

‘disabled

‘Auto-Protect disabled

Device-Specific Field

'Auto-Profect opfions changed'

Device-Specific Field

Setftings'
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Event 8

ArcSight ESM Field
Name

Message

Event @

ArcSight ESM Field
Name

Message

Event 14

ArcSight ESM Field
Name

Message

Device Action

Device Custom String 5

Event 15

ArcSight ESM Field
Name

Message

Event 16

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field

VSAPI

Device-Specific Field

Error'

Device-Specific Field
‘Started Scan’

Both (Started Scan:*,%1)
‘Started

Scan Type

Device-Specific Field

Property Violation'

Device-Specific Field

'Unscannable'
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Event 1/

ArcSight ESM Field
Name

Message

Event 19

ArcSight ESM Field
Name

Message

Event 20

ArcSight ESM Field
Name

Message

Event 21

ArcSight ESM Field

Device Action

Event 22

ArcSight ESM Field
Name
Message

Device Action

Micro Focus Connectors O

Device-Specific Field

'‘Console Remote Install

Device-Specific Field

‘Console LiveUpdate'

Device-Specific Field

Heartbeat'

Device-Specific Field

‘stopped’

Device-Specific Field

‘Removedfiles from quarantine’
Both (Removed' %1, file(s) from quarantine”)

‘Removed

Page 25 of 68



Supplemental Configuration Guide

Event 23

ArcSight ESM Field
Name

Message

Event 24

ArcSight ESM Field
Name

Message

Event 25

ArcSight ESM Field

Device Action

Event 26

ArcSight ESM Field
Name

Message

Event 28

ArcSight ESM Field
Name

Message

Event 29

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field

‘Global options changed

Device-Specific Field

Reset scanning stafistics'

Device-Specific Field

‘Updated

Device-Specific Field

Background Scanning'

Device-Specific Field

Service failed to start'

Service failed to start. Check the log for other errors'

Device-Specific Field

'Unable torecordevents'

NT Event Log full. Unable torecordevents'
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Event 30

ArcSight ESM Field
Name

Message

Event 31

ArcSight ESM Field
Name

Message

Event 33

ArcSight ESM Field
Name

Message

Event 57/

ArcSight ESM Field
Name

Message

Event 41

ArcSight ESM Field
Name

Message

Event 43

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field
Virus Definitions Update was successful

‘New virus definitions were retrieved

Device-Specific Field
LiveUpdate has determined that no update is necessary’

You already have the most recent virus definitions'

Device-Specific Field
LiveUpdate was successful

LiveUpdate was successful. New virus definitions were refrieved. A systemrestart is
requiredfo use them

Device-Specific Field

LiveUpdate was canceled'

Device-Specific Field

‘Out of Memory'

Device-Specific Field

‘Auto-Protect process failed to start'
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Event 45

ArcSight ESM Field
Name

Message

Reason
File Path
File Name
File Type

Additional data

Event 68

ArcSight ESM Field
Name

Message

Event /0O

ArcSight ESM Field
Name

Message

Event /1

ArcSight ESM Field
Name

Message

Event /4

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field
‘Scan Engine Failure’

Both (This error occurred while scanning the attachment %4, of message %3, locatedin
%27

%1 (reason code)
%2 (file path)

%4 (file name)
‘attachment’

%3 (subject)

Device-Specific Field
'Unable foinitialize Scan Engine'

"The virus definitions may be missing or corrupt. Performa LiveUpdate toretrieve the
latest virus definfions'

Device-Specific Field

"The temporary directory specifiedin the registry value TempFileDir is invalid

Device-Specific Field

LiveUpdate retrieved new files but the virus definitions could not be updated

Device-Specific Field

Service can not start since the service has already beenstarted'
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Event /5

ArcSight ESM Field
Name

Message

Event /6

ArcSight ESM Field
Name

Message

Event //

ArcSight ESM Field
Name

Message

Event /8

ArcSight ESM Field
Name

Message

Event /9

ArcSight ESM Field
Name

Message

Event 80

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field

‘A serious problem with event logging has occurred but the service still started

Device-Specific Field
Service cannof sfart'

Service cannot sfart due fo the program settings could not be obfained or is invalid

Device-Specific Field
Service cannot start'

Service can not start due to low memory conditions'

Device-Specific Field
Service can not start'

Service can not start due to problems with virus scanning statistics'

Device-Specific Field
Service cannof sfart'

Service can not start since the NT account specified is not an Exchange Administrator.
Check the account used in'Services' Control Panel applet and verify that the account has
Administrator rights'

Device-Specific Field
Service cannot start'

Service can not sfart since due the inability To monitor mailboxes and/or public folders'
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Event 81

ArcSight ESM Field
Name

Message

Event 82

ArcSight ESM Field
Name

Message

Event 83

ArcSight ESM Field
Name

Message

Event 84

ArcSight ESM Field
Name

Message

Event 85

ArcSight ESM Field
Name

Message

Event 86

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field
Service can not start'

Service can not start due to the inability tologon to the Exchange Server'

Device-Specific Field
Service cannof sfart'

‘Service cannot starf due to the inability to create some SMSMSE objects’

Device-Specific Field
Service cannot start'

‘Service can not start due to problems with Microsoft Exchange's public folders’

Device-Specific Field
Service can not start'

‘Service cannot start due to the inability fo obtain a list of mailboxes’

Device-Specific Field
Service cannof sfart'

‘Service cannot startf since the Auto-Protect process could not be started

Device-Specific Field
Service can not start'

‘Service cannot start due to the inability to logonto mailboxes’
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Event 87/

ArcSight ESM Field
Name

Message

Event @2

ArcSight ESM Field
Name

Device Action

Event @5

ArcSight ESM Field
Name

Message

Event 98

ArcSight ESM Field
Device Action
Name

Message

Device Custom String 5
Additional data
Additional data
Additional data
Additional data

Additional data

Additional data

Additional data

Micro Focus Connectors O

Device-Specific Field
Service can not start'

‘Service cannof start due to problems starting the SMSMSE engine’

Device-Specific Field
‘The scanjobwas stopped

‘Stopped

Device-Specific Field

‘Scan options changed'

Device-Specific Field
‘Completed
‘Completed Scan’

Both (Completed Scan: ‘%1, Violations: " %3, Log Only:* %4, Quarantine
afttachment/message body: %7, Delete attachment/message body: ' %8, Delete
message: %9, Take noaction:,%10)

Scan Type

numViolation

logOnly

numQuanrantine
numDeleteAttachmentAndMessageBody

numDeleteMessage

numRepairAttchmentAndMessageBody

numTakeNoAction
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Event 99

ArcSight ESM Field
Name

Message

Device Action

Device Custom String 5
Additional data
Additional data
Additional data
Additional data
Additional data

Additional data

Event 107/

ArcSight ESM Field
Name
Device Action

Device Custom Sfirng 2

Event 110

ArcSight ESM Field
Name

Message

Destination Service Name

Reason

Micro Focus Connectors O

Device-Specific Field

‘Inferrupted Scan’

Both (Inferrupted Scan:\%1," Violations: %3, Log Only: " %4, Quarantine

afttachment/message body: %7, Delete attachment/message body: %8, Delete

message: %9, Take noaction: ' %10)

‘Inferrupted
Scan Type
numViolation
logOnly

numQuanrantine

numDeleteAttachmentAndMessageBody

numDeleteMessage

numTakeNoAction

Device-Specific Field
‘Service started
‘started’

Product Version

Device-Specific Field

‘A process failed to start’

Both(The process %1, failedtostart (,%2,))

%1 (service name)

%2 (reason code)
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Event 111

ArcSight ESM Field
Name

Message

Event 112

ArcSight ESM Field
Name

Message

Event 113

ArcSight ESM Field
Name

Message

Event 114

ArcSight ESM Field
Name

Message

Event 115

ArcSight ESM Field
Name

Message

Event 116

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field

'Update of information in header of file failed'

‘Update of information in header of file failed due fo revision clash’

Device-Specific Field

Encrypted File Header was Invalid and could not be read'

Device-Specific Field

Deletion of Quarantined file failed'

Device-Specific Field

‘Could not restore quarantined file'

Device-Specific Field

‘Quarantined file contains header from older version of SMSMSE'

Device-Specific Field

File decryption failed
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Event 11/

ArcSight ESM Field
Name

Message

Event 118

ArcSight ESM Field
Name

Message

Event 119

ArcSight ESM Field
Name

Message

Event 120

ArcSight ESM Field
Name

Message

Event 121

ArcSight ESM Field
Name

Message

Event 122

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field

File encryption failed

Device-Specific Field

SAVFMSE Link packet size does not match declared size'

Device-Specific Field

SAVFMSE Link packet is foo large'

Device-Specific Field

The interface does not match'

Device-Specific Field

"The function asked for is unknown or unsupporfed'

Device-Specific Field

The data size is not consistent with its intended use'
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Event 123

ArcSight ESM Field
Name

Message

Event 124

ArcSight ESM Field
Name

Message

Event 125

ArcSight ESM Field
Name

Message

Event 126

ArcSight ESM Field
Name

Message

Event127/

ArcSight ESM Field
Name

Message

Event 128

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field

The string data is not consistent withits infended use'

Device-Specific Field

The supplied buffer is foo small for this operation’

Device-Specific Field

‘The operation succeeded but returned an unexpected response’

Device-Specific Field

The file could not be written'

Device-Specific Field

Internallogic error'

Device-Specific Field

'Aninvalid configuration setting s in use'
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Event 129

ArcSight ESM Field
Name

Message

Event 130

ArcSight ESM Field
Name

Message

Event 131

ArcSight ESM Field
Name

Message

Event 132

ArcSight ESM Field
Name

Message

Event 133

ArcSight ESM Field
Name

Message

Event 134

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field

‘The named piped could not be opened

Device-Specific Field

"The error occurredreceiving a connection fo the named pipe'

Device-Specific Field

The error occurred flushing the contents of the pipe'

Device-Specific Field

"The error occurred disconnecting from the pipe’

Device-Specific Field

The error occurred writing to the pipe'

Device-Specific Field

"The error occurred reading from the pipe'
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Event 135

ArcSight ESM Field
Name

Message

Event 136

ArcSight ESM Field
Name

Message

Event 137/

ArcSight ESM Field
Name

Message

Event 138

ArcSight ESM Field
Name

Message

Event 139

ArcSight ESM Field
Name

Message

Event 140

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field

‘A fimeout occurred waiting for a response from the pipe'

Device-Specific Field

'A thread could not be created'

Device-Specific Field

‘A thread did not end as expected

Device-Specific Field

‘The process could not be started

Device-Specific Field

The process was forcibly ferminated

Device-Specific Field

The process could not be stopped
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Event 1471

ArcSight ESM Field
Name

Message

Event 142

ArcSight ESM Field
Name

Message

Event 143

ArcSight ESM Field
Name

Message

Event 144

ArcSight ESM Field
Name

Message

Event 160

ArcSight ESM Field
Name

Message

Event 161

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field

The scan engine caused an exception'

Device-Specific Field

"The scan engine did not returnany results for the scan’

Device-Specific Field

The scanengine refurnedanerror’

Device-Specific Field

‘The process has initiated a shutdown'’

Device-Specific Field

The scan completed but errors were returned

Device-Specific Field
Internal Error'

‘SAVFMSEVSAPI.DLL Internal Error. An exception occurred calling
JetGetTableColumninfo’
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Event 162

ArcSight ESM Field
Name

Message

Event 163

ArcSight ESM Field
Name

Device Action

Event 164

ArcSight ESM Field
Name

Device Action

Event 16/

ArcSight ESM Field
Name

Message

Destination Service Name

Device Action

Event 168

ArcSight ESM Field
Name

Message

Destination Service Name

Device Action

Micro Focus Connectors O

Device-Specific Field

Internal Error'

‘SAVEMSEVSAPIDLL Internal Error. An exception occurred calling JetRetrieveColumn\

Device-Specific Field
‘Auto-Protfect enabled

‘enabled

Device-Specific Field
‘Auto-Protect disabled

‘disabled

Device-Specific Field

‘A process terminated unexpectedly’

Both (The process‘ %1," terminated unexpectedly”)

%1 (service name)

‘terminated’

Device-Specific Field

‘A process was restarted

Both ('The process %12, was restarted)

%1 (service name)

‘restarted
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Event1//

ArcSight ESM Field

Name

Message

Event1/8

ArcSight ESM Field
Name

Message

Event 179

ArcSight ESM Field
Name

Message

Event 180

ArcSight ESM Field
Name

Message

Event 181

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field

Symantec Mail Security for Microsoft Exchange is running inan Auto-Protect mode that
uses the Microsoft Virus Scanning AP (VSAPLY

‘The version of Microsoft's Exchange Information Store installed has a serious bug when
using this API. You should use version 5.5.2651.76 or later. The Exchange information
store will not release handles properly and SSS for Microsoft Exchange and Exchange
Information Store will experience problems affer several days of operation. (See
SAVFMSE's ReadMe TXT for more information and Microsoft Knowledge Base article
Q248838 for the latest fixes o Service Pack 3.Y

Device-Specific Field

‘Anerror was returned from DAP!I'

Device-Specific Field
The mailbox could not be created'

‘The mailbox could not be created because it already exists’

Device-Specific Field

"The mailbox could not be created the server specified does not have a private store'

Device-Specific Field
The service will be shutdown'’

‘The service will be shutdown due to an unexpectedresult froma system call
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Event 182

ArcSight ESM Field
Name

Message

Event 183

ArcSight ESM Field
Name

Message

Event 184

ArcSight ESM Field
Name

Message

Event 185

ArcSight ESM Field
Name

Message

Event 186

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field
The service will be shutdown'’

‘The service will be shutdown due to an unexpected failure waiting for Microsoft Exchange
tostart’

Device-Specific Field
The service willbe shutdown'’

‘The service will be shutdown due to an unexpected failure monitoring the MSExchangelS
service'

Device-Specific Field
The service willbe shutdown'’

The service willbe shutdown due to an unexpected result froma systemcall

Device-Specific Field
The service will be shutdown'’

‘The service will be shutdown due to an unexpected failure initializing virus protection’

Device-Specific Field
The service willbe shutdown'’

‘A timeout occurred while waiting for Microsoft Exchange toinitialize the VSAPI interface’
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Event 187

ArcSight ESM Field
Name

Message

Event 188

ArcSight ESM Field
Name

Message

Event 189

ArcSight ESM Field
Name

Message

Event 190

ArcSight ESM Field
Name

Message

Event 196

ArcSight ESM Field
Name

Message

Event 198

ArcSight ESM Field
Name

Device Action

Micro Focus Connectors O

Device-Specific Field

The service will be shutdown'’

‘The service will be shutdown due to an unexpected shutdown of the SAVFMSECTRL

process’

Device-Specific Field

'MAPI support for the Exchange public folders could not be initialized

Device-Specific Field

The public information store has not been mounted

Device-Specific Field

"The list of public information stores is empty"

Device-Specific Field

‘Cannot rename Standard policy'

Device-Specific Field

‘The policy or subpolicy is disabled

‘Disabled
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Event 200

ArcSight ESM Field
Name

Device Action

Event 201

ArcSight ESM Field
Name

Device Action

Event 205

ArcSight ESM Field
Name

Message

Event 206

ArcSight ESM Field
Name

Message

Event 207/

ArcSight ESM Field
Name

Message

Event 208

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field
‘Content filter engine started

‘Started’

Device-Specific Field
‘Content filter engine stopped’

‘Stopped

Device-Specific Field

‘Content filter engine failed to shutdown properly’

Device-Specific Field

‘A confent filter error occurred while analyzing a message body'

Device-Specific Field

‘A content filter error occurred while attempting to get the categories'

Device-Specific Field

‘No categories were selected for content filrering
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Event 209

ArcSight ESM Field
Name

Message

Event 210

ArcSight ESM Field
Name

Message

Event 211

ArcSight ESM Field
Name

Message

Event 212

ArcSight ESM Field
Name

Message

Event 213

ArcSight ESM Field
Name

Message

Event 215

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field

‘The Content Filter optionis disabled'

Device-Specific Field

‘Content Filter policies are disabled'

Device-Specific Field
‘Content Filter Policy invalid

‘Missing action’

Device-Specific Field

Property policy applied

Device-Specific Field

‘Anerror occurredinthe MMC Browser'

‘Check the event log for further details’

Device-Specific Field
‘Anattachment has violated’

%5 (message text)
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ArcSight ESM Field
File Name

File Type

File Path

Device Custom String 1
Device Custom String 4
Device Custom String 5
Device Custom String 6
Additional data

Device Action

Event 219

ArcSight ESM Field
Name

Message

Device Custom String 6
Device Custom Stfring 4
Additional data

Additional data

Event 220

ArcSight ESM Field

Name

Message

Event 221

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field
%2 (name of attached file)
%1 (attachment file type)
%3 (pathtoattachment)
Virus name

Rule Name

Scan Type

Policy Settings

subject

Actiononattachment

Device-Specific Field

‘Anoutbreak conditionwas detected

Both (Outbreak Rule Information: %1, Threeshold value for this rule is: %2, Current level

for this ruleis:" %37
Outbreak Rule Information
Rule Name
thresholdValue

currenflLevel

Device-Specific Field

‘Anerror occurred while attfempting o obtain the current virus definitions version on this

machine'

Device-Specific Field

‘Anerror occurred with LiveUpdate'

‘Check the event log for further details’
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Event 222

ArcSight ESM Field
Name

Message

Event 223

ArcSight ESM Field
Name
Message

Message

Event 229

ArcSight ESM Field
Name

Message

Event 230

ArcSight ESM Field
Name

Message

Event 231

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field

The id does not match any current command requests'

Device-Specific Field

"The command request is not yet complete'

Response to packet = [bytes out] received fromserver [bytes in]. Result code = [reason

code]. New Status: ' 'Id =

Device-Specific Field

"The Report Name already exists'

Device-Specific Field

The Report Name does not exist'

Device-Specific Field

‘Reporting Config Encountered an error with the Registry'

Page 46 of 68



Supplemental Configuration Guide

Event 232

ArcSight ESM Field
Name

Message

Event 234

ArcSight ESM Field
Name

Message

Event 240

ArcSight ESM Field
Name

Message

Event 242

ArcSight ESM Field
Name

Message

Event 243

ArcSight ESM Field
Name

Message

Event 246

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field

'Anerror occurred when processing product file updates sent from console'

Device-Specific Field

Deletion of Backup file failed'

Device-Specific Field

SESA initialization failed

‘Events will not be logged to SESA’

Device-Specific Field

XML data is missing or invalid or corrupt'

Device-Specific Field

XML cannot be loaded -data is corrupt or XML Parser not available'

Device-Specific Field

Dictionary files failed to load
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Event 260

ArcSight ESM Field
Name

Message

Event 261

ArcSight ESM Field
Name

Message

Event 262

ArcSight ESM Field
Name

Message

Event 264

ArcSight ESM Field
Name

Message

Event 266

ArcSight ESM Field
Name

Message

Event 267/

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field

"The content filter engine is already initialized

Device-Specific Field

"The content filtter attempted an undefined/illegal action’

Device-Specific Field

‘Anerror occurred modifying some or all seftings on server'

Device-Specific Field

The requested command is not implemented on the server'

Device-Specific Field
'Unable fo obtain virus definition set version'

‘Run LiveUpdate to obtain or repair these files’

Device-Specific Field

Timeout reached waiting for a Heartbeat message to arrive'
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Event 268

ArcSight ESM Field
Name

Message

Event 269

ArcSight ESM Field
Name

Message

Event 2/0

ArcSight ESM Field
Name

Message

Event 271

ArcSight ESM Field
Name

Message

Event 272

ArcSight ESM Field
Name

Message

Event 273

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field

The SMTP service is not running or not responding'

‘This service is necessary for the Heartbeat, and for all e-mail notifications’

Device-Specific Field

'Unexpected attachment contents were foundin a Heartbeat message'

Device-Specific Field

'Unable to validate the Heartbeat Mailbox'

Device-Specific Field

'Auto Protfect is not enabled'

Device-Specific Field

The VSAPIdllis nof loaded or isinaninvalid state'

Device-Specific Field

"The Exchange Information Store is not running, or is not loaded
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Event 274

ArcSight ESM Field
Name

Message

Event 27/5

ArcSight ESM Field
Name

Message

Event 2/9

ArcSight ESM Field
Name

Message

Event 280

ArcSight ESM Field
Name
Source User Name

Source NT Domain

Event 281

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field

The internal Ctrl process is not running or is not available to take commands'

Device-Specific Field

'AnUnexpected error has occurred

Device-Specific Field

The server has not responded with status of last request’

‘The request may not have executed successfully’

Device-Specific Field
‘SMSMSE “*saved'
user name (fromNTUser )

domain (from NTDomain)

Device-Specific Field

'Unable fo save SAVFMSE seftings'
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Event 283

ArcSight ESM Field
Name
Message

Reason

Event 284

ArcSight ESM Field
Name

Message

Event 291

ArcSight ESM Field
Name

Message

File Path

File Name

File Type

Device Custom String 6
Device Custom String 5
Device Custom String 4

Device Action

Event 292

ArcSight ESM Field
Name

Message

Destination Host Name

Device CustomDate 1

Micro Focus Connectors O

Device-Specific Field
‘Anerror has occurred frying to send an email notification’
%1 (The error occurred while sending scan event notifications to administrators)

%2 (0x80004005)

Device-Specific Field

'A critical failure occurred while attfempting fo use Symantec Virus Definitions'

Device-Specific Field
‘A message has violated

%5 (The attachment ‘Quarantined Attachment.txt" was Quarantined for the following
reason(s): A Filtering Rule was violated)

%3 (Userl/Sent Items)
%2 (fwef)

%1 (message)

Policy Settings

Scan Type

Rule Name

Both (%5, *was(for.*)

Device-Specific Field
‘Virus definition and content license are getting expire’

‘Virus definition and content license for Symantec Mail Security for Microsoft Exchange on
server [host name] will expire on [Expiry Date]'

host name

Expiry Date

Page 51 of 68



Supplemental Configuration Guide

Event 293

ArcSight ESM Field
Name

Message

Destination Host Name

Event 295

ArcSight ESM Field

Name

Message

Event 296

ArcSight ESM Field

Name

Message

Event 297/

ArcSight ESM Field
Name

Message

Event 298

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field
‘Virus definition and content license has exprired, is damaged or is not installed

‘Virus definition and content license for Symantec Mail Security for Microsoft Exchange on
server [host name] has expired, is damaged, or is not installed’

%1 (N15-195-H2140)

Device-Specific Field

Virus definitions can not be updated because your content license has expired, is
damaged, oris not installed

Device-Specific Field

'Unable to apply virus definition updates sent from console because confent license is
expired damaged or nof installed

Device-Specific Field

'Unable toinstalllicense file because the file is damaged, invalid, or expired

Device-Specific Field

‘Unable to install license file sent from console because the file is invalid'
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Event 301

ArcSight ESM Field
Name

Message

Event 304

ArcSight ESM Field
Name

Message

Event 307/

ArcSight ESM Field

Name

Message

Event 308

ArcSight ESM Field

Name

Message

Event 309

ArcSight ESM Field

Name

Message

Micro Focus Connectors O

Device-Specific Field

'Unable tolog events to SESA because no IP address is sef for the SESA server'

Device-Specific Field

Heartbeat succeeded'

Device-Specific Field

Virus definitions can not be updated because your content license has expiredis damaged
or is not installed

‘Decomposers were successfully updated

Device-Specific Field

Virus definitions can not be updated because your confent license has expiredis damaged
or is not installed

‘Decomposers were successfully updated. A systemrestart is required to use them’

Device-Specific Field

Virus definitions can not be updated because your confent license has expiredis damaged
or is not installed

‘You already have the most recent decomposers’

Page 53 of 68



Supplemental Configuration Guide

Event 310

ArcSight ESM Field
Name

Message

Event 311

ArcSight ESM Field
Name

Message

Event 312

ArcSight ESM Field
Name

Message

Event 313

ArcSight ESM Field
Name

Message

Event 314

ArcSight ESM Field
Name

Message

Event 315

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field
LiveUpdate was successful

‘New virus definitions and decomposers were refrieved

Device-Specific Field
LiveUpdate was successful

‘New virus definitions and decomposers were retrieved. A systemrestart is required to use
them'’

Device-Specific Field
LiveUpdate was successful

‘New virus definitions were retrieved. You already have the most recent decomposers’

Device-Specific Field
LiveUpdate retrieved new files but the virus definitions could not be updated

‘Decomposers were successfully updated

Device-Specific Field
LiveUpdate retrieved new files but the virus definitions could not be updated

‘Decomposers were successfully updated. A systemrestart is required o use them’

Device-Specific Field
LiveUpdate retrieved new files but the virus definitions could not be updated

Youalready have the most recent decomposers’
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Event 316

ArcSight ESM Field
Name

Message

Event 31/

ArcSight ESM Field
Name

Message

Event 318

ArcSight ESM Field
Name

Message

Event 319

ArcSight ESM Field
Name

Message

Event 320

ArcSight ESM Field

Name

Message

Micro Focus Connectors O

Device-Specific Field
LiveUpdate was successful

‘New virus definitions were retrieved. A systemrestart is required o use them. You
already have the most recent decomposers’

Device-Specific Field
LiveUpdate was successful

‘New decomposers were retrieved. Youalready have the most recent virus definitions’

Device-Specific Field
LiveUpdate was successful

‘New decomposers were retrieved. A systemrestart is requiredto use them. You already
have the most recent virus definitions’

Device-Specific Field
LiveUpdate has determined that no update is necessary'

‘“Youalready have the most recent virus definitions and decomposers’

Device-Specific Field

"The Symantec Mail Security for Microsoft Exchange Vulnerability Assessment scanwas
started
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Event 321

ArcSight ESM Field

Name

Message

Event 322

ArcSight ESM Field

Name

Message

Event 323

ArcSight ESM Field
Name

Message

Event 326

ArcSight ESM Field
Name

Message

Event 330

ArcSight ESM Field
Name

Device Custom String &
Device Custom Stfring 6
Additional data
Additional data

Additional data

Micro Focus Connectors O

Device-Specific Field

"The Symantec Mail Security for Microsoff Exchange Vulnerability Assessment scanwas
completed

Device-Specific Field

"The Symantec Mail Security for Microsoft Exchange Vulnerability Assessment scan
abnormally terminated

Device-Specific Field
‘Attempt tolog event to SESA failed because the SESA agent queue is full

‘Once the queue is cleared events will start logging to SESA again’

Device-Specific Field
Failed to load heuristic anfi-spam engine'

‘SPAM.DAT and/or SPAM.NET files may be missing or corrupt’

Device-Specific Field

‘Anoufbreak condition is still being detected
Rule Name

Outbreak Rule Information

subject

thresholdValue

currenflLevel

Page 56 of 68



Supplemental Configuration Guide

Event 351

ArcSight ESM Field
Name
Destination Service Name

Device Action

Event 332

ArcSight ESM Field
Name
Destination Service Name

Device Action

Event 333

ArcSight ESM Field
Name

Message

Event 334

ArcSight ESM Field
Name

Message

Event 335

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field

‘A service started
‘Symantec Mail Security Utility Service’

‘Started’

Device-Specific Field

‘A service stopped’
‘Symantec Mail Security Utility Service’

‘Stopped

Device-Specific Field

‘Symantec Mail Security Utility Service could not open service manager’

Device-Specific Field

‘Symantec Mail Security Utility Service could not create service’

Device-Specific Field

‘Symantec Mail Security Utility Service could not openservice’
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Event 336

ArcSight ESM Field
Name

Message

Event 357/

ArcSight ESM Field
Name

Message

Event 338

ArcSight ESM Field
Name

Message

Event 339

ArcSight ESM Field
Name

Message

Event 3471

ArcSight ESM Field
Name

Message

Event 344

ArcSight ESM Field

Device-Specific Field

‘Symantfec Mail Security Utility Service could not start’

Device-Specific Field

‘Symantec Mail Security Utility Service bad service request’

Device-Specific Field

‘Symantec Mail Security Utility Service could not be deleted’

Device-Specific Field

‘Symantfec Mail Security Ufility Service handler not installed

Device-Specific Field

Failed to load Symantec Premium AntiSpam engine'

Device-Specific Field

Name ‘Symantec Premium AnfiSpam license has expired, is damaged or is not installed

Message ('Symantec Premium AntiSpam license for Symantec Mail Security for Microsoft Exchange

onserver ' %1, has expired, is damaged, or is not installed?)

Micro Focus Connectors O Page 58 of 68



Supplemental Configuration Guide

ArcSight ESM Field

Destination Host Name

Event 345

ArcSight ESM Field
Name

Message

Device Host Name

Device CustomDate 1

Event 34/

ArcSight ESM Field

Name

Message

Event 349

ArcSight ESM Field

Name

Message

Event 350

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field

host name

Device-Specific Field
‘Symantec Premium AntiSpam license is gefting expire’

('Symantec Premium AnfiSpam license for Symantec Mail Security for Microsoft Exchange
onserver ' %1, willexpire on"%2")

%1 (host name)

%2 (Expiry date)

Device-Specific Field

nvalid Symantec Premium AntiSpam license or Symantec Premium AnfiSpam license has
expired

Device-Specific Field

Heuristic Anfispam seftings cannot be saved because Symantec Premium AntiSpam is
currently installed

Device-Specific Field

'Unable toinstall license file sent from console because the file is expired
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Event 351

ArcSight ESM Field
Name

Message

Event 356

ArcSight ESM Field
Name

Message

Event 358

ArcSight ESM Field
Name

Message

Destination Host Name

Application Protocol

Event 365

ArcSight ESM Field
Name

Message

Event 366

ArcSight ESM Field
Name

Device Action

Micro Focus Connectors O

Device-Specific Field

'An external Anti-virus solution is scanning email traffic meant for Exchange'

‘Ifthis confinues your Exchange server could become corrupt. See help for how to exclude

SMSMSE directories’

Device-Specific Field
'Heartbeat message was already scanned and deleted by an external scan engine'

Exclude SMSMSE directories from future scans. See help for how to exclude SMSMSE
directories.(unused),

Device-Specific Field
‘Server was not able to receive Rapid Release Virus Definition update’

‘Server %1(N15-H72), was not able fo receive Rapid Release Virus Definition update
due toan FTP failure’

%1 (host name)

FTP

Device-Specific Field
|nternal error: Failed fo retrieve message properties'

‘Content filtering, scanning stafistics and message violation logging may be affected

Device-Specific Field
‘Building Active Directory User Group Table Started

‘Started’
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Event 367/

ArcSight ESM Field
Name

Message

Event 368

ArcSight ESM Field
Name

Message

Event 369

ArcSight ESM Field
Name

Message

Event 370

ArcSight ESM Field
Name

Message

Event 371

ArcSight ESM Field
Name

Message

Event 372

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field

‘Building Active Directory User Group Table Completed Successfully'

Device-Specific Field

‘Building Active Directory User Group Table Failed

Device-Specific Field

‘Scan process failed o reduce privileges'

Device-Specific Field

‘Failed fo refrieve settings from the shared storage location'

Device-Specific Field

‘Failed to save setting to the shared storage location'

Device-Specific Field

‘Anerror occurred when processing recipients list for releasing quarantine item(s) by mail
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Event 5/3

ArcSight ESM Field
Name

Message

Event 5/4

ArcSight ESM Field
Name

Message

Event 3/5

ArcSight ESM Field
Name

Message

Event 376

ArcSight ESM Field
Name

Message

Event 377/

ArcSight ESM Field
Name

Message

Event 3/9

ArcSight ESM Field
Name
Device Action

Device Custom String 5

Micro Focus Connectors O

Device-Specific Field

‘Unable to validate Recipient Mailbox'

Device-Specific Field

‘Anerror occurred when creating a folder specified for the Save o folder setting

Device-Specific Field

‘SMSMSE service is not started'

Device-Specific Field

‘SMSMSE service is starting

‘Please try againonce it is started

Device-Specific Field

‘SMSMSE service is stopping’

Device-Specific Field

‘VSAPI scheduled background scanning has been enabled’
‘enabled

VSAPI'(Scan Type)
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Event 380

ArcSight ESM Field
Name
Device Action

Device Custom String 5

Event 381

ArcSight ESM Field
Device Action

Device Custom String 4
Device Custom String 5
Name

Message

Event 382

ArcSight ESM Field

Name

Event 384

ArcSight ESM Field
Name

Device Action
Additional data

Message

Event 385

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field
‘VSAPI scheduled background scanning has been disabled
‘disabled

VSAPI'(Scan Type))

Device-Specific Field

%1 (action taken)

Rule Name

Scan Type

‘The message locatedin SMTP has violateda policy’

%1 (message text)

Device-Specific Field

name

Device-Specific Field

‘Released files from quarantine tofile’
‘Released

numFile

‘Released [number of files] file(s) from quarantine to file’

Device-Specific Field

‘The Windows Task Scheduler service is not running'

‘Please start the Windows Task Scheduler service and then save your changes’
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Event 386

ArcSight ESM Field
Name

Message

Event 387/

ArcSight ESM Field
Name

Message

Event 388

ArcSight ESM Field
Name

Message

Event 389

ArcSight ESM Field
Name

Message

Event 390

ArcSight ESM Field
Name

Message

Micro Focus Connectors O

Device-Specific Field
‘The Windows Task Scheduler service is not running'

‘Start the Windows Task Scheduler service and then apply the scheduled scan settings’

Device-Specific Field
‘The Windows Task Scheduler service is not running'

‘Start the Windows Task Scheduler service and then apply the scheduled LiveUpdate
settings’

Device-Specific Field
‘The Windows Task Scheduler service is not running'

‘Mail Security cannot generate scheduled reports until the service is started. Start the
Windows Task Scheduler service, and Mail Security willgenerate scheduled reports’

Device-Specific Field

‘Unable to copy the license file'

‘Unable to copy the Symantec Premium AntiSpam license file to licenses folder’

Device-Specific Field

‘Symantec Mail Security has failed to re-initialize the Premium AnfiSpam engine’

‘Ifthere are any new spam definitions, they would not be used during antispam processing'
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Event 391

ArcSight ESM Field
Name

Message

Destination Service Name

Event 401

ArcSight ESM Field
Name
Message

Reason

Event 404

ArcSight ESM Field
Name

Message

Request URL

Event 405

ArcSight ESM Field
Name

Message

Additional data

Device Custom String 5

Micro Focus Connectors O

Device-Specific Field
‘The Symantec Mail Security Utility service is not running’

‘This service is necessary to protect the Microsoft Exchange Server from spam. Please
restart the service to confinue to provide support for Symantec Premium AntiSpam’

‘The Symantec Mail Security Utility’

Device-Specific Field
‘Failed toinitialize AV scanner’
‘The virus definitions are either missing or corrupt’

%1 (reason code)

Device-Specific Field
‘Virus definitions are old

‘Virus definitions are " %1(2), days old. To remain protected ensure that Liveupdate is
working properly”

%2 (URL)

Device-Specific Field
‘Background Scan of all Store databases completed

‘Background Scan of all Store databases completed in hours(s) and minute(s). Total ifems
were scanned from the start of scanning’

numScanned

‘Background Scan’ (Scan Type)
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Event 406

ArcSight ESM Field
Name

Message

Device Action

Event 409

ArcSight ESM Field
Name

Reason

Event 410

ArcSight ESM Field
Name

Message

Event 4171

ArcSight ESM Field
Name

Message

Event 412

ArcSight ESM Field
Name

Message

Desfination Host Name

Micro Focus Connectors O

Device-Specific Field

‘Background Scanning is paused’

‘Either scan window is over or scanis disabled. Total items are scanned from the start of

scanning

‘paused

Device-Specific Field
‘Failedtoinitialize AV Engine’

Error code

Device-Specific Field

‘Failed toinitialize AV Engine’

‘Failedtoinitialize AV Engine during RequestimmediateUpdateEx’

Device-Specific Field

‘Failed to save Quarantine server settings'

‘Failed fo save Quarantine server seftings, Server address specified by user is a Broadcast

address’

Device-Specific Field

‘Symantec Premium AntiSpam registration failed on the server’

%2 (Unable to communicate with Symantec to register. Please check your connection

seftings, andtry agiain.)

host name
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Event 414
ArcSight ESM Field Device-Specific Field
Name ‘Symantec Premium AntiSpam registration failed on the server’
Message %2 (Unable to communicate with Symantec to register. Please check your connection
seftings, andtry again.)
Destination Host Name %1 (hostname)
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Send Documentation Feedback

If you have comments about this document, you can confact the documentation team by email. If an email
clientis configured on this compufter, click the link above and an email window opens with the following
information in the subject line:

Feedback on Supplemental Configuration Guide (Connectors )
Justadd your feedback o the email and click send.

If no email client is available, copy the information above to a new message in a web mail client, and send
your feedback fo arcsight_doc@microfocus.com.

We appreciate your feedback!
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