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SmartConnector for Microsoft Windows Event
Log – Native: Microsoft Antimalware
This guide provides information about the SmartConnector for Microsoft Windows Event Log – Native:
Microsoft antimalware and its event mappings to ArcSight data fields.

Supported Versions:

l Microsoft Windows 10

l Microsoft Windows Server 2012

l Microsoft Windows Server 2012 R2

l Microsoft Windows Server 2016

The SmartConnector for Microsoft Windows Event Log – Windows Security Event Mappings document
provides the main mappings for the Windows Event Log SmartConnectors; the field mappings listed in this
document are specifically for Microsoft Antimalware.

Product Overview
Microsoft Antimalware is a network service in Windows Server 2012, Windows Server 2012 R2 and
Windows Server 2016.

Microsoft Antimalware is a real-time protection capability that helps identify and remove viruses, spyware,
and other malicious software, with configurable alerts when known malicious or unwanted software
attempts to install itself or run on your system.

The antimalware events are collected from the Windows Event system logs to your storage account. You
can configure the storage account for your virtual machine to collect the antimalware events by selecting
the appropriate storage account.

Connector Installation and Configuration
Follow the installation and configuration procedures in the SmartConnector Configuration Guide for
Microsoft Windows Event Log – Native, selecting Microsoft Windows Event Log – Native as the
connector to be configured. During installation, select true for the System Logs field for system events to
be collected.
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Mappings for Windows Event Log Native: Microsoft Antimalware

Event 1000

ArcSight
Field Vendor Field

Product
Name

productName

Product
Version

productVersion

Scan ID deviceCustomString1

ScanType
Index

scanTypeIndex

ScanType deviceEventCategory

Scan
Parameter
Index

scanParameterIndex

Scan
Parameters

deviceAction

Domain sourceNtDomain

User sourceUserName

SID sid

Scan
resources

filePath

Event 1001

ArcSight Field Vendor Field

Product Name productName

Product Version productVersion

Scan ID deviceCustomString1

ScanType Index scanTypeIndex

ScanType deviceEventCategory

ScanParameter Index scanParameterIndex

ScanParameters deviceAction
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ArcSight Field Vendor Field

Domain sourceNtDomain

User sourceUserName

SID sid

ScanTime Hours deviceCustomNumber1

ScanTime Minutes deviceCustomNumber2

ScanTime Seconds deviceCustomNumber3

Event 1002

ArcSight Field Vendor Field

Product Name productName

Product Version productVersion

Scan ID deviceCustomString1

ScanType Index scanTypeIndex

ScanType deviceEventCategory

ScanParameter Index scanParameterIndex

ScanParameters deviceAction

Domain sourceNtDomain

User sourceUserName

SID sid

Event 1011

ArcSight Field Vendor Field

Product Name productName

Product Version productVersion

Domain sourceNtDomain

User sourceUserName

SID sid

Threat Name deviceCustomString1

Threat ID deviceCustomNumber1

Severity ID deviceCustomNumber2
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ArcSight Field Vendor Field

Category ID deviceCustomNumber3

FWLink FWLink

Path filePath

Severity Name deviceSeverity

Category Name deviceCustomString4

Signature Version deviceCustomString2

Engine Version (Concatenatingboth the fields)

Event 1013

ArcSight Field Vendor Field

Product Name productName

Product Version deviceVersion

Timestamp deviceCustomDate1

Domain sourceNtDomain

User sourceUserName

SID sid

Event 1116

ArcSight Field Vendor Field

Product Name productName

Product Version deviceVersion

Detection ID deviceCustomString5

DetectionTime deviceCustomDate1

Threat ID deviceCustomNumber1

Threat Name deviceCustomString1

Severity ID deviceCustomNumber2

Severity Name deviceCustomString3

Category ID deviceCustomNumber3

Category Name deviceCustomString4

FWLink FWLink
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ArcSight Field Vendor Field

Status Code statusCode

Status Description statusDescription

State state

Source ID sourceID

Source Name sourceName

Process Name sourceProcessName

DetectionUser sourceUserName

Path filePath

Origin ID originID

OriginName originName

Execution ID executionID

ExecutionName executionName

Type ID typeID

Type Name oldFileType

Pre ExecutionStatus preExecutionStatus

Action ID actionID

ActionName devicAction

Error Code errorCode

Error Description reason

Post CleanStatus postCleanStatus

AdditionalAction ID additionalActionID

AdditionalActionString additionalActionString

RemediationUser remediationUser

Signature Version (ConcatenatingbothEngine VersionandSignature Version indeviceCustomString2

Engine Version (ConcatenatingbothEngine VersionandSignature Version indeviceCustomString2

Event 1117

ArcSight Field Vendor Field

Product Name productName

Product Version productVersion
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ArcSight Field Vendor Field

Detection ID deviceCustomString5

DetectionTime deviceCustomDate1

Threat ID deviceCustomNumber1

Threat Name deviceCustomString1

Severity ID deviceCustomNumber2

Severity Name deviceCustomString3

Category ID deviceCustomNumber3

Category Name deviceCustomString4

FWLink FWLink

Status Code statusCode

Status Description statusDescription

State state

Source ID sourceID

Source Name sourceName

Process Name sourceProcessName

DetectionUser sourceUserName

Path filePath

Origin ID originID

OriginName originName

Execution ID executionID

ExecutionName executionName

Type ID typeID

Type Name oldFileType

Pre ExecutionStatus preExecutionStatus

Action ID actionID

ActionName devicAction

Error Code errorCode

Error Description reason

Post CleanStatus postCleanStatus

AdditionalAction ID additionalActionID
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ArcSight Field Vendor Field

AdditionalActionString additionalActionString

RemediationUser remediationUser

Signature Version (ConcatenatingbothEngine VersionandSignature Version indeviceCustomString2

Engine Version (ConcatenatingbothEngine VersionandSignature Version indeviceCustomString2

Event 1150

ArcSight Field Vendor Field

Product Name productName

Product Verison deviceVersion

Signature Version (ConcatenatingbothEngine VersionandSignature Version indeviceCustomString2

Engine Version (ConcatenatingbothEngine VersionandSignature Version indeviceCustomString2

Event 2000

ArcSight Field Vendor Field

Product Name productName

Product Verison deviceVersion

Current Signature Version fileId

Previous Signature Version oldFileId

Domain sourceNtDomain

User sourceUserName

SID sid

Signature Type Index signatureTypeIndex

Signature Type deviceEventCategory

Update Type Index updateTypeIndex

Update Type deviceCustomString6

Current Engine Version (ConcatenatingbothEngine VersionandSignature Version indeviceCustomString2

Previous Engine Version (ConcatenatingbothEngine VersionandSignature Version indeviceCustomString2
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Event 2001

ArcSight Field Vendor Field

Product Name productName

Product Verison deviceVersion

Domain sourceNtDomain

User sourceUserName

SID sid

Error Code deviceCustomString5

Error Description reason

FWLink filePath

Event 2002

ArcSight Field Vendor Field

Product Name productName

Product Verison deviceVersion

Previous Engine Version (ConcatenatingbothPrevious Engine VersionandCurrent Version in
deviceCustomString2

Current Engine Version (ConcatenatingbothPrevious Engine VersionandCurrent Version in
deviceCustomString2

Domain sourceNtDomain

User sourceUserName

SID sid

Feature Index featureIndex

Feature Index Name featureName

Event 2010

ArcSight Field Vendor Field

Product Name productName

Product Verison deviceVersion

Current Signature Version fileId
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ArcSight Field Vendor Field

Signature Type Index signatureTypeIndex

Signature Type deviceEventCategory

Current Engine Version deviceCustomString2

DynamicSignature Type Index dynamicSignatureTypeIndex

DynamicSignature Type dynamicSignatureType

Persistence Path filePath

DynamicSignature Version dynamicSignatureVersion

Persistence Limit Type Index persistenceLimitTypeIndex

Persistence Limit Type persistenceLimitType

Persistence Limit Value persistenceLimitValue

Event 2011

ArcSight Field Vendor Field

Product Name productName

Product Version deviceVersion

Current Signature Version fileId

Signature Type Index signatureTypeIndex

Signature Type deviceEventCategory

Current Engine Version deviceCustomString2

DynamicSignature Type Index dynamicSignatureTypeIndex

DynamicSignature Type dynamicSignatureType

Persistence Path filePath

DynamicSignature Version dynamicSignatureVersion

Persistence Limit Type Index persistenceLimitTypeIndex

Persistence Limit Type persistenceLimitType

Persistence Limit Value persistenceLimitValue

RemovalReason Index removalReasonIndex

RemovalReasonValue reason
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Event 3002

ArcSight Field Vendor Field

Product Name productName

Product Version deviceVerison

Error Code deviceCustomString5

Error Description reason

Event 5007

ArcSight Field Vendor Field

Product Name productName

Product Version deviceVersion

OldValue oldFileName

New Value fileName

Event 5010

ArcSight Field Vendor Field

Product Name productName

Product Version deviceVersion

Event 5012

ArcSight Field Vendor Field

Product Name productName

Product Version deviceVersion
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Send Documentation Feedback
If you have comments about this document, you can contact the documentation team by email. If an email
client is configured on this computer, click the link above and an email window opens with the following
information in the subject line:

Feedback on Supplemental Configuration Guide (Connectors )

Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a web mail client, and send
your feedback to arcsight_doc@microfocus.com.

We appreciate your feedback!
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