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SmartConnector for Microsoft Windows Event
Log – Native: Microsoft Windows Defender AntiVirus
This guide provides information about the SmartConnector for Microsoft Windows Event Log – Native:
Microsoft Windows Defender AntiVirus and its event mappings to ArcSight data fields.

Supported Versions:

l Microsoft Windows 8

l Microsoft Windows 10

l Microsoft Windows Server 2008 R2

l Microsoft Windows Server 2012

l Microsoft Windows Server 2012 R2

l Microsoft Windows Server 2016

The SmartConnector for Microsoft Windows Event Log – Windows Security Event Mappings document
provides the main mappings for the Windows Event Log SmartConnectors; the field mappings listed in this
document are specifically for Microsoft Remote Access.

Product Overview
Microsoft Windows Defender AntiVirus is a network service in Windows Server 2012, Windows Server
2012 R2, Windows Server 2008, and Windows Server 2016 that provides the following services:

l Dial-up remote access server

l Virtual private network (VPN) remote access server

l Internet Protocol (IP) router for connecting subnets of a private network

l Network address translator (NAT) for connecting a private network to the Internet

l Dial-up and VPN site-to-site demand-dial router

Microsoft Windows Defender AntiVirus
For complete information about Microsoft’s Reporting and Microsoft Windows Defender AntiVirus, see
Microsoft’s TechNet Library for Windows Server, “Remote Access (DirectAccess, Routing and Remote
Access)”:

http://technet.microsoft.com/en-us/library/hh831416

Whenconfiguring theMicrosoft Windows Defender AntiVirus, specify system as the event log type for Microsoft Remote
Access.
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Connector Installation and Configuration
Follow the installation and configuration procedures in the SmartConnector Configuration Guide for
Microsoft Windows Event Log – Native, selecting Microsoft Windows Event Log – Native as the
connector to be configured. During installation, select true for the System Logs field for system events to
be collected.

Mappings for Microsoft Windows Defender AntiVirus

Event 1000

ArcSight Field Vendor Field

Device Version Product Version

Device CustomString1 Label "Scan ID"

Device CustomString1 Scan ID

ScanType Index ScanType Index

Device Event Category ScanType

ScanParameter Index ScanParameter Index

Device Action ScanParameter

Source Nt Domain Domain

Source User Name User

Source User ID SID

File Path ScanResources

Event 1001

ArcSight Field Vendor Field

Device Version Product Version

Device CustomString1 Label "Scan ID"

Device CustomString1 Scan ID

ScanType Index ScanType Index

Device Event Category ScanType

ScanParameter Index ScanParameter Index
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ArcSight Field Vendor Field

Device Action ScanParameter

Source Nt Domain Domain

Source User Name User

Source User ID SID

Device CustomNumber1 Label "Hours"

Device CustomNumber1 ScanTime Hours

Device CustomNumber2 Label "Minutes"

Device CustomNumber2 ScanTime Minutes

Device CustomNumber3 Label "Seconds"

Device CustomNumber3 ScanTime Seconds

Event 1002

ArcSight Field Vendor Field

Device Version Product Version

Device CustomString1 Label "Scan ID"

Device CustomString1 Scan ID

ScanType Index ScanType Index

Device Event Category ScanType

ScanParameter Index ScanParameter Index

Device Action ScanParameter

Source Nt Domain Domain

Source User Name User

Source User ID SID

Event 1009

ArcSight Field Vendor Field

Device Version Product Version

Source Nt Domain Domain

Source User Name User

Source User ID SID
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ArcSight Field Vendor Field

Device CustomString1 Label "Threat Name"

Device CustomString1 Threat Name

Device CustomNumber1 Label "Threat ID"

Device CustomNumber1 Threat ID

Device CustomNumber2 Label "Severity ID"

Device CustomNumber2 Severity ID

Device CustomNumber3 Label "Category ID"

Device CustomNumber3 Category ID

FWLink FWLink

File Path Path

OldFile ID Severity Name

Device CustomString4 Label "Category Name"

Device CustomString4 Category Name

Device CustomString2Label "Signature/Engine Version"

Device CustomString2 Signature Version,Engine Version

Event 1011

ArcSight Field Vendor Field

Device Version Product Version

Source Nt Domain Domain

Source User Name User

Source User ID SID

Device CustomString1 Label "Threat Name"

Device CustomString1 Threat Name

Device CustomNumber1 Label "Threat ID"

Device CustomNumber1 Threat ID

Device CustomNumber2 Label "Severity ID"

Device CustomNumber2 Severity ID

Device CustomNumber3 Label "Category ID"

Device CustomNumber3 Category ID
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ArcSight Field Vendor Field

FWLink FWLink

File Path Path

OldFile ID Severity Name

Device CustomString4 Label "Category Name"

Device CustomString4 Category Name

Device CustomString2Label "Signature/Engine Version"

Device CustomString2 Signature Version,Engine Version

Event 1013

ArcSight Field Vendor Field

Device Version Product Version

Device CustomDate1 Label "ActionTime"

Device CustomDate1 Timestamp

Source Nt Domain Domain

Source User Name User

Source User ID SID

Event 1015

ArcSight Field Vendor Field

Device Version Product Version

Source Nt Domain Domain

Source User Name User

Source User ID SID

Device CustomNumber1 Label "Threat ID"

Device CustomNumber1 Threat ID

Device CustomNumber2 Label "Severity ID"

Device CustomNumber2 Severity ID

Device CustomNumber3 Label "Category ID"

Device CustomNumber3 Category ID

Device CustomString6 Label "Detection ID"
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ArcSight Field Vendor Field

Device CustomString6 Detection ID

Device CustomString1 Label "Threat Name"

Device CustomString1 Threat Name

Device CustomString2 Label "Signature/Engine Version"

Device CustomString2 Signature Version,Engine Version

Device CustomString4 Label "Category Name"

Device CustomString4 Category Name

FWLink FWLink

Source Process Name Process Name

File Path PathFound

Request Context DetectionOrigin

OldFile Type DetectionType

Source Service Name DetectionSource

Event 1116

ArcSight Field Vendor Field

Device Version Product Version

Start Time DetectionTime

Device CustomNumber1 Label "Threat ID"

Device CustomNumber1 Threat ID

Device CustomNumber2 Label "Severity ID"

Device CustomNumber2 Severity ID

Device CustomNumber3 Label "Category ID"

Device CustomNumber3 Category ID

Device CustomString6 Label "Detection ID"

Device CustomString6 Detection ID

Device CustomString1 Label "Threat Name"

Device CustomString1 Threat Name

Device CustomString2 Label "Signature/Engine Version"

Device CustomString2 Signature Version,Engine Version
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ArcSight Field Vendor Field

Device CustomString4 Label "Category Name"

Device CustomString4 Category Name

OldFile ID Severity Name

Status Code Status Code

Status Description Status Description

State State

Source ID Source ID

FWLink FWLink

File Path Path

Request context DetectionOrigin

Source Service Name Source Name

Source Process Name Process Name

Source User Name DetectionUser

Origin ID Origin ID

Request Context OriginName

Execution ID Execution ID

ExecutionName ExecutionName

Type ID Type ID

OldFile Type Type Name

Pre ExecutionStatus Pre ExecutionStatus

Action ID Action ID

Device Action ActionName

Reason Error Code

Device CustomString5 Label "Error Description"

Device CustomString5 Error Description

Post CleanStatus Post CleanStatus

AdditionalActions ID AdditionalActions ID

RemediationUser RemediationUser
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Event 1117

ArcSight Field Vendor Field

Device Version Product Version

Start Time DetectionTime

Device CustomNumber1 Label "Threat ID"

Device CustomNumber1 Threat ID

Device CustomNumber2 Label "Severity ID"

Device CustomNumber2 Severity ID

Device CustomNumber3 Label "Category ID"

Device CustomNumber3 Category ID

Device CustomString6 Label "Detection ID"

Device CustomString6 Detection ID

Device CustomString1 Label "Threat Name"

Device CustomString1 Threat Name

Device CustomString2 Label "Signature/Engine Version"

Device CustomString2 Signature Version,Engine Version

Device CustomString4 Label "Category Name"

Device CustomString4 Category Name

OldFile ID Severity Name

Status Code Status Code

Status Description Status Description

State State

Source ID Source ID

FWLink FWLink

File Path Path

Request context DetectionOrigin

Source Service Name Source Name

Source Process Name Process Name

Source User Name DetectionUser

Origin ID Origin ID
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ArcSight Field Vendor Field

Request Context OriginName

Execution ID Execution ID

ExecutionName ExecutionName

Type ID Type ID

OldFile Type Type Name

Pre ExecutionStatus Pre ExecutionStatus

Action ID Action ID

Device Action ActionName

Reason Error Code

Device CustomString5 Label "Error Description"

Device CustomString5 Error Description

Post CleanStatus Post CleanStatus

AdditionalActions ID AdditionalActions ID

RemediationUser RemediationUser

Event 1150

ArcSight Field Vendor Field

Device Version PlatformVersion

Device CustomString2 Label "Signature/Engine Version"

Device CustomString2 Signature Version,Engine Version

Event 1151

ArcSight Field Vendor Field

Device Version PlatformVersion

Device CustomString2 Label "Signature/Engine Version"

Device CustomString2 Signature Version,Engine Version

Device CustomString1 Label "RTP State/ OA State/ IOAV State/ BM State"

Device CustomString1 RTP State/ OA State/ IOAV State/ BM State

Device CustomNumber1 safeToLong(updateRevisionNumber)

Device CustomNumber1 Label "Last AV Signature Age"
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ArcSight Field Vendor Field

Device CustomNumber1 AV signature age

Device CustomNumber2 Label "Last AS Signature Age"

Device CustomNumber2 AS signature age

Device CustomNumber3 Label "Last quick scanage"

Device CustomNumber3 Last quick scanage

Device FloatingPoint1 Label "Last full scanage"

Device FloatingPoint1 Last full scanage

File Create Time AV signature creation time

OldFile Create Time AS signature creation time

Start Time Last quick scanstart time

EndTime Last quick scanend time

Device CustomString4 Label "Last QuickScanSource"

Device CustomString4 Last quick scansource

Device CustomDate1 Label "Last full scan start time"

Device CustomDate1 Last full scan start time

Device CustomDate2 Label "Last full scanend time"

Device CustomDate2 Last full scanend time

Device CustomString6 Label "Last full scan source"

Device CustomString6 Last full scan source

Product status Product status

Event 2000

ArcSight Field Vendor Field

Device Version Product Version

Source Nt Domain Domain

Source User Name User

Source User ID SID

Signature Type Index Signature Type Index

Device Event Category Signature Type

Update Type Index Update Type Index
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ArcSight Field Vendor Field

Device CustomString6 Label "Update Type"

Device CustomString6 Update Type

Device CustomString2 Label "Current Engine Version/Previous Engine Version/Current Signature Version/Previous
Signature Version"

Device CustomString2 Current Engine Version,Previous Engine Version,Current Signature Version,Previous
Signature Version

Event 2001

ArcSight Field Vendor Field

Device Version Product Version

Source Nt Domain Domain

Source User Name User

Source User ID SID

Signature Type Index Signature Type Index

Device Event Category Signature Type

Update Type Index Update Type Index

Device CustomString6 Label "Update Type"

Device CustomString6 Update Type

Device CustomString2 Label "Current Engine Version/Previous Engine Version/Current Signature Version/Previous
Signature Version"

Device CustomString2 Current Engine Version,Previous Engine Version,Current Signature Version,Previous
Signature Version

Reason Error Code

Device CustomString5 Label "Error Description"

Device CustomString5 Error Description

File Path Source Path

Event 2002

ArcSight Field Vendor Field

Device Version Product Version

Source Nt Domain Domain

Source User Name User
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ArcSight Field Vendor Field

Source User ID SID

Device CustomString2 Label "Current/ Previous Engine Version"

Device CustomString2 Current Engine Version, Previous Engine Version

Feature Index Feature Index

Device Event Category Feature Name

Event 2010

ArcSight Field Vendor Field

Device Version Product Version

Source Nt Domain Domain

Source User Name User

Source User ID SID

Signature Type Index Signature Type Index

Device Event Category Signature Type

Device CustomString2 Label "Current Engine Version/Current Signature Version"

Device CustomString2 Current Engine Version,Current Signature Version

DynamicSignature Type Index DynamicSignature Type Index

DynamicSignature Type DynamicSignature Type

File Path Persistence Path

Device CustomString1 Label "DynamicSignature Version"

Device CustomString1 DynamicSignature Version

Device CustomDate1 Label "DynamicSignature CompilationTimestamp"

Device CustomDate1 DynamicSignature CompilationTimestamp

Persistence Limit Type Index Persistence Limit Type Index

Persistence Limit Type Persistence Limit Type

Persistence Limit Value Persistence Limit Value
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Event 2011

ArcSight Field Vendor Field

Device Version Product Version

Source Nt Domain Domain

Source User Name User

Source User ID SID

Signature Type Index Signature Type Index

Device Event Category Signature Type

Device CustomString2 Label "Current Engine Version/Current Signature Version"

Device CustomString2 Current Engine Version,Current Signature Version

DynamicSignature Type Index DynamicSignature Type Index

DynamicSignature Type DynamicSignature Type

File Path Persistence Path

Device CustomString1 Label "DynamicSignature Version"

Device CustomString1 DynamicSignature Version

Device CustomDate1 Label "DynamicSignature CompilationTimestamp"

Device CustomDate1 DynamicSignature CompilationTimestamp

Persistence Limit Type Index Persistence Limit Type Index

Persistence Limit Type Persistence Limit Type

Persistence Limit Value Persistence Limit Value

RemovalReason Index RemovalReason Index

Reason RemovalReasonValue

Event 2030

ArcSight Field Vendor Field

Device Version Product Version
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Event 3002

ArcSight Field Vendor Field

Device Version Product Version

File ID Feature ID

File Hash Feature Name

Reason Error Code

Device CustomString5 Label "Error Description"

Device CustomString5 Error Description

Event 5000

ArcSight Field Vendor Field

Device Version Product Version

Event 5001

ArcSight Field Vendor Field

Device Version Product Version

Event 5004

ArcSight Field Vendor Field

Device Version Product Version

File Hash Feature Name

Device CustomNumber "Configuration"

Device CustomNumber1 Label Configuration

File ID Feature ID

Event 5007

ArcSight Field Vendor Field

Device Version Product Version

OldFile Name OldValue
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ArcSight Field Vendor Field

File Name "New Value"

Event 5010

ArcSight Field Vendor Field

Device Version Product Version

Event 5012

ArcSight Field Vendor Field

Device Version Product Version
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Send Documentation Feedback
If you have comments about this document, you can contact the documentation team by email. If an email
client is configured on this computer, click the link above and an email window opens with the following
information in the subject line:

Feedback on Supplemental Configuration Guide (Connectors )

Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a web mail client, and send
your feedback to arcsight_doc@microfocus.com.

We appreciate your feedback!
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