Web Services API
Guide

ArcSight Logger 5.3 SP1

March 5, 2013



Copyright © 2013 Hewlett-Packard Development Company, L.P.

Confidential computer software. Valid license from HP required for possession, use or copying. Consistent
with FAR 12.211 and 12.212, Commercial Computer Software, Computer Software Documentation, and
Technical Data for Commercial ltems are licensed to the U.S. Government under vendor's standard
commercial license.

The information contained herein is subject to change without notice. The only warranties for HP products
and services are set forth in the express warranty statements accompanying such products and services.
Nothing herein should be construed as constituting an additional warranty. HP shall not be liable for
technical or editorial errors or omissions contained herein.

Follow this link to see a complete statement of copyrights and acknowledgements:
http://www.hpenterprisesecurity.com/copyright

The network information used in the examples in this document (including IP addresses and hostnames) is
for illustration purposes only.

This document is confidential.

Contact Information

Phone 1-866-535-3285 (North America)
+44 203-564-1189 (EMEA)
+49 69380789455 (Germany)

Support Web Site http://support.openview.hp.com

Protect 724 Community https://protect724.arcsight.com

Revision History

Date Product Version Description

03/05/2013 5.3 SP1 5.3 SP1 release. Includes a new search call—
getDataforRowlds

07/27/2012 5.3 5.3 release. Includes updated runReports information.

12/09/2011 5.2 5.2 release. Includes a new reports call—
getSubGroups()

05/31/2011 5.1 First release of the Web Services API.



http://www.hpenterprisesecurity.com/copyright
http://support.openview.hp.com
https://protect724.arcsight.com

Contents

Chapter 1: Logger Web ServiCeS .....cicvrrerererarsrsrsmsnsasasasasasararsssssssssssasasasasasasasssassssnsssasanasass 5
ACCESSING TN APl e eas 5
Obtaining the WSDL for Logger Web Services ...... ... 6
Setting @ COOKIE ... e 6

Chapter 2: LOGIN SEIrVICE ..uiicrrerrisisssmsmmmamemesesssa s sasassssssssssasasasassassssssssssssssssssssnsasasassssssssnnnss 7
L2 QL= 10 RS =TS1=] ToT o PP 7
(o [T A= =] (0] o [ 7
0o | 1 7
oo o 15 PP 8

Chapter 3: RepoOrt SErviCe ...iciiirieieieimiememrrr s s s s s s s s s s st sasnsnsnnnnnnss 9
(e[S Ty 1ot T €] o T B ] o L P 9
Lo [T B Lo T2 PPN 9
JETDEVICESINDEVICEGIOUP . ..uneite ettt ettt e et et ettt et e ettt ettt e ettt e e a e e e e eeanen 9
(o T2 0 =T o T o (C] o T U o 1T PP 9
[0 1= 6578 o 1] o] U 1 PN 9
(o T2 =T o To] k=] 1 o1 € o 11 o I S 10
(o T=T 657 (o1 = T =TT 0T U ] o1 PPN 10
L8101 = 0T o P 10
Example: RUNNING @ REPOIT ...t ettt ettt et e et et eeaeaas 12
Example: Passing Parameters when Running a RepOrt ..o e 15

Chapter 4: Search ServiCe ...iciciciiririsisisiirrrra s sr s r s nmnnnnnnnns 19
HOW the Search AP WOTKS . ... ettt eas 19
Returning Specific Fields in Search RESUILS ... 20
[T RST=T =] o PP 20
[ [T B =X = {01 20111V o K PPN 20
L0 T o 1T T 1= 21
(o T=T NS I E T o] [ TP 21
[ P2 T F0 T IO ] 1= 21
SEAN S B AN TN .. e 22
Example: Searching for EVENTS .....cii ittt ettt e e e et e e eaae e e ane e enaeanns 22

Confidential Logger Web Services APl Guide 3



Contents

4 Logger Web Services API Guide Confidential



Chapter 1

Logger Web Services

ArcSight Logger provides Web Services for its search and reporting functions. These
services enable you to log in, perform searches, or run reports on Logger from a Web
Service client that you write using Java, Perl, Python, Ruby, and so on. This guide describes
the Web Services included with Logger 5.3 SP1.

Three Web Services are available:

Login Service—to log in to a Logger and establish a cookie that is used for all search
and report service calls.

Search Service—to run a search query on Logger.

Report Service—to run a report on Logger.

The examples provided in this guide are for illustration only and may not
work as-is in your environment.

To learn more about writing a Web Service client, refer to the documentation of the
language you intend to use to write the client.

Accessing the API

The Logger Web Services API is included with Logger 5.3 SP1.

To access the API:

1
2

Install Logger 5.3 SP1 on your Logger.

Write a Web Services client using a language of your choice, such as Java, Perl, or
Python. Use the following endpoint in the client to access Logger's Web Services:

https://<LoggerHost or | P address>/soap/ services/ <Servi ceNane>/
<Servi ceNane>. wsdl

where ServiceName is LoginService for logging into your Logger, ReportService for
reports, and SearchService for search.

Confidential
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1 Logger Web Services

Obtaining the WSDL for Logger Web Services

Use the following WSDL to access Logger's Web Services:

m  On a Logger appliance:

https://<Logger Host or | Paddress>/soap/services/ <Servi ceName>/
<Servi ceNanme>. wsdl

®  On a software Logger:
https://<Logger Host or |Paddress>: <port_numnber >/ soap/ servi ces/
<Servi ceNanme>/ <Ser vi ceName>. wsdl

where <Logger Host or | Paddr ess> is the hostname or IP address of the Logger,
<port _nunber > is the port that you specify in the URL when connecting to a software
Logger and <Ser vi ceNane> is the name of Web Service you want to access.

Use LoginService for logging into your Logger, ReportService for reports, and
SearchService for search.

Setting a Cookie

All API calls require you to input a cookie that identifies a session on Logger on which the
call will run. A cookie is set when you log in to a Logger using the Login Service | ogi n call.

For example, you can set cookie in this way:
cooki e = Logi nService.login(“adm n”, “password”, 3600);

For more information about the Login Service, see Chapter 2, Login Service, on page 7.
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Chapter 2
Login Service

The Login Web Service enables you to log in to a Logger and establish a cookie that is used
for all search and report service calls. Additionally, this service enables you to extend or log
out of an existing session, and obtain the version of Web Services currently running on
your Logger.

extendSession

voi d extendSession(String cookie)
This call extends the session identified by the specified cookie.

cooki e identifies a session on the Logger on which this call will run.

getVersion

login

String getVersion()
This call returns the version of the Web Services.

The Web Services version is different from the Logger version. For example, for Loggers
running 5.3 SP1, the Web Services version is 1.0.0.0.2.

String login(String usernanme, String password, int
sessi onTi neout | nSeconds)

This call enables you to log in to a Logger and returns a cookie. All API calls require you to
input a cookie that identifies a session on Logger on which the call will run.

For example, you can set cookie in this way:
cooki e = Logi nService.login(“adm n”, “password”, 3600);

user nane is a user configured on Logger. The user must have the appropriate privileges
configured for the actions he/she is going to take using the API calls. For example, the user
must be configured to “View, run, and schedule reports” for Report folder [Firewall] if
he/she needs to run those reports.

passwor d is the password associated with the username.

Confidential
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2 Login Service

sessi onTi neout | nSeconds is the number of seconds of inactivity after which the login
session will end. You can extend an existing session by using the ext endSessi on call.

Example:

login(“admin”, “password”, 3600);

logout

void | ogout (String cookie)

This call ends a session identified by the cookie and expires that cookie. This cookie is the
one that was established using the | ogi n call.

cooki e identifies a session on the Logger on which this call will run.
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Chapter 3
Report Service

This section describes the API calls you can use to run a report on Logger.

Some report formats return results in binary format. Therefore, report results are base-64
encoded. You need to decode these results to display them in human-readable form.

getDeviceGroups

String[] getDeviceG oups(String cookie)

This call returns an array of the names of device groups configured on the Logger that is
identified by the specified cookie.

getDevices

String[] getDevices(String cookie)

This call returns an array of the names of devices configured on the Logger that is
identified by the specified cookie.

getDevicesIlnDeviceGroup

String[] getDeviceslnDeviceGoup(String cookie, String
devi ceG oupNan®)

This call returns an array of the names of all devices in the specified device group on the
Logger that is identified by the specified cookie.

getReportGroups

G oup[] get Report G oups(String cookie)

This call returns an array of report groups, where each group is associated with a name
and a unique report group identifier (grouplD), on the Logger that is identified by the
specified cookie.

The report groups are the same as report categories in the Logger Ul.

getSubGroups

G oup[] get SubG oups(String groupld, String cookie)

Confidential Logger Web Services APl Guide 9



3 Report Service

This call returns an array of groups within the group whose identifier you specified
(groupld), on the Logger that is identified by the specified cookie.

The report groups are the same as report categories in the Logger Ul.

getReportsinGroup

Report[] getReportslnGoup(String grouplD, String cookie)

This call returns an array of reports in the specified group (identified by the groupID) on
the Logger that is identified by the specified cookie. Each report in the returned array is
associated with a report name and a unique report identifier (reportID).

The report groups are the same as report categories in the Logger Ul.

Use the get Report Gr oups call to obtain groupID.

getStorageGroups

String[] getStorageG oups(String cookie)

This call returns an array of the storage group names configured on the Logger that is
identified by the specified cookie.

runReport

String runReport(String reportID, long startTine, |ong endTine, int
scanlimt, int resultRowLinmt, String devices, String devi ceG oups,
String storageG oups, String reportParaneters, String reportformat,
String cookie)

This call runs the report specified by the reportlD parameter on the Logger that is
identified by the specified cookie. The report fields are arranged in the CSV format
according to the order defined in the report on Logger and are base-64 encoded. You must
use a decoder to convert this data into human-readable form. To decode a base-64
encoded report, you need the ws- commons-util-1.0.1.jar file.

report| Dis a unique identifier for a report. To obtain reportiD, use
get Report sl nG oup call.

st art Ti me is the epoch time starting at which events for this report are scanned. For
example, if you want to specify st art Ti ne as ($NOW - 2h) in Java, enter
SystemcurrentTimeMIlis() — 2 * 60 * 60 * 1000.

If you use the specified example, make sure the time on the client machine is
synchronized with the time on Logger. Otherwise, search results will contain
events that span a different time range than what you wanted.

10 Logger Web Services API Guide Confidential



3 Report Service

endTi ne is the epoch time up to which events for this reports are scanned. For example, if
you want to specify endTime as ($Now) in Java, enter System current TimeM | i s().

If you use the specified example, make sure the time on the client machine is
synchronized with the time on Logger. Otherwise, search results will contain
events that span a different time range than what you wanted.

scanl i m t is the number of events to scan. If you specify 0, all events are scanned.

resul t RowLi m t is the maximum number of rows of report data to return. If you specify
0, all rows are returned.

devi ces are the names of devices whose events are scanned for this report. If you do not
want to specify device names, enter null. In that case, all devices are scanned. To specify
multiple devices, enter a comma-separated list that is enclosed in double quotes; for
example, “finance-2, internal, dev-server3”. To obtain a list of devices configured on a
Logger, use the get Devi ces call.

devi ceG oups are the names of device groups whose events are scanned for this report.
If you do not want to specify a device group name, enter null. In that case, all device
groups are scanned. To specify multiple device groups, enter a comma-separated list that is
enclosed in double quotes; for example, “finance-servers, sales-servers, dev-servers.

To obtain a list of device groups configured on a Logger, use the get Devi ceG oups call.

st orageG oups are the names of storage groups whose events are scanned for this
report. If you do not want to specify a storage group name, enter null. In that case, all
storage groups on Logger are scanned. To specify multiple storage groups, enter a comma-
separated list that is enclosed in double quotes; for example, “storage-groupl, storage-
group3™.

To obtain a list of storage groups configured on a Logger, use the get St or ageGr oups
call.

report Par anet er s are the parameters a report requires to run. If a report does not
require any parameter, enter null. Even if a parameter has default values assigned, those
values are not automatically used when a report is run using this API call. You must specify
those values in the API call to use them. If a report requires parameters and you do not
specify them, the report will not run.

Use double quotes (“ ”) to separate parameters and single quotes (* ') to separate
parameter values.

In Java, double quotes must be escaped by using the backslash (\) character.

reportformat is the format in which a report is generated. Only the CSV and PDF
formats are supported currently. Enter “CSV” or “csv” for CSV and “PDF” or “pdf” for PDF.

cooki e identifies a session on the Logger on which the report will run. This is a required
parameter.

Confidential
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3 Report Service

Example: Running a Report

The following example, which uses a Java client, runs a report on Logger host,
logger.companyxyz.com, to determine the most common events in the last 2 hours on that
Logger and generates a report in the CSV format. The generated report is decoded with a
base-64 decoder. In this example, a login session is established first. If the session is idle

for 600 seconds (10 minutes), it is ended.

When running the following search on a software Logger, make sure you
specify the port number on which Logger is running in the _loggerHost
variable. For example, "user-centos:9000".

package com cool cust oner. | ogger. webservi ces;

i mport

i mport
i mport
i mport

i mport
i mport

java. rm . Renot eExcepti on;

or g. apache. axi s2. cl i ent. Opti ons;

org. apache. axi s2.client. Serviced i ent;
or g. apache. ws. cormons. uti | . Base64;

com arcsi ght.wsclient.| ogger.|ogin.adb. Logi nServi ceSt ub;

com arcsi ght.wsclient. | ogger.report.adb. ArcSi ght Report Servi ceExcepti on;

i mport

com arcsi ght.wsclient.|ogger.report.adb. Report Servi ceSt ub;

public class Logger Report APl Exanpl e {

/'l Logi nService needed to nake APl calls
private Logi nServiceStub _| ogi nService = null;

/'l ReportService needed to make APl calls
private ReportServiceStub _reportService = null;

/1 |P Address or Hostname (:Port) of the Logger
private String _| oggerHost = “192.0.2.5";

private String _login = “admin”;
private String _password = “password”;
private int _tinmeout = 600;

/1 Main Method

/1 A sinple test client to run a report by passing in a Nanme and

/1 finding the Reportld and running the report

public static void main(String[] args) throws Exception {
Logger Report APl Exanpl e exanpl e = new Logger Report APl Exanpl e() ;
String result = exanpl e.runReport (“Mst Commobn Events”);
Systemout.println(new String(result));

}

/**

* This method runs a report, illustrating howto fetch the ID of a
* report by nane

* @aram reportNane the nane of the report

* @eturn result of the report run

*/

public String runReport(String reportNane) throws Exception {

12 Logger Web Services API Guide
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init(_loggerHost);

/1 Make a Web Service Call to Login and retrieve an

/ laut hentication token

String cookie = _loginService.login(_login, _password,
_tinmeout);

/1l Fetch the Id for the report fromits nanme, by using a nethod
/1l that recursively |oops over all categories and returns the
/'l report id

String id = get Reportld(reportNane, cookie);

if (id!=null) {

String result = runReport(id,
(SystemcurrentTineMIlis() - 2 * 60 * 60 * 1000),
SystemcurrentTineMIIlis(), 0, 100, null, null,
null, null, “CSV', cookie);

byte[] reportBytes = Base64.decode(result);

return new String(reportBytes);

}

return null;

}

/**

* Run a report by passing all the paraneters needed by the API

* @eturn result of the report run

* @hrows Exception

*/

public String runReport(String reportld, long startTine, |ong endTine,
int scanLinmit, int resultRowLinmit, String devicesCSV,
String deviceG oupsCSV, String storageG oupsCsy,
String reportParaneters, String reportformat, String
cooki e)
throws Exception {

String result = null;

/1 Make a Wb Service Call to Run the Report

result = _reportService.runReport(reportld, startTine, endTine,
scanLimt, resultRowLimt, devicesCSV, deviceG oupsCsSV,
st orageG oupsCSV, reportParaneters, reportfornat,
cooki e);

return result;

}

/**

* One way to find a ReportID, is fromthe Logger Wb U

* (ReportCategories nenu iten) Here's a sinple progranmmatic exanpl e of
* how to recurse over the categories to find the report ID

@ar am report Nane the nanme of the report to search for

@ar am cooki e the authentication token

@eturn reportID the I D of the report

@ hrows ArcSi ght Report Servi ceException

@ hrows Renot eException
/
private String getReportld(String reportNane, String cookie)

throws ArcSi ght Report Servi ceException, RenpteException {

* X F X X X

Confidential Logger Web Services APl Guide 13



3 Report Service

/1l get the top level report groups
Report Servi ceSt ub. G oup[] groups = _report Service
. get Report G oups( cooki e);

for (int i =0; i < groups.length; i++) {
Report Servi ceStub. G oup group = groups[i];

String groupl D = group.getld();
String groupName = group. get Name();

/'l Recursively search for the report in all of its subgroups
String reportld = depthFirst Sear chFor Report ( groupl D,
r epor t Nane, cooki e) ;
if (reportld !'= null) {
return reportld;

}
}

return null;

}

/**

* Sinple depth first exanple illustrating the use of the

* _reportService. get SubG oups nethod of the API

* @aram groupl D the group whose subgroups are needed

* @aramreportName the report that we're | ooking for recursively

* @aram cooki e the authentication token

* @eturn reportld, if found

*/

private String depthFirstSearchFor Report (String grouplD, String
report Nane,
String cookie) throws ArcSi ght Report Servi ceExcepti on,
Renot eExcepti on {

/1 get the reports
Report Servi ceStub. Report[] reports =
_reportService. get Report sl nG oup(
groupl D, cookie);
if (reports !'=null) {
for (int j =0; j <reports.length; j++) {
Report Servi ceStub. Report report = reports[j];
String reportID = report.getld();
if (reportNare. equal s(report.getNarme())) {
return reportlD;

}
}

/1 if not found here, start recursing over the subgroups
Report Servi ceSt ub. G oup[] subgroups =
_report Service. get SubG oups(
groupl D, cookie);
if (subgroups != null && subgroups.length > 0) {
for (int i = 0; i < subgroups.length; i++) {
String subG oupl D = subgroups[i].getld();
String reportld =
dept hFi r st Sear chFor Report (subGr oupl D,
report Nanme, cookie);
if (reportld !'= null) {
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3 Report Service

return reportld;

}

return null;

}

private void init(String | oggerHost) {
/1 Use this class, to nake the JRE trust the certificates
XTrust Provider.install ();
if (_reportService != null & & _loginService !=null) {
return;

}

/1 Setup the LoginService & ReportService stubs to nake API
/1 calls to your Logger

try {
_reportService = new Report ServiceStub(“https://” +

| ogger Host
+

“/ soap/ servi ces/ Report Servi ce/ Report Servi ce. wsdl ") ;
_logi nService = new Logi nServiceStub(“https://" +

| ogger Host
+

“/ soap/ servi ces/ Logi nServi ce/ Logi nServi ce. wsdl ") ;

/1 30 mnutes
long tinmeQutInMI1iSeconds = 30 * 60 * 1000;

/1 Axis related settings
Options axisOptions = new Options();

axi sOptions.setTineQutInM 1 1i Seconds(tinmeQutlinMIliSeconds);
ServiceCient servicedient =
_reportService. _getServiceCient();
serviceC ient.setOverrideQptions(axisOptions);
} catch (Exception e) {
e. print StackTrace();

}

Example: Passing Parameters when Running a Report

Before you can run a report through the API, the report must be set up. For this example,
we will set up a report that allows users to select from a list of products and a list of
vendors.

To create the example report:
1 In the in the Parameter Object Editor, create two multi-select lists with predefined
values.

¢ Multi-Select List 1: commonProducts, with the values Logger and ESM

¢ Multi-Select List 2: commonVendors, with the values Arcsight, Cisco, and
Juniper
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2 Create the following query in the Query Object Editor:

SELECT arc_nane, arc_devi ceProduct, arc_devi ceVendor
FROM event s

Where | ower (arc_devi ceProduct) IN (<% ommonPr oduct s%)
OR | ower (arc_devi ceVendor) I N (<% omobmvendor s%)
GROUP BY arc_nane, arc_devi ceProduct, arc_devi ceVendor
LIMT 5

3 In the Adhoc Report Designer, create a report called
Product_Vendor_Option_Report.

4 Add the query that you created in Step 2 to the report.

5 Add the Common Products and Common Vendors multi-select lists you created in
Step 1 to this report.

When running the report, users are promoted to enter the parameters based on the query.
Logger builds the query based on the user’s specification.

For example, if the users selects Logger for commonProducts and Arcsight and Cisco for
commonVendors, Logger will fill in the fields like this when running the query:

SELECT arc_nane, arc_devi ceProduct, arc_devi ceVendor

FROM event s

Where | ower (arc_devi ceProduct) IN (“l ogger”)

OR | ower (arc_devi ceVendor) IN (“arcsight”, “cisco”)
GROUP BY arc_nane, arc_devi ceProduct, arc_devi ceVendor
LIMT 5

In order to run the report through the API, you must pass the parameters that a user
would have selected.

To run the example report from the API:
1 Find the Report ID - either using the API or from the Ul.

Open Reports > Report Categories > Deploy Reports and Categories and note
the report ID of the report you want to use.

For example, suppose the Product_Vendor_Option_Report that we created has the
Report Id 1C568A25-8458-50E1-2C7E-7605291C5EB4.

2 Run the report from the API as follows:

String result = reportService.runReport (
“1C568A25- 8458- 50E1- 2C7E- 7605291C5EB4”, // Report |D
SystemcurrentTimreMIlis() - 60 * 60 * 1000, // Start Tine
SystemcurrentTimeM I lis(), // End Tine
10000, 100, null, // Scan Limt, Row Limt, Devices

null, null, // Device Goups, Storage G oups

“\ “conmonVendor s="'arcsight', 'cisco'\”,

\ “commonPr oduct s='1 ogger'\" ", /| Corma Separ ated paraneters
“csv”, /1 CQutput Format

cooki e); /1 Cooki e
byte[] data = Base64.decode(result);
String reportResult = new String(data);

Be sure to use quotes to identify comma separated parameter strings. In this example, the
string that needs to be sent is:
“comonVendor s="arcsight', 'cisco'”, “comonProducts='1|ogger

()
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In Java, the quotes must be escaped by using the backslash (\') character, like this:
String str = “\“comonVendors="arcsight', 'cisco'\",
\ “comonProduct s=' | ogger'\"";
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Chapter 4
Search Service

This section describes the API calls you can use to perform a search on Logger. You can
run any query that conforms to the syntax Logger expects.

Use the following guidelines when using the Search API:

m  The Search API can only return search results that do not contain binary data. If the
search results contain binary data, the following exception is generated:

“Unexpected EOF; was expecting a close tag for el enent
<nsl: dat a>"

m  Searching across peers is not supported.

How the Search APl Works

The Search API uses an iterator pattern to search and retrieve events. To search for events,
you start a search session first using the st art Sear ch API call. This call also specifies the
query to run. Next, you check if any matches were found using the hasMor eTupl es API
call. If matches are found, you use the get Next Tupl es call to retrieve those events.
Once all events have been retrieved or if you have retrieved the events you were searching
for, you terminate the search session using the endSear ch call.

The following example illustrates how a search is performed on Logger.

String cookie = | oginService.login(“adm n”, “password”, 600);
searchServi ce.start Search(“CEF’, SystemcurrentTineMIlis() - 2 * 60 * 60 *
1000, SystemcurrentTineM|Ilis(), cookie);

String[] arr = searchService. get Header (cooki e);
for (String str : arr) {
Systemout.println(str);

whi | e (searchService. hasMoreTupl es(cookie)) {
Tupl e [] tuples = searchService. get Next Tupl es(10, 600, cookie);
if (tuples I'= null) {
for (Tuple tuple : tuples) {
Systemout.println (tuple.getData());
}

}
}

sear chServi ce. endSear ch( cooki e) ;
| ogi nServi ce. | ogout (cooki e) ;
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4 Search Service

Returning Specific Fields in Search Results

By default, the Search API returns all fields of matching rows. However, if you need to
obtain specific fields and not all, define the fields you need using the cef command. Doing
so creates the new columns and adds them to the tuple’s data array. You can refer to the
array, arr[s7] where nis the index location, to obtain specific fields.

The following search query creates two new columns, name and devi ceVendor.
| CvP* | cef nane, deviceVendor

The header format of the search results for this query will be:

_rowid _EventTine _raw _PeerNane nane devi ceVendor

where

_rowld is the ID of the row

_EventTime is the epoch time

_raw contains the raw event data

_PeerName is always Local because searching across peers is not supported
name is the cef-defined field in the above query

deviceVendor is the cef-defined field in the above query

In this case, the first element, _rowld, is added to tuple’s data array at arr[0]. Thus, the
new columns, name and deviceVendor, are added at arr[4] and arr[5]. You can refer to
these array locations to access these fields.

endSearch

voi d endSearch(String cookie)

This call terminates the currently running search session on the Logger identified by the
cookie.

cooki e identifies a session on the Logger on which this call will run.

getDataforRowlds

String[] getDataforRow ds(String [] rowids, String cookie)

This call looks up the row IDs passed in as an argument and returns a String array of
matching raw event data corresponding to the row IDs, in the order they were passed. If a
row ID is not found, then the corresponding result contains “null”.

rowl ds is a String array of row IDs

You can obtain the Row IDs through search queries. For example, in the search query
explained in “Returning Specific Fields in Search Results” on page 20, the header
format of the search results for the query | CMP* | cef nane, devi ceVendor
was:

rowd _EventTine _raw _PeerNanme nane deviceVendor
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The _r ow ds, returned by that search query are the ones to use in
get Dat af or Rowl ds, should you need access to the corresponding _r aw event data.

Some searches, such as | CMP* | cef nane | top 5 nane, do notreturn
the _row d. Instead they return created columns like name _count .
Results from these searches cannot be passed to this call.

cooki e identifies a session on the Logger on which this call will run.
Example use:

String [] result = searchService. get Dat af or Row ds(new String[]
{"100177-0", "invalid"}, cookie);

getHeader

String getHeader (String cookie)

This call gets the header information that specifies the order in which the fields are
returned in the matching events.

getNextTuples

Tupl e[] get Next Tupl es(int count, long tinmeQut, String cookie)

This call retrieves an array of tuples. Depending on the search query, a tuple might contain
rows of matching events or aggregated data. If no data is available at the time the call is
made, the return value is “null”.

count is the number of tuples (rows of matching events or aggregated data) to retrieve in
one iteration of this call.

ti meQut is the time in milliseconds the call waits to receive tuples from Logger. If a tuple
is not received within this time, the call terminates.

cooki e identifies a session on the Logger on which this call will run.

= If a search operation is in progress but has not found any matching
events yet, the get Next Tupl es might not return any data even though
hasMor eTupl es call returned a true value.

= The get Header call specifies the order of fields returned in a matching
event.

hasMoreTuples

bool ean hasMoreTupl es(String cooki e)

This call returns t r ue if the search operation (st art Sear ch) is searching for or has
found matching events that can be retrieved. Once search finishes on the Logger and no
more events remain to be retrieved, this call returns f al se.

cooki e identifies a session on the Logger on which this call will run.
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startSearch

void startSearch(String queryString, long startTine, |ong endTineg,
String cookie)

This call starts a new search session on Logger identified by the cookie.

quer yStri ng is any search query that conforms to the syntax Logger expects. For
example, Error.

start Ti me is the epoch time starting at which events for this search operation are
scanned. For example, if you want to specify st art Ti ne as ($NOW - 2h) in Java, enter
SystemcurrentTimeMIlis() — 2 * 60 * 60 * 1000.

If you use the specified example, make sure the time on the client machine is
synchronized with the time on Logger. Otherwise, search results will contain
events that span a different time range than what you wanted.

endTi ne is the epoch time up to which events for this search operation are scanned. For
example, if you want to specify endTime as ($Now) in Java, enter
SystemcurrentTimeM | lis().

If you use the specified example, make sure the time on the client machine is
synchronized with the time on Logger. Otherwise, search results will contain
events that span a different time range than what you wanted.

cooki e identifies a session on the Logger on which the query will run.

Example: Searching for Events

The following example, which uses a Java client, runs a search on a Logger appliance,
192.0.2.5, to search for CEF events received on Logger in the last 5 hours and extracts the
name field from the matching events. In this example, a login session is established first.
(If the session is idle for 600 seconds (10 minutes), it is ended.) Then, a search session is
started. If matching events are found, they are retrieved, 50 rows at a time using the
getNextTuples call. If no rows are returned within 10 minutes of the last retrieval call
(getNextTuples), the search session terminates. Or, once all rows have been retrieved, the
search session is ended.

If the following search was run on a software Logger, make sure you specify
the port number on which software Logger is running for the _loggerHost
variable. For example, "192.168.36.5:9000".

package com cool cust oner. | ogger. webservi ces;

i mport org. apache. axi s2.client.Options;
i mport org. apache. axi s2.client. ServiceCient;

i mport
i mport
i mport

public

com arcsi ght.wsclient. | ogger.|ogin.adb. Logi nServi ceSt ub;
com arcsi ght.wsclient. | ogger. search. adb. Sear chServi ceSt ub;
com arcsi ght. wsclient.| ogger. search. adb. Sear chServi ceSt ub. Tupl e;

cl ass Logger Sear chAPI Exanpl e {
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private SearchServiceStub _searchService = null;
private Logi nServiceStub _loginService = null;
private String _loggerHost = “192.0.2.5";
private String user = “adnmin”;

private String password = “password”;

private int tineout = 600;

public String runSearch (String query) {
init(_loggerHost);

String cookie = null;

try {
String version = _|loginService. getVersion();
System out. println(version);
cookie = _loginService.login(user, password, tineout);

_searchServi ce. start Search(query,
SystemcurrentTineMIlis() - (5 * 60 * 60 * 1000),
SystemcurrentTimeM | lis(), cookie);

/1 See what's the format of the Tuples

String [] header = _searchService. get Header (cooki e);

for (String str : header) {
Systemout.println(str);

}

int rowNum = 0;
whil e (_searchService. hasMoreTupl es(cookie)) {
Tuple [] tuples =
_searchServi ce. get Next Tupl es(50, 600, cookie);
if (tuples !'=null) {
for (Tuple tuple : tuples) {
String [] arr = tuple.getData();
Systemout.println(“ *** Row " + ++rowNum + “ *** ")
for (int i=0; i<header.length; i++) {
Systemout.printin(arr[i]);
}
Systemout. println(“\n\n");
}
}
}
} catch (Exception e) {
e.printStackTrace();
} finally {
/1 clean up
if (cookie !'=null) {
try {
_searchServi ce. endSear ch(cooki e);
_l ogi nServi ce. | ogout (cooki e) ;
} catch (Exception e) {
e.printStackTrace();
}

}
}

return null;

}

private void init(String | oggerHost) {
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XTrust Provider.install();

try {
_loginService =
new Logi nServiceStub(“https://” + | oggerHost +
“/ soap/ servi ces/ Logi nServi ce/ Logi nService. wsdl ") ;

_searchService =
new Sear chServiceStub(“https://” + | oggerHost +
“/ soap/ servi ces/ Sear chServi ce/ SearchServi ce. wsdl ") ;

/1 read time out fromsone property file

/1 30 minutes
long timeQutInMIIliSeconds = 30 * 60 * 1000;
Options axisOptions = new Options();
axi sOptions.setTinmeQutInM | |i Seconds(timeQutInMIIliSeconds);
ServiceCient servicelient = _|oginService._getServiceClient();
serviceC ient.setOverrideQptions(axisOptions);
ServiceCient _searchServiceCient =
_searchService. _getServiceCient();
_searchServiced ient.setOQverrideOpti ons(axi sOptions);

} catch (Exception e) {
e.printStackTrace();
}

}

public static void main(String[] args) throws Exception {
Logger Sear chAPI Exanpl e exanpl e = new Logger Sear chAPI Exanpl e() ;
exanpl e. runSear ch(“CEF | cef nane”);
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