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Chapter 1
Overview

This chapter provides an overview of ArcSight Logger (Logger), with references to other
parts of this document for more detail.

The following topics provide an overview of Logger, including information on storage,
receiver, and forwarder configuration; working with events; user management; and setup
and maintenance considerations.

“Introduction” on page 21
“Logger Features” on page 23
“Deployment Scenarios” on page 27

“What's New in Logger 5.3 SP1” on page 28

Introduction

Logger is a log management solution that is optimized for extremely high event
throughput, efficient long-term storage, and rapid data analysis. Logger receives and
stores events; supports search, retrieval, and reporting; and can optionally forward
selected events. Logger compresses raw data, but can always retrieve unmodified data on
demand, for forensics-quality litigation data.

Events consist of a receipt time, event time, a source (host name or IP address), and an
un-parsed message portion. Logger displays events in a tabular form, as shown in
Figure 1-1, adding fields that describe how Logger received the event.
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Figure 1-1  Logger web interface, Analyze tab

Similar to ArcSight Manager, Logger receives structured data in the form of normalized
Common Event Format (CEF) events and unstructured data, such as syslog events. The
file-type receivers configured on Logger only parse event time from an event. Although
Logger is message-agnostic, it can do more with messages that adhere to the Common
Event Format (CEF), an industry standard for the interoperability of event- or
log-generating devices.

For more information about the Common Event Format (CEF), refer to Implementing
ArcSight CEF. For a downloadable a copy of this guide, search for "ArcSight Common Event
Format (CEF) Guide” on the Protect 724 Community at https://protect724.arcsight.com.

Logger is available in two form factors: an appliance and software. The appliance-based
solution is a hardened, dedicated, enterprise-class system that is optimized for extremely
high event throughput, efficient long-term storage, and rapid data analysis. The
software-based solution is similar in feature and functionality to the appliance-based
solution, however, the software solution enables you to install ArcSight Logger on a
supported platform of your choice.

Multiple Loggers can work together to scale up to support extremely high event volume
with search queries distributed across all Loggers.
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Logger Features

The following sections provide an overview of key Logger features, with links to relevant
sections of this guide.

Storage Configuration

The Logger appliance includes onboard storage for events. Some Logger models include
RAID 1 or RAID 5 storage systems. (See Logger specifications at
http://www.arcsight.com/products/products-logger/.)

On Logger appliance models that support a Storage Area Network (SAN), you need to use
the SAN for storage. Logger appliance can interact with Network Attached Storage (NAS) or
with a Storage Area Network (SAN) using a SAN gateway. Using a Network File System
(NFS) as primary storage for events on a Logger appliance is not recommended.

On the software version of Logger, you need to have at least the minimum disk space
described in the Release Notes to store events. SAN is not supported for storage on
software Loggers. The disk space needs to be on the partition where the <install dirs>
directory exists. Specifically, most of this space should be available for the

<install dirs/data/logger directory. Using NFS as primary storage for events on
the software version of Logger is not recommended.

Events are stored compressed. You cannot configure the compression level.

An NFS or a CIFS system can be used for archiving Logger data such as event archives,
Saved Searches, exported filters and alerts, and configuration backup information on all
Loggers. You can also configure the Logger to read event data or log files from a CIFS host.

The storage volume, either external or local, can be divided into multiple storage groups,
each with a separate retention policy. Two storage groups are created when Logger is first
configured. New storage groups can be added later, and a storage group’s size can be
increased or decreased, and the retention policy defined for it can be changed.

m  “Deployment Planning” on page 29

m  “Storage” on page 251

Receiver Configuration

Logger receives events as syslog messages, encrypted SmartMessages, Common Event
Format (CEF) messages, or by reading log files. Traditionally, syslog messages are sent
using User Datagram Protocol (UDP), but Logger can receive syslog and CEF messages
using the more reliable Transmission Control Protocol (TCP) as well.

Logger can also read events from text log files on remote hosts. Log files can contain one
event per line or event messages that span multiple lines separated by characters such as
newline (\n) or a carriage return (\r). Each event must include a timestamp. Logger can be
configured to poll remote folders for new files matching a filename pattern. Once the
events in the new file have been read, Logger can delete the file, rename it, or simply
remember that it has been read. Logger can read remote files on network drives using SCP,
SFTP, or FTP protocol, or using a previously-established NFS or CIFS mount or, on some
Logger appliance models , a SAN.
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Logger may also receive events from an ArcSight Manager as CEF-formatted syslog
messages. These events are forwarded to Logger through a special software component
called an ArcSight Forwarding SmartConnector that converts the events into CEF-formatted
syslog messages before sending them to Logger.

m  “Receivers” on page 254

m  “Using SmartConnectors to Collect Events” on page 52

m  “Sending Events from ArcSight ESM to Logger” on page 54

Analyzing Events

Events can be searched, yielding a table of events that match a particular query. Queries
can be entered manually, or automatically created by clicking on terms in the event table.
Queries can be based on plain English keywords (full-text search), predefined fields, or
specified as regular expressions. Logger supports a flow-based search language that allows
you to specify multiple search commands in a pipeline format.

By default, a Logger queries only its primary data store even if peer Loggers are
configured. However, you can configure it to distribute a query across peer Loggers of your
choice.

Queries can be saved as a filter or as a saved search. Saved filters can be used to select
events for forwarding or to query events again later. A Saved Search is used to export
selected events or save results to a file, typically as a scheduled task.

m  “Searching for Events on Logger” on page 101

m  “Saving Queries (Saved Filters and Searches)” on page 120

m  “Filters” on page 304

m  “Saved Searches” on page 307

m  “View and Add Parsers for Specific Log Types” on page 317
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Grouping Events

The combination of a source IP address and a Logger receiver is called a device. As events
are received, devices are automatically created for each IP/receiver pair. Devices can also
be manually created, anticipating future traffic.

Devices can be categorized by membership in one or more device groups. While an
incoming event belongs to one and only one device, it can be associated with more than
one device group.

Storage rules associate a device group with a storage group. Storage rules are ordered by
priority, and the first matching rule determines to which storage group an incoming event
will be sent.

Device groups, devices, storage groups, and peer Loggers can each be used to filter events
using Search Constraints, which can be specified interactively on the Analyze page as well
as when creating filters or Saved Searches.

m  “Devices” on page 241
m  “Storage Rules” on page 253

m  “Searching Peer Loggers (Distributed Search)” on page 102

Exporting

Logger appliance can export events that match the current query locally, to an NFS mount,
a CIFS mount, a SAN (on select Logger appliance models), or to the browser as a file to be
downloaded.

Events from a software Logger can be only exported locally to the Logger (to the
<install dirs/data/logger directory) or to the browser from which you connect to
the Logger. The <install dirs>/data/logger directory can be mounted to an NFS or
CIFS.

Events can be exported in Comma-Separated Values (CSV) format for easy processing by
external applications or as a PDF file for generating a quick report. A PDF report includes a
table of search results and any charts generated for the results. Both, raw (unstructured
data) and CEF events (structured data), can be included in the PDF exported report.

Events in Common Event Format (CEF) have more columns defined, making the data more
useful, but non-CEF events can be exported as well, if desired. The user can control which
fields are exported.

Exports can be scheduled to run regularly by creating a Saved Search Job. First, a Saved
Search is created, either manually or by saving a query on the Analyze page. A Saved
Search can be based on an existing filter. A Saved Search Job combines one or more Saved
Searches and a schedule with export options.

m  “Exporting Search Results” on page 113

m “Impact of Daylight Savings Time Change on Logger Operations” on page 355

m  “Scheduled Saved Search” on page 309
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Forwarder Configuration

Logger can send events (as they are received or past events) to other hosts using UDP or
TCP, to a Logger Streaming SmartConnector, or to an ArcSight Manager The events sent to
a particular host can be filtered by a query that events must match. Outgoing syslog
messages can be configured to either pass the original source IP and timestamp through,
or use Logger's “send time” and IP address.

Syslog messages can be sent to an ArcSight Manager using a syslog SmartConnector, but
Logger can also send CEF events directly to a ArcSight Manager using a built-in
SmartConnector. Logger can act as a funnel, receiving events at very high volumes and
sending fewer, filtered events on to an ArcSight Manager, as shown in Figure 1-2.

m  “Forwarders” on page 278

m  “ESM Destinations” on page 284

User Management

User accounts can be created by the Logger administrator to distinguish between different
users of the system. User accounts inherit privileges from the User Group to which they
belong. User Groups can have an enforced event filter applied to them, limiting the events
that a specific user can see.

m  “Users/Groups” on page 382

m  “Change Password” on page 398

m  “Search Group Filters” on page 306

Other Setup and Maintenance

Logger configuration settings, such as receivers, filters, Saved Search Jobs, and so on—
everything except events—can be backed up as a configuration backup file to any disk and
later restored.

Logs detailing Logger activity can be downloaded through the browser on demand, for
debugging or other reasons. Other system information is available for viewing. Logger
appliance can be rebooted using controls in the browser user interface. For the software
version of Logger, typically, Logger service and related processes need to be restarted.

Follow instructions in “Starting and Stopping the Software Logger” on page 47 to start,
stop, or restart Logger service on a software Logger.

Various other system settings can be modified. Some require a system reboot for the
changes to take effect.

m  “Configuration Backup and Restore” on page 322

m  “Retrieve Logs” on page 343

m  “Storage” on page 364

m  “System Locale” on page 350

m  “License & Update” on page 356

m “Network” on page 350
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Deployment Scenarios

Typically, Logger is deployed inside the perimeter firewall with a high degree of physical
security to prevent tampering with the collected event information. Logger does not require
other ArcSight products. It receives and forwards syslog and log file events created by a
wide variety of hardware and software network products.

Logger also interoperates with ArcSight Manager as shown in the following figures. A
typical use of Logger is to collect firewall or other data and forward a subset of the data to
ArcSight Manager for real-time monitoring and correlation, as shown in Figure 1-2. Logger
can store the raw firewall data for compliance or service-level agreement purposes.

o

ArcSight
SmartConnecors
Intrusion g:
o Detection ==
B o Systems [ ) \
. 0"
- Firewalls ArcSight ESM
- : Manager

Figure 1-2 Logger can act as a funnel, forwarding selected events to ArcSight Manager

X

ArcSight
SmartConnector

ArcSight :
SmartConnector
ArcSight ESM ArcSight Forwarding ; -
i Manager Smart Connector ArcSight Logger

ArcSight
SmartConnector

Figure 1-3 Logger can store events sent by ArcSight Manager
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(Logger has a built-in
SmartConnector for output)

ArcSight
Logger™
—_
ArcSight Forwarding ArcSight Forwarding "Roll-up”
SmartConnector SmartConnector Manager
ArcSight ESM ArcSight ESM
Manager Manager

Figure 1-4 Logger can store and forward filtered events in a hierarchical ArcSight Manager
deployment

What's New in Logger 5.3 SP1

Please see the release notes for this release that are available on the HP Customer Support
site (SSO) at http://support.openview.hp.com.
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Chapter 2
Installation and Initialization

This chapter includes deployment and configuration information that is applicable to all
Logger types. The installation process is specific to Logger type, therefore, installation
instructions are provided in different sections.

This chapter describes how to install and initialize the Logger appliance and the software
Logger. For information about installing Logger on Microsoft Hyper-V, see the Quick Start
Guide for ArcSight Logger 5.3 SP1 for Hyper-V, which is available from the same location
from where you download the Logger installation file for Hyper-V.

This chapter includes information on the following topics.

“Deployment Planning” on page 29

“Initial Configuration” on page 31

“Initializing a Logger Appliance” on page 33
“Installing a Software Logger” on page 39

“Installing Logger on Microsoft Hyper-V” on page 49
“Connecting to Logger for the first time” on page 49
“Configuring Logger” on page 50

“Using SmartConnectors to Collect Events” on page 52

“Sending Events from ArcSight ESM to Logger” on page 54

Deployment Planning

This section discusses the things you need to plan for before installing and initializing all
Logger types. It also describes the Logger configuration the installation and initialization
process sets up for you.

Storage Strategy

Logger events can be stored in these ways:

m  Locally

®  Remotely, on Logger appliance models that support Storage Area Network (SAN)

The SAN should be available before you bring the Logger online. Only one LUN can be used
for storing events.

On software Loggers, using a Network File System (NFS) as primary storage for events is
not recommended. However, you can use an NFS as secondary storage for archiving data.
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Retention Policy

Logger supports several storage groups, each of which can have a different retention
policy. Retention policy is specified in terms of number of days that events are stored, or
overall maximum size (in GB). Events from specific IP addresses can be routed to particular
storage groups, making it possible to store all router events, for example, to a storage
group with short retention, and business-critical host events to another storage group with
a longer retention. The Logger receipt time of an event is used to determine the starting
time for its retention period.

Before installing and initializing Logger, you should have an idea of your various retention
policy needs, both initially and over the life span of the Logger installation.
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The previous figure illustrates the relationship between ArcSight components and retention
policies. Devices, on the left, are grouped by device groups. Storage groups implement
different retention policies on the storage volume. Storage rules, in the middle, create a
mapping between device groups and storage groups. In the example shown, Device C is a
member of both Device Group 1 and Device Group 2. Storage rules are defined that send
Device Group 1 events to Storage Group 1 and Device Group 2 events to Storage Group 2.
There is no ambiguity, however, because each storage rule has a unique priority value, and
the lower value has the higher priority. In the example, events from Device C are stored in
Storage Group 1 because that storage rule has a priority of 5, which is lower than the other
matching storage rule, which has a priority of 15.

An implicit storage rule, with lowest priority, maps all devices to the Default
— Storage Group.

Note
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Initial Configuration

The installation and initialization process sets up your Logger with the initial configuration
described in the sections below:

m “SAN” on page 31

m  “Storage Groups” on page 31

m  “Indexed Fields and Full-text Indexing” on page 32

m  “Receivers” on page 32

After the initial configuration, you can do additional configuration on Logger to implement
your retention policies. See “Configuring Logger” on page 50 for information on devices,
storage groups, and storage rules.

The initialization of a Logger appliance can only be changed by performing a factory reset
(see “Restoring Factory Settings” on page 635).

SAN

This section only applies to SAN-enabled appliance models.

If you are using a SAN as your primary storage for a Logger appliance, the
— SAN must be set up before initializing the Logger.

Note

By default, the HBA card on your SAN Logger has two ports. You can connect both of those
ports to the same LUN for multipathing or use one port for primary storage and the other
for an additional LUN for event archival, configuration backup, and export. Logger can
attach to only one LUN at a time for primary storage.

When you multipath a LUN, you create two different network paths to it from Logger.
Doing so reduces the possibility of a single point of failure causing the LUN to become
unavailable. See “SAN” on page 367 for detailed information about connecting LUN and
multipathing.

Storage Volume

The initialization process sets up the storage volume of the Logger as follows:

m  For non-enterprise software Loggers, 7 GB.

m  For all other Logger types, the maximum data volume allowed by your license or the
available space, whichever is smaller.

After installing Logger, you can view the specific details of the current license on the
Configuration > License Information page and the System Administration >
License and Update page. For more information, see “License Information” on
page 342, and “License & Update” on page 356.

Storage volume can be extended later, but not reduced. For more information, see “Storage
Volume Size Increase” on page 333.

Storage Groups

Two storage groups, the Default Storage Group and the Internal Event Storage Group, are
created automatically during Logger initialization.
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These storage groups come pre-configured with the following settings:

Table 2-1  Pre-configured Default Storage Group Settings

Attribute

Appliance Logger

Software Logger

Hyper-V Logger

Size

Retention Period

Storage Volume/2

180 days (Usually
not specified in
license.)

Storage Volume/2

180 days (Usually
not specified in
license.)

Storage Volume/2

8 days or as
specified in license.

Table 2-2 Pre-configured Internal Storage Group Settings

Attribute Appliance Logger Software Logger Hyper-V Logger
Size 5 GB 3GB 3GB
Retention Period 365 days (Usually 365 days (Usually 8 days
not specified in not specified in (Specified in
license.) license.) license.)

Logger can have a maximum of six storage groups; therefore, you can create an additional
four storage groups after your Logger has been initialized. Each storage group can have
different settings. You can change the retention policy and size for all storage groups, but
you can only change the name of the user-defined storage groups. See “Storage Groups”
on page 251 for the details of adding and resizing storage groups, and changing their
retention policies.

Indexed Fields and Full-text Indexing

Frequently used fields are indexed during initialization. You can add additional fields to the
index, but once a field has been added, you cannot unindex it. See “Indexing” on page 115
for more information. Logger comes prepared for full-text indexing.

Receivers

The default installation includes several receivers. To start receiving events, you can direct
your event sources to the default receivers. After initialization, you can create additional
receivers to listen for events. You can also change and delete receivers or disable and
enable them as needed.

The following receivers are set up and enabled with the default installation:

m A UDP Receiver—Enabled by default. The UDP Receiver is on port 514 for Logger
appliances. For software Logger, if you are installing as root, the UDP Receiver is on
port 514. For non-root installs, it is on port 8514. If this port is already occupied, the
initialization process selects the next higher unoccupied port.

m A TCP receiver—Enabled by default. The TCP receiver is on port 515 for Logger
appliances. For software Logger, if you are installing as root, the TCP receiver is on
port 515. For non-root installs, it is on port 8515. If this port is already occupied, the
initialization process selects the next higher unoccupied port.

m A SmartMessage receiver—Enabled by default. To receive events from a
SmartConnector, download the SmartConnector and set the Receiver Name to be
“SmartMessage Receiver” when configuring the destination.
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Logger also comes pre-configured with folder follower receivers for Logger's Apache URL
Access Error log, the system Messages log, and the system Audit log (when auditing is
enabled on your Linux OS). You must enable these receivers in order to use them.

= Logger’s Apache URL Access Error Log, http_error_log, is similar in format to
— the Apache access_log. Only failed access attempts are included in the

Note Apache URL Access Error Log.

For software Logger, the preconfigured folder follower receivers include:

m  Var Log Messages—/var/log/messages
®  Audit Log—/var/log/audit/audit.log

m  Apache URL Access Error Log—<install dirs/userdata/logs/apache
/http_error log

The folder follower receiver for the /var/log/audit/audit.log is only
created if the folder /var/log/audit/ already exists on your system at
installation time. Auditing is disabled on Logger appliances, including
Hyper-V installations.

Note

For the Logger appliance, including Logger for Hyper-V, the preconfigured folder follower
receivers include:
m  Var Log Messages—/var/log/messages

m  Apache URL Access Error Log—/opt/arcsight /userdata/logs/apache
/http_error log

For more information about how to enable these receivers, see “Receivers” on page 32. For
information about receivers in general, see “Receivers” on page 254.

Licensing

After installing Logger, you can view the specific details of the current license on the
Configuration > License Information page and the System Administration >
License and Update page. For more information, see “License Information” on
page 342, and “License & Update” on page 356.

Initializing a Logger Appliance

The information in this section describes how to configure the initial settings for your
Logger appliance. It assumes that you have already installed your appliance and configured
an IP address for it, as described in Getting Started with the ArcSight Logger Appliance,
included in the shipment with your Logger appliance.

Follow these basic steps to start using your Logger appliance:
1 “Acquire a License for the Logger Appliance” on page 34.

2 “Log In and Accept the License Agreement” on page 34.
3 “Initialize the Logger Appliance” on page 35.
4 “Set Up the Logger Appliance for Remote Access” on page 38.

For information on how to install and start using your software Logger, see “Installing a
Software Logger” on page 39.
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For information about installing Logger on Microsoft Hyper-V, see the Quick Start Guide for
ArcSight Logger 5.3 SP1 - Microsoft Hyper-V, which is available from the same location
from where you download the Logger installation file for Hyper-V.

Acquire a License for the Logger Appliance

A valid license file is required on the Logger appliance before you can access its
functionality. If you have not obtained a license yet, follow instructions in “Hewlett-Packard
Entitlement Certificate” document included in the shipment with your Logger appliance to
redeem your license key. If you do not have that document, contact customer support at
https://support.openview.hp.com.

If you have multiple Logger appliances, you will need a separate license file
— for each of them.

Note

Log In and Accept the License Agreement

The first time you connect to the appliance through a browser, the End User License

Agreement (EULA) is displayed. Before you can log in and initialize the appliance, you must
review and accept the EULA.

To accept the license agreement and log in:

1 Use the following URL to connect to Logger through a supported browser:

https://<IP address>, Where <IP address> is the new IP address you just
configured.

The End User License Agreement is displayed.

2 Review and accept the license agreement. After you accept the agreement, the Login
screen is displayed.

3  Enter your user name and password, and click Login.

_—
| <L ArcSight Logger Login |

Username

Af(SIgh@: Password

A WP Compeny

Login || Reset

Copyright @ 2001-2012 Hewlett-Packard
Development Company, L.P.

Confidential commerdial computer software. Valid
license required.
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Use the following default credentials if you are connecting for the first time or have not
yet changed the default credentials:

Username: admin
Password: password

For security reasons, be sure to change the default credentials as soon as
' possible after connecting to Logger for the first time. Refer to “Change

o . .
Caution @ssword” on page 398 for instructions.

4 Once you have successfully logged in, proceed to the section, “Initialize the Logger
Appliance” on page 35.

For more information about the log in screen and connecting to Logger, see “Connecting to
the Logger User Interface” on page 57.

Initialize the Logger Appliance

After you accept the End User License Agreement and log in for the first time, the Logger
Configuration screen is displayed. On this screen, you must upload the license file and
configure the initial settings for your Logger appliance. Once you complete that
configuration, your Logger appliance will be ready for use.

ArcSIght<t

'An HP Company

Logger Configuration

Logger Configuration
Welcome to Logger!
Configure the following settings for Logger initialization.
License
Select License File to Upload
Browse...

Upload License

License Status

System uptime 1:20
System Date/Time 01/11/2013 16:12:15

Serial number USE101N9I7
Model L7400
License status Mo license file installed. Please install a valid license file.

Date/Time Settings
Current Time Zone | America/Los Angeles '/ Change Time Zone...

Current Time 01/11/2013 04:12:54 PM GQ Change Date/Time...

To initialize the Logger appliance:

1 On the Logger Configuration screen, under Select License File to Upload, navigate
to or specify the path and filename of the license for the Logger appliance, and click
Upload License. If you do not have a license, see “Acquire a License for the Logger
Appliance” on page 34.

After the upload, the License pane displays updated license status information.
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Under System Locale Setting, select a Locale for this Logger appliance from the
drop-down list.

The locale setting ensures that the user interface displays information such as date,
time, numbers, and messages in the format and language appropriate for the selected
country. Once configured, this setting cannot be changed.

Under Date/Time Settings, ensure that the “Current Time Zone” and the “Current
Time” settings are correct for your environment.

Click Change Time Zone and Change Date/Time, respectively, to update the time
settings. For more information, see “Time/NTP” on page 353.

Save your changes.

L 4

For non-SAN models, click Save.

The Logger initialization process begins. Once the initialization is complete, the
system reboots.

Now that you are done installing and initializing your Logger, go to the section,
“Configuring Logger” on page 50 for information on how to set up your Logger to
start receiving events.

For SAN models, click Save and Configure SAN.

The SAN Multipathing Configuration screen is displayed. This screen has two
panes.

The upper pane, SAN Multipathing Configuration, displays multipathing
information.

ArcSight<t

'An HP Company

SAN Multipathing

SAN Multipathing Configuration

Select a Multipathing Type

Current Configuration R4
Arcent NDefault Confinuration or Customize
blacklist {

} :

defaults {
user_friendly_names yed

b

Test...

SAN

m

* SAN Configuration ' l-. ' ' - '.-
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SAN

SAN Configuration

O Refresh

[7] LuN Name «» Device
Idevisdb
Idevisdc
Idevisdd

i e e

Idevisde
“ | HBA Information
HBA 1

HBA Serial Number
HBA Model

HBA FW Version

HBA Driver Version

The lower pane, SAN Configuration, displays the currently attached or connected
LUN or LUNs.

Nttt S A N e N\ T TN U NN T e TN

Type Manufacturer Mfr. Unique 1D VIVWN Size Status

Undefined 3PAR data 251001427 22510002ac001427:00... 107.37 GB Unattached *

Undefined 3PAR data 351001427 23510002ac001427:00... 107.37 GB Unattached E

Undefined 3PAR data 252001427 22520002ac001427:00... 107.37 GB Unattached 3

Undefined 3PAR data 352001427 23520002ac001427:00... 107.37 GB Unattached
THCO48201H

HP 8Gb Dual Channel PCl-e 2.0 FC HBA
1.11A5 (U3D1.11A5), si-3
Emulex LightPulse Fibre Channel SCSI driver 8.3.5.30.1p

5 If you plan to use a single path, proceed to Step 7 on page 38.

6 If you plan to multipath, follow these steps to configure multipathing on Logger.

If your SAN environment is set up to use multipathing, you must

— configure multipathing on the Logger.

Note

Scroll up to the SAN Multipathing pane and select a type from the Select a
Multipathing Type drop-down list.

Click Test to review your configuration. You cannot change the configuration once
it has been saved. Be sure to review it carefully.

The test screen displays the routes that are currently recognized and will be
multipathed if you save. When you are done reviewing the configuration, click
Close.

You can accept the default configuration or customize it. Once you are satisfied
with the configuration, click Save, and then click OK.

Click Refresh from the top left of the SAN Configuration pane.
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The multipathed device is displayed on the SAN Configuration pane.

N i o I\ i e R NS i o it N

Test...

SAN
SAN Configuration -
(4 Refresh

|:| LUN Hame -« Device Type Manufacturer Mfr. Unique 1D VIVWN Size Status

F s Idevisdb xfs 3PAR data 251001427 22510002ac001427:00... 107.37 GB Aftached

“ | HBA Information

m

HBA 1

HBA Serial Number THC048201H

HBA Model HP 8Gb Dual Channel PCl-e 2.0 FC HBA

HBA FW Version 1.11A5 (U3D1.11A5), si-3

HBA Driver Version Ermulex LightPulse Fibre Channel SCSI driver 8.3.5.30.1p

Finish

7  Select the device’s check box in the SAN Configuration pane. The Attach button is
displayed.

= Storage volume can be extended but the size of a LUN cannot be
— changed after it has been attached to the Logger.

Note For more information, see “Storage Volume Size Increase” on page 333

8 Click Attach from the top left of the SAN Configuration pane.

If no LUNs are available to attach, consult your SAN administrator to
= have storage allocated for the Logger.

Note

9 Enter a mount name for the selected LUN and click OK. The LUNs Attachment Status
will change to “Attached” when the LUN is ready for use.

10 Click Finish.

The Logger initialization process begins. Once the initialization is complete, the system
reboots.

Now that you are done installing and initializing your Logger, you can connect, log in, and
start configuring your logger to receive events. For instructions and information, see
“Connecting to Logger for the first time” on page 49 and “Configuring Logger” on page 50.

Set Up the Logger Appliance for Remote Access

HP strongly recommends setting up and configuring your appliance for out-of-band remote
access. Doing so ensures that you (and customer support, with your permission and
assistance) can remotely access your appliance's console for troubleshooting,
maintenance, and power control.
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All ArcSight appliances are equipped with an HP ProLiant Integrated Lights-Out (iLO)
Advanced remote management card. Follow the directions in the HP ProLiant Integrated
Lights-Out User Guide to set up your appliance for remote access. The guide is available at
http://www.hp.com/go/iLO.

Installing a Software Logger

The information in this section explains what you need to know to install and start running
software Logger.

It includes information on the following topics:

m  “Downloading the Software Logger” on page 39

m  “Acquiring a License for Software Logger” on page 40

m  “How Licensing Works on the Software Logger” on page 40

m  “Prerequisites for Installation” on page 41

m  “Installation Modes” on page 42

m  “Installation Steps” on page 42

m  “Starting and Stopping the Software Logger” on page 47

m  “Uninstalling the Software Logger” on page 49

For information about installing a Logger appliance, see “Initializing a Logger Appliance” on
page 33.

For information about installing Logger on Microsoft Hyper-V, refer to the Quick Start Guide
for ArcSight Logger - for Microsoft Hyper-V, which is available from the same location from
where you download the Logger installation file for Hyper-V.

Supported Platforms

For information about the platforms on which you can install and use Logger, refer to the
Release Notes for your version.

Downloading the Software Logger

The software Logger is available in these types: Downloadable Version and the Enterprise
Version. The Downloadable Version is free.

Use the following table to determine where you can download the software.

Software Logger type... Download from...

Downloadable Version HP Software Depot at http://software.hp.com

(Freel)

Enterprise Version Follow the URL included in the Electronic Delivery
Receipt you receive from HP in an email after placing
the order.

You need to have a server with supported operating system and storage available to install
the software Logger, as described in the Release Notes for your version.
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Acquiring a License for Software Logger

Software Logger includes a trial license that you can use for a limited period of time for test
and evaluation purposes.

m  For full access, the Enterprise version of Logger requires a license file. You can apply
the license file when you install Logger or apply one later.

m  The Downloadable Version uses the trial license. You can upgrade by purchasing the
Enterprise version and applying the license file.

To acquire the license, follow the instructions in the Electronic Delivery Receipt you receive
from HP in an email after you place the order.

Before deploying Logger on a production system, be sure to apply the license.

Note

How Licensing Works on the Software Logger

The license for a software Logger defines its data limit and the aggregated storage limit.

Aggregated storage limit—The licensed maximum storage for this Logger, for example,
80 GB.

Data limit—A per day limit on the amount of incoming data. For example, the limit might
be 20 GB per day. The sum of the size of the events is used to determine this value.

Even if this limit is exceeded, the software Logger continues to collect and store events;
therefore, no events are lost. However, if the limit is exceeded on more than five days in a
30-day sliding window, all features involving search are disabled. That is, if this limit is
exceeded six or more times (any six days or more days) in a given 30-day period, you
cannot search or run reports on the collected events until the 30-day sliding window
contains five or less data limit violations.

For example, you install the Logger software on January 1 with a data storage limit of 20
GB and start collecting events. Your Logger receives more than 20 GB of event data on
these dates: January 5th, 13th, 18th, 19th, and 20th. Because there are five violations so
far, you can search and report on the stored event data on January 21st. However, if there
is another violation on January 30th, you cannot search or report on January 31st because
the number of violations has exceeded the maximum allowed. (A search run on January
31st fails and the user interface displays a warning.) If there are no additional data
storage-limit violations from January 31st to February 4th, the ability to search resumes on
February 5th because the January 5th violation is now outside of the 30-day window.

= If you are using ArcSight Connectors to send events to the software Logger,
— make sure you are running connector version 5.1.3.5870.0 or later on your

Nots connectors to ensure that event size is accurately accounted on the Logger.

When a data limit violation occurs, the Search user interface displays a warning, as shown
in the following figure.

alyze Dashboards Reports Configuration System Admin © Logout

@ You have exceeded your license restrictions 1 time(s) in the last 30 days. If you exceed the license restrictions more than 5 times in the last 30 days, you will be unable to search or
run reports. To upgrade your Logger license, call HP ArcSight Sales representative at 1-888-415-ARST (2778).
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You can also view the data limit violation information on the License Information page

(Configuration > License Information).

The License Information page lists the data stored on your software Logger on day-by-day
basis in the last 30 days. It also indicates the days on which data limits were exceeded, as
shown in the following figure. If the data-limit has been exceeded 6 times, you cannot

search on Logger system and need to wait until the listed 30 days have 5 or less violations.

= Configuration 5

Devices

Event Archives
Storage

Event Input/QOutput
Alerts

Scheduled Tasks
Filters

Saved Search
Search Optimization
Peer Loggers
Configuration Backup

System Maintenance

Retrieve Logs

Content Import

License Information Data Volume Restrictions

Date

Mon Jan 04 00:00:00 PST 2010
Tue Jan 05 00:00:00 PST 2010
Wed Jan 06 00:00:00 PST 2010
Thu Jan 07 00:00:00 PST 2010
Fri Jan 08 00:00:00 PST 2010
Sat Jan 09 00:00:00 PST 2010
Sun Jan 10 00:00:00 PST 2010
Mon Jan 11 00:00:00 PST 2010
Tue Jan 12 00:00:00 PST 2010
Wed Jan 13 00:00:00 PST 2010
Thu Jan 14 00:00:00 PST 2010
Fri Jan 15 00:00:00 PST 2010
Sat Jan 16 00:00:00 PST 2010
Sun Jan 17 00:00:00 PST 2010
Mon Jan 18 00:00:00 PST 2010
Tue Jan 19 00:00:00 PST 2010
Wed Jan 20 00:00:00 PST 2010
Thu Jan 21 00:00:00 PST 2010
Fri Jan 22 00:00:00 PST 2010
Sat Jan 23 00:00:00 PST 2010
Sun Jan 24 00:00:00 PST 2010
Mon Jan 25 00;00:00 PST 2010
Tue Jan 26 00:00:00 PST 2010
Wed Jan 27 00:00:00 PST 2010
Thu Jan 28 00:00:00 PST 2010
Fri Jan 29 00:00:00 PST 2010
Sat Jan 30 00:00:00 PST 2010
Sun Jan 31 00:00:00 PST 2010
Mon Feb 01 00:00:00 PST 2010

Data Stored

oo oloo o olooooooooooooooooooooaoo

Limit Exceeded
false
false
false
falze
false
false
false
falze
false
false
false
falze
false
false
false
falze
false
false
false
falze
false
false
false
falze
false
false
false
falze

false

Tue Feb 02 00:00:00 PST 2010

336844

true ]

If you exceed the data limit frequently, you should consider purchasing a license that suits
your needs. Contact your HP ArcSight sales representative to purchase a new license. Once
you obtain the new license, follow the instructions in the ArcSight Logger Administrator’s

Guide to apply it on your Logger.

Prerequisites for Installation

Make sure these prerequisites are met before you install a software Logger:

m  Before deploying in a production environment, get valid license file. If you do not have
a license file, see “Acquiring a License for Software Logger” on page 40.

Software Logger includes a limited trial license for test and evaluation
purposes. Trial licenses do not apply to upgrades.

Note

®  You need a separate license file for each instance of software Logger. A license file is
uniquely generated for each Enterprise version download.

m  Make sure a non-root user account exists on the system on which you are installing
Logger.
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You can be logged in as a root user or a hon-root user on the system on which you are
installing the software. Your installation options vary depending on which you choose.

e When you install as a root user, a non-root user account is still required.

e When you install as a root user, you can choose to configure Logger to start
as a service and select the port on which Logger listens for secure web
connections.

e When you install as a non-root user, Logger can only listen for connections on
port 9000. You cannot configure the port to a different value.

e If you are upgrading from a version prior to 5.1, you cannot change the
previous install to a root-user installation. You will need to use the previously
configured port 9000 for accessing software Logger.

®  The hostname of the machine on which you are installing Logger cannot be
“localhost™. If it is, change the hostname before proceeding with the installation.

®  You must not have an instance of MySQL installed on the Linux machine on which you
install Logger. If an instance of MySQL exists on that machine, uninstall it before
installing Logger.

m  |f you want to use the GUI mode of installation and will be installing Logger software
over an SSH connection, make sure that you have enabled X window forwarding using
the -X option so that you can view the screens of the installation wizard. If you will be
using PUTTY, you will also need an X client on the machine from which you are
connecting to the Linux machine.

m  |nstallation on 64-bit systems requires glibc-2.12-1.25.el6.1686 and
nss-softokn-freebl-3.12.9-3.el6.1686. Install these packages if the
installation fails with the following error message, “Installation requirements not met.
Pre-install check failed: 32-bit compatibility libraries not found.”

Installation Modes

The software Logger can be installed in the following three modes:

m  GUI—In this mode, a wizard steps you through the installation and configuration of
software Logger.

m  Console—In this mode, a command-line process steps you through the installation and
configuration of software Logger.

m  Silent—In this mode, you provide the input required for installation and configuration
through a file. Therefore, you do not need to interact with the installer to complete the
installation and configuration. However, before you can use this mode, you must run
the installation and configuration using one of the other modes to record the input in a
file.

Installation Steps

This section describes all three modes of software Logger installation.

Using the GUI Mode to Install Software Logger

You can install software Logger as a root user or as a non-root user. See “Prerequisites for
Installation” on page 41 for details and restrictions.
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To install the software Logger using the GUI mode:

Run these commands from the directory where you copied the Logger software:
chmod +x ArcSight-logger-5.3.1.XXXX.0.bin
./ArcSight-logger-5.3.1.XXXX.0.bin

The installation wizard launches, as shown in the following figure. Click Next.

“ft ArcSight Logger 5.3 SP1 Installation
[

| ArcSightX Introduction

W Introduction Installanwwhere will guide wou through the installation of Arcsight
Logger 5.2 SPL1.

License Agreement

Choose Install Folder It i strongly recommended that you quit all programs before
Select License Type caontinuing with this installation.

Pre-Install Summary Click the 'Mext’ button to proceed to the next screen. If you
Installing... want 1o change samething on a previous screen, click the
Impartant Information Previous’ button.
You may cancel this installation at any time by clicking the
'Cancel' buttan.

Cancel

| Previous ||

You can click Cancel to exit the installer at any point during the installation process.

Do not use the Ctrl+C to close the installer. If you use Ctrl+C to exit the

! installer and then uninstall Logger, uninstallation may delete your /tmp
Caution directory.

The License Agreement screen is displayed. Scroll to the bottom of the license
agreement to review the agreement and enable the “I accept the terms of the License
Agreement” button.

Select I accept the terms of the License Agreement and click Next.

If Logger is currently running on this machine, an Intervention Required message is
displayed. Click Continue to stop all current Logger processes and proceed with the
installation, or click or Quit to exit the installer.

The installer stops the running Logger processes and checks for other installation
prerequisites. A message is displayed asking you to wait. Once all Logger processes
are stopped and the checks complete, the next screen is displayed.

Navigate to or specify the location where you want to install Logger. By default, the
/opt directory is specified.

The user you are installing with must have access to the parent directory
of the install directory. Otherwise, users will not be able to connect to the
Logger Ul and will see the following error message when they try to
connect, “Error 403 Forbidden. You don't have permission to
access / on this server”.

Note
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7  If there is not enough space to install the software at the location you specify, a
message is displayed. To proceed with the installation, specify a different location or
make sufficient space at the location you specified. Click Previous to specify another
location or Quit to exit the installer.
8 If Logger is already installed at the location you specify, a message is displayed. Click
Upgrade to continue or Previous to specify another location. For upgrade
instructions and information, refer to the Release Notes for your version.
9 Select whether to use the trial License or a license file. If you start with a trial license,
you can upgrade to use a license file later.
¢ If you have a valid license file, select Yes and then click Next.
Click Choose, navigate to the license file for this software Logger, and then click
Next.
If the license file is uploaded successfully, the License Status section (below the
Upload License button) indicates that status.

¢ To evaluate Logger using the trial license, select No, use the trial license, and
then click Next.

10 Review the pre-install summary and click Install.

Installation may take a few minutes. Please wait. Once installation is complete, the
next screen is displayed.

11 If you are logged in as a root user on the system on which you are installing
Logger software, fill in the following fields and click Next.

Field Notes

Non-root user This user must already exist on the system.

name

HTTPS port The port number to use when accessing the Logger Ul.
You can keep the default HTTPS port (443) or enter any other port
that suits your needs. If you specify any port except 443, users will
need to enter that port number in the URL they use to access the
Logger Ul.

Configure Indicate whether to configure Logger to run as a service.

Logger as a
service

Select this option to create a service called arcsight logger, and
enable it to run at levels 2, 3, 4, and 5.

If you do not enable Logger to start as service during the installation
process, you still do so later. For instructions on how to enable
Logger to start as a service, see “System Settings” on page 406.

12
13

14

15

Select the locale of this installation and click Next.
Click Next to initialize Logger components.

Initialization may take a few minutes. Please wait. Once initialization is complete, the
next screen is displayed.

Click Next to configure storage groups and storage volume and restart Logger.

Configuration may take a few minutes. Please wait. Once configuration is complete,
Logger starts up and the next screen is displayed.

Click Done to exit the installer.
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Now that you are done installing and initializing your Logger, you can connect, log in, and
start configuring your logger to receive events. For instructions and information, see
“Connecting to Logger for the first time” on page 49 and “Configuring Logger” on page 50.

Using the Console Mode to Install Software Logger

Make sure the machine on which you will be installing the software Logger complies with
the platform requirements listed in the Release Notes for your version, and that the
prerequisites listed in “Prerequisites for Installation” on page 41 are met.

You can install software Logger as a root user or as a non-root user. See “Prerequisites for
Installation” on page 41 for details and restrictions.

To install the software Logger using the Console mode:
1 Run these commands from the directory where you copied the Logger software:

chmod +x ArcSight-logger-5.3.1.XXXX.0.bin
./ArcSight-logger-5.3.1.XXXX.0.bin -i console

2 The installation wizard launches in command-line mode, as shown below. Press Enter
to continue.

Introduction

InstallAnywhere will guide you through the installation of
ArcSight Logger 5.3 SP1.

It is strongly recommended that you quit all programs before
continuing with this installation.

Respond to each prompt to proceed to the next step in the
installation. If you want to change something on a previous
step, type 'back'.

You may cancel this installation at any time by typing 'quit'.
PRESS <ENTER> TO CONTINUE:

3 The next screens display license information. Installation and use of Logger 5.3 SP1
requires acceptance of the license agreement. Press Enter to display each part of the
license agreement, until you reach the following prompt:

DO YOU ACCEPT THE TERMS OF THIS LICENSE AGREEMENT? (Y/N) :

4 Type Y and press Enter to accept the terms of the License Agreement.

5 The subsequent prompts are exactly similar to the ones described for the GUI mode
install in “Using the GUI Mode to Install Software Logger” on page 42. Follow the
instructions provided for the GUI mode install to complete the installation.

Using the Silent Mode to Install Software Logger

Before you install software Logger in silent mode, you need to create the properties file
required for the silent mode installation. Once you have generated the file, you can use it
for silent mode installations.
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About Licenses for Silent Mode Installations

As for any Logger installation, each silent mode installation requires a unique license file.
You must obtain licenses as described in “Acquiring a License for Software Logger” on
page 40 and place them on the machines on which you will be installing Logger in silent
mode, or ensure that the location where the licenses are placed is accessible from those
machines.

Generating the Silent Install Properties File

To generate a properties file to be used for future silent installations:

1 Log in to the machine on which you can install software Logger to generate an
installation properties file.

If you want the silent mode installations to be done as root user, log in as root.
Otherwise, log in as a non-root user.

2 Run these commands:
chmod +x ArcSight-logger-5.3.1.XXXX.0.bin
./ArcSight-logger-5.3.1.XXXX.0.bin -r <directory location>

where <directory locations is the location of the directory where the generated
properties file will be placed.

The properties file is called installer.properties. You cannot specify or change
this name.

3 Install Logger in GUI mode, as described in “Using the GUI Mode to Install Software
Logger” on page 42.

4 Once the installation completes, navigate to the directory location you specified for the
installer.properties file earlier.

The following is an example of a generated installer.properties file.

# Fri May 11 18:27:49 PDT 2012
# Replay feature output

# This file was built by the Replay feature of InstallAnywhere.
# It contains variables that were set by Panels, Consoles or
Custom Code.

#Choose Install Folder

USER_INSTALL DIR=/opt/Logger/53

#License Information

LICENSE LOCATION=/home/user/arcsight.lic
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Installing Software Logger in Silent Mode

Make sure the machine on which you will be installing the software Logger complies with
the platform requirements listed in the Release Notes for your version, and that the
prerequisites listed in “Prerequisites for Installation” on page 41 are met.

If you are installing as root, make sure that non-root user account that you entered when
generating the silent mode properties file exists on the machines on which you are using
the silent installer to install Logger.

To install the software Logger using the Silent mode:
1 Copy the silent mode properties file you generated previously to the same location
where you have copied the Logger software.

2  Edit the LICENSE_LOCATION property in the silent mode properties file to include the
location of license file for this instance of installation. (A unique license file is required
for each instance of installation.)

OR

Set the LICENSE_LOCATION property to point to a file, such as
software_logger_license.zip. Then, for each instance of the silent mode installation,
copy the relevant license file to the location and rename it to
software_logger_license.zip. Doing so will avoid the need to update the combined
properties file for each installation.

3 Run these commands from the directory where you copied the Logger software:
chmod +x ArcSight-logger-5.3.1.XXXX.0.bin

./ArcSight-logger-5.3.1.XXXX.0.bin -i SILENT -f <path to
installer.propertiess>

The rest of the installation and configuration proceed silently, without requiring any
input from you.

Starting and Stopping the Software Logger

The loggerd command enables you to start or stop the Logger software running on your
machine. In addition, the command includes a number of subcommands that you can use
to control other processes that run as part of the Logger software. If your Logger is
installed to run as a system service, use the service command to start, stop, or check
the status of a process on Logger.

<install dir>/current/arcsight/logger/bin/loggerd
{start|stop|restart|status|quit}

<install dirs>/current/arcsight/logger/bin/loggerd {start
<process_name> | stop <process name> | restart <process name>}

/etc/init.d/service arcsight logger {start | stop | status}
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The following screen shot lists the processes that can be started, stopped, or restarted with

loggerd.

Process Status

System section | | Processes section

2 Refresh Status
System
System Status
mutsumLs- unfing
NOTE: This Start/Stop buttons are for diagnogiefurposes. Please use them with care.
Processes
B =
Process Status
3 apache running
Chidren 4
CPU Parcent 0.0%
(CPU Percent Total 0.0%
Cata Coected 09/10/2010 14:26:34

Memory Kiobytes 7400
Memory Kiobytes Total 72454
Memory Percent 0.1%
Memory Percent Total  1.1%
Manitoring Status monitored
Parent PID 1

PID 29344
Status nunning
Uptime 14m
aps

connector

insp

mysqld

postgresal

processors

receivers

€ B E R BERRBERB

reportengine running

CPU Usage Memory Usage Data Collected
10.75] [0.68] 10.58] 14 8%us 3.6%sy 1.2%wa 26.2% (1503580 48] DA02010 14:26:30
Uptime CPU Usage Memory Usage
14m 0.0% 0.1% [T400 k8]
14m 0.2% 3.5% [216336 kB)
15m 0.0% 0.0% [88 k8]
15m 0.0% 0.3% [19882 k8]
15m 0.0% 0.3% [20520 k8]
18m 0.0% 0.1% [9182 k8]
14m 0.0% 0.9% [S8452 k8]
13m 0.0% 0.5% [34232 k8]
14m 0.0% 3,0% [183256 k3]

The following table describes the subcommands available with 1oggerd and their

purpose.

Command

Purpose

loggerd start

loggerd stop

loggerd restart

loggerd status
loggerd quit
loggerd start
<process_name>

loggerd stop
<process_name>

loggerd restart
<process_name>

Start all processes listed under the System and Process sections
in the figure above. Use this command to launch Logger.

Stop processes listed under the Process section only. Use this
command when you want to leave loggerd running but all other
processes stopped.

This command restarts processes listed under the Process
section only.

Note: When the loggerd restart command is used to restart
Logger, the status message for the “aps” process displays this
message:

Process ‘aps’ Execution failed.
After a few seconds, the message changes to:

Process ‘aps’ running.
Display the current status of all processes.

Stops all processes listed under the System and Process
sections in the figure above. Use this command to stop Logger.

Start the named process. For example, loggerd start apache

Stop the named process. For example, loggerd stop apache

Restart the named process. For example,
loggerd restart apache
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Uninstalling the Software Logger

If you will be uninstalling Logger software over an SSH connection in and want to use GUI

mode, make sure that you have enabled X window forwarding using the -X option so that
you can view the screens of the uninstall wizard. If you will be using PuTTY, you will also
need an X client on the machine from which you are connecting to the Linux machine.

To uninstall the software Logger, enter this command in the directory where you installed
the software Logger:

./UninstallerData/Uninstall ArcSight Logger 5.3

The uninstall wizard is launched. Click Uninstall to start uninstalling Logger.

Installing Logger on Microsoft Hyper-V

For information about installing Logger on Microsoft Hyper-V, see the Quick Start Guide for
ArcSight Logger 5.3 SP1 for Hyper-V, which is available from the same location from where
you download the Logger installation file for Hyper-V.

Connecting to Logger for the first time

The Logger user interface is a web browser application using Secure Sockets Layer (SSL)
encryption. Users must be authenticated with a name and password before they can use
the interface. Refer to the Release Notes document to find out the browsers and their
versions supported for this release.

To connect and log into Logger:

1 Use the following URL to connect to Logger through a supported browser:
https://<hostname or IP addresss>:<configured ports

where the hostname or IP address is the system on which the Logger software is
installed, and configured port is the port specified during the Logger installation.

Once you connect, the following Login screen is displayed.

2  Enter your user name and password, and click Login.

-
| @( ArcSight Logger Login

Username

Ar( S | g h r{ Password

A WP Compeny

Login || Reset

Copyright @ 2001-2012 Hewlett-Packard
Development Company, L.P.

Confidential commerdial computer software. Valid
license required.
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Use the following default credentials if you are connecting for the first time or have not
yet changed the default credentials:

3 Username: admin
Password: password

4 Once you have successfully logged in, go to the section, “Configuring Logger” on
page 50 for information on how to set up your Logger to start receiving events.

' For security reasons, be sure to change the default credentials as soon as
- possible after connecting to Logger for the first time. Refer to “Change
Caution Password” on page 398 for instructions.

For more information about the log in screen and connecting to Logger, see “Connecting to
the Logger User Interface” on page 57.

Configuring Logger

ArcS|gM

ey LOGGET

Once you have logged in successfully, you can enable the preconfigured receivers and
configure devices, device groups, and storage groups necessary to implement your
retention policy. If you have installed multiple loggers, you must connect to each and
configure it separately.

Receivers

Now that you have finished installing Logger, you can set up receivers to listen for events.
You can use the preconfigured receivers or add your own. Logger comes with
preconfigured with a TCP receiver, a UDP Receiver, and a SmartMessage receiver already
enabled and ready to receive events. Logger also comes pre-configured with folder follower
receivers for Logger’s Apache Access Error Log, the system Messages Log, and the system
Messages Audit Log (if auditing is enabled on your Linux OS). You must enable these
receivers in order to use them. Receivers can be disabled and re-enabled later. You can
add, change, and delete them as needed.

For more information on receivers, see “Receivers” on page 254.

Enabling the Pre-configured Receivers

When you first log in by using the URL you configured, Logger will display a banner like the
one below, telling you about the disabled receivers.

Reports  Configuration  System Admin

{) Folder Follower receivers automatically created for receiving Logger logs are in disabled state. To start receiving these logs, enable those receivers on the Receivers page.

Click the link in the banner to open the Receivers page.

On software Loggers:

Before enabling these receivers, you must make /var/log/audit/audit.log and
Tip /var/log/messages readable by the non-root user you installed with or specified
during Logger installation.
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Receivers Source Types Parsers

Add

Once you enable the Apache URL Access Error Log receiver, Logger will start storing entries from
the <install_dir>/userdata/logs/apache/http_error_log file.

Logger can also store entries from the messages and audit.log files in the fvar/log/* folders.
Before enabling the receivers for these files, consult the Logger Administrators guide for details.

MName Type IP Address Port
[ Apache URL Access Error Log [ Folder Follower Receiver [ [ [ i [ Si [ 0
Audit Log Folder Follower Receiver _" b4 Q
Var Log Messages Folder Follower Receiver _'l ® 0
SmartMessage Receiver SmartMessage Receiver i ® '
TCP Receiver TCP Receiver All 515 J X &
UDP Receiver UDP Receiver All 514 _’ X

To enable a receiver, click the disabled icon (G) at the end of the row.
Alternately, you can navigate to the Receivers page from the menu to enable the receivers.

To open the Receivers page from the menu and enable a receiver:
1 Click Configuration or Configuration > Settings from the top-level menu bar.

2 Click Event Input (left panel) > Receivers tab (right panel).

3  Click the disabled icon (G) at the end of the row.

For information on how to use the preconfigured SmartMessage receiver, see “Using
SmartConnectors to Collect Events” on page 52. For more information on enabling and
disabling receivers, see “Working with Receivers” on page 257.

Devices

Logger begins storing events when an enabled receiver receives data or, in the case of a
file receivers, when the files become available. Using a process called autodiscovery,
Logger automatically creates resources called devices to keep track of source IP addresses
and uses DNS to map them to hostnames. Eventually, a device is created for each device
from which Logger received events.

You can also create devices preemptively, by entering the IP addresses or hostnames of
data sources that you expect to be sending events to Logger. You might do this if you do
not want to wait for autodiscovery, or if you want to control the initial naming of each
device. Discovered devices are named for their host, or if the DNS lookup fails, for their IP
address, and their receiver. For information about creating devices, see “Devices” on

page 241.

Device Groups

Device groups are containers or logical groupings for devices, in the same way folders (or
directories) contain files. They are a name for a group of devices. A given device can be a
member of several device groups. Each device group can be associated with particular
storage group, which would assign a retention policy.

You can change and delete device groups freely as your needs change. Setting up device
groups initially is not critical; incoming events that are not assigned to a device group are
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automatically sent to the Default Storage Group. For the details of setting up device
groups, see “Device Groups” on page 243.

Storage Rules

Events are stored in the Default Storage Group unless otherwise specified. Storage rules
are a way to direct events from certain device groups to certain storage groups. You can
use them to implement additional retention policies.

If you created additional storage groups, and want to send events to them, you can do that
with storage rules. If you choose not to create storage rules, events from all devices will be
sent to the Default Storage Group and use its specified retention policy.

If you want to implement multiple retention policies, you can create storage rules that
associate the specific device groups with the storage groups that implement the desired
retention policy.

For example, you could create one device group for each retention policy. However, for
more control, you could associate device groups with storage groups and storage rules and
use them to categorize events. For example, you could search for events that match a
certain pattern and which belong to a particular device group, and send them to a
particular storage group for retention based on event category.

See “Storage Rules” on page 253 for more information.

Storage rules are evaluated in order of priority; the first matching rule determines to which
storage group an event is sent. This approach means that a single device can belong to
several device groups without ambiguity about which storage group it will end up in.

Using SmartConnectors to Collect Events

Similar to ArcSight Manager, Logger leverages the ArcSight SmartConnectors to collect
events. SmartConnectors can read security events from heterogeneous devices on a
network (such as firewalls and servers) and filter events of interest (and optionally
aggregate them) and send them to a Logger receiver. Logger can receive structured data in
the form of normalized Common Event Format (CEF) events from the SmartConnectors.

SmartMessage

SmartMessage is an ArcSight technology that provides an efficient secure channel for
Common Event Format (CEF) events between ArcSight SmartConnectors and Logger.

SmartMessage and FIPS require SmartConnector 4.7.5 or later. If you do not

! have the current build, download the latest from the HP ArcSight web site.

Caution QOlder SmartConnectors will work with Logger, but may not support
SmartMessage or FIPS.

SmartMessage provides an end-to-end encrypted secure channel using secure sockets
layer (SSL). One end is an ArcSight SmartConnector, receiving events from the many
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devices supported by ArcSight SmartConnectors. The other end is a SmartMessage receiver
on Logger.

= The SmartMessage secure channel uses SSL protocol to send encrypted
= events to Logger. This is similar to, but different from, the encrypted binary
Note  Protocol used between SmartConnectors and ArcSight Manager.

Downloading SmartConnectors

For Logger appliance and the Enterprise Version of Software Logger, contact your
HP ArcSight sales representative or customer support for the location to download
SmartConnectors.

A restricted set of ArcSight SmartConnectors are supported and available For the
Downloadable Version of Software Logger. You can download these SmartConnectors from
the same location from which you downloaded Logger. The configuration guides for the
supported SmartConnectors are available at the same web site. To learn more about
ArcSight SmartConnectors, visit http://www.arcsight.com.

Configuring a SmartConnector to Send Events to Logger

Logger comes pre-configured with a SmartMessage Receiver. To use it to receive events
from a SmartConnector, you must configure the SmartConnector as described below. You
can also create new SmartMessage receivers and configure the SmartConnectors with
these newly created receivers. When configuring a SmartConnector, be sure to specify the
correct receiver name.

To configure a SmartConnector to send events to Logger:

1 Install the SmartConnector component using the SmartConnector User’s Guide as a
reference. Specify Logger as the destination instead of ArcSight ESM or a CEF file.

2 If you are using the Downloadable Version of software Logger, refer to the
documentation that came with your SmartConnector for instructions.

Specify the required parameters. Enter the Logger hostname or IP address and the
name of the SmartMessage receiver. These settings must match the receiver in Logger
that listen for events from this connector.

¢ To use the preconfigured receiver, specify “SmartMessage Receiver” as the
Receiver Name.

¢ To use SmartMessage to communicate between an ArcSight SmartConnector and
a Logger appliance, configure the SmartConnector to use port 443.

¢ To communicate between an ArcSight SmartConnector and a software Logger,
configure the SmartConnector to use the port configured for the software Logger.

¢ For un-encrypted CEF syslog, enter the Logger hostname or IP address, the
desired port, and choose UDP or TCP output.

Configuring SmartConnectors to Send Events to Both
Logger and an ArcSight Manager

You can configure a SmartConnector to send CEF syslog output to Logger and send events
to an ArcSight Manager at the same time.

Confidential

Logger Administrator's Guide 53


http://www.arcsight.com

2 Installation and Initialization

For more information about the Common Event Format (CEF), refer to Implementing
ArcSight CEF. For a downloadable a copy of this guide, search for "ArcSight Common Event
Format (CEF) Guide” on the Protect 724 Community at https://protect724.arcsight.com.

1

Install the SmartConnector normally. Register the SmartConnector with a running
ArcSight Manager and test that the SmartConnector is up and running.

Start the SmartConnector configuration program again using the
$ARCSIGHT HOME/current/bin/runagentsetup script (or arcsight
agentsetup -w).

Select 1 want to add/remove/modify ArcSight Manager destinations, then
choose Add new destination.

Choose Logger and specify the requested parameters. Restart the SmartConnector for
changes to take effect.

Configuring SmartConnectors for Failover Destinations

SmartConnectors can be configured to send events to a secondary, failover, destination
when a primary connection fails.

To configure a failover destination, follow these steps:

1

Configure the SmartConnector for the primary Logger as described above. The
transport must be raw TCP in order to detect the transmission errors that trigger
failover.

Edit the agent.properties file in the directory
$ARCSIGHT HOME/current/user/agent, where $ARCSIGHT HOME is the root
directory where the SmartConnector component was installed. Add this property:

transport.types=http, file, cefsyslog
Delete the transport.default.type property.

Start the SmartConnector configuration program again using the
$ARCSIGHT_HOME/current/bin/runagentsetup script (or arcsight agentsetup -w).

Choose I want to add/remove/modify and, with the primary Logger selected,
choose Modify. Then select Add failover destination.

Enter information for the secondary Logger.
Restart the SmartConnector for the changes to take effect.

For more information about installing and configuring ArcSight SmartConnectors, refer
to the ArcSight SmartConnector User's Guide, or specific SmartConnector
Configuration Guides, available from the Protect 724 Community at

https://protect724.arcsight.com.

Sending Events from ArcSight ESM to Logger

The ArcSight Forwarding SmartConnector can read events from an ArcSight Manager and
forward them to Logger as CEF-formatted syslog messages.

The Forwarding SmartConnector is a separate installable file, named similar
to this:

Note ArcSight-4.x.x.<build>.x-SuperConnector-<platforms.exe

Use build 4810 or later for compatibility with Logger.
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To configure the ArcSight Forwarding SmartConnector to send events to Logger:

1

Install the SmartConnector component normally, but cancel the installation when the
SmartConnector Wizard asks whether the target Manager uses a demo certificate.

< SmartConnector Configuration Wizard g O]
Q) Is the ArcSight Manager you are connecting to using a demo S5L certificate? If you are
s unsure about this option, select "No",

D
IS

() Yes, the arcSight Manager is using a dema certificate

ArcSightsc rovor

Figure 2-1  SmartConnector Configuration Wizard

When the first screen of the SmartConnector Configuration Wizard appears, asking
about a demo certificate, click Cancel.

Confirm that you want to exit, then click Done to dismiss the Install Wizard. This will
install the SmartConnector, but leave it un-configured.

Create a file called agent.properties in the directory

SARCSIGHT HOME/current/user/agent, where SARCSIGHT HOME is the root
directory where the SmartConnector component was installed. This file should contain
a single line:

transport.default.type=cefsyslog

Start the SmartConnector configuration program again using the
SARCSIGHT HOME/current/bin/runagentsetup script (or arcsight
agentsetup -w).

Specify the required parameters for CEF output. Enter the desired port for UDP or TCP
output. These settings will need to match the receiver you create in Logger to listen
for events from ArcSight ESM.

Parameter Description

Ip/Host IP or host name of the Logger

Port 514 or another port that matches the receiver
Protocol UDP or Raw TCP

ArcSight Source IP or host name of the source ArcSight Manager

Manager Host Name

ArcSight Source 8443 (default)

Manager Port

ArcSight Source A user account on the source Manager with sufficient
Manager User Name privileges to read events
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Parameter Description

ArcSight Source Password for the specified Manager user account
Manager Password

SmartConnector Name A name for the ESM to Logger connector (visible in the

Manager)
SmartConnector Notation of where this connector is installed
Location
Device Location Notation of where the source Manager is installed
Comment Optional comments

To configure the Forwarding SmartConnector to send CEF output to Logger and send
events to another ArcSight Manager at the same time, see “Configuring SmartConnectors
to Send Events to Both Logger and an ArcSight Manager” on page 53.

For more information about the Common Event Format (CEF), refer to Implementing
ArcSight CEF. For a downloadable a copy of this guide, search for ArcSight Common Event
Format (CEF) Guide” on the Protect 724 Community at https://protect724.arcsight.com.
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Chapter 3
User Interface and Dashboards

This chapter provides an overview of the layout of the Logger user interface. Additionally,
the chapter describes dashboards available on Logger that you can use to view
summarized event information, create your own dashboards for an all-in-one view of
Logger information that is of interest to you, and monitoring dashboards that display the
real-time and historical status of receivers, forwarders, and storage, CPU, and disk usage
statistics.

This chapter includes information on the following topics.

Logging in: see “Connecting to the Logger User Interface” on page 57
Navigation: “Navigating the User Interface” on page 58

Summary Dashboard: “Summary” on page 61

Dashboards: see “Dashboards” on page 63

Performance monitoring: see “The Default Monitor Dashboard” on page 70

Connecting to the Logger User Interface

Logger works with most browsers, including Firefox and Internet Explorer. JavaScript and
cookies must be enabled. An Adobe Flash Player plug-in is required for Internet Explorer
browsers that access the Logger user interface. Some redundant monitoring features will
be unavailable if the Flash Player plug-in is not installed. The Flash Player plug-in is
available for free at http://www.adobe.com/products/flashplayer/.

Refer to the Release Notes document to find out the browsers and their versions supported
for this release.

Logging In

The Logger user interface is a web browser application using Secure Sockets Layer (SSL)
encryption. Users must be authenticated with a name and password before they can use
the interface. Refer to the Release Notes document to find out the browsers and their
versions supported for this release.

To connect and log into Logger:
1 Use the following URL to connect to Logger through a supported browser:

¢ On the Logger appliance, connect using this URL:

https://<hostname or IP address of the Logger appliances
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2

¢ On the software version of Logger, connect using this URL:

https://<hostname or IP address>:<configured ports

where the hostname or IP address is the system on which the Logger
software is installed, and configured port is the port specified during the
Logger installation.

Once you connect, the following Login screen is displayed.

Enter your user name and password, and click Login.

@( ArcSight Logger Login |

Username

AI’(SIghT@: Password

An WP Compary

Login || Reset

Copyright @ 2001-2012 Hewlett-Packard
Development Company, L.P.

Confidential commerdial computer software. Valid
license required.

Use the following default credentials if you are connecting for the first time or have not
yet changed the default credentials:

Username: admin
Password: password

If login succeeds, the Logger user interface is displayed. If login fails, the message
Authentication Failed is displayed at the top of the login screen. Enter the correct
username and password combination to try again.

Depending on your system administration settings, the following options maybe also
be available.

¢ Forgot Password?—A “Forgot Password?” link is displayed if your Logger is
configured to show it. For more information on the Forgot Password link, see
“Forgot Password” on page 386.

¢ Use Local Authentication—The “Use Local Authentication” check box is always
displayed, but only becomes active when a login attempt fails. By default, this
option is available only for the default admin. For more information on the Use
Local Authentication, see “Local Password Fallback” on page 391.

Navigating the User Interface

As shown in Figure 3-1, a navigation and information band runs across the top of every
page in the user interface.
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Figure 3-1  Overall layout of the Logger interface

Gauges at the top of the screen provide an indication of the throughput and CPU usage

information, available in more detail on the Monitor Dashboard (“Dashboards” on page 63).
The range of the gauges can be changed on the Options page. The current logged-in user’s
name is shown below the statistics. The gauge and logo bar can be collapsed to allow more

room on the screen for search results and reports. Click the [=l icon to collapse the bar, and
the 1 icon to expand it.

The menu list in the upper right includes links for Help, Options, and Logout.

The Summary, Analyze, Dashboards, Reports tabs provide access to various Logger
functions and data stored on it. The Configuration and System Admin tabs are used for
configuring the system administration and configuration settings on Logger.

Help

Clicking the Help link on any page displays online help for the current page.

In addition to context-sensitive Help for the current page, you can also access the PDF
version of this guide from the Help link. To access the guide, click the “PDF version of
Logger Documentation” in the left panel of the Help window.

Options

The Options page, as shown in the following figure, allows you to set the range on the EPS
In and EPS Out gauges. If the event rate exceeds the specified maximum, the range is
automatically increased.
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Additionally, the default start page (home page) for all users and specific start pages for
individual users can be set on the Options page. These pages indicate which user interface
page is displayed after a user logs in.

Options
System
EPS input rate gauge max 100K hd
EPS output rate gauge max 100K hd
Default start page for all users  Dashboards hd
Personal
Default start page for admin  Use default for all users hd

Use the following table to figure out how to configure a specific start page.

If you want to set... Configure the...

The same start page for  Default start page for all users option to the desired
all users value.

This is a global setting for your Logger. To override this
setting, configure a different start page for specific users by
using the Default start page for <username=> option.

When you set Default start page for all users option to
Dashboards, the Monitor Dashboard is the default
dashboard displayed for all users, unless the users have
configured other dashboards as their defaults, as described
in “To set a dashboard as default:” on page 67.

A different start page Default start page for <username= option to the
for specific users desired value.

This setting overrides the global Default start page for
all users setting.

When this option is set to “Use default for all users”, the
global default page (Default start page for all users)
value is used for all users.

A specific dashboard for = Default start page for <username=> option to
a specific user Dashboards.

OR The Monitor Dashboard is the default dashboard displayed
for all users. However, if you want to display a different
dashboard for one or more users, set the desired
dashboard as the default when logged in as those users.
For details, see “To set a dashboard as default:” on

page 67.

A specific dashboard for
all users

Logout

Click the Logout link on any page to return to the Login screen. Logging out is good
security practice, to eliminate the chance of unauthorized use of an unattended Logger
session.

60 Logger Administrator’'s Guide Confidential



3 User Interface and Dashboards

Logger automatically logs you out after a user-configurable length of time (15 minutes by
default). To change this length of time, see “Users/Groups” on page 382.

Simply closing the browser window does not automatically log you out. Click
' the Logout link to prevent the possibility of a malicious user restarting the
browser and resuming your Logger session.

.
Caution

Summary

The Summary page is a global dashboard that provides summarized event information
about your Logger in one screen. It enables you to gauge incoming events activity and the
status of indexing. The events that are in Logger’s primary storage (not aged out due to
retention or archived data) are used to generate the summary information.

Global Summary |
There are 3,727,905 events indexed from 2011/10/26 13:38:32 to 2011/11/06 06:55:13.
The tables lists all of the data loaded into the Logger since started.
Receivers | | Devices
Page 1 of2| p P Displaying 1- 10 0f 12 | |Pagen of 1 Displaying 1-5of 5
. Receiver Count Most Recent . Device Count Most Recent
tcp2 751,127 201111/02 09:05:43 192.168.35.16 3,047 241 201111002 10:37:22
tcpb 608,918 201111/02 10:30:58 127.0.0.1 608,825 2011/111/06 06:55:13
Logger Internal Event Device 608,825 201111/06 06:55:13 192.168.37.21 71,263 201111/03 10:04:48
tcps 597,436 2011M11/02 10:37:22 192.168.35.6 556 201111/02 09:05:43
tcpd 494 087 201111002 08:12:15 10.4.10.196 20 201110426 13:55:13
tcpt 263,758 201111/02 09:06:43
tep? 185,593 201110028 11:18:02
tcp3 82,815 201111/02 09:01:48
udpi 71,370 201111/03 10:04:48
tcpd 63,846 201111/02 10:35:52
Agent Severities | | Agent Types
Page 1 of 1| b Displaying 1 -6 of6| | |Page1 of1 Displaying 1 -1 o0f 1
Agent Severity Count Most Recent . Agent Type Count + Most Recent |
1 68,402 531 201111/06 068:55:13 checkpointfirewall_ad_opsec 1,595 2011711402 10:30:13
3 1,049 951 201111106 06:31:11
2 508,768 201111/03 10:04:47
Medium 126,872 201111102 10:30:13
5 52,835 20111103 10:18:00
Low 20,250 20111102 10:30:13
Specifically, the Summary page contains the following panels:
m  Global Summary
The number of events indexed on your Logger during the time period displayed on the
screen. The time period is dependent on the retention policy of your Logger, where
the start and end times are the time of the oldest events stored on your Logger (that
have not aged out due to retention) and the current time, respectively.
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m  Receivers

The list of receivers configured on your Logger, the number of events received on
each receiver (that are in Logger’s primary storage, not aged out due to retention or
archived data), and the timestamp of the last event received on each receiver.

If a receiver is deleted, the summary information for it will continue to display until the
events received on it age out from Logger’s primary storage. However, the receiver
name is changed to the receiver ID (a humerical string) associated with the deleted
receiver.

m  Devices

A device is a named event source, comprising of an IP address (or hostname) and a
receiver name.

The Devices panel lists devices configured on your Logger, the number of events
received on each device (that are in Logger’s primary storage, not aged out due to
retention or archived data), and the timestamp of the last event received on each
device.

If a device is deleted, the summary information for it will continue to display until the
events received on it age out from Logger’s primary storage. However, you cannot click
the device name to view the events associated with the deleted device.

m  Agent Severities

The list of severity levels of the incoming events from ArcSight SmartConnectors to
your Logger, the number of events received of each severity level, and the timestamp
of the last event received of each severity level.

Only events in Logger’s primary storage (not aged out due to retention or archived
data) are considered when summarizing this information.

m  Agent Types

The list of ArcSight SmartConnectors sending events to your Logger, the number of
events received from each SmartConnector (for events that are in Logger’s primary
storage, not aged out due to retention or archived data), and the timestamp of the last
event received from each SmartConnector.

If a SmartConnector is deleted, the summary information for it will continue to display
until the events received from it age out from Logger’s primary storage.

The Summary page is pre-designed to display the information described above. You cannot
change or add other panels to it. If you need to display other information, you can create a
custom Dashboard as described in “Dashboards” on page 63. The information displayed on
the Summary page is for your local Logger only, and does not include information about
peer Loggers even if peers are configured.

Each panel displays up to 10 items. If there are more than 10 items, click the [> icon to
see the additional items, and J¢|] to go to the end of the list. Similarly, click < to go to the

previous 10 items, and |4 to go to the first 10 items.

You can drill down to view the events by a specific resource—receiver, device, agent
severity, or agent type. To do so, click on the resource to go to the Analyze screen.
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[ = H X & |£§ Local Only [:f__iDiscnver Fields Custom time range ¥ Start 10/26/2011 | [13:38:32 |_—J Dynamic
[ End 11/06/2011] [7:01:13 [ | pynamic

| Search: agentType = "checkpointfirewall_ad_opsec”

Advanced Search

The Search box is automatically populated with the information you had clicked on the
Summary page, and the Start and End fields are populated with the time of oldest events
stored on your Logger (that have not aged out due to retention) and the current time,
respectively. Click Go to run the query to search for events matching this criteria. You can
further refine the search query to filter the search results to suit your needs. A drill-down
on sourceType and sourceData fields is not supported.

Search Group filters that enforce privileges on storage groups are applied to the content
displayed on the Summary page. However, Search Group filters that enforce privileges on
device groups are not applied. Therefore, the Summary page includes counts of events in
device groups to which a user does not have privileges. However, if the user tries to
drill-down to view events, search results in accordance with access privileges are returned
as the search query is run on the Analyze page, which enforces all types of Search Group
filters. Similarly, if a Search Group filter enforces privileges on both, storage groups and
device groups, only the storage group enforcement is applied on the Summary page.

Dashboards

Dashboards are an all-in-one view of the Logger information of interest to you. You can
assemble various search queries that match events of interest to you, status of Logger
resources such as receivers, forwarders, storage, CPU, and disk, or a combination of both
on a single dashboard for status at-a-glance.

Each Dashboard contains one or more panels of these types:

m  Search Results

The Search Results panels display events that match the query associated with the
panel.

®  Monitor

The Monitor panels display the real-time and historical status of various Logger
components such as receivers, forwarders, storage, CPU, and disk.

®  Summary

The Summary panels display summarized event information about your Logger—the
number of events received of a specific resource or field type, and the timestamp of
the last event received for that resource or field type.

A dashboard can contain a mix of Search Results, Monitor, and Summary panels. There is
no limit on the number of Monitor and Summary panels you add to a single dashboard;
however, you can only add up to four Search Results panels for optimum performance.
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Each Search Results panel is associated with a saved search query. You can only associate
saved search queries that contain an aggregation operator such as chart or top for this
type of panel. The Search Results panel can be of two types: Search Results Chart and
Search Results Table. The Search Results Chart panel displays search results in a chart
form, and the Search Results Table panel displays search results in a table form, as shown
in the following figure.

o0 4 4 [Pagelt __fof1| b b | Displaying 1- 12 of 12
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& q}‘ Monitor/W il Platform h U 24
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Monitnr/RAINIContraliark  RAIN Cantrolier 0K
View events Refreshed at Sep 20, 2011 1:57:23 PM View events Refreshed at Sep 20, 2011 1:57:23 PM

/Monitor/Forvarder/EPS...
-

— /Menitor/Memary/Usage/... — /Monitor/CPU/Usage, CPU Usage

— /Monitor/Disk/Read, Disk bytes read

— /Monitor/Disk/Space/Remaining/Root, Root Disk Space Remaining
/Monitor/Networl/usage... — /Monitor/Disk/Write, Disk bytes written

— /Monitor/Forwarder/EPS/All, Overall Forwarder EPS

— /Monitor/Memory/Usage/Platform, Platform Memory Usage

— /Monitor/Network/Usage/In, Network Usage - Inbound

— /Monitor/Network/Usage/Out, Network Usage - Outbound

— /Monitor/RAID/BBU/Ok, RAID BBU OK

— /Monitor/RAID/Controller/Ok, RAID Controller OK

/Monitor/Disk/ Write, D.

/Monitor/Disk/Space/Re... —

/Menitor/Disk/Read, Di...

/Manitor/Network/ Usage...

/Menitor/CPU/Usags, CP... /Menitor/RAID/BEU/ Ok,
/Monitar/RAID/Controll...

View events Refreshed at Sep 20, 2011 1.57.23 PM
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You can click the “View on Search Page” link in the Search Results panels to go to the
Analyze (Search) page and view the event details; the panel query is automatically run and
the search results are displayed. Additionally, you can drill-down from any chart to quickly
filter down to events with specific field values. To do so, identify the value in the chart on a
Search Results Chart panel and click it to drill-down to events that match the value. When
you click on a chart value (a column, bar, or pie section), the query is rerun on the Analyze
(Search) page with an additional WHERE operator clause that includes the field name and
value you clicked on the chart.

= The saved search query associated with the Search Results panel in the
— dashboard is not modified. If you need to return to the dashboard from the

Note drill-down screen, use the Back function of your browser.

The Monitor dashboard is displayed by default, unless you configure another dashboard as
your default. The Monitor dashboard displays the Summary panel, which shows the status
of CPU Usage, Event Flow, Receivers, Forwarders, and Storage Groups in a summarized
view. The other panels available in this dashboard are Platform, Network, Logger,
Receivers, Forwarders, and Storage. These views are described in detail in “The Default
Monitor Dashboard” on page 70. You cannot change or adjust any panels available in this
dashboard; however you can add specific Monitor panels to a custom dashboard as
described in this section.

Besides adding Search Results panels to a custom dashboard, you can add Monitor and
Summary panels to it. (See “Summary” on page 61 for more information about default
Summary dashboard.) These panels provide the same information available through the
default Monitor dashboard and the default Summary dashboard, however in a modular
form that enables you to choose specific views. For example, if you want to view the EPS
for the last 4 hours on all receivers, add the panel Type “Monitor Graph”, and select
“(Logger) All EPS Out-All EPS In - 4 hour” as the Graph, or if you want to view the EPS on
Forwarders in a table form, select the “Monitor (Forwarders)” panel Type. Similarly, if you
want to view only the summary information for receivers on your Logger, add the panel of
Type “Summary (Receivers)”. Besides the four Summary panels (Agent Severities, Agent
Types, Receivers, and Devices), you can also create a user-defined Summary panel in
which you can select any indexed, non-time field by which you want to categorize event
summary. For example, if you want to add a Summary panel to display event summary
categorized by “destinationAddress”, you can add a panel of Type “Summary (User
Defined)” for this field if it is indexed on your Logger.

You can also drill-down on any of the resources listed in the Monitor and Summary panels
you add to view events by a specific resource or field value on the Analyze (Search) page.
For example, you can click on a storage group in a Monitor panel to view its events in the
last 24 hours, or you can click on an event name “Network Usage - Inbound” to view all
events of that name in the last one hour. Additionally, you can access the Configuration
page for any of the resources listed in the Monitor panels to configure them. For example,
if you want to configure a receiver, click the Configure link on top of the Monitor (Receiver)
panel.

Search Group filters that restrict privileges on device groups are not enforced on Summary
panels. Therefore, Summary panels include counts of events in device groups to which a
user does not have privileges. However, if the user tries to drill-down to view events,
search results in accordance with access privileges are returned as the search query is run
on the Analyze page, which enforces all types of Search Group filters. Similarly, if a Search
Group filter enforces privileges on both, storage groups and device groups, only the
storage group enforcement is applied on Summary panels.
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Users can create both shared and private dashboards.

m  Shared dashboards are visible to all users with the appropriate privileges.
m  Private dashboards are visible only to the creator or users with "admin™ privileges.

m  Only the creator or users with "admin™ privileges can edit or delete dashboards of
either type.

A user accessing a shared dashboard must have privileges to view the information
displayed in the dashboard; otherwise, the information to which they do not have the
privileges is not displayed, and the associated panel displays a message that indicates the
reason for the undisplayed information.

Creating and Managing Dashboards
You need these privileges (in the Logger Rights group) to perform dashboard operations:
m  “Use and view dashboards”—for using and viewing dashboards
m  “Edit, save, and remove dashboards”—for editing, saving, and removing dashboards

The following steps outline the process of creating a dashboard:
1 Ensure that you have the privileges to create a dashboard.

2 Create a dashboard. See “To add a dashboard:” on page 66.

3 Add panels to the dashboard you created. See “To add a panel to a dashboard:” on
page 67.

If you are adding a Search Results panel, the saved search must exist. If no saved
searches exist, the Search Results panel option is not displayed.

To add a dashboard:
1 Click Dashboards from the top-level menu bar.

2  Click the Tools drop-down menu and select Create Dashboard.
3 Enter a meaningful name for the dashboard in the Name field.
4  Select whether the dashboard Type is Private or Shared.

The private dashboards are only visible to the user who created them, and the shared
dashboards are visible to all users of Logger.

5 Click Create.

The dashboard is created. You must add panels to the dashboard next, as described in
“To add a panel to a dashboard:” on page 67.

To edit a dashboard:

When you edit a dashboard, you can change its name or privacy setting—Private or
Shared. When you make a dashboard Shared, all Logger users can see it; however, they
will not see the information to which they do not have privileges. For example, if a user
does not have privileges to a storage group and a panel in a Shared dashboard includes a
query that accesses the events in that storage group, the panel will be blank when the user
accesses the shared dashboard.

1 Click Dashboards from the top-level menu bar.

2  Click the Tools drop-down menu and select Edit Dashboard.
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3 If you want to change the name of the dashboard, enter a new name in the Name
field.

4 If you want to change the privacy setting of the dashboard, select the appropriate
setting from the Type drop-down menu, and click Save.

To delete a dashboard:

1 Click Dashboards from the top-level menu bar.

2  Select the dashboard that you want to delete.
3  Click the Tools drop-down menu and select Delete Dashboard.
4

Click Yes to confirm your action in the confirmation message, or click No to exit
without making a change.

To set a dashboard as default:

When you set a dashboard as default, it is the default dashboard screen that displays when
you havigate to the Dashboards menu. This setting is user-specific; therefore, your default
dashboard can be different from that of another user.

For all Logger users, the Summary page (accessible from the Summary navigation option in
the top-level menu bar) is the default home page. That is, when you log in, the Summary
page is displayed first. However, you can configure Logger to display a specific dashboard
as the default home page for you. To do so, first configure the option described in
“Options” on page 59, then

To select the dashboard you want to display by default:

1 Click Dashboards from the top-level menu bar.

2  Select the dashboard that you want to configure as default.

3 Click the Tools drop-down menu and select Select as Default.
4

Click Yes to confirm your action in the confirmation message, or click No to exit
without making a change.

Adding and Managing Panels in a Dashboard

A dashboard can contain a mix of Search Results, Monitor, and Summary panels. There is
no limit on the number of Monitor and Summary panels you add to a single dashboard;
however, you can only add up to four Search Results panels for optimum performance.

You can add the following types of panels:

m  Search Results—Chart and Table
m  Monitor—All four types available under the default Monitor dashboard

®  Summary—All four types available under the default Summary dashboard and
user-defined Summary panels.

To add a panel to a dashboard:
1 Click Dashboards from the top-level menu bar.

2  Select the dashboard to which you want to add the panel.

3 Click the Tools drop-down menu and select Add Panel.
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4  Configure these parameters and click Add.

Parameter Description
Type Select the type of panel:
= Search Result Chart—Displays search results in a chart form
= Search Result Table—Displays search results in a table form
= Monitor Graph—Displays a graph of the selected resource
= Monitor Table (Forwarder)—Displays forwarder information in a table form
= Monitor Table (Receiver)—Displays receiver information in a table form
= Monitor Table (StorageGroup)—Displays storage group information in a table
form
= Summary (Agent Severities)—Displays event summary categorized by agent
severities configured on your Logger
= Summary (Agent Types)—Displays event summary categorized by receivers
configured on your Logger
= Summary (Receivers)—Displays event summary categorized by receivers
configured on your Logger
e Summary (Devices)—Displays event summary categorized by devices
configured on your Logger
= Summary (User Defined)—Displays event summary categorized by the field
you select when adding the panel
Note: If no saved search queries exist on your Logger, the “Saved Search” panel
types are not available as selections in the drop-down menu.
Title Enter a meaningful name for the panel.
A default name is present in this field, but you can change it.
Graph Only applicable to Monitor Graph panels.

Saved Search

Chart Type

Chart Limit

Field Name

Select the type of graph you want the panel to display. Some of the available
options are CPU Usage - 4 hour, Platform Memory Usage - Daily, and Disk
Read-Write - Weekly.

Only applicable to Search panels.

Select the saved search query to use for searching events that will be displayed in
the panel.

Only applicable to Search Result Chart panels.

Type of chart to display matching events. You can select from:

Column, Bar, Pie, Area, Line, Stacked Column, Stacked Bar.

Default: Column

Only applicable to Search Result Chart panels.

Number of unique values to plot. Default: 10

Only applicable to Summary (User Defined) panels.

The event field name by which the event summary on a Summary panel will be
categorized. Default: agentSeverity
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To edit a panel:

Once you add a panel to a dashboard, whether you can edit it depends on the type of
panel. You can edit the Search Results panels and the user-defined Summary panels; the
Monitor panels and some of the Summary panels are not editable.

The following table lists the panels you can edit and what you can edit in them.

Action Description
All Panels
Delete Removes a panel from a dashboard.

Search Result Panels

Edit Panel Change Title, associated saved search, Chart Type, or Chart Limit
Edit Saved Access the Edit Saved search page to edit the associated saved
Search search query

View on Runs the panel’s query on the Search Results page (Analyze >
Search Page Search) and displays matching events on that page

Refresh Refreshes the current contents of the panel.

Note: All other panel types are automatically refreshed; therefore,
an explicit refresh is not required for them.

Summary Panels - User Defined

Edit Panel Change Title or field name by which events are categorized.

1 Click Dashboards from the top-level menu bar.
2 Select the dashboard that contains the panel you want to edit.
3 If you are editing a user-defined Summary panel:

a Click the (‘@) icon.

b  Edit the title, field name, or both.

4 If you are editing a Search Result panel:

a Click the (/=) icon.

b Select Edit Panel if you want to edit the panel title, select a different saved
search; or, if applicable, chart type or chart limit.

c Select Edit Saved Search if you want to access the Edit Saved Search page
(under the Configuration menu option from the top-level menu bar) to edit the
saved search query.

5 Click Save.
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To delete a panel from a dashboard:

You cannot delete panels from the default Monitor dashboard or the default Summary
dashboard that you access from the Monitor and Summary menu options from the top-level
menu bar. However, Monitor and Summary panels added to the dashboards you created
under the Dashboards menu option can be deleted.

1 Click Dashboards from the top-level menu bar.

2  Select the dashboard that contains the panel you want to delete.

3  Click the () icon.

4 Click Yes to confirm your action in the confirmation message, or click No to exit
without making a change.
To change the layout of a dashboard:

You can only change the layout of the dashboards you create. The Monitor dashboard
layout cannot be changed.

1 Click Dashboards from the top-level menu bar.

2  Select the dashboard that contains the panel you want to rearrange.
3 Click the Tools drop-down menu and select Change Layout.
4

Point your cursor in the blue band that shows the panel title and drag the panel to a
different position.

5 Click Save after you rearrange the panels.

The Default Monitor Dashboard

The Monitor Dashboard is available on your Logger by default. It displays the real-time and
historical status of receivers, forwarders, and storage, CPU, and disk usage statistics. (On
the software version of Logger, the CPU and disk usage statistics indicate the total use of
these resources on the system, not just the use of these resources by the Logger process.)

The Summary panel, which is the default panel, shows the status of CPU Usage, Event
Flow, Receivers, Forwarders, and Storage Groups in a summarized view. The other Monitor
panels available through a drop-down menu are Platform, Network, Logger, Receivers,
Forwarders, and Storage. You cannot change or adjust any panels available in this
dashboard.

All monitor pages, except Summary, include an additional drop-down menu for duration
control. On these, choose a time span for historical data:

®  4-hours
m  Daily
m Weekly
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On the Summary page, click on a Receiver, Forwarder, or Storage Group name to jump to
the Search page and include the selected resource in the query.

Monitor ¥ = | Bummary N Tools ~
CPU Usage - 4 hour CPU Usage - Daily CPU Usage - Weekly
CPU Usage - 4 hour [6:16:49 AMto 10:16:49 AM] CPU Usage - Daily (Dec 17, 2012 to Dec 18,2012] CPU Usage - Weekly [Dec 11, 2012 to Dec 18, 2012]
100 100 100
£ 50 £ 50 £ 50
] ] - ]
08:00 10:00 12:00  18:00  00:00  06:00 Thu Sat Mon
[ CPU Usage [ CPU Usage [ CPU Usage
Event Flow - 4 hour Event Flow - Daily Event Flow - Weekly
Event Flow - 4 hour [6:16:49 AM to 10:16:49 AM] Event Flow - Daily [Dec 17, 2012 to Dec 18, 2012) Event Flow - Weelly [Dec 11,2012 to Dec 18, 2012]
0 10 20
= 5 = 5 = 10
0 0 0
08:00 10:00 12:00 18:00 00:00 06:00 Thu Sat Man
M Aeps our B AIEPS In M Aeps our B AIEPS In M Aeps our B AIEPS In
Receivers Configure | = Forwarders Configure
Receiver Current Current Maximum Total Events Forwarder Current Current Maximum  Total Events
Apache URL Disabled Disabled Disabled Disabled n There are no
Access Error forwarders to
Log display
Audit Log Disabled Disabled Disabled Disabled 3
smart Dels 0Bis 29M eis 96,442,671
events
SmartMessage 0Oels 0Bis Oels 0 events
Receiver il
Total Dels 08is 29Mels 95442725
events Total Deis 0B/s Deis 0 events
Storage Groups Configure
Storage Group ~ Allocated Used % Used
Default Storage Group 38.0GB 1.0GB 263%
Internal Event Storage Group 3.0GB 1.0GB 33.33%

Figure 3-2  The Monitor dashboard displays summary information by default

The total space allocated for a storage group includes a certain amount that has been set
aside to ensure that the group can receive new events when it is almost full. As a result,
the percentage of used space for a storage group never reaches 100% (as displayed on the
Monitor > Summary page). For software Loggers installed using the Minimal setting, the
maximum % Used (On the Monitor > Summary page) for each storage group reaches up
to 66.33%. (Two storage groups of 3 GB each; 1 GB is set aside for new events in each
group. After 2 GB of space has been used and the new events are being written to the last
1 GB, Logger automatically triggers retention and reclaims 1 GB of the used space. Thus,
the % Used field for each storage group only reaches up to 66.33%.)

The “Session Inactivity Timeout” setting on the Authentication Settings page (System
Admin > Users/Groups > Authentication) does not apply to the user interface pages
accessed through the Monitor menu. That is, if a user is on any of the user interface pages
accessed through the Monitor menu and the session has been inactive for the number of
minutes specified in the “Session Inactivity Timeout” setting, the user’s session will not
time out.
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Platform

The Platform monitor page, as shown in Figure 3-3, displays information about CPU usage,
memory usage, bytes received and sent on the network, and raw disk reads and writes.

Select Category : | Platform V-l Select duration : | 4 hour

CPU Usage - 4 hour [11:02:32 AM to 2:02:32 PH]
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Figure 3-3  Monitor dashboard - Platform page

Network

The Network monitor page display a graph for each network interface card. (The number
of network interface cards varies by the hardware model.) The graph displays the bytes
transmitted, overlaid on the bytes received.
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Logger

The Logger monitor page, as shown in Figure 3-4, displays information about events,
searches, and memory. JVM Memory Usage chart displays the memory used by the
Logger's back-end server process. For example, this could be the memory used to perform
the search after receiving the search query from the Ul.

Select Category ¢ Select duration :

Event Flow - 4 hour [10:59:19 AM to 2:59:19 PH]

200 k
150 k
Tlar:
. i A
L 10 k o g e W3
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0 5

11:20 11:40 12:20 12:40 13:00 13:20 13:40 14:00 14:20 14:40

a1 Ers out @411 EPS In

12:00

Searches Performed - 4 hour [10:59:20 AM to 2:59:20 PH]
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Figure 3-4  Memory usage displayed on the Logger page of the Monitor dashboard

Receivers

The Receivers monitor page shows total Events per Second (EPS) received and displays
values for each configured receiver. The list of receivers includes all receivers known to the
system, including those that are disabled. To create a new receiver, or to enable or disable
one, see “Receivers” on page 254.

Forwarders

The Forwarders monitor page shows total Events per Second (EPS) sent and displays
values for each configured forwarder.The list of forwarders includes all forwarders known to
the system, including those that are disabled. To create a new forwarder, or to enable or
disable one, see “Forwarders” on page 278.
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Storage

The Storage monitor page, shown in Figure 3-5, displays disk read and disk write
information. The list of storage groups compares allocated and used space in each group.
Space is used in 1 GB chunks so a 5 GB storage group appears 20% used as soon as it is
set up.

For more information about storage groups, see “Storage Groups” on page 251.
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Figure 3-5 Monitor dashboard - Storage page
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Chapter 4
Searching and Analyzing Events

This chapter describes how to search for specific events in Logger for analysis. First, the
chapter discusses the methods available for search, how to query for events, how to save a
defined query and the events that the query finds for future use. Next, the chapter
describes how to set up alerts to be notified when events matching the criteria you
specified are received.

“The Need to Search Events” on page 75

“The Process of Searching Events” on page 76
“Elements of a Search Query” on page 76

“Syntax Reference for Query Expression” on page 87
“Using the Search Builder Tool” on page 91

“Search Analyzer” on page 95

“Regex Helper Tool” on page 96

“Search Helper” on page 98

“Searching for Events on Logger” on page 101
“Understanding the Search Results Display” on page 104
“Exporting Search Results” on page 113

“Indexing” on page 115

“Saving Queries (Saved Filters and Searches)” on page 120
“System Filters/Predefined Filters” on page 122

“Alerts” on page 126

“Live Event Viewer” on page 127

The Need to Search Events

When you need to analyze events matching specific criteria, include them in a report, or
forward them to another system such as ArcSight ESM, you will need to search for them on
the Logger.

You need to create queries to search for events. Queries can be as simple as a term to

match, such as “login” or an IP address; or they can be more complex, such as events that
include multiple IP addresses, ports, and occurred between specific time ranges from

devices that belong to a specific device group.
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The Process of Searching Events

Searching through stored events is very simple and intuitive on Logger. It uses a
flow-based search language that allows you to specify multiple search commands in a
pipeline format. In addition, you can customize the display of search results, view search
results as charts, and so on.

et MR RN ~
AI’CSI h@: tosk L LSk f osgm L EPS In: 0 2] :Elpt
+ Logger S EPSIn °, " EPSOut °,  CPU 3 EPS Out: D © Abou
e < 100K= 100K= 100% CPU Load: 2% @ Options
Summary Dashboards  Reports Configuration System Admin admin I-O_ugn

5 X %% [VLocal only  [7]Field Summary [| Discover Fields  Custom time range +  Start 1/25/2013 | [13:43:51 | [| Dynamic

End 1/25/2013 | 15:43:51 | [[] Dynamic
Searchy{’ "john" AND message STARTSWITH "dlick” LJ Go!

Advanced Search

Fields: Al Fields + = AutoUpdate: [7] 5min ~ Eo () 5,732 (©) 00:01.289 | Export Results...

You enter the keywords or information you are searching for (referred as queries) in the
Search text box, select the time range, and click Go, as shown in the previous figure.
Logger searches for the data that matches the criteria you specified and displays the
results on the same user interface page where you entered your query.

A query can be as simple as a keyword, such as, hostA. companyxyz.com. Or, it can be
a complex query that includes boolean expressions of keywords and indexed fields, and
regular expressions; for example:

_storageGroup IN [“Default Storage Group”] _deviceGroup IN
[“192.168.22.120 [TCPC]”] name=“*[4924TestAlert] *” AND (“192.168.*"
OR categoryBehavior CONTAINS Stop) | REGEX=":\d31” | chart count by
name

Additionally, a query can include constraints that limit the search to specific device groups
and storage groups.

Logger offers several convenient ways to enter a search query—Typing the query in the
Search text box, using Logger’s Search Builder tool to create a query, or using a previously
saved query (referred to as filter or saved search). When you type a query, the Search
Helper facility provides suggestions and possible matches to quickly build a query
expression. (See “Search Helper” on page 98 for more information.)

Although a search query on Logger is as simple as entering a keyword to match, you will
utilize the full potential of Logger’s search operation if you are familiar with all the elements
of a query, as described in the next section, “Elements of a Search Query” on page 76.

Elements of a Search Query

A simple Logger search query consists of these elements:

m  Query Expression
m  Time range
m  Field Set

An advanced Logger search query can also include constraints that limit the search to
specific device groups, storage groups, and peer Loggers.
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Query Expression

A query expression is a set of conditions that are used to select or reject an event when a
search is performed. The expression can specify a very simple term to match such as
“login” or an IP address; or it can be more complex, such as events that include several IP
addresses, ports, and occurred between specific time ranges from devices that belong to a
specific device group.

A query expression is what you specify in the Search text box on Logger and is specified in
the following syntax.

Indexed Search | Search Operators

The query expression is evaluated from left to right in a pipeline fashion. First, events
matching the specified indexed search expression are found. The search operator after the
first pipe (“|”) character is then applied to the matched events followed by the next search
operator, and so on to further refine the search results.

Once you run a search query, search results (in tabular form and a histogram) are
previewable, that is, immediately displayed on the user interface even if the query has not
finished scanning all data. As additional events are matched, the search results table and
the histogram are refreshed. Certain search operators such as head, tail, and so on
however require a query to finish running before search results can be displayed.

Indexed Search is described in “Indexed Search” on page 77.

Search Operators are described in “Search Operators” on page 80.

Indexed Search

The /ndexed search uses Logger’s indexing capability to quickly and efficiently search for
relevant data, and enables you to specify keywords and field-based expressions
(indexed and non-indexed fields) in a boolean format.

Keyword Search (Full-text Search)

Keywords are words expressed in plain English. For example, failed, login, and so on. Make
sure you understand and follow the requirements and guidelines listed in “Syntax
Reference for Query Expression” on page 87.

Multiple keywords can be specified in one query expression by using boolean operators
between them. Boolean expressions can be nested; for example, (John OR Jane) AND
Doex*. Although the boolean operators AND, OR, and NOT can be specified in upper-,
lower-, or mixed case when used as an operator, HP recommends that you use uppercase.
To search for these words (upper-, lower-, or mixed case) in events, enclose them in
double quotes (“”). For example, “and”, “OR”, and so on.

Field-based Search

The Logger schema contains a predefined set of fields. You can add fields that are relevant
to the events you collect on your Logger to its schema. A field-based search can only
contain fields in Logger's schema. (See additional guidelines at “Guidelines for Field-based
Search Expressions” on page 80.) The Logger indexing capability allows for these fields to
be indexed. The Logger’s search operation and reports utilize these indexed fields to yield
significant search and reporting performance gains.

Although you can add indexed and non-indexed fields to a search query, you will realize
the search and reporting performance gains only if all fields in a query are
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indexed. (For more information and a list of fields you can index, see “Indexing” on
page 115. For discussion on field-based query performance, see “Performance
Optimizations for Indexed Fields in Search Queries” on page 96.)

Field-based search is case sensitive. Make sure you understand and follow other
requirements and guidelines listed in “Syntax Reference for Query Expression” on page 87.

You can specify multiple field conditions and also connect keywords to field conditions in a
query expression; when doing so, connect them with boolean operators. For example, the
following query searches for events with keyword “failed” (without double quotes) or
events with “name” field set to “failed login” (lowercase only; without double quotes) and
the message field not set to “success” (lowercase only; without double quotes):

failed OR (name=“failed login” AND message!=“success”)

If a query includes the boolean operator OR and the metadata identifiers
(discussed in “Constraints” on page 86), the expression to be evaluated with
OR must be enclosed in parentheses, as shown in this example:

Note
(success OR fail) _storageGroup IN [“Default Storage Group”]

If the expression is not enclosed in parentheses, an error message is
displayed on the user interface screen.

A complete list of fields you can specify is available in “Indexing” on page 115 section. The
operators you can use are listed in the following table. Multiple field conditions can be
specified in one query expression by using the listed operators between them. The
conditions can be nested; for example, (name="John Doe” OR name=“Jane Doe”)
AND message I="succesg”.

Any literal operator in the following list can be specified in upper-, lower-, or mixed case. To
search for these words as literals in events, enclose them in double quotes (“”). For
example, message CONTAINS “Between”.

Field

Operator Example

String Operators

1= message!="failed login”
message!=failed*login (* means wildcard) “test”

message!=failed\*login (* is literal in this case)

= message="failed login”
message="failed*login” (* means wildcard)

Caution: The size of each field in the Logger schema is
predetermined. If the string you are searching for is longer than the
field-length, you should use a STARTSWITH rather than an = search,
and include no more than the number of characters in the field size.
To determine the size of a default field, see “Viewing Default Fields”
on page 315. To determine the size of a custom field, see “Viewing
Custom Fields” on page 316.
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Field Example

Operator P

> These operators evaluate the condition lexicographically. For

example, deviceHostName BETWEEN AM AND EU searches for all

< devices whose names start with AM, AMA, AMB, AN, AO, AP and so
_ on, up to EU. Therefore, any device whose name starts with AK, AL,

== and so on is ignored. Similarly, devices with names EUA, EUB, FA,

- GB, and so on will be ignored.

BETWEEN

IN

STARTSWITH message STARTSWITH “failed”

ENDSWITH message ENDSWITH “login”

CONTAINS message CONTAINS “foobar”

Numeric /7 Timestamp Operators

<

<=

BETWEEN

SQL Operator

IS

bytesln = 32
destinationPort !'= 100
bytesln > 100

endTime >="“01/13/2009 07:07:21"
endTime >=“2009/13/01 00:00:00 PDT”
endTime >="“Sep 10 2009 00:00:00 PDT”

startTime <“$now - 1d”
startTime <=“$now - 1d”

priority BE TWEEN 1 AND 5

sessionld IS NULL
sessionld IS NOT NULL

Boolean Operators

AND

OR

NOT

List Operator

IN

name="“Data List” AND message="“Hello” AND 1.2.3.4
(name="“TestEvent” OR message="“Hello”) AND type=2 AND 1.2.4.3

NOT name="*“test 123"

priority IN [2,5,4,3]

destinationAddress IN [“10.0.20.40”, “209.128.98.147"]
_deviceGroup IN [“DM1”]

_storageGroup NOT IN [“Internal Event Storage Group”, “SG1”]
__peerLogger IN [“192.0.2.107, “192.0.2.11"]
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Guidelines for Field-based Search Expressions
Follow these guidelines when specifying field-based search expressions:

®  You can specify any predefined Logger schema field. For example, cat =
/Monitor/CPU/Usage. For a complete list, see “Indexing” on page 115.

®  You can specify any custom schema field you have added. For example,
SSN=333-333-3333. For more information about custom schema fields, see “Adding or
Importing Schema Fields” on page 336.

®  You cannot specify user-defined fields created through a predefined or user-defined
parser in the Indexed Search portion of a query. (The Indexed Search portion of a
query is the expression before the first pipeline character.) For example, if the Apache
Access Log parser creates a field called SourceHost, you cannot specify the following
query expression:

SourceHost =“123.456.789”

A query expression (Indexed Search | Search Operators) is evaluated from left to right
in a pipeline fashion. By design, a parser—predefined or user-defined—is applied to an
event when the Search Operators are processed in a search query. Therefore, field
creation when a parser is applied to an event occurs later than the Indexed Search
stage. As a result, you cannot specify these fields in a field-based search query.

For example, the Apache Access Log parser creates the field SourceHost. However,
you cannot specify the following query expression:

SourceHost="123.456.789”
But, you can use this field after the first pipeline, as shown in this example.
| where SourceHost="123.456.789"

Or, if you want to search only the Apache Access Logs for SourceHost="123.456.789",
you can specify this expression:

| where parser="Apache Access Log” and clientlP="123.456.789"

Additionally, you can also run a full-text (keyword) search on “123.456.789", as
follows: “123.456.789” | where SourceHost="123.456.789”

Search Operators

The Search Operators enable you to further refine the data that matched the indexed
search filter.

Prior to Logger 5.2, you needed to use a special search operator—cef—to extract CEF
fields from CEF events (structured data) that matched the indexed search filter (the query
portion before the first pipeline in the query expression) before you could use other search
operators to act upon those fields. However, starting with Logger 5.2, you do not need to
explicitly extract the CEF fields and then apply other search operators to those fields. You
can specify the event fields directly in queries. The CEF operator has been deprecated as of
Logger 5.2.

Another search operator, rex, is useful for syslog events (raw or unstructured data) or if
you want to extract information from a specific point in an event, such as the 15th
character in an event.

Other operators such as head, tail, top, rare, chart, sort, fields, and eval are
applied to the CEF fields you specify or the information you extract using the rex operator.
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See “Search Operators” on page 519 for a list of search operators and examples of how to
use them.

Time Range

An event is timestamped with the Logger receipt time when it is received on the Logger. A
search query uses this time to search for matching events. A search operation
requires you to specify the time range within which events would be searched. You can
select from many predefined time ranges or define a custom time range to suit your needs.

Predefined time range: When you select a predefined time range such as “Last 2 Hours”
or “Today”, a time range window is created that moves with the current time. For example,
if you select “Last 2 Hours” at 2:00:00 p.m. on July 13th, events from 12:00:00 to 2:00:00
p.m. on July 13th will be searched. If you refresh your search results at 5:00:00 p.m. on
the same day, the time window is recalculated. Therefore, events that match the specified
criteria and occurred between 3:00:00 and 5:00:00 p.m. on July 13th are displayed.

Custom time range: You can specify a time range in a 24-hour format to suit your needs.
For example, a custom time range is:

Start: 8/13/2008 13:36:30
End: 8/13/2008 22:36:30

By default, the end time for a custom time range is the current time on your Logger and
the start time is two hours before the current time.

You can also use variables to specify custom time ranges. For example, a dynamic date
range might start at $Now - 2h (two hours ago) and end at $Now (the current time). The
dynamic search mode searches relative to the time when the search is run. Scheduled
search operations use this mechanism to search through newer event data each time they
are run. The “Dynamic” field in the user interface enables you to specify the dynamic time,
as shown in the following figure:

A S h R R e EPS In: 0 © Help
rc Ig r - - EPSIn ° " EPSOut © - Py - Ersouwl © About
na b compeny_ LOGGET -DH—e 100K -OK—e 100K~ -O%—e 100% 0O Lodil% @ Options
Summany Dashboards Reports Configuration System Admin | © Logout |
B X % Local Only | Custom time range | {Start $how - zh [#] Dynamic
End |$Now [#] Dynamic
Search: Go!

Advanced Search

Following is a typical example of a dynamic search that limits results to the last two hours
of activity:

Start: S$Now - 2h
End: S$Now

The syntax for dynamic search is:
<current periods [ +/- <unitss]

Where <current_period>, such as $Now, either stands alone or is followed by either a plus
(‘+") or minus (‘") and a number of units, such as 2h for two hours. The <current_period>
always starts with a ‘$’ and consists of a word, case-sensitive, with no spaces, as shown in
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Table 4-1 on page 82. The <units> portion, if given, consists of an integer and a single,

case-sensitive letter, as shown in Table 4-2 on page 82.

Table 41 Current Period

Period Description
$Now The current minute
$Today Midnight (the beginning of the first minute) of the current day

$CurrentWeek Midnight of the previous Monday (or same as $Today if today is

Monday)

$CurrentMonth  Midnight on the first day of the current month

$CurrentYear Midnight on the first day of the current year

Table 42 Units

Unit Description

m (lowercase) Minutes do not confuse with ‘M’, meaning months)

h Hours
d Days
w Weeks

M (uppercase) Months (do not confuse with ‘m’, meaning minutes)

Field Set

A field set determines the fields that are displayed in the search results for each event that
matched a search query. Logger provides a number of predefined field sets, as listed in the

following table. To view the fields includes in each of the predefined field sets, click the =

(Customize Fieldset) icon. When you run the first search operation in a new browser
window, you might not be able to select the field sets as they are hidden. The field sets list

is displayed after you have run the first search operation.

System Feldsets
All Fields
User Defined Fields
Minimal Fields
Syslog Standard
Categories
Base Event Fields
Raw Event
Custom
Customize...

To view a list of fields that are included for each field set type, select the field set from the

drop-down list and hover your mouse pointer on the Fields: label.

Only fields available for matched events are displayed in a Search Results
display (or the exported file). Therefore, even if you select the All Fields

Note

fieldset, you might not see all fields displayed in the search results.
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When you use a search operator that defines a new field, such as rex, rename, or eval, a
new column for each field is added to the currently selected display. These newly defined
fields are displayed by default. The field set, User Defined Fields, enables you to view only
the newly defined fields.

Prior to 5.2, you could only view the raw events if you clicked the icon in Search
Results; the raw event would be displayed in an unformatted text form. Starting with
Logger 5.2, a new predefined field set, Raw Event, is available. This field set displays the
whole raw syslog event in a column called rawEvent, as shown in the following figure. The
event is formatted to fit in the column.

Events
Page 1 of148| b B] | & | Show RAW: Al  None

Time (Event Time) Device rawEvent

o |1 20110021 11:32:20 POT 10.4.13.110 [TCP Receiver] E‘{Jan 8, 2003 10:43:47 AM myapp.business.SimpleLogger doSomething
SEVERE: Some message
java.lang.llegalargumentException: Some exception text
at myapp.business. SimpleLogger.doSomething(SimpleLogger.java: 39)
at myapp.business. SimpleLogger.main(SimpleLogger.java: 13)

H |2 20110421 11:32:20 POT 10.4.13.110 [TCP Receiver] E‘{Jan 8, 2003 10:43:45 AN myapp.business.SimpleLegger doSemething
COMNFIG: this is config

H |3 20110021 11:32:20 POT 10.4.13.110 [TCP Receiver] E{Jan 8, 2003 10:43:47 AM myapp.business.SimpleLogger doSomething
WARNING: this is a warning

H 4 201110421 11:32:20 POT 10.4.13.110 [TCP Receiver] E{Jan 8, 2003 10:43:47 AM myapp.business.SimpleLogger doSomething
SEVERE: this is severe

H |5 2011021 11:32:20 POT 10.4.13.110 [TCP Receiver] E{Jﬂn 8, 2003 10:43:47 AM myapp.business.SimpleLogger doSomething
SEVERE: Some message
java.lang.llegal&rgumentException: Some exception
text
at myapp.business. SimpleLogger.doSomething(SimpleLogger.java: 39)
at myapp.business. SimpleLogger.main(SimpleLogger.java: 13)

H | & 201110621 11:32:20 POT 10.4.13.110 [TCP Receiver] E{Jan 8, 2003 10:52:31 AM myapp.business.SimpleLogger doSomething
IMFO: thiz is info

H |7 20110021 11:32:20 POT 10.4.13.110 [TCP Receiver] E{Jﬂn 8, 2003 10:52:31 AM myapp.business. SimpleLogger doSomething
WARNING: this is a warning

H |3 201110421 11:32:20 POT 10.4.13.110 [TCP Receiver] E{Jan 8, 2003 10:52:31 AM myapp.business.SimpleLegger doSemething
SEVERE: this is severe

9 201029 11:32:20 POT 10.4.13.110 [TCP Receiver] E‘{Jan 2, 2003 10:52:31 AM myapp.business.SimpleLogger doSomething
SEVERE: Some message
java.lang.llegal&rgumentException: Some exception text
at myapp.business.SimpleLogger.doSomething(SimpleLogger.java: 39)

You must enable the Search Option, “Populate rawEvent field for syslog events”, to see the
raw events in the rawEvent column. See “Tuning Advanced Search Options” on page 312
for more information.

Although the Raw Event field is most applicable for syslog events, you can also display the
raw event associated with CEF events in the rawEvent column. To do so, make sure the
connector that is sending the events to the Logger populates the rawEvent field with the
raw event.

You can also create your own field sets by selecting “Customize...” from the “Fields:”
drop-down menu. The Logger user interface offers a simple and intuitive interface to select
and move event fields you want to include in a field set, as shown in the following figure.
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Customize Fields
Field Categories
agent
attacker
category
destination
device
deviceCustom
eventAnnotation
file
finalDevice
flex
oldFile
originalAaent

Fields

| agent
agentAddress
agentAssetld
agentAssetlocalld
agentAssetMame
agentAssefResource
agentDescriptorld
agentDnsDomain
agentHosthame
agentld

agentMacAddrass
sl [0

_

Selected Fields
Event Time

Device
Logger
Raw Message

deviceVendor
i
deviceProduct

deviceVersion
deviceEventClassld
name

=

$| Save] Clearl Cancel

Use these buttons to create and edit a custom field set.

[#]~Top oflist
[+]

_’Add selected field
—-Remove selected field

[¥]~Bottom of list

A wildcard field (“*”) is available in the Fields list when you create a custom field set. This
field includes all fields available in an event that are not individually listed in the custom
field set definition. For example, for the following custom field set definition, the search
results will list the fields before the asterisk (“*”) first, followed by any other fields in an
event. Lastly, the deviceEventClassld and Name fields will be listed.

Customize Fields
Field Categories
agent
attacker
category
destination
device
deviceCustom
eventAnnotation
file
finalDevice
flex
oldFile
originalAaent

Fields

| agent
agentAddress
agentAssetld
agentAssetlocalld
agentAssetMame
agentAssetResource
agentDescriptorld
agentDnsDomain
agentHostName
agentld

agentMacAddress
v €

Selected Fields
Event Time

Device

Logger
Raw Message

deviceVendor

deviceProduct
CeVers
deviceVersion

*
*
deviceEventClassld
name

ﬂj Save | | Clear | | Cancel

You can either save the custom field sets you create or use them for the current session.
When saving a custom field set, you can specify a field set as the default for this Logger. If
you do so, it is the default field set for all users on that system.

Save Fieldset

MName custom_FS1

[¥| overwrite if exists?

|Z| Save as Default

Save

| Cancel
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If you save a custom field set, it appears under the Shared Fieldsets category and is
visible and available to the other users of your Logger, as shown in the following figure.
Once a field set is saved, you can edit and delete it.

If you do not save the custom field set, it is temporarily labeled as “Custom (not saved)”
and is not visible to other users. Once you log out of the current session, the temporary
field set is deleted. You can only create one temporary custom field set at a time.

o I o -
A S hl’ o PRRELPS o EPS In:1 © Help
el y EPSIn . =~ EPSOut ° °~ Py -  EPsOQut0 © About

namecommyLOGGET —OH—e 100K~ -OH— 100K~ -O%—e g00% - Loadid% @ Options

on System Admin © Logout
=" | X % Field Summary [| Discover Fields  Last 2 hours =

Search: tagt Go!
Advanced Search
@ Fields: fjag G aute update: [[5 min v @ 3 ()] Export Rests

Enter a quei Eearch to begin.

All Fields {w/out raw messages)
Mirimal Fields
Syslog Standard
Categories
_Base Event Felds

fom
Custom [not saved) |
. Customize /

Field set selection is specific to a Logger user’s interface. For example, UserA and UserB are
connected to the same Logger and are using the default, All Fields, field set for search
results display. UserA changes his selection to a custom field set. This change will only
affect UserA's display; UserB will continue to see the search results in the All Fields format.

Field sets are not included in the saved filter definition.

Note

For information about deleting custom field sets, see “Viewing and Deleting Field Sets” on
page 315.

A new field, *user (shown below), in field sets controls the display of fields defined by
search operators (rex, rename, extract, or eval) and the fields created when a parser is
applied to an event. When *user is included in the Selected Fields list of a custom field set,
the newly defined fields are displayed.

Customize Fields

%ield Categories Fields Selected Fields
agent | agent 5 Event Time
attacker agentAddress Device
category agentAssetld _ Logger
destination agentAssetlocalld — Raw Message
device agentAssetMame deviceVendor
deviceCustom agentAssetResource deviceProduct

| |eventAnnotation agentDescriptorld de\fice\-’ersion

| |file | agentDnsDomain = deviceEventClassld
finalDevice agentHostiName = name
flex agentld *
ch.“:."e._ . a{gentMacAddress : . v
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Constraints

Constraints enable you to limit a query to events from one or more of the following:

m  Devices in a particular device group

m  Stored in particular storage groups

m  On specific peer Loggers

For example, you might want to search for events for devices in the SMR-1 and SMR-2
device groups on the local Logger only.

Using constraints can speed up a search operation as they limit the scope of data that
needs to be searched. Follow these guidelines when specifying constraints:

m  Use the following operators to specify constraints in a search query expression:

Metadata

Identifier Example

_deviceGroup _deviceGroup IN [“DM1”, “HostA”] where DML1 is a device group,
while HostA is a device.

Note: Use this to also specify individual devices, as shown in
the example above.

_storageGroup _storageGroup IN [“Internal Event Storage Group”, “SG1”]

_peerLogger _peerLogger IN [“192.0.2.107, “192.0.2.11"]

m  |f a query includes the boolean operator OR and the metadata identifiers (discussed in
“Constraints” on page 86), the expression to be evaluated with OR must be enclosed
in parentheses, as shown in this example:

(success OR fail) storageGroup IN [“Default Storage Group”]

If the expression to be evaluated with OR is not enclosed in parentheses, an error
message is displayed on the user interface screen.

m  When specifying multiple groups in a constraint, ensure that the group names are
enclosed in a square bracket; for example, storageGroups IN [“SGA”,
w SGB" ] .

®  You can apply constraints to a search query in these ways:
¢ Typing the constraint in the Search text box

Use Logger’s Search Helper to enter a constraint in the Search text box. Once you
type “_s” (for storage group), “_d” (for device group), or “_p” (for Logger) in the
Search text box, Logger automatically provides a drop-down list of relevant terms
and operators from which you can select.

If a search query contains constraints and a regular expression, make
l sure that the constraints are specified before the regular expression.
For example, peerLogger IN [“10.10.10.10”] name contains
abc | REGEX="“:\d31”

l
Caution
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¢ Using the Search Builder tool as you can select the constraints in it, as shown in
the following figure. (To access the Search Builder tool, click Advanced to the
right of the Search text box where you type query expression.) For more
information about the Search Builder, see “Using the Search Builder Tool” on

page 91.

Advanced Search
FITER 5 I @ 44 7]
& Il I=

= {} Current Fitter

& Anp

Display =

Name = Operator
agentaddress

agentHostName

agentitDomain

agentSeverity

ageniType

agentZone

agentZoneName
Regex @7
Device Groups i

Storage Groups ,}

Go! Cancel

Condition

Syntax Reference for Query Expression

You must understand and follow specific requirements for creating query expressions so
that you create valid and accurate expressions. The following table lists those

requirements.

Table 4-3 Query Syntax Requirements

- Field Search -
Behavior Full Text (K r R lar Expression
ehavio ull Text (Keyword) (Indexed) egula pressio
Syntax keywordl field name operator | REGEX="<REGEX1>" |
boolean operator field value REGEX="<REGEX2>" | ..

keywordz (List of fields in the
boolean_operator “Indexing” on page 115
keyword3. ..

section.)

(List of operators in the
“Field-based Search” on
page 77 section.)
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Table 4-3 Query Syntax Requirements (Continued)

Behavior

Full Text (Keyword)

Field Search
(Indexed)

Regular Expression

Operators

Upper-, lower-, or mixed
case boolean operators—
AND, OR, NOT. If an
operator is not specified,
AND is used.

To search for literal
operator AND, OR, NOT,
in an event, enclose
them in double quotes.

Example: “AND”, “or”,
“Not”

Note: If a query includes
the boolean operator OR
and the metadata
identifiers (discussed in
“Constraints” on

page 86), the expression
to be evaluated with OR
must be enclosed in
parentheses, as shown in
this example:

(success OR fail)
_storageGroup IN
[“Default Storage
Group”]

Use any operator listed
in the “Field-based
Search” on page 77
section.

* Unless a value is
enclosed between
double quotes, a
space between values
is interpreted as an
AND. For example,
name=John Doe is
interpreted as John
AND Doe.

= If an operator is not
specified between
multiple field
expressions, AND is
used.

« To search for literal
operator, enclose the
operator in double
quotes. Examples:

message
STARTSWITH="“NOT”

message="“LOGIN DID
NOT SUCCEED”

= If a query includes
the boolean operator
OR and the metadata
identifiers (discussed
in “Constraints” on
page 86), the
expression to be
evaluated with OR
must be enclosed in
parentheses, as
shown in this
example:

(success OR fail)
_storageGroup IN
[“Default Storage
Group”]

| and the operators
described in “Time
Range” on page 81.

Use this operator to AND
multiple regular
expressions in one query
expression.
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Table 4-3 Query Syntax Requirements (Continued)

. Field Search .
Behavior Full Text (Keyword) (Indexed) Regular Expression
Nesting Allowed Allowed Multiple regular
(including « Use boolean expressions can be

parenthetical
clauses, such

operators to connect
and nest keywords.

= Use any operator
listed in the
“Field-based Search”

specified in one query
using this syntax:

ZT\II(Da oRe) = Metadata identifiers on page 77 section to IEgegii“kRREEGEEXXZl%’"
¢ connect and nest IREGEX="<REG ="
(_storageGroup, .
. field search
_deviceGroup, and exDressions
_peerLogger), but P ’
can only appear at = Metadata identifiers
the top level in a (_storageGroup,
query expression). If _deviceGroup, and
the query contains a _peerLogger), but
regular expression, can only appear at
the metadata the top level in a
identifiers need to query expression
precede the regular
expression.
Case Insensitive Sensitive* Insensitive*
sensitivity : :
(Cannot be changed.) (Can be changed using (Can be changed using
Tuning options. See Tuning options. See
“Tuning Advanced Search ~ “Tuning Advanced Search
Options” on page 312.) Options” on page 312.)
Wildcard * * *
Cannot be the leading Can appear anywhere in Can appear anywhere.
character; only a suffix the value.
or in between a keyword. Examples:
Examples: name=%*log (searches for
= *log is invalid ablog, blog, and so on.)
« log* is valid name="\*log”
< lo*g* is valid name=\*log
(both search for *log)
Exact Enclose keyword in Enclose value in double No special requirement.
Match/Search double quotes; quotes

string includes
an operator or
a special
character

Otherwise, keyword
treated as keyword*.

Example:

log (matches log,
logging, logger, and so
on)

“log” (matches only log)

Note: See the list of
special characters that
cannot be searched even
when enclosed in double
quotes, later in this
table.

Example:

message="failed login”
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Table 4-3 Query Syntax Requirements (Continued)

. Field Search .
Behavior Full Text (Keyword) (Indexed) Regular Expression
Escape \ \ \
character Use to escape \. You Use to escape \, “, and *. Use to escape any

gagr;)cttsfcape any other Examples: special character.
. = name=log\\ger Example:
(matches log\ger) To search for a term with
_ - the character “[” :
< name=logger\
(matches logger*) |REGEX= “logger\[”
Escaping Cannot search for * Can search for * by Can search for * by
\(/:vl‘:laclir(;acrt(ir Example: escaping the character escaping the character
— E i
log\* is invalid name=log\* is valid
Tab Cannot search for No restrictions. No restrictions.
Newline these characters. Enclose special character  Special regular
{ Examples: in double quotes. Escape expression characters
. “John{Doe” is invalid the wildcard character suchas (,), L. &L . |,
and double quotes. and * need to be
* Example: escaped.
name="John\* \“Doe”
(matches John* “Doe)
Primary You can search for You can search for these = Cannot contain ™ in
Delimiters: keywords containing characters. Enclose value the beginning and $
Space primary delimiters by in double quotes if value at the end as a
enclosing the keywords contains any of these matching character
, in double quotes. characters. unless the regular
, Example: Example: name="“John=" expr_essmn you
P P specify must look for
( “John Doe” an event that
) “Name=John Doe” contains only the
[ w h Y pattern you are
www.hp.com specifying; for
1 example, | REGEX=
3} ““tests” will search
w for events containing
the word “test”
| (without quotes)
* only.
- = Special regular
expression characters
<

such as \ and ? need
to be escaped.
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Table 4-3 Query Syntax Requirements (Continued)

Behavior Full Text (Keyword) E:ilc(ljeiiil;(:h Regular Expression
Secondary You can also search for You can search for these = Cannot contain ™ in
Delimiters: keywords containing characters. Enclose value the beginning and $
— secondary delimiters in double quotes if value at the end as a
once you have contains any of these matching character
configured the full-text characters. unless the regular
searc_h opt-ions as Example: name="John=" exprgssion you
described in “Full-text specify must look for
/ Search Options” on an event that
\ page 314. contains only the
@ Example: You can search pattgrn_ you are
for hp.com in a URL specifying; for
) http://www.hp.com/apps e>A<ampIe, |REGEX=
? by specifying hp.com as "“tests” will search
w the search string. for events containing
the word “test”
$ (without quotes)
& only.
= Special regular
- expression characters
%

Time format,

when

searching for a

specific
timestamp

No specific format. The
query needs to contain
the exact timestamp
string. For example,
“10:34:35".

Note: The string cannot
contain spaces. For
example, “Oct 19” is
invalid.

Use this format to
specify a timestamp in a
query (including
double quotes):

“mm/dd/yyyy hh:mm:ss”
OR

“yyyy/mm/dd hh:mm:ss
timezone”

OR

“MMM dd yyyy hh:mm:ss
timezone”

where mm—month
dd—day

yyyy—year

hh—hour
mm—minutes
ss—seconds
timezone—EDT, CDT,
MDT, PDT.

MMM—First three letters
of a month’s name; for
example, Jan, Feb, Mar,
Sep, Oct, and so on.

such as \ and ? need
to be escaped.

No restrictions.

Using the Search Builder Tool

The Logger Search Builder tool is a boolean-logic conditions editor that enables you to
quickly and accurately build search queries. The tool provides a visual representation of the
conditions you are including in a query. You can specify keywords, field-based conditions,
and regular expressions using this tool. In addition, the tool enables you to specify search
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constraints such as device groups and storage groups (see “Constraints” on page 86). This
section describes how to use the tool.

Accessing Search Builder

To display the Search Builder tool:
Click Advanced Search, below the Search text box, as shown in the following figure.

soUoC soUcC Ve,
Ar(S hI’ A ety o O EPS In: 1 eﬂzlp
Ig . - EPSIn . EPSOut °,  cpy - EFSOuE0 © About
e comeny LOGGET 100K~ 100K~ 100 CPU Load: 2% @ Options
Summary Analyze = Dashboards Report S — System Admi admi © Logout
=" X 2 Local Only Field Summary [] Discover Fields ~ Last 2 hours -
Search:  test Go!

Advanced Search

S~

|Click to start the Search Builder tool. |

The Search Builder tool is displayed, as follows:

Advanced Search X
FLTeR 5 o 4R [7]

| & N '= | Display ~

| =2 {} Current Fitter

& Anp

Name = Operator Condition

agentaddress

|

agentHostName
agentitDomain
agentSeverity
ageniType
agentZone

agentZoneName

|i€

Regex B3

Device Groups ,.i\

Storage Groups ,.i\

Go! Cancel

To build a new search query in the Search Builder tool:

1 Select the boolean operator that applies to the condition you are adding from the top
of Search Builder. You can select these operators:

Operator Meaning
AND

&

i OR

= NOT
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2 If you want to load a system or saved filter, or a saved search, click the Lj icon.
Select the filter or the saved search from the displayed list and click Load+Close.

For more information, see “Saving Queries (Saved Filters and Searches)” on page 120
and “System Filters/Predefined Filters” on page 122.

3 To add a keyword (full-text search) or field condition:
a Locate the field you want to add under the Name column.

To specify a keyword (full-text search), use the ful/Text field under the Name
column, as shown in the following figure.

A\lf‘}\;anced Search *
FITER 5 e @ 4% (7]

| & Il Y= | Display ~

= {} Current Fitter
= & AND
@ fullText = login

Ilor
@ fullText = failed

Name = Operator Condition

flexString1 -
flexString1Label

flexString2

flexString2l abel
fullText Z " login
fullText = " tailed

fullText

Regex B2
Device Groups _’*
Storage Groups _’*
Peers _’*

[ Local Events Only

Go! Cancel
b  Click the Operator column associated with the field, select the operator from the
displayed list, and press Enter.
Only operators applicable to a field are displayed in the list.

¢ In the Condition column associated with the field, enter a value and press Enter.

= You cannot specify a range of IP addresses. Therefore, to search for
multiple IP addresses in a range, use the CONTAINS operator and
wildcard characters in the Condition column; for example, enter
“192.0.2.*".

Note

= To edit a condition, right click on the condition for a drop-down menu that
enables you to edit, cut, copy, or delete the condition.

4  Repeat Step 1 through Step 3 until you have added all the conditions.
5 If your search query will also include a regular expression, type it in the Regex field.

6 If you want to constrain your search query to specific device groups, storage groups,
and Loggers, click the .-’. icon next to the constraint category. Select the relevant
groups and Loggers. (To select multiple groups, hold the Ctrl-key down.)
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You can specify devices or device groups in the Device Groups constraint.

The Logger constraint category is displayed only if Loggers are configured on your

Logger.

If multiple values are selected for a constraint, those values are OR’ed together. For
example, if you specify Device Group A, B, C, the query will find events in Device

Group A, B, or C.

7 Click Go.

The query is automatically displayed in the Search text box and is ready to be run.

OR

Click the [g icon to save the query (referred as Saved Filter or a Saved Search) for a
later use. For more information about saving queries, see “Saving Queries (Saved

Filters and Searches)” on page 120.

Nested Conditions

You can create search queries with nested conditions in Search Builder. To do so, click the
operator under which you want to nest the next condition and add the condition as
described in “Accessing Search Builder” on page 92.

Advanced Search
FLTER 5 [ & 4R 2]
& Il = | Display ~

=] {} Current Filter
SI=NOT
@ agentAddress = 1234
= Il or
@ agentHostName Starts With po

Name « Operator

agentfddress =

agentiddress

agentHostName 'Starts With

agentHoztName
agentNtDomain
agentSeverity
agenfType

Regex
Device Groups _"
Storage Groups _"

Go Cancel

To add another condtion under the|
OR condition:

1. Select OR.

2. Select the next operator from the
list of operators above.

3. Add the condition.

Condition

r
1234

- B

po
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Alternate Views for Query Building in Search Builder

By default, a tree view representation of the conditions is displayed, as shown in the
previous figures in this section. You can change the view to a color-block scheme and also
adjust whether the fields you select are displayed in the lower part of the screen or to the
right of where conditions are displayed, as shown in the following figure.

Advanced Search x
FILTER 5 1l @ 2R 7]
| AND - OR + NOT Display « Name « Operator Condition
| =Eea . = B
| [Carrent Filter H Tree View deviceEventClassid
D:l Freehew deviceExternalld
i 1 deviceHostName
NOT| devic E Color Block View
| |— |:|:| devicelnboundinterface
Color Bl View
AND 4{5__ deviceOutboundinterface
: deviceProduct
| B deviceAddress = 1.2.2.2 e
deviceProduct = Logger
OR r r
|_ deviceSeverity = 2
agentAddress : )
deviceSeverity
! AND device\endor
||= deviceAddress = device\/ersion
AND deviceZone
7 5 deviceZoneN
1 L deviceSeverity = 2 s it
deviceZoneResource
deviceZoneURI B
| Regex

Device Groups __:
Storage Groups _‘

! Go Cancel

To change views:
Click Display in the Search Builder tool and select the view of your choice.

Search Analyzer

A query’s performance is dependent on many factors such as load on the system, size of
data to be searched, indexed or non-indexed fields included in the query, the complexity of
a query (a large number of conditions, wildcard characters, nesting), and so on.

The Search Analyzer tool analyzes a query to determine if any of the fields included in the
query are non-indexed for the time range specified and thus impact the query’s
performance.

You can run this tool as needed; for example, if a query runs slower than expected. You
can use Search Analyzer on a query after you have run it or while building a query using

the Search Builder. Click the
following figure.

icon to access the Search Analyzer tool, as shown in the
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16:45:00
Events

Time (Event Time)

53}

2010/06/02 16:45:00 PDT

&

2010/06/02 16:45:00 PDT
2010/06/02 16:45:00 POT

[-I98 -]
s won =

2010/06/02 16:45:00 POT

53}

2010/06/02 16:45:00 PDT

&

2010/06/02 16:45:00 PDT
2010/06/02 16:45:00 PDT

&

2010/06/02 16:45:00 POT

B
w o o~ @ o,

2010/06/02 16:45:00 PDT

£
53}

E— i — -
e onfiguration  System Admin
=" X [7]Local Only  [7] Field Summary [ Discover Fields  Last 2 hours =
Search: NOT deviceProducsclogger Go!
Advanced Search
Ficlds: [ All Fields ~ W] [E] Auto Update: (][5 min_ v 51 (), 150 (©) 00:00.918 Export Results
20

16:45:40 X e - - 16:47:40
ﬁ;arch Analyzer R

Run Clear Help
Device Logger HeviceVersion deviceEventClassid

Logger Local Results k5047540 cpur100 Lo
Logger Local Tnfo The field [deviceProduct] is indexed on all host(s) i cga7cen cearch-100 L
Logger Local }4.5.0.4754.0 memory:101 Lo
Logger Local j4.5.0.4754.0 memory:100

Logger Local j4.5.0.4754.0 2ps:100

Logger Local }4.5.0.4754.0 eps100

Logger Local j1.5.0.4754.0 nstwork 100 L
Logger Local j4.5.0.4754.0 nstwork:101 L
Logger Local 4.5.0.4754.0 disk:102

Performance Optimizations for Indexed Fields in Search

Queries

Even though a search query includes indexed fields, you might not realize the performance
gain you expect in these situations:

When you include indexed and non-indexed fields in a query. Therefore, HP
recommends that you identify the fields that you will most commonly use in queries
and index all those fields.

When you perform search on data in a time range in which a currently indexed field
(included in the query) was non-indexed.

For example, you index the “port” field on August 13th at 2:00 p.m. You run a search
on August 14th at 1:00 p.m. to find events that include port 80 and occurred between
August 11th and August 12th. The “port” field was not indexed between August 11th
and the 12th; therefore, the query runs slower.

When you include a field in your search query that Logger is in the process of
indexing. Therefore, allow some time between adding a field to the index and using it
in a search query.

When a query that includes indexed field is performed on archived events, the query
runs slower than when the data was not archived. This occurs because the index data
on Logger is not archived with events.

Regex Helper Tool

The Regex Helper tool enables you to create regular expressions that can be used with the
rex pipeline operator to extract fields of interest from an event. (For information about

rex,

see “Search Operators” on page 80 or Appendix B, Using the Rex Operator, on page

543.) This tool not only simplifies the task of creating regular expressions for the rex
operator but also makes it efficient and error free.

The tool, which is only available for non-CEF events (unstructured data), parses a raw
syslog eventinto fields and displays them as a list. You select the fields that you want to
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include in the rex expression of a query. The selected fields are automatically inserted in a
search query as a rex expression.

To use the tool, you need to perform the following steps:

These steps are also depicted in the figure that follows the steps.

Note

1 Enter a search query that finds events of interest to you. (For information about
running a search, see “Searching for Events on Logger” on page 101.)

2 ldentify a syslog event that you want to analyze further. For example, in the shown
figure, event #1 is the event we will analyze further.

3 Click the |+ icon (in the left-most column) for the identified event to expand it and
display its raw event.
4 Click the icon (next to the word RAW) to launch the Regex Helper tool.

5 Select the fields that you want to extract.

6 Click OK.

Summary  Analyse | Dashboards  feports  Configuration System Admin

5 X% FicalOnly [ Freld Summary [ Discover Fiekds  Last 10 minutes -

Fiels: | alf Fields ¥ B Ao Update; O[S # [ 25,827 (L 116,064 (1) 00:02.438 Export Anaiits

e T izmmas T imsais zasis T irmens ] T imsras T zmeas
Evenls.
Tipe (Event Time) Device Logger cevicelventiiassiy name aat
a1 100822 12.52.17 POT 18218842 ‘3, Local
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 Pagei ol 1034 b M | @ | Show RAW: 41 Hone

The rex expressions pertaining to the selected fields are automatically entered in the
Search query box, as shown in the following figure. In the previous example, the client and
server IP addresses need to be extracted from events. Therefore, IPAddress_1 and
IPAddress_2 fields were selected in the Regex Helper tool. (The Regex Helper tool assigns
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incremental labels if a data type appears more than once in an event. For example, IP
addresses are assigned IPAddress_1, IPAddress_2, IPAddress_3, and so on labels.)

Once the two IP addresses are selected and you click OK, the rex expression that includes
the regular expression for those IP addresses is displayed in the Search text box, as shown
in the following example.

Search: | tcp | rex "\[\S+ \S+ +\d+ \d+\d+\d+ WA DS+ \[\S4? (P<IPAddress_1=\d+\ \d+- A\ d+ G d 0] \S+? G_UJ
WS47 WS+ L) L= \547 \547="1547 = 5+ 7\ <\ 5+ =\ 02 \547 (P<IPAddress_2=\d+\.\d+\d+L A\ d+) =Y

From this point, you can include additional pipeline operators in this query to create charts,
identify the top five IP addresses, and so on. In the following example, the above query is
modified to identify the top IP addresses.

Search: | tcp | rex "\[\S+ \S+ +\d+ \d+\d+\d+ \dH0 DS+ \[\S4? (P<IPAddress_1=\d+\ \d+ A\ d+ G d 0] \S5+? G_UJ
WS+20 \SHAV) WS+ \S47="5 42 =S4\ 2\ S+ =\ ] \S+7 (P« IPAddress 2=\d+\ \d+\\d+\A\d+) BT | top
IPAddress_1 IPAddress 2|

Search Helper

Search: logger | cef deviceE :_l LU‘_J
j deviceEventClassld Field Search History
devicelycattaipoory i logger | cef deviceEventCategory name
deviceExternalld ® Field
Search Operator History Help
cef deviceEventCategory Extracts values for specified fields from matching CEF events. If
.. | cef deviceEventCategory name an event is non-CEF, the field value is set to NULL.
Examples maore »
categorySignificance STARTSWITH Suggested Next Search Operators
“/Normal” AND agentType STARTSWITH rex , extract, regex | top , fields , sort

“testalert” | cef categorySignificance
agentType

logger | cef deviceEventCategory name

Aute-open is ON

Search Helper is a search-specific utility that automatically displays relevant information
based on the query currently entered in the Search text box.

Search Helper is available by default; if you do not want the Search Helper to display
information automatically, click the “Auto-open is ON” link (in the Search Helper window).
The link toggles to “Auto-open is OFF”. To access Search Helper on demand (once it has
been turned off), click the down-arrow button to the right of the Search text box.

Search Helper includes following types of information:

m  Autocomplete search

m  Search history

m  Search operator history

m  Examples

m  Suggested next operators

m  Help
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Autocomplete Search

Search: 3
, admin 2 A
agentAddress Field
agentHostName Field
agentitDomain Field
agentSeverity Field
agentType Field
agentZone Field L
agentZoneName Field |~
agentZoneResource Field
agentZonelURI Field
all 82
and Operator
appliance 1
applicationProtocol Field
apr 1
arcsight 951 w

Provides full-text keywords and Logger schema field suggestions based on the currently
entered text in the Search box. The suggestions enable you to select a keyword, a field, a
field value, a search operator, or a metadata term (_storageGroup, _deviceGroup,
_peerLogger) from a list instead of typing it in, thus enabling you to quickly build a query
expression.

If the entered text is contained in both full-text keywords and schema fields, all of them
are displayed in the suggested list.

If you type “|” (the pipeline character), the list of operators available on Logger are
displayed.

The full-text keyword suggestions are obtained from the full-text keywords that are already
indexed on your Logger.

If the entered Logger schema field is indexed on Logger, field values associated with it are
displayed. However, if the field is not indexed, no field value suggestions are provided. The

fields that are indicated by a dot (D) next to the word “Field” in the autocomplete list are
not indexed on Logger.

The full-text keywords and field values display a count next to each suggestion that
indicates the number of the instances of the keyword or field value stored on Logger.

These guidelines describe the autocomplete feature behavior in detail:

®  The autocomplete suggestions and counts are based on the data stored on local
Logger only. Peer Logger data is not included.

®  The count next to each suggestion represents the total number of values stored on
Logger for a field until the last time it was indexed. It is independent of the events that
match the query specified in the Search box. For example, even if number of matching
events for the search query on keyword “Error” are 5, the count for the keyword can
be any other whole number greater than 5 because the count represents the total
number of events containing the keyword “Error” while the search results are limited
by elements of a search query such as time range, search constraints, and search
operators (see “Elements of a Search Query” on page 76).

Additionally, the count shown is dependent on many other factors; therefore, it might
not be exact in certain circumstances.
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Search History

Search Group filters (that restrict privileges on storage and device groups) are not
enforced on the autocomplete list. Therefore, the list includes keywords, fields, field
values, and counts of events in storage and device groups to which a user might not
have privileges.

When an archive is loaded back on Logger, the autocomplete list does not list the
full-text keywords or field values that were available when the events were not
archived. This happens because index data is not archived along with the event data;
therefore, when the event data is loaded back from an archive, this data is treated as
unindexed.

On a Logger that is upgraded from 5.2 Patch 1 or earlier, the autocomplete list
contains keywords and fields that were indexed after the upgrade; keywords and fields
included in the index prior to the upgrade are not included. Therefore, if your query

matches events that were in Logger prior to the upgrade, there will be an
inconsistency between the displayed count and the number of events found.

Displays the recently run queries on Logger, thus enabling you to select and reuse
previously run queries without typing them again.

Search: logger |

| cef Operator | Examples Help
2 Ectart Operats error alert The Indexed search uses Logger's indexing capability to
Id t
Fie | eval Operator message CONTAINS "Between” quickly and efficiently search for relevant data, and enables —
extract Operator i i3 = wou to specify keywords, indexed, and non-indexed fields
0 I P (nﬁTe— ‘John Doe’ OIR"name— Ja?lne in a boolean expression
| fields Operator Doe”) AND message’="success’ RIS
3
head Operator
.0 l x Suggested Next Search Operators
| keys Operator
5 cef | rex, extract, regex
o | rare Operator J_
D12:24:34 | regex Operator |~ ;
Events | | rename Operator
I | replace Operator
P3
| rex Operator
T | sort Operator
@4 20 | tail Operator
W 2 2 |top Operator Auto-open is ON
H 3 2f |where Operator |~
o 4 2011/04/13 12:25.00 PDT Logager Local ArcSight 5.1.0.5775.0
M 5 2011/04/13 12:25:00 POT Logger Local ArcSight 5.1.0.5775.0
o 6 2011/04/13 12:25:00 PDT Logger Local ArcSight 5.1.0.5775.0

Search Operator History

Displays the fields used previously with the search operator that is currently typed in the
Search text box. The Search Operator History only displays if you have previously used the
operator you have currently typed to perform searches on this Logger.

Examples

Lists examples relevant to the latest query operator you have typed in the Search text box.

Usage

Provides the syntax for the search operator.
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Suggested Next Operators

List of operators that generally follow the currently typed query. For example, if you type
logger |, the operators that often follow are rex, extract, or regex. You can select
one of the listed operators to automatically append to the currently typed query in the
Search text box. This list saves you from guessing the next possible operators and
manually typing them in.

Help
Provides context-sensitive help for the last-listed operator in the query that is currently

typed in the Search text box. Additionally, if you click the o icon, Logger online Help is
launched.

Searching for Events on Logger

A user needs to belong to a Logger Search Group with the “Search for events” user right
set to Yes to perform local searches and “Search for events on remote peers” user right set
to Yes to perform searches.

| Load a saved filter | | Save a query as a saved ﬁltnr| |5earch Analyzer| | Uncheck to run search on peer Loggers also | | Select time range

- e - — Y TT—
Y e 0 P EPS In:0 @ Help
resign - * EPSIn ° " EPSOut ° |° cpy - EPSOuwd © About
afe ey LOGGET [% | ~OK—e 100K- -OK—e 100K- rOW—e 1003 - L03di2% @ Options
s Configuration _System Admin :
\d
5 | X 4%  [¥Local Only  [¥]Field Summary [] Discover Fields Last 2 hours - —
Search: NOT deviceProduct = Logger el
/—b
Advanced Searc
Fields: | All Fields v | Sl Auto Update: ][5 min_» =R Q, 4,560 -) 00:00.936 Export Resalts

Type a search query here | |Accees Search Builder| ‘ Select field set for results display ‘

To search for events on Logger:
1 Click Analyze > Search.

2  Specify a query expression in the Search text box using one or more of the following
methods.

= Refer to “Query Expression” on page 77 for a list of exceptions and
— invalid characters before you create a query expression.

Note

a Type the query expression in the Search text box. For information about building a
query expression, including lists of applicable operators, see “Elements of a
Search Query” on page 76.

When you type a query, Logger’s Search Helper enables you to quickly build a
query expression by automatically providing suggestions, possible matches, and
applicable operators. See “Search Helper” on page 98 for more information.

Use these guidelines to include various elements in a search query:

e For a complete list of fields in Logger schema, see “Indexing” on page 115.

e Metadata terms (_storageGroup, _deviceGroup, _peerLogger)
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Type “_s” (for storage group), “_d” (for device group), or “_p” (for Logger) in
the Search text box to obtain a drop-down list of constraint terms and
operators.

e Regular expression term (| REGEX=)

= If your query expression includes multiple device groups and storage groups to
— which search should be constrained, make sure that the group names are enclosed

Note in a square bracket; for example, storageGroups IN [“SGA”, “SGB”].

b Click Advanced to use the Search Builder tool. (See “Using the Search Builder
Tool” on page 91 for more information.) Also, use this option to specify device
groups, storage groups, and Loggers to which search should be limited.

c Click the = icon to load a saved filter, a system filter, or a saved search. Select
the filter or the saved search from the displayed list and click Load+Close.

For more information, see “Saving Queries (Saved Filters and Searches)” on
page 120 and “System Filters/Predefined Filters” on page 122.

3 Use the following default values or change them suit your needs:

a Local Logger: By default the query is run on the local Logger only. If you want to
run the query on the Loggers as well, uncheck the “Local Only” field located to the
right of the Go! button.

b Time Range: By default, the query is run on the data received in the last two
hours on the Logger. Click the drop-down list to select another predefined time
range or specify a custom time range. For more information about time ranges,
see “Time Range” on page 81.

c Field Set: By default, all fields (All Fields) are displayed in the search results.
However, you can select another predefined field set or specify a customized field
set. For more information about field sets, see “Field Set” on page 82.

4  Click Go.

The search results are displayed in the bottom section of same screen in which you ran
the search. For more information about how search results are displayed and various
controls available within the user interface to use those results, see “Understanding
the Search Results Display” on page 104.

You can also save the search you ran as a saved filter or saved search. Click the g

icon to do so. For more information about a saved filter or a saved search, see “Saving
Queries (Saved Filters and Searches)” on page 120.

Advanced Search Options

The advanced search options enable you to tune search operations to suit your
environment. The options are discussed in “Tuning Advanced Search Options” on
page 312.

Searching Peer Loggers (Distributed Search)

When you run a search query, by default, only your local Logger is searched for matching
events. However, when specifying a query, you can select an option to run the search on
the peer Loggers. You can also select the Loggers to which the search should be
constrained, as described in “Searching for Events on Logger” on page 101.
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Follow these guidelines for searching across peers:

Loggers can run different versions. However, these are the only supported paths for
running a search across peers:

¢ 5.x software Logger to 5.x software

¢ 5.x software Logger to 5.x appliance
¢ 4.5 software Logger to 5.x appliance
¢ 4.5 appliance to 5.x appliance

¢ 5.x appliance to 5.x appliance

If you need to run a search using the pipeline operators across peers, make sure the
peers are running Logger 5.1 or later. For information about pipeline operators, see
“Search Operators” on page 80.

If one of the peers is running 5.1 or earlier (when CEF was not a deprecated operator)
and the other one is running 5.2 or later (in which CEF has been deprecated), a query
that does not first explicitly define fields using the CEF operator will run without error
when it is initiated on the Logger running 5.2 or later. However, if this query was
initiated on the Logger running 5.1 or earlier, it will fail with an error message.

If Loggers do not have identical storage or device group names, a search query
operation skips searching for events for those groups on those peers.

If you added custom schema fields to your Logger schema, those fields must exist on
all peers. Otherwise, a search query containing those fields will not run (when run
across peers) and return an error. See “Adding or Importing Schema Fields” on

page 336.

A user needs to belong to these user groups with the listed permissions set to perform
searches and view their search results:

& Logger Search Group with “Search for events on remote peers” user right set
(checked).

¢ Logger Rights Group with the “View registered peers” user rights set (checked).

When a Logger becomes unavailable during a search operation, the one of the
following errors might be displayed:

[Logger IP address] Error: Get Query Statistics

[Logger IP address] Error: Remote exception (does not authorize
the request. Please check if remote has relationship with your
logger)

These error messages can occur when the Logger cannot be reached. Restore the
relationship and run the search again.

The above listed error messages might still display for the search operation that was in
progress even after the relationship is restored. However, ignore those messages as
these go away when you run a new distributed search.

Tuning Search Performance

Search performance depends on many factors and will vary from query to query. Some of
factors that can impact search performance are listed below. To optimize search
performance, ensure that you follow these recommendations:

Enable field-based indexing for all fields that occur in your events. When events are
indexed, Logger can quickly and efficiently search for relevant data. By default, a
recommended set of fields are indexed on your Logger; you might need to add
additional fields, as described in “Indexing” on page 115.

The amount of time it takes to search depends on the size of the data set that needs
to be searched through, the complexity of the query, and whether the search is
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distributed across peers. To limit the data set, ensure that time range within which the
events must be searched does not result in a query that needs to scan multi-millions of
events. Additionally, limiting search to specific storage groups typically results in better
search performance than when the storage groups are not specified.

®  Reduce other load on the system when your query needs to run, such as scheduled
jobs, large number of incoming events, multiple reports being run.

Understanding the Search Results Display

After you have initiated a search, the search results are displayed in the bottom section of
the same screen in which you ran the search.

While the search is in progress, the Go! button changes to Cancel—click Cancel to
terminate the search early. When a query is running, search results are displayed as
matching events are found. Therefore, when you click Cancel, any matching events found
so far are displayed as the search results. This facility might be helpful in cases when the
query needs to scan a large data set, but the search results displayed so far display the
events you were looking for. You can further process the displayed (partial) results; for
example, export the results, use the histogram to drill-down the results, or click on any text
in the Search Results to add it to the query for further drill-down of the search results.

If a query includes chartable operators such as chart, rare, or top, and the
query is terminated early, a chart of the partial results is not displayed.
Additionally, if a query includes the head, tail, or sort operators, partial
results are not generated.

Note

A search operation can take time when millions of events need to be searched. When the
first screen of events that match the specified conditions is available, Logger automatically
pauses the search and displays the matched events. By default, 25 events are displayed on
one screen. Event data is categorized by field name with each field displayed as a separate
column, as shown in the following figure. For example, time when the event was received
on the Logger (Event Time) is displayed under Time (Event Time). Each event is also

available in its raw form and can be viewed by clicking the |+ icon in the left most column.

To see all raw events, click All at the top of the Search Results display. To collapse raw
events, click None. The column width for each column is adjustable.

To see the next screen of events, click [) or ¢ to go to the last page. Once you are past

the first screen of events, you can click 4 to go back to the previous screen; or |4 to go to
the first page.

To change the number of events displayed per screen, open the Events per Page drop
down menu and select the number of events to display.

The Search Results page displays a histogram that provides a graphical representation of

the events that match a search query. The distribution is based on the time range specified
in the query. That is, the X-axis represents event time and Y-axis represents the number of
matching events, as shown in the following figure. You can randomly drill-down to events
in a specific time period by clicking the histogram bar representing the time period.

Additionally, the number of events scanned and number of events matching the query and
the time it took to run the search is displayed.

104 Logger Administrator’'s Guide Confidential



4 Searching and Analyzing Events
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Events are shown in table form, one row per event. Terms that match your query are
highlighted in blue to make it easy to see why an event matched the query. To view the
raw event of a listed event, click the [+] icon to the left of the matching event. You can
also view the Syslog raw events in a formatted column called rawEvent if you have enabled
the “Populate rawEvent field for syslog events” option on the Search Options page, as
discussed in “Tuning Advanced Search Options” on page 312. Also, see “Field Set” on
page 82 to learn more about the rawEvent field.

As you roll the mouse over other terms in the events table, they highlight in green. The
user interface allows you to drill-down into the displayed search results by clicking a
green-highlighted term to add it to the current query. For example, if you search for “login”
and roll over the word “fail” in the search results, “fail” will highlight in green. Click the
word “fail” to change the query to “login AND fail.” You can also highlight and copy text
from any displayed column. This feature is handy when you need to copy an IP address or
a URL. (Highlight the term by scrolling over it. Then, right-click your mouse to display the
Copy option.) You can select any indexed or non-indexed fields from the search results.
Search results are sorted by receipt time. Additionally, use these keyboard shortcuts to
select terms from the displayed search result columns or the raw events to refine your
search query:

m  Ctrl + click the term in search results to add to search query

Adds the selected term to the search query, and reruns the search.

Alt or Shift + click the term in search results to add to search query

Adds a NOT to the term, and reruns the query thus eliminating the events that match
the term you selected. You can add multiple NOT conditions by holding the Alt key and
selecting terms in search results. When multiple conditions are added, they are joined
by AND operators.

A Field Summary panel is displayed on the left side of the matched events. This section lists
the fields that occur in matching events and the number of unique values for each in those
events. For more information about Field Summary, see “Understanding Field Summary” on
page 110.
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User-defined Fields in Search Results

When a search query matches events that were received from a defined source type and
were parsed using a pre-defined or user-defined parser, the search results include a parser
field, and may include fields for the source type, and source, depending on the setting in
the Search Options tab. For more information, see “Tuning Advanced Search Options” on
page 312.

The following table describes the purpose of these fields.

Field Description
parser Indicates whether an event was parsed or not, and which parser was
used.

If the event was parsed, this field contains the name of the parser. If
the event was not parsed successfully, this field contains “Not
parsed”. If no parser is defined for the source type or if there is no
source type, the field is blank.

source type The type of file from which the event was received, as defined on the
Source Type page (Configuration > Event Input > Source Types).

If no source type was applied when the event was received, this field
is blank. You can control whether this field is displayed from the
Search Options tab.

source The name of the log file from which the event was received. For
example, /opt/mnt/testsoft/web_server.out.log.

If no source was applied when the event was received, this field is
blank. You can control whether this field is displayed from the
Search Options tab.

User-defined fields are also created when a search query includes operators such as rex,
extract, and rename. See Appendix A, Search Operators, on page 519 for information on
these operators.

These fields are displayed as additional columns in the All Fields view (of the System
FieldSets). To view only these columns, select User Defined Fieldsets from the System
Fieldsets list.

Viewing Search Results using Field Sets

By default, the Search Results are displayed using the All Fields field set, which displays all
fields contained in an event. Once you select another field set, it becomes your default
view until you change it the next time. For a detailed discussion about field sets, see “Field
Set” on page 82.

If you view the Search Results using the Raw Event field set, remember these
guidelines:

m  Even though the rawEvent column displays the raw event, this column is not added to
the Logger database and is not indexed. Therefore, you can only run a keyword
(full-text) or regular expression to search on the event.

B You can use the Regex Helper tool to identify strings from the raw syslog events in the
rawEvent column that you want to add to a query. (You cannot use the Regex Helper
for CEF events displayed in the rawEvent column.) See “Regex Helper Tool” on
page 96 for details about the Regex Helper tool.
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Using the Histogram

Use the following guidelines to effectively and efficiently use histograms:

m  Histogram of the matching events is generated automatically. You cannot disable it,
however, you can click _ iy to the upper-right corner of the histogram to hide it. To
display a hidden histogram, click the _; icon.

m  Histogram is based on the Logger receipt time of the events (similar to search queries
that also use the Logger receipt time to search for events).

®  The time distribution on the X-axis is determined automatically.

®  You can mouse-over any histogram bar to view the number of matching events and
the date and time period that the bar represents.

®  You can drill-down to events in a specific time period by clicking the bar on the
histogram that represents that time period. The selected section is highlighted and the
events matching that time period are listed below the histogram. The histogram
continues to display the distribution of all of the matching events, as shown in the
following figure. For example, if you select a bar that represents 11,004 events on
2/22/2010 from 12:25:49 a.m. to 12:26:49 a.m. in the following histogram, the details
of those events are listed below the histogram; however, the histogram displays all
time units and the associated bars. You can also select multiple consecutive bars on
the histogram to view matching events in all of the selected time units.
¢ To deselect a selected bar, click it.

Z | X %%  [7|Field Summary [ | Discover Fields ~ Last 10 minutes =
Search: logger Cancel|
Advanced Search
2 Fields: [All Fields ™~ Auto Update: [][5 min_w| 118,944 () 160,801  (5) 00:20.796
- _ 3,654 Events
| | . | ] 6/2/10 16:13:55 through 6/2/10 16:14:00 | B
.151.-11-:55; ] .16-:12‘:35 T - 16‘:13:‘15- .d o 16‘:13:5‘5‘= ‘ = ,1‘6-:;47.:.35 ) ) — .16.:15.:-.15
Events
Time (Event Time) Device Loager deviceVendor deviceProduct deviceVersion deviceEventClassid nan
|1 2010/06/02 16:13:55 POT Logger Local ArcSight 45048000 actionengine:100 test
@2 2010/06/02 16:13:55 PDT Logger Local ArcSight 45048000 actionengine:100 test
@3 2010/06/02 16:13:55 POT Logger Local ArcSight 45048000 actionengine:100 test
H 4 2010/06/02 16:13:55 PDT Logger Local ArcSight 45048000 actionengine:100 test
M5 2010/06/02 16:13:55 POT Logger Local ArcSight 45048000 actionengine:100 test
H 6 2010/06/02 16:13:55 PDT Logger Local ArcSight 45048000 actionengine:100 test
@7 2010/06/02 16:13:55 POT Logger Local ArcSight 45048000 actionengine:100 test
H 8 2010/06/02 16:13:55 PDT Logger Local ArcSight 45048000 actionengine:100 test
M9 2010/06/02 16:13:55 POT Logger Local ArcSight 45048000 actionengine:100 test
H 10 2010/06/02 16:13:55 POT Logger Local ArcSight 45048000 actionengine:100 test
11 2010/06/02 16:13:55 POT Logger Local ArcSight 45048000 actionengine:100 test
H 12 2010/06/02 16:13:55 PDT Logger Local ArcSight 45048000 actionengine:100 test
M | 13 2010/06/02 16:13:55 POT Logger Local ArcSight 45048000 actionengine:100 test
H 14 2010/06/02 16:13:55 PDT Logger Local ArcSight 45048000 actionengine:100 test
H 15 2010/06/02 16:13:55 Logger Local ArcSight 45048000 actionengine:100 test
H 16 2010/06/02 16:13: Logger Local ArcSight 45048000 actionengine:100 test
o 17 2010/06/02 16:13: Logger Local ArcSight 45048000 actionengine:100 test
H 18 2010/06/02 16:13:55 Logger Local ArcSight 45048000 actionengine:100 test
H 18 2010/06/02 16:13 Logger Local ArcSight 45048000 actionengine:100 test
H 20 2010/06/02 16:13: Logger Local ArcSight 45048000 actionengine:100 test
H 21 2010/06/02 16:13: Logger Local ArcSight 45048000 actionengine:100 test
H 22 2010/06/02 16:13:55 Logger Local ArcSight 45048000 actionengine:100 test
H 23 2010/06/02 16:13:55 POT Logger Local ArcSight 45048000 actionengine:100 test
H 24 2010/06/02 16:13:55 PDT Logger Local ArcSight 45048000 actionengine:100 test
<
| |Pagen of147| b Bl | & |Show RAW: Al None
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m A histogram is progressively built and displayed as events match a search query. If the
search query needs to scan a large amount of data or a large time period, the
histogram displayed initially might refresh multiple times while the query is running. To
view the complete (and final) histogram of a search query, wait until the query has
finished running (that is, the screen does not display the circular “waiting” icon
anymore).

®  The time range on the X-axis might not match the time range specified in the search
query because the start and end times on the X-axis are determined by the event
times of the first and last matching events of the search query.

m  The first one million matching events are plotted on the histogram. If a search query
matches more than one million events, an informational message is displayed on the
screen.

If you need to use the histogram view for event analysis for a search query that
matches more than one million events, ArcSight suggests that you adjust the time
range specified in your search query such than less than one million are matched to
obtain a complete and meaningful histogram or use a pipeline operator such as top,
head, or chart to further refine search results such that the total number of hits is
under one million events.

Multi-line Data Display

An event message might span multiple lines separated by characters such as newline (\n)
or carriage return (\r). For example,

0x0000: 0000 0100 0000 0000 0000 0000 0000 0OOO
0x0010: 0000 0000 0000 0000 0000 0000 0000 0000 .........oiuuun..
0x0020: 0000 0000 0OOO 0000 0000 0000 0000 ..............

The Logger user interface displays such a message in the expected multi-line format and
does not remove the line separators and collapse the message into one line, as shown in
the following figure.

5 | X 4 [@IField summary [ Discover Fields ~ Last 7 days =

Search: _deviceGroup IN ["192.168.35.16 [smart]"] 0000 | cef message =]

Advanced Search

Fields: [ Al Fields v| 5  Autoupdate: (1[5 min | 218 (), 4,476,200  (©) 00:08.758 Export Results

12:28 14132 14:36 14:40 14:44 14:48 14:52 14:56 1s:00 15:04 1s:08 15112

1 2010/02/17 14:28:01 PST 192,1€8.35.16 Lecal  Umx tepdump Loopback packet Loopback 192,168.37.35 192.168.37.35  tcpdump /a1 &0
[smart] packet Zores/Systen
Zores/Private
Address Space

RAW CEF:0|Umix|tcpdump| |Loopback packet|Loopback packet|Unknownl eventId=7180 msg= 0x0000: [EEN 0100 [iE (NS FFNE ENES FEFE W6 PETTRRTaN: . [0 0 00R0000f0 000000 0000 0000000000000
Space aves.?.7.5427.0 atzoaverica/Los Angales aiG-AtsZESYBABCAATIATNSRNO== at-tcpdump dtz=Averica/Los_sngeles deviceProcessNamestepdunp

Auto Updating Search Results

The Auto Update feature executes the search over specified intervals, updating the search
results if new events match the query.
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Depending on your needs, you can auto update the search results every:

m 30 seconds

B 60 seconds

® 2 minutes

® 5 minutes (default)
® 15 minutes

You can enable this option for a search operation before or after running it. Once you
enable this option, the setting persists for all search operations until you explicitly disable
it.

To auto update search results:
1 Click Analyze > Search.

2 Check the Auto Update box and select the refresh interval if different from the
default, 5 minutes.

Chart Drill Down

Aggregated search operators such as chart, top, and rare generate charts of search results.
The chart drill down feature enables you to quickly filter down to events with specific field
values. You identify the value on a search results chart and click it to drill-down to events
that match the value. For example, in the following chart, if you want to see events in
which the categoryBehavior field is /Access/Stop, click the second column to display events
shown in the second figure.

5 HXA% Field Summary || Discover Fields

Search: error | top categoryBehavior

Fields: All Fields

D Dynamic
|| oynamic

Custom time range ¥ Start 4/24/2012 |/10:27:00

End 4/25/2012 |[10:27:00

e [foany]

Advanced Search

- E 13 () 2,886,688 () 02:56.811 | ExportResults... |

Auto Update: | | Smin ¥

Result Chart
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Result Table

|4 4 |page1
categoryBehavior
IAuthorization/Verify
iAccess/Stop
IAccess
IAccess/Start
Modify/Content
iExecutelStop

[Execute/Start

of 1| b bl | @

_count
910106
771881
136865
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69
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82
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Summary Analyze Dashboards Reports Configuration System Admin admin
I K% [V]Field summary || Discover Fields ~ Custom time range v Start E= 4/24/2012 | 10:27:00 | [ | Dynamic
End 4/25/2012 | 10:27:00 || |Dynamic
Search: error | where categoryBehavior="/Authorization/Verify" v || Cancel |
Advanced Search
M Fields: Al Fields - Auto Update: [[| Smin ¥ = 592,148 () 1,604,001 (©) 00:47.666
1bar =5 minute 1l
300,000
225,000 M
150,000 B8 88
75,000
12:58:00 14:28:00 15:18:00 15:58:00 16:28:00 17:18:00 17:58:00 18:28:00 19:18:00 19:58:00 20:38:00
| Field Summary (6) 2« Events.
Y % SortBy Hame |V Page 1 of1000| b k| | & | Show RAW: ANl  MNone Displaying 1 - 100 0 93988 | Events per page: 100 |°
Selected Fields (6) Time (Event Time) Device Logger categoryBehavior
catsgoryBehavior 1 H 1 2012/04/24 13:58:50 POT 192 168 39.244 [smart] Local {AuthorizationVerify Microsoft Microsoft Windows
deviceEventClassid 1
deviceProduct 1
devicaVendor 1 2 201200424 135850PDT  192.168.39.244 [smart] Local IAuthorization/Verify Wicrosoft Microsoft Windows
deviceVersion 1
name 1
# 3 2012/04/24 13:58:50 PDT 192 168 39.244 [smart] Local IAuthorizationNVerify Microsoft Microsoft Windows
4 201200424135850PDT  192.168.39.244 [smart] Local IAuthorization/Verify Wicrosoft Microsoft Windows
@ 5 2012/04/24 13:58:50 PDT 192 168 39.244 [smart] Local {Authorization/Nerify Microsoft Microsoft Windows

When you click on a chart value (a column, bar, or pie section), the existing search query is
modified to include the WHERE operator with the field name and value, and automatically
rerun. If you need to return to the original query from the drill-down screen, use the Back
function of your browser.

Understanding Field Summary

When a query is run, the Field Summary panel lists the CEF and non-CEF fields that occur
in matching events and the number of unique values for each in those events. This panel is
only displayed for queries that do not generate charts. If a peer search is performed, the
summarized field values include counts from peer Loggers.

The Field Summary panel contains two sections: Selected Fields and Discovered Fields. The
Selected Fields section lists the CEF fields, while the Discovered Fields section lists the
non-CEF fields discovered in raw events (described later in this section). By default, the
Selected Fields list contains these fields: deviceEventClassld, deviceProduct, deviceVendor,
deviceVersion, and name; you can edit this list to suit your needs, as described in “To
change the default Selected Fields list:” on page 112. For both lists, by default, the top 10
values for each field are listed.
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5 HX
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Field Summary (50) «! | Ewents
< X SortBy Name ¥ I Page 1 of1070| b bl | & | Show RAW: Al  Hone
Selacted Fields (4) = Time (Event Time) Device Loager deviceVendor i devi rsio
eicaEvEECinsaTd 5 @1 20111110 16:03:37 PST F;éi:géi::;]rmighl com Local arcsight US asum 1 [ ]
deviceProduct 6 5 .
H 2 2011110 16:03:37 PST n035-h023 qa arcsight com Local arcsight EU asum 2 1.1
deviceVendor 6 [Qian-tep-cef-R]
deviceVersion 4 B 3 201141M0 16:03:37 PST n035-h023.qa arcsight com  Local arcsight Asian asum3 12
Discovered Fields (46) Fouaniicp; cor
eps - 1000 - H 4 20111110 16:03:37 PST FQDBS»:\I}ZB q: :Irrsigm com Local arcsight Asian asum 3 12
= ian-tep-ceff
e o H 5 20111110 16:03:37 PST n035-h023 qa arcsight com Local arcsight Asian asum 3 12
TotalBytesRead 559 [Qian-tep-caf-R]
TotalBytesWritten 566 H 6 20111110 16:03:37 PST n035-h023 qa arcsight com Local arcsight Asian asum 3 12
TotalCount 146 [Qian-tep-cef-R]
TotalReadCount 551 H@ 7 20111110 16:03:37 PST n035-h023 qa arcsight com Local arcsight Asian asum 3 12
[Qian-tep-cef-R)
TotalWriteCount 530
= 8 20111110 16:03:37 PST n035-h023 qa arcsight com Local arcsight Asian asum 3 12
TotalWriteTime 548 [Qian-tcp-cef-R]
Type 1 B 9  2011M41M0 16:03:37 PST n035-h023.qa arcsight com  Local arcsight Asian asum3 12
UsedSpace 4 [Qian-tep-cef-R)
Values 1 @ 10  2011M41H0 16:03:37 PST n035-h023 qa arcsight com  Local arcsight Asian asum3 12
o : [Qian-tep-caf-R]
availableBytes 89 H 1 20111110 16:03:37 PST F;éi:géi::;]rmighl com Local arcsight Asian asum 3 12
CaRUSIET Ve 2 © 12 2011M1MD0 16:03:37 PST n035-h023.qa arcsight com  Local arcsight Asian asum 3 12
compressionScheme 4 [Qian-tep-caf-R)
contents 293 H 13 2011M1M0 16:03:37 PST n035-h023 qa arcsight com Local arcsight Asian asum 3 12
count > 1000 [Qian-tep-cet-R]
EraMame 1 = 14 20111110 16:03:37 PST n035-h023 qa arcsight com Local arcsight Asian asum 3 12
i - [Qian-tep-caf-R]
endChunkId y Gl 54 4| g -”'_ T o
The Field Summary feature can automatically discover non-CEF fields from a raw event if
the Discover Fields checkbox (next to the Local Only checkbox on top of the “Search:” text
box) is checked.
By default, the Field Summary feature is enabled however the Discover Fields option is
disabled. If you need to enable the Discover Fields option for all searches on your Logger,
change the default values (“No”) on the Search Options page (Configuration > Search
Optimization > Search Options) to “Yes” for these options, as shown in the following figure.
Field Summary Options
Usze Field Summary  Yes hd
Discover fields Mo hd
However, if you need to use the Discover Fields option occasionally—not for all searches—
you can enable this option for one-time use on the user interface page from where you run
the search query (Analyze > Search). To do so, click the Discover Fields checkbox above
the Search textbox before clicking Go! to run the query. Selecting these options on the
Search page overrides the setting for these options on the Search Options page.
To auto discover fields, the raw event must contain data in the “key=value” format, and
none of these characters can be the first character of the “value”: comma, space, tab and
semicolon. For each “key=value” pair found in a raw event, a new field of the name “key”
is created. The Field Summary includes a summary of the values for all the new fields
under the Discovered Fields section. The discovered fields are assigned the type “String” by
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default. The auto-discovery capability works only if at least 2,500 of the first 10,000
matching events contain “key=value” pairs. If this threshold is not met, auto discovery is
automatically turned off. However, this threshold does not apply if there are less than
10,000 matching events; in that case, fields are discovered regardless.

You can drill-down on any of the listed fields or a specific value of the listed fields. For
example, you might want to view all events containing deviceEventClassld (specific field)
or you might want to view events of deviceEventClassld “storagegroup:100” (specific value
of a field).

For fields whose values are of type String, you can view all events, view the top 10, or
create charts of the matching events. For fields whose values are of type Numeric, you can
perform mathematical operations such as average, min, and max.

Every time you run a query or drill-down on a specific field or value, a new query using the
newly selected criteria is run and the Field Summary list is updated.

You can search for a specific field or filter the listed fields by specifying a filter criteria in the
Filter text box located at the top of the Field Summary panel, as shown in the following
figure.

Field Summary (5) <
T # | Sort By Mame |¥

Selected Fields (5)

deviceEventClassId 50
deviceProduct 1
deviceVendor 1
deviceVersion 3
name 36

Discovered Fields (0)

For example, if you want to see fields that begin with “device”, enter “device” in the Filter

text box. To go back to the default list, click the | * icon. You can sort the field list by
Name or Count. To do so, select the sort criteria from the “Sort By:” drop-down menu.

To change the default Selected Fields list:

1 Define or update an existing custom field set to include fields you want the Selected
Fields list to contain. See “Field Set” on page 82 for information on creating custom
field sets.

2  Select the custom field set you defined to view search results.

After running a search query, if you select a different field set, the Field Summary
panel displays the following message:

The Field Summary is out of sync with the Events table.

Field Summary (5) <
T # | Sort By Mame |¥

The Field Summary is out of sync
with the Events table.

Update now

This message indicates that the fields listed in the Field Summary panel do not match
the ones specified in the newly selected field set. To display the fields specified in the
new field set, click Update now.
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Exporting Search Results

You can export search results in these formats:

m  PDF—Useful in generating a quick report of the search results. The report includes a
table of search results and any charts generated for the results. Both raw
(unstructured data) and CEF (structured data) events, can be included in the exported
report.

m  Comma-separated values (CSV) file—Useful for further analysis with other software
applications. The report includes a table of search results. Charts cannot be included in
this format.

Data for the following time fields is exported in human-readable format:
deviceReceiptTime, startTime, endTime, agentReceiptTime. For example, 2011/03/21
20:22:09 PDT.

The following is an example of a quick report generated in PDF format. The chart is
displayed first, followed by a table of matched events (not shown in this example). All
generated charts (including stacked charts) can be exported.

Events Type and Category
[Start:26/Mar/2010 9:47:48 -0700 End:26/Mar/2010 9:57:48 -0700]

| /Monitor/CPU/Usage = 2 |

[/Monitor/Receiver/Qne/EPS = 2|

[ /Monitor/Sensor/System = 2| ;”'Rmt =.v’5>isk1‘5pa€elkemainin‘

/Monitor/Disk/Write = z-_
/Monitor/Forwarder/All/EPS = ‘
3

‘fMonitoriForwarder,fDneiEPS ‘
=2

‘.’MonimﬁSensoril’owerSupply ’
=2

‘ /Monitor/Sensor/FanFailover =
2

|_jMunIturfSensur}FAN6 = Zi.

{Monitor/Memory/Usage/Jvm ’
2

[IMonitor/Sensor/FANS = 2] IMonitor/Memory/Usage/Platfo ‘

m=2
/Monitor/Network/Usage/in = ’
2

[/Monitor/Sensor/FAN4 = 2|

h i 2 [Monitor/Network/Usage/Qut
[/Monitor/Sensor/FAN3 = 2] . I Y, =2 I
. i \ /Monitor/RAIDController/Confi
guration/RAID-1 = 2 |
/Monitor/RAIDController/Port/
p0=2
[Monitor /RAIDController/Port/
pl=2

| Monitor/RAIDController/Senso
|r/bbu =2

[/Menitor/Sensor/FAN2 = 2

[Monitor/Sensor/FAN1 = 2|

/Monitor/Search = 2 |-

[ /Monitor/Receiver/AlI/EPS = 3 -

M /MonitorfCPU/Usage M /Monitor/Disk/Read B /Monitor/Disk/Space/Remaining/Root M /Monitor/Diski/Write

M /Monitor/Forwarder/AIVEPS M /Monitor/Memory/Usage/Jvm [ /Monitor/Memory/Usage/Platform B /Monitor/Network/Usage/In
M /Monitor/Network/Usage/Out B /Monitor/RAIDController/Configuration/RAID-1 M /Monitor/RAIDController/Port/p0

M /Monitor/RAIDController/Port/p1 1 /Monitor/RAIDController/Sensor/bbu M /Monitor/Receiver/AIVEPS B /Monitor/Search

[ /IMonitor/Sensor/FAN1 [ /Monitor/Sensor/FAN2 B /Monitor/Sensor/FAN3 B /Monitor/Sensor/FAN4 B /Monitor/Sensor/FANS

M /Monitor/Sensor/FANG6 B /Monitor/Sensor/FanFailover ¥ /Monitor/Sensor/PowerSupply B /Monitor/Sensor/System
“mitgriRmaninag QR SAR SN en it/ Fonmarder/ ONEER S dh Bt it e B ~

To export search results:
1 Run a search query.

2 Click Export Results in the top right-hand side of the search results screen.
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3  Select from the following export options.

Option

Description

Save to local
disk

The file is saved to a local system from which you are accessing Logger or is it
sent to the browser for viewing or saving.

Export to On a Logger appliance, the file is written to an NFS mount, a CIFS mount, or a
remote SAN system.
location . . .
On the software version of Logger, data is always stored in the
<install dirs>/data/logger directory. This directory can reside locally on the
system running the Logger software, or on a remote storage system such as NFS
or CIFS.
Save to The file is written to the Logger’s local storage.
Logger
File Format CSYV, for comma-separated values file.
PDF, for a report-style file that contains search results as charts and in tables.
Charts are only included in the PDF file if the search query contains an operator
that creates charts, such as chart, top, and so on.
Export Options
©@ save to local disk '-.:.-'Export to remote location O save to Logger
File format PDF -
Title
Fields Event Time, Device, Logger, deviceVendor, =
deviceProduct, deviceVersion, |
deviceEventClassld, name,
baseEventCount, destinationAddress, -
Al fields
Chart type Column -
Chart result limit 10
Include summary O
Include only CEF events O
Include base events (alerts only) [ |
Export file (Available only when the “Export to remote location” option is selected)
name Specify the name of the file to which events will be exported.
If a file of the specified name does not exist, it is created. If a file of the specified
name exists and the Overwrite box is not checked, an error is generated. If the
Overwrite box is checked, the existing file is overwritten.
Title (Optional, available only when the File Format is “PDF”)

A meaningful name that appears on top of the PDF file. If no title is specified,
“Untitled” is included.
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Option

Description

Fields

Chart Type
(for PDF only)

Chart Result
Limit (for PDF
only)

Include
Summary

Include Only

A list of event fields that will be included in the exported file.

By default, all fields are included.

You can enter fields or edit the displayed fields by deselecting All Fields.

To export fields created as a result of rex, extract, rename, Or eval operators, or
field created when a parser is applied to an event, ensure that *user is selected in
the Fields list.

(Available only when a chart is available in search results)

Type of chart to include in the PDF file. You can select from:

Column, Bar, Pie, Area, Line, Stacked Column, Stacked Bar.

Note: If the Chart Type is different from the chart displayed on the Search Results
screen, the value selected for this option overrides the one shown in the screen.
Therefore, the exported PDF contains the chart you specify for this option and not
the one shown on the screen.

(Available only when a chart is available in search results)

Number of unique values to plot. Default: 10

If the configured Chart Result Limit is less than the number of unique values for a
query, the top values equal to the Chart Result Limit are plotted. That is, if the
Chart Result Limit is 5 and 7 unique values are found, the top 5 values will be
plotted.

Include an event count in the exported search results.

Only include CEF events in the exported search results.

CEF Events
Include Base Include base events in the exported search results.
Events

4  Click Export.

Scheduling an Export Operation

The time it takes to export search results is proportional to the number of events being
exported. Therefore, for a large number of events, HP recommends that you schedule the
export operation to be performed at a later time by saving the query and time parameters
as a Saved Search, and then scheduling a Saved Search Job. For more information about
Saved Search Jobs, see “Scheduled Saved Search” on page 309.

Indexing

Logger’s storage technology enables automatic indexing of events in these ways:

Full-text indexing—Each event is tokenized and indexed. See “Full-text Indexing
(Keyword Indexing)” on page 116.

Field-based indexing—Event fields are indexed based on a predetermined schema. See
“Field-based Indexing” on page 116.

How indexing works

Once you have initialized Logger, it starts scanning events automatically and indexing them
based on these methods—full-text (keyword) and field-based. All events received after
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initialization are indexed for full-text search and a default set of fields is indexed for
field-based search.

All events are timestamped with the receipt time when received on the Logger. The default
fields are automatically indexed. For the remaining fields, Logger uses the receipt time of
an event and the time when a field was added to the index to determine whether that
event will be indexed. If the receipt time of the event is equal to or later than the time
when the field was added to the index, the event is indexed; otherwise, it is not.

Indexing information is not archived.

Note

Full-text Indexing (Keyword Indexing)

For full-text indexing, each event (CEF or non-CEF) received on Logger is scanned and
divided into keywords and stored on the Logger. The full-text search options control the
manner in which an event is tokenized as described in “Full-text Search Options” on
page 314.

Full-text indexing is automatically enabled at Logger initialization time. You cannot disable
it. For details about enabling full-text indexing, see “Enabling Indexing” on page 119.

Field-based Indexing

The field-based indexing capability allows for fields of events to be indexed. The fields are
based on a predetermined schema. The Logger’s reports and the field search method
utilize these indexed fields to yield significant search and reporting performance gains.

Field-based indexing for a recommended set of fields is automatically enabled at Logger
initialization time. You can add more fields to an index at any time. Once a field has been
added, you cannot remove it.

A list of the default index fields, along with their field descriptions is available from the
Logger Configuration menu. For instructions on how to view the default Logger Schema
fields, see “Viewing Default Fields” on page 315.

e HP strongly recommends that you index fields that you will be using in
search and report queries.

Note = The requestUrl field is available for search and report queries; however,
this field cannot be indexed.

= The fields created when a predefined or user-defined rex parser parses
the non-CEF events cannot be indexed using the field-based indexing
capability. See “Parsers” on page 272 for more information about rex
parsers.

In addition to indexing the fields included in the field-based indexing list, Logger indexes
event metadata fields—event time, Logger receipt time, and device address—for every
event. The event metadata fields are also known as the “internal” fields and are in addition
to the fields you can add through the Logger’s user interface.

The following fields are available for indexing. The fields that Logger starts indexing
automatically after Logger initialization are indicated in bold font. In addition to the
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following fields, the requestUr1l field is available for search queries. However, this field

cannot be indexed.

Index Fields

agentAddress
agentHostName
agentNtDomain
agentSeverity
agentType

agentZone
agentZoneName
agentZoneResource
agentZoneURI
applicationProtocol
baseEventCount
byteslin

bytesOut
categoryBehavior
categoryDeviceGroup
categoryObject
categoryOutcome
categorySignificance
categoryTechnique
customerName
destinationAddress
destinationDnsDomain
destinationHostName
destinationMacAddress
destinationNtDomain
destinationPort
destinationProcessName
destinationServiceName
destinationTranslatedAddress
destinationUserPrivileges
destinationUserld

destinationUserName

deviceCustomDate2
deviceCustomDate2Label
deviceCustomNumberl
deviceCustomNumberllLabel
deviceCustomNumber2
deviceCustomNumber2Label
deviceCustomNumber3
deviceCustomNumber3Label
deviceCustomStringl
deviceCustomsStringlLabel
deviceCustomString2
deviceCustomString2Label
deviceCustomString3
deviceCustomString3Label
deviceCustomString4
deviceCustomString4Label
deviceCustomString5
deviceCustomString5Label
deviceCustomString6
deviceCustomString6Label
deviceEventCategory
deviceEventClassld
deviceExternalld
deviceHostName
devicelnboundinterface
deviceOutboundlInterface
deviceProduct
deviceReceiptTime
deviceSeverity
deviceVendor
deviceVersion

deviceZone

flexDatel
flexDatellLabel
filePath
flexNumberl
flexNumberlLabel
flexNumber2
flexNumber2Label
flexString1
flexString1Label
flexString2
flexString2Label
message

name

priority
requestClientApplication
requestContext
requestMethod
requestUrlFilename
requestUriQuery
sessionld
sourceAddress
sourceHostName
sourceMacAddress
sourceNtDomain
sourcePort
sourceProcessName
sourceServiceName
sourceTranslatedAddress
sourceUserld
sourceUserName
sourceUserPrivileges

sourceZone
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Index Fields

destinationZone deviceZoneName sourceZoneName
destinationZoneName deviceZoneResource sourcezoneResource
destinationZoneResource deviceZoneURI sourceZoneURI
destinationZoneURI endTime startTime
deviceAction eventld transportProtocol
deviceAddress externalld type
deviceCustomDatel fileName vulnerabilityExternallD
deviceCustomDatellabel VulnerabilityURI

Guidelines for Field-based Indexing

Make sure you are familiar with these guidelines before you index any fields:

Events are indexed by the fields in the “Indexed fields” list (on the Search Indexes
page) and the default event metadata fields—event time, Logger receipt time, and
device address.

You can index up to 123 fields on Logger. This number includes the custom schema
fields you may have added to your Logger.

Once a field has been added to the index, it cannot be unindexed.
Only users belonging to a System Admin Group can add fields to index.

After you add a field to the index, Logger might not immediately start indexing on that
field. Therefore, allow some time between adding a field and using it in the search

query. If Logger is in the process of indexing on a field and you use that field to run a
search query, the search performance for that operation will be slower than expected.

If an event field contains data of unexpected type (for example, a string when an
integer is expected), the data is ignored. Therefore, search for that data value will not
yield any results. For example, if the port field contains a value 8080A (alphanumeric)
instead of 8080 (numeric), the alphanumeric value is ignored.

For faster report generation, ALL fields of a report (including the fields being displayed
in the report) need to be indexed. That is, in addition to the fields in the WHERE
clause of the query, the fields in the SELECT clause also need to be indexed.

For optimal search performance, make sure that event fields on ALL peers are indexed
for the time range specified in a query. If an event field is indexed on a Logger but not
on its peers for a specific time range, a distributed search will run slower on the
Loggers. However, it will run at optimal speed on the local Logger. Therefore, the
search performance in such a setup will be slow.

Although the requestUr1 field is available for search and report queries, it cannot be
indexed. Including this field in such queries will result in the query running slower than
a search performed on indexed data.

118 Logger Administrator’'s Guide Confidential



4 Searching and Analyzing Events

Enabling Indexing

Indexing is automatically enabled when Logger is initialized. You cannot disable indexing,
however, you can add fields to the field-based indexing at any time.

Adding Fields to Field-based Index

To add fields to the field-based index:
1 Click Configuration from the top-level menu bar.

2 Click Search.

3 In the Search Indexes tab, select the fields from the Indexable Fields list.

Search Indexes | Search Options Fieldsets Custom Fields Search Tasks Parser Descriptions

To add indexed fields, select one or more fields below

Indexable fields |agentAddress -
agentHostMName -
agentNtDomain
agentZonelURI
customerName
destinationCnsDomain
destinationMacAddress
destinationTranslatedAddress
destinationUserPrivileges
deviceCustomDatel
deviceCustomDatellabel
deviceCustomDate2
deviceCustomDate2Label
deviceCustomNumberiLabel
deviceCustomNumber2Label
deviceCustomMNumber3Label
deviceCustomStringlLabel
deviceCustomString2Label
deviceCustomString3Label
deviceCustomString4Label
deviceCustomStringSLabel
deviceCustomString6Label
deviceExternalld
deviceSeverity —
L 171

111

Use ctrl-click to select or deselect items

Indexed fields |deviceVendor
deviceProduct
deviceVersion
deviceEventClassId
name
agentSeverity
agentType
applicationProtocol
baseEventCount

bytesIn

All recommended fields have already been indexed

Full text indexing is enabled

i Apply Changes

4 To select multiple fields at the same time, hold the Ctrl key down and click on the
fields.

5 Click Apply Changes.
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Saving Queries (Saved Filters and Searches)

If you need to run the same search query regularly, you can save it in these ways:

As a filter

A filter saves the query expression, but does not save the time range or the field set
information.

As a saved search

A saved search saves the query expression and the time range that you specified.

For information about Saved Search Alerts, see “Creating and Managing Saved Search
Alerts” on page 295.

Saving a Query

To save a query:

1

Define a query as described in “Searching for Events on Logger” on page 101 or
“Using the Search Builder Tool” on page 91.

Click the Save icon ([d) and enter a name for the query in the Name field, as shown in
the following figure.

Save query H
Name
Save as | Filter @) saved search ' Dashboard panel
Schedule it j (You can change the schedule settings later)
Schedule type %) scheduled search Scheduled alert

In the Save as field, select whether you want to save this query as a filter, as a saved
search, or as a Dashboard panel.

If you select to save as a Saved Search, you can either keep the saved query as
Saved Search or change it to a Scheduled Alert by specifying a schedule based on
which the query runs periodically and generates alerts.

If you choose to schedule the Saved Search, you can either specify the schedule in
the following screens or skip it for now.

If the search query includes an aggregation operator such as chart or top, a third
option to save the query for a Dashboard panel is also displayed. If you select this
option, you need to enter the following parameters.

120 Logger Administrator’'s Guide Confidential



4 Searching and Analyzing Events

Save query

ol

Title

Save as

Saved search

Dashboard

Panel type
Chart type

Chart limit

) Fiter ') saved search '@ Dashboard panel

@ test_jc_ss -

' New saved search
Saved search name

@ test_jc

! New dashboard
Dashboard name

Chart

Column

Parameter

Description

Title

Saved search

Dashboard

Panel type

Chart type

Chart limit

Enter a meaningful name for the panel that will be added to the
Dashboard.

Select an existing saved search from the drop-down box that
will be overwritten with this query.

OR

Select “New saved search” to create a new saved search query.
Enter the new name in the text box.

Select an existing Dashboard from the drop-down box to which
the Search Results panel will be added.

OR

Select “New dashboard” to add the Search Results panel to a
new Dashboard. Enter the name of the new Dashboard in the
“Dashboard Name” field.
Select the type of panel:
e Chart—Displays search results in a chart form

Table—Displays search results in a table form

Chart and Table—Adds two panels, one for displaying search
results in the chart form and the other for displaying search
results in the table form

Type of chart to display matching events. You can select from:
Column, Bar, Pie, Area, Line, Stacked Column, Stacked Bar.

Default: Column

Only applicable to Search Result Chart panels.

Number of unique values to plot. Default: 10

4 Click Save.
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Using a Saved Filter or a Saved Search

To use a saved filter (or a saved search):
1 Click Analyze > Search.

2 Click the Load a Saved Filter icon () to view a list of all the saved filters and saved
searches to display the Load Filter/Saved Search interface, as shown in the following
figure.

Load Filter/Saved Search
Choose a Filter or Saved Search to load
Filter || Saved Search

Name - Category Type Description

=& Category: System Filters (19 Ttems)

All Logins (Unified) System Fitters B Unified Query { categoryBehavior EQ JAuthentication/Verify )
Configuration Changes (Unified) System Filters B Unified Query ( categoryBehavior EQ /Modify/Configuration ) AND (
High and Very High Events (Unifiec System Filtters B Unified Query ( agentSeverity ECQ High ) OR ( agentSeverity EQ Ver
Walicious Code (Unified) System Fitters B Unified Query ( categoryObject STARTS_WITH /Vector ) OR ( cater
Successful Logins (Unified) System Fitters B Unified Query ( categoryBehavior EQ /Authentication/\Verify ) AND
Systemélert - CPU Utilization Abov System Filters B 1inified Nuene 5l

Please dick on a row to see additional details

Load+Close | | Close I

The Load Filter/Saved Search interface enables you to quickly locate the saved filters
and the saved search queries. Click on any of the column names to sort information.
To view details of a filter or a saved search, click its row. Details are displayed in the
text box below.

3 To reload a filter, select the filter or saved search you want to use and click
Load+Close. The filter rows display the search query.

To reload a saved query, click the Saved Searches tab, select a search, and click
Load+Close.

System Filters/Predefined Filters

Your Logger ships with a number of predefined filters, also known as system filters. These
filters define queries for commonly searched events. For example, unsuccessful login
attempts or the number of events by source. Filter queries are available as Unified queries

122 Logger Administrator’s Guide Confidential



4 Searching and Analyzing Events

and as Regular Expression queries. Unified queries can be used for searching and reporting
while Regular Expression queries are for defining alerts and forwarders.

Note

Even though the Category - System Alert filters (listed in the last section
of the following table) are displayed on the user interface of the software
version of Logger, these filters do not apply to it.

To effectively use the Firewall or UNIX Server use case filters (listed in the
following table), define device groups that include the firewall devices or
UNIX servers that you are interested in and then constrain your search to
those device groups. If you do not create device groups specific to device
types, the search results would match all Deny, Drop, or Permit events
from all devices instead of only the firewall devices. Similarly, the
“Unix-10 Errors and Warnings” filter would include 10 errors and warnings
from all devices and not only the UNIX servers.

The following is a list of all the system filters. For a description of each filter, see “System
Filters” on page 621. To use a predefined system filter, follow instructions in “Using a Saved
Filter or a Saved Search” on page 122.

Table 44 System Filters

Category

Unified Query Filters

Regular Expression Query
Filters

Login Status use case

Configuration

Events use case

Intrusion use case

Firewall use case

Network use case

Connector System
Status use case

All Logins

Unsuccessful Logins

Successful Logins

Failed Logins

Configuration Changes

High and Very High Severity
Events

Event Counts by Source

Event Counts by Destination

Malicious Code

Deny (Firewall Deny)
Drop (Firewall Drop)
Permit (Firewall Permit)
DHCP Lease Events
Port Links Up and Down

Protocol Links Up and Down

CPU Utilization by Connector Host

All Logins (Non-CEF)
All Logins (CEF format)

Unsuccessful Logins (Non-CEF)

Unsuccessful Logins (CEF format)

Successful Logins (Non-CEF)
Successful Logins (CEF format)

System configuration changes
(CEF format)

High and Very High Severity
CEF events

All CEF events

Malicious Code (CEF format)
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Table 4-4 System Filters (Continued)

Regular Expression Query

Category Unified Query Filters Filters

Disk Utilization by Connector Host

Memory Utilization by Connector
Host

UNIX Server use case CRON related events
10 Errors and Warnings
PAM and Sudo Messages
Password Changes
SAMBA Events
SSH Authentications
User and Group Additions
User and Group Deletions

Windows Events Account Added to Global Group

use case Account Added to Global Group

(CEF)
Audit Policy Change
Audit Policy Change (CEF)

Change Password Attempt
Change Password Attempt (CEF)

Global Group Created
Global Group Created (CEF)

Logon Bad User Name or Password
Logon Bad User Name or Password
(CEF)

Logon Local User

Logon Local User (CEF)

Logon Remote User

Logon Remote User (CEF)

Logon Unexpected Failure

Logon Unexpected Failure (CEF)

New Process Creation

New Process Creation (CEF)

Pre-Authentication Failure
Pre-Authentication Failure (CEF)
Special Privileges Assigned to New
Logon

Special Privileges Assigned to New
Logon (CEF)
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Table 4-4 System Filters (Continued)

Category

Unified Query Filters

Regular Expression Query
Filters

System Alerts

User Account Changed
User Account Changed (CEF)

User Account Password Set
User Account Password Set (CEF)

Windows Events (CEF)

The following filters search for specific internal alert events, which are
written in CEF format to a special Internal Storage Group. These filters
are available for both search methods. In addition to the following
filters, you can define your own alerts based on the system health events
listed in “System Health Events” on page 398.

NOTE: Although these filters are displayed on the software version of

Logger, these do not apply to it.
CPU Utilization Above 90 Percent
CPU Utilization Above 95 Percent
Disk Failure

Root Partition Below 10 Percent
Root Partition Below 5 Percent
Device Configuration Changes
Filter Configuration Changes

High CPU Temperature

Power Supply Failure

RAID Controller Issue

RAID Status Battery Failure

RAID Status Disk Failure

Storage Configuration Changes
Storage Group Usage Above 90%
Storage Group Usage Above 95%
Zero Events Incoming

Zero Events Outgoing

CPU Utilization Above 90 Percent
CPU Utilization Above 95 Percent
Disk Failure

Root Partition Below 10 Percent
Root Partition Below 5 Percent
Device Configuration Changes
Filter Configuration Changes

High CPU Temperature

Bad Fan

Power Supply Failure

RAID Controller Issue

RAID Status Battery Failure

RAID Status Disk Failure

Storage Configuration Changes
Storage Group Usage Above 90%
Storage Group Usage Above 95%
Zero Events Incoming

Zero Events Outgoing

Using a System Filter

To use a predefined system filter, follow instructions in “Using a Saved Filter or a Saved
Search” on page 122.
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Alerts

You can configure your Logger to alert you by e-mail, an SNMP trap, or a Syslog message
when a new event that matches a specific query is received or when a specified number of
matches occur within a given time threshold.

Only regular expressions can be used in queries specified for alerts.

Audit events for alerts are only written to the Internal Storage Group and not forwarded to
ESM by default. If you need to forward these audit events to ESM, please contact customer
support for assistance.

This change only applies to audit events generated for alerts; other audit
— events are unaffected.

Note

Viewing Alerts

In addition to receiving an alert through the methods mentioned above, you can also view
them through the user interface.

The Alert sub-tab under the Analyze tab presents a user interface that is similar to Search.
From this page, you view Alerts and the base events that triggered them, as shown in the
following figure.

When you create Alerts (see “Alerts” on page 289), you name them, and you can choose to
view only events associated with a particular Alert. The default is All Alerts.

To view Alerts, choose a predefined time range, such as “Last 2 hours” or “Today,” or
choose “Custom Time Range” to reveal additional fields for specifying a time range
manually. This aspect works like Search. Refer to “Time Range” on page 81 for more detail.

Receiving Alerts for Events

To receive alerts:

1 Configure the Logger's SMTP with the desired e-mail address destination (see “Static
Routes” on page 353) or create an SNMP Destination (see “Sending Notifications to
SNMP Destinations” on page 300) or Syslog Destination (see “Sending Notifications to
Syslog Destinations” on page 301).

Number of destinations per alert:

= E-mail: Multiple, each separated by a comma.

Note SNMP: One

= Syslog: One

2 Create a query to find the events of interest; save the query as a filter. (See “Saving
Queries (Saved Filters and Searches)” on page 120.)

3 Create an Alert that uses the new filter and specify match count and threshold (see
“Alerts” on page 289.) Enable the new Alert.
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Base Event Fields

Events that are labeled ‘Action Engine’ are Alert events. Other events are base events--that
is, the events that triggered the Alert.

Go, Export, and Auto Update Options

The Go and Export Results buttons and the Auto Update option accomplish the same
tasks in both the Search and Alert pages. For more information, see “Searching for Events
on Logger” on page 101, “Understanding the Search Results Display” on page 104,
“Viewing Alerts” on page 126, and “Advanced Search Options” on page 102.

Live Event Viewer

The Live Event Viewer provides real-time view of the incoming events that match the
criteria you specify. This functionality is useful in environments where the need to view an
event quickly is important; for example, a financial institution might be interested in
viewing a specific transaction type as soon as it occurs. Because the latency between the
events arriving at Logger and the display time is quite less, events might not have been
indexed on Logger before being displayed.

The Live Event Viewer composes of two tabs—Search Composer and Search Results. The
Search Composer is for defining the search criteria and the Search Results tab displays the
matching events in real time.

The following figure shows the Search Composer. If more than one filter is specified, the
resulting query uses the AND operator to combine them. For example, if the first filter
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searches for “failure” and the second filter excludes “admin”, the resulting query is “failure

AND NOT admin”.

Search Composer | Search Results

j) What do you want to find? Build a new filter or load an existing filter

Select a saved
filter, Save query

as saved search
» query, Clear all

FER 57 (= | o | o X

Exclude/include Search Terms
Search For: failure
Exclude From Search: admin

filters, Add filter,
Remove filter

Search For:

@ Choose if a logical MOT should be applied to the search term and enter the text to search for

Where do you want to look? Choose from device groups and storage groups.

Device Groups

» Enter the search
criteria here

Specify
* constraints here

[ [

Storage Groups /|

Click Start to
_start view Live

Event Viewer

The Search Results tab provides the Play, Pause, Stop, Clear, and Export buttons that
enable you to control the display in a manner similar to any electronic device, as shown in

the following figure.

Search Composer Search Results

> Hnmx

cs2=Currentvallf cs2Lab, meframe cs
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—p Search timer
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The following list highlights the features of Search Results display:

event

m  Events are displayed in the raw event format and not in the columnar, table form as
displayed in the Search Results page (Analyze > Search) when you run a search query.

® A user can launch a maximum of one Live Event Viewer. There can be a maximum of

five Live Event Viewers running on Logger at any time.

®  The regular expression search method is used to identify matching events. Therefore,
you can specify regular expressions as the search term in the Search Composer.
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Buffer Size defines the maximum number of events displayed in the Viewer. By default,
the Buffer Size is 1000, however, it can be set to any number between the range of 20
and 5000.

By default, the search is run for 15 minutes and then stopped to preserve system
resources. If you need to run the search for longer than 15 minutes, click the §& icon
next to the countdown timer to reset the timer to 15 minutes.

When you click Pause, the Search Results display is frozen. However, the search
operation continues in the background and the new matching events are buffered until
a maximum of 1000 events have been buffered or the search timer, which continues to
count down even when the Search Results display is frozen, reaches 00:00.

If the timer has not reached 00:00, you can click Play to resume the paused search
operation. When you click Play, the buffered events are displayed. The newly found
events are appended to the previously found events on the Search Results display
screen.

When you click Stop, the search for matching events and the count down of the search
timer stop. When you click Play, the search is started afresh—the currently displayed
events are cleared from the Search Results screen, the search timer is reset to 15
minutes, and the search starts again.

You must stop the search operation to export the matching events.

To launch a Live Event Viewer:

= Live Event Viewer is a resource-intensive application that can impact the
= overall performance of your Logger if run for a long period of time. Therefore,

Note use this feature selectively and for short periods of time.

Click Analyze > Live Event Viewer from the top-level menu bar.

In the Search Composer tab, enter the search terms or click the (,_}) icon to select a
saved filter.

You can enter search terms that the event must contain (Search For:) or terms that
the events must not contain (Exclude From Search:). Click the “Search For:” field to
display a drop-down list from which you can select “Exclude From Search:”.

If more than one filter is specified, the AND operator is used to combine them in the
resulting search query.

To add additional filters, click the (lﬂi) icon.

To remove a filter line, click the ( j&) icon.

To remove all filters, click the ('-f) icon.

Enter constraints to limit your search to specific device groups, devices, or storage

groups in the “Where do you want to look?” section. Click the (_*‘ ) icon to display a
list from which you can choose the constraints.

Click Start.

The search results are automatically displayed in the Search Results display screen.

To update the Live Event Viewer query:

1

In the Search Composer tab of the Live Event Viewer, update the search terms.

2 Click Stop first, then Start to start search using the new search terms.
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To export Search Results display:

1 Make sure you have stopped the Live Event Viewer. To do so, click the (Jl|}) icon in the
Search Results display window.

2  Click the (t') icon to open the Export Options window.

3  Follow Step 3 onward in “To export search results:” on page 113 to export the
displayed search results.
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Chapter 5

Reporting

This chapter describes Logger reporting features.

Reports are captured views or summaries of events that you can view from the Logger
Reports tab or export for sharing in a variety of file formats. Reporting is an essential tool
for communicating the state of your network security to internal and external stakeholders.

This chapter includes information on the following areas of Logger reporting:

“The Reports Home Page” on page 131

“Explorers” on page 133

“Categories” on page 141

“Dashboards” on page 147

“Widgets” on page 153

“Using Dashboards Created in Pre-5.2 Logger” on page 156
“Running, Viewing, and Publishing Reports” on page 166
“Designing Reports” on page 179

“Scheduling Reports” on page 226

“Deploying a Report Bundle” on page 229

“Report Server Administration” on page 231

“Using Report Category Filters” on page 232

“Backup and Restore of Report Content” on page 232
“iPackager” on page 233

The Reports Home Page

To get to the Reports home page from elsewhere in the Logger Ul, click the Reports link
on top of the page. Alternatively, click Dashboard on the left panel menu from within
Reports, to display the Reports Home page.
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The Dashboard Viewer opens and if a dashboard is configured to display, the Reports
Home page shows the selected Dashboard view.
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If there is no Dashboard display configured and selected, the Reports home page shows an
empty Dashboard Viewer.

On top of the Reports home page there are links for Dashboard Viewer, Dashboard
Preferences, Widget Designer, Recent Reports, Classic Viewer, Classic Designer, and Classic
Preferences.

The Dashboard Viewer page allows you to view your dashboards. On the upper right
corner of the Dashboard Viewer page there are buttons that you can use to add a widget to
the dashboard, save edit, and subscribe the dashboard.

The Dashboard Preferences link allows you to specify a default dashboard to display as
your Reports home page and also to display multiple dashboards as tabs in the Reports
home page.

The Widget Designer page allows you to create a widget displaying either a report or a
web link. You can place the widget in the dashboard from the Dashboard Viewer page.

The Recent Reports link shows the report execution status that lists the status of
currently running, recently run, or accessed reports. By default, all reports except the
completed scheduled reports are displayed; however, you can restrict the list by defining
filter criteria. The Execution Type column under the Report Execution Status drop down
indicates whether the report was run in the background or was run using quick run. A
report run on ad-hoc basis is listed on the Report Execution Status page for 24 hours;
however reports run in the background are listed for a longer period of time. You can select
a report to run a report using different field values as well as re-run a report using the
same values used in the original run.
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To get started by creating a dashboard to show as your default Reports Home page, see
“Dashboards” on page 147 and “Designing Dashboards” on page 149.

Dashboards created in pre-5.2 Logger can be viewed and edited from the Classic Viewer,
Classic Designer, and Classic Preferences links. See “Using Dashboards Created in
Pre-5.2 Logger” on page 156 for information on how to view or edit dashboards created in
pre-5.2 Loggers.

= Do not use these links to create new dashboards. Use the Dashboard Viewer
— link to create new Dashboards. See “Designing Dashboards” on page 149 for

Nots details.

To get started by running and viewing reports, see “Running, Viewing, and Publishing
Reports” on page 166. You can run, publish, and save the results of any type of report. For
information on these common reporting tasks available on all reports, see “Task Options on
Available Reports” on page 168.)

You can schedule any report to run once at a later date or on a specified frequency (such
as daily or weekly). Monthly reports cannot be scheduled currently. For more on this, see
“Scheduling Reports” on page 226.

The left pane of the Reports home page provides links that make it easy to navigate to a
report, design a new report and links for report administration.

The various explorer links listed under Navigation in the left panel allow you to navigate
to a report, query, or parameter. The links listed under Design allow you to create a new
report and create, view and configure any object of the Reporting feature. The links listed
under Administration allow you to do administrative tasks with reports.

Explorers

Use the explorers listed under the Navigation heading in the left pane to navigate to a
desired report, query, parameter, dashboard, or dashboard widget that already exists in
Logger. You can run a report, publish it, and customize it from the Report explorer. You can
create and edit a query or parameter object from its respective explorer. You can select
multiple objects in any of the explorers and perform actions such as set access rights on all
of them, copy, cut, paste or delete actions on all of them. The following explorers are
available.
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Category Explorer

Reports and report objects, such as queries and parameters can be organized and grouped
based on their function. Such functional groups are called Categories. For example, a

report pertaining to a database can be stored under the Database category. The Category
Explorer brings together all categorized reports and report objects in one central location.

ArcSight<t

na e compeny  LOGGET
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Navigation ‘;'_!’p: Parameter Objects @ AN-Failed Anti-Virus Updal
Category Explorer Dashboards @ AN-Top Infected Systems _"
Report Explorer Dashboard Widgets @ AV-Update Summary _
Query Explorer = I Anti-Virus 4 @ AN-\irus Activity by Hour r_'
Parameter Explorer [=) Reports |!|
Favorites Explorer [ Saved Reports =
Design @i Query Objects _‘I
New Report i Parameter Objects 4
. Dashboards bd
Quertes Dashboard Widgets o
Parameters + [ir| Configuration Monitoring ¥ %
Parameter Value Groups + [ Cross Device v e
Template Styles + [ Database v =
Administration + it | Default Reports 3 5
Deploy Report Bundle + 5] Firewall ’ -—;
Report Administration + 1] IDS_I_PS ' .
Report Category Filters + 7 Identity Management ¥ x
+ 7] Intrusion Monitoring 3
Report Categories + [ Network ,
JRackagSy + 7] Network Monitoring 3
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The Category Explorer comes with some pre-defined, commonly used categories. You can
add custom categories based on your requirements. You can use the Category Explorer to
get an overview of all reports, published reports only, queries, parameters, dashboards,
and dashboard widgets that were saved in a particular category.

When you click the Category Explorer link, a Repository pane appears to the right of the
navigation pane listing all the available categories. Navigate to a report or another object
by clicking on the category to expand it. Click on any object stored in that category and
another pane will open up to the right of it listing the contents stored under it. For
example, to get to a report from the Category Explorer, click the Category Explorer link,
click the category link in the Repository pane to expand it, click Reports under the category,
and click on the report of your choice and select an action to be performed (such as run
report) on the report by clicking on one of the buttons in the right menu bar.

See “List of Buttons in the Explorers” on page 138 for an explanation of each available
button.

For a complete list and description of reports available on Logger, see Appendix F, Logger
Content, on page 583.
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Repo

rt Explorer

The Report Explorer is the central location for viewing (publishing), running, or editing a
report. However, you cannot create a new report from the Report Explorer.

Dashboard Reports < Anti-Virus &r?]
Scheduled Reports | Anti-Virus b @ AV-Errors Detected in Ant ‘_.
Navigation Configuration Monitoring  * || @ AV-Failed Anti-Virus Updai -
Category Explorer Cross Device L4 @ AV-Top Infected Systems |
Report Explorer Database 3 @ AV-Update Summary &
Query Explorer Default Reports 4 @ AV-Virus Activity by Hour b
Parameter Explorer Firewall 3 s
Favorites Explorer IDS-1PS 4 EI
Design Identity Management 3 —._J
New Report Intrusion Menitoring 3 ‘;
Qi Network o 3 =)
Network Monitoring 3
Earametcrs Operating System 3 d:
Parameter Value Groups SANS Top 5 v i
Template Styles » £
Administration =
Deploy Report Bundle B
Report Administration P
Report Category Filters T
Report Categories x

iPackager

To create a new report, click the New Report link under the Design section in the left
pane. The Report Explorer lists the various pre-defined categories. Clicking on any of the
category opens another pane to its right which displays all the reports that have been

stored in that category.

See “List of Buttons in the Explorers” on page 138 for an explanation of each available
button.
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Query Explorer

Queries are made up of query objects or parameters. These query objects can be grouped
in categories as well. When you click on the Query Explorer link, it opens a list of some
pre-defined query objects that have not been categorized and the various pre-defined
categories under which you can store any newly created objects.

Dashboard
Scheduled Reports
Navigation
Category Explorer
Report Explorer
Query Explorer
Parameter Explorer
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New Report
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Administration
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You can use the Query Explorer to create new queries, view the properties for saved
queries and edit the saved queries’ properties. See “List of Buttons in the Explorers” on
page 138 for an explanation of each available button.
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Parameter Explorer

If you click the Parameter Explorer link, it opens a panel that lists the predefined categories
under which you can store newly created parameters and some pre-defined parameters
that have not been categorized.

Dashboard Parameter Objects < Network |E|
Scheduled Reports ;.Anfi-\;‘irus 3 (ﬁ zoneParameter ‘/‘T |
Mavigation Configuration Monitoring ¥ (ﬁ zones T
Category Explorer Cross Device 2 —
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«p> deviceGroupParameter

R rt Cat i 4
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B
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You can use the Parameter Explorer to create new parameters, view the properties for
existing parameters and edit the existing parameters’ properties.

See List of Buttons in the Explorers for an explanation of each button available from the
explorer.

For a complete list of parameters available on Logger, see “Parameters” on page 616.

Confidential

Logger Administrator’s Guide 137



5 Reporting

Favorites Explorer

For quick access, you can mark any report, query, parameter, dashboard, or dashboard
widget as a favorite. Anything you mark as a favorite will be listed in the Favorites Explorer.
However, objects listed in the Favorites Explorer cannot be organized into categories.

Favorites |?|

Dashboard
Scheduled Reports :p3 zoneParameter 3

Navigation td5 Destination Counts by Event Name
"=

e
Category Explorer 7] AV-Top Infected Systems

Report Explorer =
Query Explorer L'
Parameter Explorer !‘
Favorites Explorer -
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New Report o
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Parameters
Parameter Value Groups
Template Styles
Administration
Deploy Report Bundle
Report Administration
Report Category Filters
Report Categories

iPackager

Any action that you can perform on an object from its own explorer can also be done to it
from the Favorites Explorer too. For example, a report can be run, saved, and published
from the Report Explorer. If you have marked the report as a Favorite, you can run, save,
and publish it from the Favorites Explorer too.

See “List of Buttons in the Explorers” on page 138 for an explanation of each available
button.

List of Buttons in the Explorers

The following table lists all buttons that are available in the button bars in the various
explorers. Not all buttons will be available from all explorers. The buttons will appear only
when you click on the object. For instance, if you click on a report in the Reports pane of
an explorer, all report-related buttons will appear in the button bar to the right of the

Reports pane.

Available in

Used for
Explorer...

Buttons

All Explorers Add to Favorites

e Any category, report, query, or parameter can be marked as a
favorite. The Favorites Explorer lists all objects marked as
favorites.

Favorites Explorer Delete From Favorites

X Any object that appears in the Favorites folder can be removed
from there by clicking this button.
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Buttons

Available in
Explorer...

Used for

<p=>

Category Explorer

Parameter Explorer

Category Explorer
Query Explorer

All Explorers

All Explorers

All Explorers

Category Explorer

Create Parameter Object

A new parameter can be created by clicking on this button. New
parameters can be created from within the Category Explorer or
the Parameter Explorer.

Create Query Object

A new query can be created by clicking on this button. New
queries can be created from within the Category Explorer or the
Query Explorer.

Delete

Use this button to delete an object.

Refresh

Use this button to refresh an Explorer page.

Properties

Use this button to view object properties such as report
properties, query properties, or parameter properties.

Edit <Object> Details

A
| Parameter Explorer Object can be a query, parameter or a dashboard widget
Query Explorer In the case of reports, it stands for Customize Reports
= All Explorers Copy <Object>
i Object can be a report, query, parameter, dashboard, or a
dashboard widget
All Explorers Cut <Object>
Fo Object can be a report, query, parameter, dashboard, or a
dashboard widget
;—_] Category Explorer Quick Run with Default Options
;. - Report Explorer Runs the report using default data filtering configuration, which
Favorites Explorer was set at report deploy time.
Provides options to change start and end time parameters,
storage groups, and devices included in the scope of the report
run.
See also “To run and view a report:” on page 169 and “Quick Run
with Default Options / Run In Background Report Parameters” on
page 170
Category Explorer Run in Background
e Report Explorer Use this option to run reports that take long time to generate or
Favorites Explorer the ones that are not required online immediately.
See also “To run and view a report:” on page 169 and “Quick Run
with Default Options / Run In Background Report Parameters” on
page 170
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Available in

Buttons Used for
Explorer...
A Category Explorer Run Report
Report Explorer Provides options to modify the data filter criteria used by the
Favorites Explorer report query for this run.
You can specify a maximum number of rows to include in the
report, and perform various comparison and logical operations on
event fields.
See also “To run and view a report:” on page 169 and “Run
Report Parameters” on page 172.
Parameter Explorer Parameter Value Groups
¥ Category Explorer

Favorites Explorer

Category Explorer
Report Explorer

Favorites Explorer

Category Explorer
Report Explorer

Favorites Explorer

Category Explorer
Report Explorer

Favorites Explorer

Category Explorer
Report Explorer

Favorites Explorer

Category Explorer
Report Explorer

Favorites Explorer

Category Explorer
Report Explorer

Favorites Explorer

Category Explorer
Report Explorer

Favorites Explorer

Category Explorer

Favorites Explorer

Open Listing Page

This button opens a page that displays reports (Adhoc reports,
standard report and linked reports). You can view list of reports
under selected category and take actions on a selected report.
The complete path where report resides is shown in Report
Listing.

Copy Report as Link

Customize Report

Download Report

List Published Output

Click List Published Output to view the list of published outputs of
this report. The list page also displays the user name who
generated (published) the report, time and expiry time of the
report. From this page, you can view report output as well as user
comments on the report.

View Descriptions

Create Dashboard Widget

View Dashboard
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Categories

Reports, queries, and parameters can be organized and stored under categories for ease of
access. You can create your own categories or edit the existing categories’ properties by
clicking on the Report Categories link in the left pane of the Reports Home page.

Deploy Reports And Categories

Look In | ../Intrusion Monitoring T, E "‘ @ x Refresh| | Show All Owners'
o7 Attackers 5<|’_’| Firevz|l Traffic by Service ] SecuritypashBoardrpt
7] Resource Access #] Least Common Events ] SecurityDBR=port
7] Targets ] Most Common Events | Top 1DS Attack Events
7] User Tracking 4/3 Mast Common Events by Severity ?j Top IDS Events
] Davice Interface Down Notifications ] Probes on Blocked Ports by Source ] Top Machines Traversing Firewall
4 n 3
Save | | Cancel [] Delete Cascade
Properties
5 Public Private = [7] Hidden

Category Menu Name |Attackers Category [0 |982FA7B2-D350-CAS56-1909-F594BCFO5742

System Defined Categories

The following categories are system-defined (pre-defined) and ready for use. They are
based on common areas of use.

Anti-Virus
Configuration Monitoring
Cross Device
Database

Default Reports
Firewall

Identity Management
IDS-IPS

Intrusion Monitoring
Network

Network Monitoring
Operating System
SANS Top 5

VPN

Anti-Virus

Use this category to store reports, queries, parameters, dashboards, and dashboard
widgets that provide information on anti-virus activity, such as the anti-virus update status,
virus activity by hour, and top infected systems.

For a complete list of reports, click the Anti-Virus category under Reports column in the
Report Explorer.
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Configuration Monitoring

Logger provides reports that address configuration monitoring. To access these reports,
click the Configuration Monitoring category in the Reports column in the Reports
Explorer.

For information how to run, view, and publish these reports, see “Running, Viewing, and
Publishing Reports” on page 166.

Cross Device Reports

These reports provide information on functions that apply to multiple kinds of devices, such
as failed login attempts, bandwidth usage by hosts, and accounts created by user, and so
on.

For a complete list of reports, click the Cross Device category under the Reports column
in the Reports Explorer.

Database Reports

These reports provide information on database errors and warnings.

Default Reports

The user-generated reports are placed in this category.

Firewall Reports

These reports provide information on firewall activity, such as denied connections by port,
address, and hour.

Identity Management Reports

This report provides information on the number of connections per user as reported by the
Identity Management devices in your network.

IDS-IPS Reports

These reports provides information on activity involving Intrusion Detection and Prevention
Systems, such as alert count by device, port, severity, top alert destinations, worm infected
systems, and so on.

Intrusion Monitoring Reports

Logger provides reports that address intrusion monitoring. To access these reports, click
the Reports Explorer link and click the Intrusion Monitoring category in the Reports
column.

For example, reports are provided to track password changes, firewall configuration events,
firewall traffic, top attackers traversing firewalls, and so forth.

For information how to run, view, and publish these reports, see “Running, Viewing, and
Publishing Reports” on page 166.

Network Reports

These reports provide information on activity involving network infrastructure, including
interface status, device errors, SNMP authentication failures, and so on.

142 Logger Administrator’'s Guide Confidential



5 Reporting

Network Monitoring Reports

Network Monitoring reports describe activities on Virtual Private Networks:

m  Top VPN Accesses by User

m  Top VPN Event Destinations and Sources
m  Top VPN Events

m VPN Connection Attempts

® VPN Connection Failures

Operating System Reports

These reports provide information on activity involving operating systems, such as login
errors per user, user and user group creation and modification events.

SANS Top 5 Reports

Logger provides reports that address the “SANS Top 5 log reports” scenarios, all pre-built
and available to run on-demand or schedule for a specified frequency. To access these
reports, click the Report Explorer link in the left panel and click on SANS Top 5 category
under the Reports column.

For information on how to run, view, and publish these reports, see “Running, Viewing, and
Publishing Reports” on page 166.

The SANS Institute is a cooperative training, certification, and research organization with a
focus on developing solutions for securing information against a variety of potential
threats. SANS facilitates and supports a collaborative effort of a large number of security
practitioners in various industries and sectors around the world to share experience,
solutions, and resources related to information security. (“SANS” stands for “SysAdmin,
Audit, Network, Security”; more information is available on their Web site at

http://www.sans.org/.)

The “SANS Top 5” represents the current set of “most critical” log reports for a wide
cross-section of the security community.

Here is a quote from the SANS Web site about the strategy and focus of the “SANS Top 5
Essential Log Reports™:

“The goal is to include reports that have the highest likelihood of identifying suspect
activity, while generating the lowest number of false positive report entries. The log
reports may not always clearly indicate the extent of an intrusion, but will at least give
sufficient information to the appropriate administrator that suspect activity has been
detected and requires further investigation.”

The SANS Top 5 list is meant to be reviewed on a regular basis. ArcSight can

send updates for customers to deploy as new reports are required to meet

Note new challenges presented by the dynamic threat-security environment in
which networks are deployed.

The “SANS top 5” log reports cover the following five scenarios:

m  Attempts to gain access through existing accounts
m  Failed file or resource access attempts

m  Unauthorized changes to users, groups and services
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m  Systems most vulnerable to attack
m  Suspicious or unauthorized network traffic patterns

For a complete description of the SANS Top 5 log reports, see

http://www.sans.org/resources/top5_logreports.pdf or look for associated topics in SANS
“resources” on their Web site.

The Logger “SANS Top 5 Reports” offered to address these threat scenarios are:

®  SANS Top 5 - 1 Number of Failed Logins

m  SANS Top 5 - 1 Top Users with Failed Logins

m  SANS Top 5 - 2 Failed Resource Access by Users and Drilldown

m  SANS Top 5 - 2 Failed Resource Access Events and Drilldown

m  SANS Top 5 - 3 Password Changes

m  SANS Top 5 - 3 User Account Creations, Deletions, and Modifications
®  SANS Top 5 - 4 Vulnerability Scanner Logs by Host or by Vulnerability
m  SANS Top 5 - 5 Alerts from IDS

m  SANS Top 5 - 5 IDS Signature Destinations and Source

m  SANS Top 5 - 5 Top 10 Talkers

m  SANS Top 5 - 5 Top 10 Types of Traffic

®  SANS Top 5 - 5 Top Destination and Target IPs

VPN Reports

These reports provide information on activity involving VPN connections, including
authentication errors, connection information such as counts, accepted and denied by
address, and so on.

More Reports may be available for download as report packages on the
n HP Customer Support site (SSO). (For information about deploying report

Tin packages, see “Deploying a Report Bundle” on page 229.)

Solution Reports

If any solution packages are installed on the Logger, they appear under this report group.
Solution packages address specific compliance requirements or scenarios and are installed
separately. Solutions Reports are available as add-on packages to Logger for specific
compliance requirements or scenarios.

More Solution Reports may be available for download as report packages on
n the HP Customer Support site (SSO). (For information about deploying report

Tip packages, see “Deploying a Report Bundle” on page 229.)

For information on deploying Solutions Packages, see “Deploying a Report Bundle” on
page 229. Once deployed, these solution reports are listed in categories under the Solution
Reports report group. To access these reports (once they are deployed), click Reports |
Solutions Reports | <report category name=on the left menu, where <report category
name> is the solution name, for example: PCI.
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Adding a New Category

The Category Explorer comes with some system defined commonly used categories.

Deploy Reports And Categories

Look In | ../Intrusion Monitoring

B OB B | X

Refresh| [ Show All Dwners'

o | Attackers

+i] Resource Access

7] Targets

7] User Tracking

] Davice Interface Down Notifications

] Firavall Traffic by Service

#] Least Common Events

] Most Common Events

4/3 Mast Common Events by Severity
] Probes on Blocked Ports by Source

@ SecurityDashBoardR pt

-] SecurityDER=port

| Top 1DS Attack Events

?j Top IDS Events

] Top Machines Traversing Firewall

4

T 3

Save || Cancel

[[] Delete Cascade

Properties
5 Public Private = [7] Hidden

Category Menu Name |Attackers

Category [D |S82FA7BB-D350-CAS6-1909-F554BCFO5742

To add custom defined category:
1 Click the Report Categories link under the Administration heading in the left pane.

2  Click the Add New Category ﬁ button located on top of the box that displays all

existing categories.

3 Define the properties for the new category and click the Save button.

Property Used for...

Public Setting this as Public makes the category available to everyone

Private Setting this as Private make the category available to you only

Hidden Check the Hidden checkbox, if you do not want to display this
category in any of the dialogs and pages (except in the Reports
Explorer). Mark a category as hidden to stop users from directly
accessing the objects and reports stored in it.

Category Name of the Category

Menu Name

Category ID Category ID should be unique across all the categories. By
default, the Category ID is auto-generated by the system. To
specify the Category ID manually, uncheck the System
Generated checkbox and specify the category ID.

System To specify the Category ID manually, uncheck the System

Generated Generated checkbox and specify the category ID.

Delete You can delete a category only if it is empty. To delete a

Cascade category including its contents, check the Delete Cascade

checkbox.

Once set, Category ID and scope (Public / Private options) cannot be

Note

changed.
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4 You can optionally add a report to the category. To do so, double-click any category to

open it and click the Add New Report ﬁ button. Define the following properties in

the Properties box:

Property

Used for...

Public
Private

Hidden

Report File
Report Name

Report ID

Design Mode

Deployment
Type

Output Format

System
Generated

Setting this as Public makes the report available to everyone
Setting this as Private make the report available to you only

Check the Hidden checkbox, if you do not want to display this
report in any of the dialogs and pages (except in the Reports
Explorer). Mark a report as hidden to stop users from directly
accessing it.

An existing data file from which a report is generated
The Report Name has to be unique within a category

A unique ID for the report that is auto-generated by the system
by default when you run and publish the report. To manually
enter an ID of your choice, uncheck the System Generated
checkbox and enter an ID in the Report ID field.

Text in Design Mode indicates if the report was designed using
Studio (Web Studio or Desktop Studio) or Adhoc Report Wizard.

A report deployed as Read Only cannot be modified and
uploaded with same name. A report deployed as Custom can be
modified and uploaded with the same name.

Output Formats in which this report can be generated.
Formats not selected here will not be available for this report.

To specify a Report ID manually, uncheck the System
Generated checkbox and specify the Report ID.

Deleting an Existing Category

You can delete a category only if it is empty.

To delete an empty category:

Select the category in the Category Explorer and click the Delete 2< button in the
vertical button bar to delete the selected category.

To delete a category including its contents:
Click the Report Categories link in the left pane, select the category, check the Delete

Cascade checkbox and click the Delete Selected Category 2< button.

= If you attempt to delete a category that is not empty, and Delete Cascade
— check box is clear, a message “Failed to delete the category” will appear on

Note

top left of the page.
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Placing a System Defined Query or Parameter into a
Category

You can place a pre-defined query or parameter into a category. Use the cut/paste feature
to do so because cutting and pasting it will preserve its ID.

To cut and paste a query/parameter:

1 Click the Query Explorer or Parameter Explorer link (depending on what you want
to place in the category) in the left pane.

2 Click on the pre-defined query/parameter you want to move.
3 Click the Cut Query Object/Cut Parameter Object g, button on the side button
bar.

4 Click the category name under which you would like to place this query/parameter.

You cannot save a report in the root category. Save it in one of the
— existing subcategories, or save it in a new category.

Note

5 Click the Paste @_ button on the side button bar.

= Do not copy and paste a query or parameter to place it in a category.
— Doing so will give the query/parameter a new ID and render it unusable

Note to reports or other existing objects that are using it.

You can schedule any report to run once at a later date or on a specified frequency (such
as daily or weekly). Monthly reports cannot be scheduled currently. For more on this, see
“Scheduling Reports” on page 226.

You can run, publish, and save the results of any type of report. For information on these
common reporting tasks available on all reports, see “Running, Viewing, and Publishing
Reports” on page 166 and “Task Options on Available Reports” on page 168.)

Dashboards

Dashboards display reporting data to provide a quick view of the latest information about
network events. You can assemble various reports and external links onto a dashboard.
However, you must place each report or link into its own widget and then place the widget
in the dashboard. A dashboard can contain multiple widgets.

Placing reports on a dashboard gives you access to the most recently published results for
those reports. Keep in mind, reports must be run and published in order for the results to
be accessible on a dashboard viewer. If you schedule a report to run, publish, and save for
a reasonable retention period (for example, one month), then those results will always be
available for dashboard views.

For example, you can add one or more reports to a dashboard, and configure reports to
auto-refresh (get results) on a specified interval (for example, every hour). The dashboard
will access the latest published reports results, in this case, every hour. If you have also
scheduled the reports to run and publish every hour, your dashboard will get up-to-date
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results. This eliminates the need to manually run and view each report once per hour in
order to get the same information updates.

To view or edit Dashboards created in pre-5.2 Logger releases see “Using
Dashboards Created in Pre-5.2 Logger” on page 156.

Note

The general steps to get started with using dashboards are as follows:

1 Create a new dashboard. See “Creating a New Dashboard” on page 149 for details on
this.

2 Create one widget for every report or web link you want to display on the dashboard.
See “Creating a New Widget” on page 153 for details on this.

3 Add the widgets to the dashboard. See “Placing Widgets in a Dashboard” on page 156
for more details on this.

4 Optionally, you can configure the dashboard to appear as a tab in the Dashboard
Viewer. See “Viewing an Existing Dashboard in a Tab in the Dashboard Viewer” on
page 150 for more details on this.

Viewing the Dashboard

The Dashboard Viewer is the home page for Reports. If no dashboard is configured and
selected for display, the default Reports home page shows an empty Dashboard Viewer. If
a dashboard is configured and selected for display, it is shown on the Dashboard Viewer
page, and serves as the Reports Home page. If you are viewing other pages within the
Reports tab, click Dashboard on the left panel to return to the Dashboard Viewer (Reports
Home page).

Reports must be run and published first in order for the results to be accessible on a
dashboard viewer. There are no options available to run reports from the Dashboard
Viewer. You can only view saved or published reports.

You can set a dashboard to auto-refresh at a certain interval, but auto-refreshing a
dashboard simply updates the dashboard display with the most recently published results;
it does not run the report. We suggest using the dashboard refresh interval in conjunction
with scheduled reports to ensure that report results are always published and retained long
enough to be available to dashboards. For more information, see “Designing Dashboards”
on page 149 and “Scheduling Reports” on page 226.

To run a report manually, click the Report Explorer in the left pane, click the category in
which the report is stored, select the report and click the Run Report, Quick Run with
Default Options, or Run in Background button. For more information on running and
publishing reports, see “Running, Viewing, and Publishing Reports” on page 166.

The Dashboard Viewer page displays the various items placed on the dashboard. If the
dashboard includes reports, reports will show current data from recently run reports.
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Designing Dashboards

Use the Dashboard Viewer page to create a new dashboard, name it, add items to it,
and design the layout. You can design and save multiple dashboards, but only one at a
time can be set as the default Dashboard Viewer for the Reports home page. Other
dashboards can be saved for later use. Each dashboard can include multiple items (reports,
use cases, and Web links).

To access the Dashboard Viewer, click the Dashboard link in the left pane.

What Items Can a Dashboard Include?

The following information is available for placement on a dashboard. However, each report
or Web Link must be placed inside a widget and the widget in turn is placed into the
dashboard. A dashboard can contain one or more widgets containing either of the
following:

m  Reports; any report can be included. The dashboard will show the latest published
version of the report. Reports must be published in order for the report data to be
accessible to users on the Dashboard View. If no published results are available for a
report on a dashboard, the Dashboard View will display a message indicating this.
When the report is published, a refresh of the Dashboard view will display the report.

m  External Links; that is, any URL(S) that you want on-screen as a part of a particular
Dashboard View

Creating a New Dashboard

The high-level steps to create a dashboard are described here. A detailed explanation of
each of these steps is provided in the topics that follow. The Reports home page opens
with the Dashboard Viewer open.

To add a new dashboard:

1 Click the New Dashboard E button located on the extreme right on any
Dashboard tab.

This opens a new empty dashboard tab with the name “Untitled”.

2 To place items onto the dashboard, add widgets by clicking the Add Widget rl-_',"

button located in the upper right corner. Select a widget and click-and-drag it onto the
dashboard.

3 For each item (widget) placed, specify Widget Properties, as needed.

= By default, a scroll bar is not available in the Dashboard for external

— links. To include a scroll bar, set the “Show Scrollbar” property to “Yes” in
the Widget Properties section of “External Links” under Dashboard
Items.

Note

4  Click Save to save the dashboard.

Once saved, new dashboards become available in the Dashboard
Preferences list of “Available Dashboard(s)”.

Note See “Dashboards” on page 147 for information on how to display the
new dashboard you just created or set the default display to a different
dashboard.

Confidential

Logger Administrator's Guide 149



5 Reporting

Dashboard Buttons

The Dashboard Properties are described in the following table.

Table 5-1 Dashboard Properties Description

Button Description

Add widget
Add a new Widget.

Open page
Open a page to edit the dashboard properties.

Full screen view

Shows the dashboard in a separate detached window.

Open tab

FAERRE

Open a new empty tab in the Dashboard Viewer where you can
create a new dashboard.

Refresh Now

Refreshes the dashboard.

L R 4

Remove tab

X

Dashboards are displayed in tabs in the Dashboard Viewer. Clicking
this button will delete a tab from the Dashboard Viewer but will not
delete the dashboard from its saved location. However, if you check
the “Remove this dashboard from saved location” checkbox it will
delete the Dashboard from the saved location too in addition to
removing the dashboards tab from the Dashboard Viewer.

Save Dashboard

i
l l Saves an existing dashboard that has been modified.
Save Dashboard As
EEI Saves the dashboard in your specified location.
_ Subscribe
F_. Subscribes you to the Dashboard.

Viewing an Existing Dashboard in a Tab in the Dashboard
Viewer

The set or subset of dashboards shown under Available Dashboard(s) is based on your user
group status and the selection status of Show All Owners' checkbox. A user with
Administrative rights is able to see more or all dashboards than a user with fewer
privileges. If you limit the view to only your dashboards, the list will not include dashboards
designed by other users.

m  To access dashboards from all the users (designers), click (checkmark) the Show All
Owners' checkbox.

m  To view only your dashboards, click (uncheck) this checkbox.
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To open multiple dashboards as tabs in the Dashboard Viewer:
1 Click the Dashboard Preferences link on top of the Dashboard Viewer page.

2 In the Available Dashboards box, navigate to the dashboard that you want to display
in a tab.

Dashboard Viewer Dashboard Preferences Widget Designer Recent Reports

Save || Cancel

Select Dashboard(s)

I:‘ Show All Owners'

Available Dashboard(s) Selected Dashboard(s) Clear all
=|E= Dashboard Name Location i‘
Name
w iz | (Root) -

b 7] Anti-Virus
b 7] Configuration Monitoring
b 7] Cross Device
b 7] Database
b 7] Default Reports =l >
b 7] Firewall z‘
b 7] IDS-1PS
b 7] 1dentity Management
P [z Intrusion Monitoring
b 7] Network
b 7] Network Monitoring
b 7] Operating System )
N e
4 T b

3  Click the right-facing arrow ﬂ in between the two boxes. The dashboard name
appears in the Selected Dashboard box.

4 Click the Save button.

5 Click the Dashboard link in the left panel to display the Dashboard Viewer. You should
now see a tab displaying the dashboard you selected.

Removing an Existing Tab from the Dashboard Viewer

To remove an existing tab from the Dashboard Viewer without deleting the dashboard from

its saved location, click the Remove Tab 2< button on the far right of the tab. To remove
an existing tab from the Dashboard Viewer and delete the dashboard from its saved

location, click the Remove Tab 2< button on the far right of the tab. In the Remove Tab

dialog, check the Remove this dashboard from saved location checkbox and click
OK.

Deleting a Dashboard

You can delete an existing dashboard from the Category Explorer or from the Dashboard
Viewer. To delete a dashboard from the Category Explorer, click on Dashboards in the

Repository column then click on the dashboard to select it and click the Delete <

button. To delete the dashboard from the Dashboard Viewer, click the Remove Tab X
button on the far right of the tab. In the Remove Tab dialog, check the Remove this
dashboard from saved location checkbox and click OK.
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Editing an Existing Dashboard

To modify an existing dashboard, click the Edit Dashboard E button in the Dashboard
Viewer page. Its current configuration is displayed in the Properties, Layout and
Information area, and you can modify then save settings as needed.

Dashboard viewer

MyNewDashboard X El

Properties Layout Information Dashboard Parameters
Auto-refresh every |15 Vertical Description .
Min(s) :

Prompt on First Run

: Horizontal

Scope Public :
- - . : Location Intrusion Monitoring -

Prompt

To auto-refresh a dashboard at a regular interval, check the Auto-refresh every
check-box and specify time in terms of minutes in Min(s). This will automatically refresh the
dashboard after the set number of minutes. Check the Prompt on First Run checkbox to
display the Input Parameter Form, which shows the values of the Dashboard parameters
before reports are run from the dashboard for the first time after they have been displayed
on the dashboard.

The Layout area allows you to select number of panes you want the dashboard to have.

The Information area displays Description, Scope and Location where the dashboard is
saved.

Selecting a Default Dashboard View for the Reports Home
Page

If you have multiple dashboards open in tabs in the Dashboard Viewer, you can set one of
the dashboards to display as the default dashboard for the Reports home page.

To set a default dashboard:
1 Click the Dashboard Preferences link on top of the Dashboard Viewer page.

2 In the Selected Dashboards box, click the radio button against the dashboard that you
would like to display as the default dashboard in the Reports home page. Click the up
arrow (possibly multiple times) until that dashboard shows up at the top of the list.

3 Click the Save button.

4 Click the Dashboard link in the left pane and your selected dashboard will show as the
default tab (the first tab).

The Dashboard Preferences page has the following fields:

Field Description

Show All Owners To display all dashboards made by all the users in the Available
Dashboard(s) box, check the Show All Owners' checkbox.

Available This box shows a list of all dashboards that are available for
Dashboards display in the Dashboard Viewer.
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Field Description
Selected Move the dashboards you want to display in the Dashboard
Dashboards Viewer from the Available Dashboards list to the Selected

Dashboards box. Dashboards appearing in this box will be
displayed as tabs in the Dashboard Viewer.

Widgets

After a new dashboard is created, you will need to add one or more widgets to it to get it
to display your reports or web links. Each dashboard item must be placed in its own widget
for display on the dashboard. A widget is designed in the Widget Designer. A widget can be

placed on multiple dashboards.

The Widget Designer

Clicking on the Widget Designer link located above the Dashboard Viewer opens the
Widget Designer page. The Widget Designer allows you to create a new widget, save a
widget, edit a widget, or delete a widget. You can place a report or a web link (an external
link) into a widget. Each widget can contain only one object.

Creating a New Widget

To create a new widget, click the Widget Designer link located above the Dashboard
Viewer. On the Widget Designer page, you can choose what you want to place in the

widget, a report or a web link.

Dashboard Viewer Dashboard Preferences Widget Designer

Add New| Save| Save A5| Open| Delete| Cancel|

Widget Name

Contents (@) Report (7) Web Link

Pre-generated

Report: | (Select Report)

By Job: | (Select Job)

In Category: | (Root]

Widget Properties

Report Format:
Toolbar:

Instance Navigation:
Auto Refresh:
Refresh Interval:
Width:

Height:

Recent Reports

=
v I:‘ Lock in User's All Jobs

- I:‘ User's Working Folder

HTML
Multipage *
No W
Yes W
15 Min(s)
o

0

You cannot run reports from a Dashboard view; you can only view results of previously
saved, published reports. A refresh or auto-refresh on a dashboard simply updates the
dashboard display with the most recently published results; it does not run the report.
Therefore, reports on dashboards must be run, saved, and published in order for the report
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data to be viewable on the Dashboard view. If a report on a dashboard has not been saved
or published, its widget will display an error message on the Dashboard view the report
data is not available to the dashboard.

Placing a Report

If you choose to place a Report, keep in mind that you can only add reports that have
already been run and published.

To get last published instance of:

A report: You need not make any selection in the Report field, By Job or In Category.

A specific report: Navigate to the report in the Report field. You can leave the By Job
and In Category fields blank.

A report executed by a specific job: Navigate to the job in the By Job field. You can
leave the Report field and the In Category field blank.

A report deployed in a specific category and executed by a specific job: From the In
Category field, navigate to a category and navigate to a job in the By Job field.

Any of the reports from the jobs you own: You own the jobs that you created or were
created on your behalf. Check the Look in User's All Jobs checkbox.

Any of the reports deployed in your default category: Check the User's Working
Folder checkbox.

Specify the following widget properties:

Label

Description

Widget Name
Report Format

Toolbar

Instance
Navigation

Auto Refresh

Refresh
Interval

Width

Height

Enter a name for the new widget to be created
Select the format in which you would like the report displayed.

Select whether you want a toolbar displayed and whether you want
it displayed on all pages if this is a multi-page report.

Sets whether to include a report navigation feature on the
dashboard.

« Click Yes to provide a drop-down menu that allows Dashboard
users to select a saved report and view it.

« Click No if you do not want to provide this feature on the
dashboard.

Set it to yes, if you want the report to refresh automatically after a
certain interval. You must set the Refresh Interval parameter if you
set Auto Refresh to Yes.

This is the time in minutes. Refresh will take place at the end of
specified number of minutes. For example, if you want the report
results to refresh every 15 minutes, set the Refresh Interval to 15.

Select the width of the widget in pixels. You can select only whole
numbers (no decimals allowed)

Select the height of the widget in pixels. You can select only whole
numbers (no decimals allowed)
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Placing a Web Link
Click the Web Link radio button on the Widget Designer page to place a web link in the
widget.

Dashboard Viewer Dashboard Preferences Widget Designer Recent Reports

Add New| Save| Save As| Open| Delete| Cancel|

Widget Name

Contents () Report (@) Web Link

URL

Widget Properties

Show Scrollbar: Yes +
Auto Refresh: Yes
Refresh Interval: |15 Min(s)
Width: |0

Height: [0

Specify the following properties:

Label Description

URL Specify the URL for the external link of the page that you want to
display in the widget

Show Scrollbar  Select whether you want a scroll bar in the widget. By default the
scrollbar is visible.

Auto Refresh By default the web page will be automatically refreshed. Select No if
you want to turn this feature off.

Refresh This is the time in minutes. Refresh will take place at the end of
Interval specified number of minutes. For example, if you want the web page
to refresh every 15 minutes, set the Refresh Interval to 15.

Width Select the width of the widget in pixels. You can select only whole
numbers (no decimals allowed)

Height Select the height of the widget in pixels. You can select only whole
numbers (no decimals allowed)

Deleting a Widget

To delete a widget, open the widget in the Widget Designer and click the Delete button on
top of the Widget Designer page. When a dashboard uses a widget that is deleted, an error
message explaining that the widget has been deleted is displayed in the widget on the
dashboard.
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Editing an Existing Widget

Click the Widget Designer link to open it. Click the Open button on top of the Widget
Designer page and select the widget that you want to edit. After editing it, click the Save
button.

Placing Widgets in a Dashboard

Reports and Web Link (external link) objects are available to be placed on a dashboard.
However, these objects must first be placed in a widget and then the widget can be added
to the dashboard.

1 Click the Add Widget |_l-_"," button on the upper right corner of the empty dashboard
page.

2 Navigate to the widget you want to place on the dashboard and click-and-drag it to the
dashboard.

3 Continue to add more widgets by following the above two steps.

Moving an Existing Widget within a Dashboard

To move an existing widget on a dashboard, hover your mouse over the top boundary of
the widget. The widget name bar will drop down. Click the widget name bar and drag it to
move the widget to the desired location on the dashboard.

Using Dashboards Created in Pre-5.2 Logger

This section is applicable to existing pre-5.2 dashboards only. To create, edit or view new
dashboards, follow the instructions in “Dashboards” on page 147.

The ability to use and edit the pre-5.2 Dashboards is available for backward compatibility
only.

Viewing a Classic Dashboard

To view the dashboard, click the Classic Viewer link on top of the Reports page. If no
dashboard is configured and selected for display, the default Reports home page shows the
My Reports page that lists the status of recently run or accessed reports.

To set a dashboard as the default Dashboard View:

Open the dashboard in the Classic Designer and flag the Add to My Preferred List
checkbox.

The Classic Viewer page displays the contents of various items placed on the dashboard
during the dashboard’s design time. If the dashboard includes reports, reports will show
current data from recently run reports.

Reports must be run and published first in order for the results to be accessible on a
dashboard view. There are no options available to run reports from the Dashboard view.
On a Dashboard view, you can view saved or published reports but not run them.

A refresh or auto-refresh on a dashboard simply updates the dashboard display with the
most recently published results; it does not run the report. We suggest using the
dashboard refresh interval in conjunction with scheduled reports to ensure that report
results are always published and retained long enough to be available to dashboards.
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Designing Classic Dashboards

Use the Classic Designer page to edit the dashboard and add items to it, and change the
layout. Each dashboard can include multiple items (reports, use cases, and Web links).

What Items Can a Dashboard Include?

The following information is available for placement on a dashboard:

m  Reports; any report can be included. The dashboard will show the latest published
version of the report. Reports must be published in order for the report data to be
accessible to users on the Dashboard View. If no published results are available for a
report on a dashboard, the Dashboard View will display a message indicating this.
When the report is published, a refresh of the Dashboard view will display the report.

m  Common Use Cases, including a Report List, Saved Report List, Health Monitor,
Recent Run Report List, Quick Job List, Schedule History, and Audit Log.

These are provided as dashboard elements so that users access a use case without
leaving the Dashboard View page.

m  External Links; that is, any URL(S) that you want on-screen as a part of a particular
Dashboard View

Creating a New Classic Dashboard

Do not use the Classic Designer page to create new dashboards. New dashboards should
be created using the Dashboard Viewer link. See “Dashboards” on page 147 for more
information.

Placing Iltems onto the Existing Dashboard
To place an item on the dashboard, click the Classic Preferences link. In the Widgets
provided in the Layout area, click-and-drag an item from the Dashboard Items list on the

left into an empty widget to the right. Alternatively, click [#] next to the dashboard item
you want to place the item on an empty widget.

You can also click-and-drag an item onto a currently occupied widget if you want to replace
an item in a widget with a different one.

To get a new widget, click =| (Divide Widget Horizontally) or (Divide Widget Vertically)
on a widget to split it into two widgets. The original widget remains a new empty widget is
placed on the dashboard layout.

For each item (widget) placed, specify Widget Properties, as needed.

By default, a scroll bar is not available in the Dashboard for external links. To include a
scroll bar, set the “Show Scrollbar” property to “Yes” in the Widget Properties section of
“External Links” under Dashboard Items.
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Dashboard Properties

Dashboard Properties
Name  [Untitled DashBoard 0
Fublic Private

Description

Figure 5-1 Reports Dashboard Properties

The Dashboard Properties are described in the following table.

Table 52 Dashboard Properties Description

Property Description
Name Name of the dashboard.
Description Descriptive information about this dashboard.

Creating Widgets

Each dashboard item must be placed in its own widget for display on the dashboard.
Create a new widget using the Widget Designer link.

To get a new widget:

To get a new widget, click =| (Divide Widget Horizontally) or (Divide Widget Vertically)
on a widget to split it into two widgets. The original widget remains a new empty widget is
placed on the dashboard layout.

To remove a widget:

To remove a widget, click the Remove Widget button located on the top right corner on the
widget you want to remove.

Placing Dashboard Items on the Layout

Click the Classic Designer link on the Reports page. Reports, use cases, and external link
objects are available under “Dashboard Items” (to the left of the Layout area).

D.ashhnlar__d Items
| | External Links
._pj Use Cases

ﬂ Reports

Figure 5-2 Dashboard Items

To place a dashboard item, click to expand the menu for the type of item you want,
click-and-drag an item onto a widget in the Layout area, and specify widget properties as
needed. (Widget properties vary depending on the type of item you place on the
dashboard.)

The following sections provide more detail on placing each type of dashboard item and
setting appropriate widget properties.
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Placing a Report on a Dashboard

The following sections describe in detail how to place and configure reports on dashboards,
including setting widget properties, report parameters, and dashboard parameters.

There are no options available to run reports from a Dashboard view; only to view results
of previously saved, published reports. A refresh or auto-refresh on a dashboard simply
updates the dashboard display with the most recently published results; it does not run the
report.

Therefore, reports on dashboards must be run, saved, and published in order for the report
data to be viewable on the Dashboard view. If a report on a dashboard has not been saved
or published, its widget will display an error message on the Dashboard view the report
data is not available to the dashboard.

To place a report on a dashboard:
1 Under Dashboard Items, click Reports bar to expand the list of available reports.

Dashboard Items

» | Extsrnal Links

p | Use Cases

x| Reparts

iUzer Reports

%] allFields

@ Basic Categorized
‘gj jings_test

@ Protocol Pie Chart
%] SANS Top & -

%] SANS Top 5 - User
%] SANS Top 5 - User

<

i *

[

B [ [ B B 6

« |

O Saved Reports

Figure 5-3 Reports under Dashboard ltems

2 If available, select a Reports submenu such as User Reports, Solution Reports,
and so forth.

Different reports are displayed depending on the submenu you select.
3 Optionally, check (select) Saved Reports checkbox to get a list of saved reports.
4  Select a category to view reports deployed in that category.

5 Click and drag the report to the widget in which you want to place the report.
Alternatively, click [=] next to the dashboard item you want to place the item on an
empty widget.

The report name is displayed in the widget in the Layout area.

6 Set Widget Properties for the report.
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| Widget Properties

_Re_por‘t N_a!'lje SANSTop 5—

| Refresh Interval 15 1

| {in_mnins.) =

Format HTML e
Auta Refresh YES [w]

| Toolbar | MULTIPAGE (v
Instance I HO [

| Mavigation ! Z

Link widgets __!

Description

Figure 5-4  Widget Properties for Reports on a Dashboard

The following table describes Widget Properties settings for Reports dashboard items.

= By default, a scroll bar is not available in the Dashboard for external links. To
— include a scroll bar, set the “Show Scrollbar” property to “Yes” in the Widget

Note Properties section of “External Links” under Dashboard Items.

Table 5-3 Widget Properties for Reports on a Dashboard

Property Description

Report Name The name of report that occupies this widget.

Refresh This is the time in minutes. Refresh will take place at the end of
Interval specified number of minutes. For example, if you want the report
(in minutes) results to refresh every 15 minutes, set the Refresh Interval to 15.

Note: Reports must be run and published first in order for the
results to be accessible on a dashboard view. A refresh or
auto-refresh on a dashboard simply updates the dashboard display
with the most recently published results; it does not run the report.
We suggest using the dashboard refresh interval in conjunction with
scheduled reports to ensure that report results are always published
and retained long enough to be available to dashboards. (See also,
“Scheduling Reports” on page 226.)

Format Select the output format in which you want to view the report.
Available options are:

e HTML
e Acrobat PDF

e Interactive

Auto Refresh Enables or disables auto-refresh option.
= Select Yes to refresh the reports as per Refresh Interval.

= Select No to view the report generated when dashboard was
loaded for the first time.

Note: Reports must be run and published first in order for the
results to be accessible on a dashboard view. A refresh or
auto-refresh on a dashboard simply updates the dashboard display
with the most recently published results; it does not run the report.
We suggest using the dashboard refresh interval in conjunction with
scheduled reports to ensure that report results are always published
and retained long enough to be available to dashboards. (See also,
“Scheduling Reports” on page 226.)
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Table 5-3 Widget Properties for Reports on a Dashboard (Continued)

Property Description

Toolbar Specifies Toolbar settings.
= Select Yes to always show toolbar.

= Select No to never show the toolbar.

= Select Multipage to show the toolbar only for multi-page

reports.

The Multipage setting is applicable to HTML and Interactive

output formats.

Instance Sets whether to include a report navigation feature on the

Navigation dashboard.

e Click Yes to provide a drop-down menu that allows Dashboard

users to select a saved report and view it.

= Click No if you do not want to provide this feature on the

dashboard.

Link Widgets Click _j to bring up a Link Widget dialog in which you can specify
a link from any of the charts in the report in this widget to another
widget.

See “Linking Widgets” on page 161.

Description Description of the widget.

Linking Widgets

You can link a widget that contains a report (although, not saved reports) to another
widget. The widget that is the link target can contain a use case, a report, or external link.

Link Widgetl to | x|

= |Charts

|4 Series

| |

I Itern(s) Widget(s)
Select a chart in the report as CHARTO. surm(test arc_aggregate ™ | | Widget3 w| X i o
the source of the link. {p[?ata SeIECE a widget mntalntmg tr? B

: y : report, use case, or external lin
Kﬁr;;ﬂi;lpﬁfshgzr31(§$;dg40t AT mmGesk amadamorte g | Midaete v(i}( J that you want as the link target.
Ok || Cancel

Figure 5-5 Linking Widgets

To link a chart in a report to data in another widget:

1 Select a widget in which you want to provide a link. (The widget that is the link

“source” must contain a report with a chart on it).

2 Under Widget Properties for the selected widget, click __j to bring up a Link Widgets
dialog in which you can specify a link from any of the charts in the report to another
widget. (The widget that is the target of the link can contain a report, use case or

external link.)

3 In the Link Widget dialog, select an Item (chart series) from the Item(s) and select

(link) it to an item in one of the other Widgets.
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4 Click E (add button) next to “Series” to get another row to specify another set of
link information in the same report with a different widget/series combination.

To remove a row, click % (delete button) next to the row you want to remove.
5 Click OK to save the settings and close the dialog.

Placing a Use Case on a Dashboard

The following sections describe in detail how to place and configure use cases on
dashboards.

To place a use case on a dashboard:
1 Under Dashboard Items, click Use Cases bar to expand the list of available use cases.

'Dashboard Items
| External Links

External Link URL [=]

v | Use Cases
b | Reports
Figure 56  Use Cases under Dashboard Items

2 Click and drag a use case to the widget in which you want to place it. Alternatively,
click [=] next to the dashboard item you want to place the item on an empty widget.

The use case name is displayed in the widget in the Layout area.
3 Set Widget Properties for the use case.

Widget Properties for Use Cases

Widget Properties

Marme Ei—iea‘l‘t‘:i“\ Mor;i;:ck:
Refresh Interval

s 115

{in mins.) e

Auto Refresh YES [n]
Show Sorollbar | Mo |+
Description

Figure 5-7 Widget Properties for Use Cases on a Dashboard
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The following table describes Widget Properties settings for Use Case dashboard items.

Table 5-4 Widget Properties for Use Cases on a Dashboard

Property Description

Name The name of use case that occupies this widget.

Refresh This is the time in minutes. The use case page is refreshed at the
Interval specified interval.

(in minutes)

Auto Refresh

Show Scroll
Bar

Description

Category

Report

Enables or disables auto-refresh option.
» Select Yes to refresh the use case as per Refresh Interval.

= Select No to execute only once, when the dashboard is loaded.

Select Yes to get scroll bar if use case does not fit in widget width.

Description of the widget.

This option appears when Report List, Saved Report List or Quick Job
List is placed on widget. Select the category to carry out respective
task (get a list of reports in selected category, get a list of saved
reports or quick job lists for selected report).

This option appears when Saved Report List or Quick Job List is
selected. Select the report for which saved report list or quick job list
is to be viewed.

The use cases displayed in the list will depend on the permissions associated with your
user group. Other properties are displayed based on the use case.

Placing an External Link on a Dashboard

The following sections describe in detail how to place and configure an external link on a

dashboard.

To place a link on a dashboard:
1 Under Dashboard Items, click External Links bar to expand the list.

'Dashboard Items
| External Links

External Link URL [=]

v | Use Cases
b | Reports

Figure 58  External Link under Dashboard Items

2 Click and drag an External Link URL object to the widget in which you want to place it.

Alternatively, click [=] next to the dashboard item you want to place the item on an

empty widget.

The External Link URL object is displayed in the widget in the Layout area.

3 Set Widget Properties for the URL.
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Widget Pl_'__l:_u_per_l:i'es_

Mame

| Refresh Interval

{in mins.)

&uto Refresh
| Show Scrollbar

URL

Description

Figure 5-9

E l>.<.tlerna|ml_.in|:tl:j
15

YES (%]

MO i3]
|ww. arcsight. corr|

Widget Properties for an External Link on a Dashboard

The following table describes Widget Properties settings for External Links dashboard

items.

Table 5-5 Widget Properties for External Links on a Dashboard

Property Description

Name The name of use case that occupies this widget.

Refresh This is the time in minutes. The use case page is refreshed at the
Interval specified interval.

(in minutes)

Auto Refresh

Show Scroll
Bar

Description

URL

Enables or disables auto-refresh option.
= Select Yes to refresh the URL as per Refresh Interval.

= Select No to execute only once, when the dashboard is loaded.

Select Yes to get scroll bar if external link does not fit in widget
width.

Description of the widget.

Specify the URL for this widget.

If you want to add multiple Web pages to the dashboard, use a
different widget for each URL.

Swapping Items on Widgets

You can swap items placed in widgets. To do this, click and drag the item to the widget
where you want to place it.
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Click and drag an itemn to a different widget to
swap placement of the: two items on the page.

Layout
Widgetl{Use Case)
Click and drag "Recent Run Reports

List” to the widget below it to swap
its place with External Link item.

Recent Run Report List

S|

B e

Health Monitor

Click and drag "Health
Monitor” to the widget above
it to swap it into the top
position.

Widget2( e Case) +](3#][x]| | widbet3(External Li | 4] x]|

http:/ /www.arcsig

Figure 5-10 Swapping Widgets on a Dashboard Design

In the above example, the Recent Run Reports List item is swapped to the position of the
External Link URL, which is then swapped to with the Health Monitor item, which will end

up at the top of the dashboard.

Setting Pre-5.0 Dashboard Preferences

In the Classic Preferences page, you can specify the dashboard to be made available for

viewing.

| Migw Design Dashboard Preferences

Save Cancel

Select Dashboard(s)

|| Show all Owners'
Available Dashboard(s)

Select Dashboardis)

E Untitled_DashBoard_0

[

E Untitled_DashBoard_0

Mew Dashboard

L[>

Figure 511 Dashboard Preferences

Working with Available Dashboards

The set or subset of dashboards shown under Available Dashboard(s) is based on your user
group status. For example, it is likely that a user with Administrative status will be able to

see more or all dashboards than a user with fewer privileges.
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Selecting a Dashboard View

Once you have created one or more dashboards, you can select one of them as the default
display for the Dashboard View page, which also serves as the Reports home page. Only
one dashboard at a time can be displayed as the default dashboard view.

You must have at least one dashboard in order to set a preference for the
1 Dashboard View.

Tip

You can also set a dashboard as the “Selected Dashboard” (default dashboard view) in the
Dashboard Designer by enabling the Add to my preferred list, as described in “Viewing
a Classic Dashboard” on page 156.

To select a default Dashboard View for the Reports home page:
1 Navigate to Dashboard > Preferences.

2 Select a dashboard from the Available Dashboard(s) list and click the right arrow

button ﬂ to move it into the Select Dashboard(s) list for display. Only one dashboard
can occupy the “Selected Dashboard(s)” list at any one time.

3 Click Save to save your preferences and display the selected dashboard.

To remove or change the currently displayed dashboard:
1 Return to the Classic Preferences page.

2 Move the currently selected dashboard out of the Select Dashboard(s) list by selecting
it and clicking the left arrow button <.

3 Choose a different one to display if so desired (or none).

4  Click Save to save your preferences.

Running, Viewing, and Publishing Reports

Reports are deployed (made available) under their respective categories. (See “Report
Explorer” on page 135)

You can run, view, and publish reports you create, as well as reports in categories for which
the administrator has given you user access rights. You can run up to five reports
concurrently on a Logger.

There are no options available to run reports from a Dashboard viewer. On a

n Dashboard viewer, you can view saved or published reports but not run them.

Tip

You can run, view, customize or publish reports in the following ways:
m  Clicking the Report Explorer link, clicking on a category, selecting the report and
clicking on a desired button on the button bar. OR

m  Double-clicking on a category in any explorer, then selecting the report by clicking the
radio button next to it, and then clicking on a desired button on top of the page.
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Best Practices

Logger is designed to process events while running a report, but event processing has
priority. Running a complex report while the event processing system is under load will
result in report timeout rather than dropped events.

HP recommends using the Scheduled Report feature so that reports are run during periods
of light load. If an ad hoc report must be run, run it when the system is not under load.

For information on working with scheduled reports, see “Scheduling Reports” on page 226.

If you are running a distributed report, also see the best practices discussed in “Selecting
Device Groups, Storage Groups, Devices, or Peers” on page 171.

Finding Reports

You can find reports on the following pages within the Reports tab:

m  Category Explorer
m  Report Explorer
m  Favorites Explorer (if you have marked the Report as a Favorite)

m  Scheduled Reports page (If the report you are looking for is a scheduled report and it
has been run and published)

m  Recent Reports link on top of any Reports page.

Viewing Recently Run Reports

Dashboard Viewer

To view the most recently run reports click the Recent Reports link on top of the Reports
page.

Dashboard Preferences Widqget Designer Recent Reports Classic Viewer Classic Desiqner Classic Preferences

&  Recent Reports

Sr.No.

Report Name

") VPN Connection Attempts

7y IDM-Connection Counts by User

Most Common Events

1 VPN Connection Attempts

7 AV-Update Summary

¥D-BW-Top Bandwidth Hosts

Category Name
Network Monitoring
Identity Management
Intrusion Monitoring
Metwork Monitoring
Anti-Virus

Cross Devica

Time Stamp

11/03/2011 15:51:23
11/03/2011 15:05:59
11/03/2011 14:59:55
11/03/2011 14:59:26
11/03/2011 14:59:01

11/03/2011 14:58:32

&  Report Execution Status

O Filters Category Name [(All)] | Report Name [(All)] | Execution Type [(2ll)] | Status [(All)] | User [ArcSight/admin]
Select Report(s) | (Root) s Execution Type  (All) - Status (all) -
Select Owner ArcSight - admin -
Date From 11/03/2011 [E To |11/03/2011 =
Refresh

Sr.No. Report Name Action Execution Type Completion Status Completion Date

1 () Network Monitoring/VPN Connection  VIEW Run Success 11/03/2011 15:51:23

~ Attempts
2 =) Identity Management/IDM-Connection VIEW Run in Background Success 11/03/2011 15:05:59 X
Counts by User
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Task

The Recent Reports box shows you the reports that were most recently run. You can click

on the radio button next to a report to select it. After you select a report the Run and

the Re-Run i3> buttons appear on the top left corner. You can run the selected report
using the same filter options as the original run by clicking on the Run button or you can
run the selected report using different field values by clicking on the Re-Run button. See
“Run Report Parameters” on page 172 for details.

Options on Available Reports

Your access to various reports and report options (view, publish, edit, etc.) depends the
access rights associated with your user role and Logger Report Group affiliation. For
example; depending on your access rights, you may have privileges to view some reports
but not others, to view but not schedule or publish a report, or to view and schedule but
not edit a report.

Access rights to report options are configured and managed with the User/Groups option
on the System Admin page. For more information on Logger Report Group management,
see “Setting Access Rights on Reports” on page 192.

See “List of Buttons in the Explorers” on page 138 for buttons that represent various
actions that can be done on Reports.

The following sections describe details of running and viewing reports, setting report
parameters on a “Quick Run”, “Run in Background”, or “Run” of a report, and the various
options for working with report output.

Running and Viewing Reports

To get started running and viewing reports, choose a report category in the Reports
Explorer, and then choose a report within the category.

Reports

System Admin

Dashboard < Intrusion Monitoring

Report Categories

iPackager

@ SecurityDashBoardRpt
@ SecurityDBReport
?’j Source Counts by Destination

About the Pagination of Reports

Scheduled Reporis 7] Anti-Virus 3 f_ﬂ Access Events by Resource - 2
Navigation onfiguration Monitoring » | %] Attack Events by Destination
Category Explorer | Cross Device 3 ?’j Bottorn Destinations 3
Report Explorer 1| Database 4 4’@ Bottom Sources =
Ouieiry Explnrer | Default Reports v | %) Bottom Targets [
Paviareier Explores 7 Firewall v || %] comman Account Login Failure: 3]
Favorites Explorer 1 1D5-IFS 3 ?’j Destination Counts by Device S -
Design 7| Identity Management ¥ 5@ Destination Counts by Event Na __I
N R | Intrusion Maonitoring » ? D.evicE Intarf.ace Down Notificat 2
) 7 Network v || %] Firewall Traffic by Service oo
Queries . . & o
7 Network Monitoring 3 _ﬂ Least Common Accessed Ports |
P -t N =
arameters ] Operating System 3 ?jj Least Common Events IS i{
FatamelerNalue.Groups ] SANS Top 5 v | %] Most Comman Events E
Template Styles 1 WPN 3 4{3 Most Commaon Events by Sever
Administration @ Mumber of Failed Logins =
3
13 e
Deploy Report Bundle é’j Probes on Blocked Ports by Sou =
Report Administration 4_7j Resource Access by Users - Fai %
%:] Resource Access by Users - Su
Report Category Filters g

The default view option for the report results is Multipage. If you uncheck the Multipage
option in View Options link, your report will be formatted as a single page. HP strongly
recommends using the Multipage option for all reports. Specifically, if a report will
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result in more than 826 records, using the Multipage option will ensure that the generated
report is not blank. By default, the reports generated in the PDF format are set to use the
Multipage option. However, if your PDF format report is blank, ensure that the Multipage
option is still checked for that report.

If a report contains more columns than can be displayed horizontally across a screen using
the default width specified in the report query, the report is paginated horizontally such
that additional columns are displayed on the following pages. For example, if a report
contains 45 columns and only 5 can be displayed on each screen, the report would be
paginated such that Page 1 displays columns 1 through 5, Page 2 displays columns 6
through 10, Page 3 displays columns 11 through 15, and Page 9 displays columns 40
through 45. Consequently, if the report contained more rows than can be displayed
vertically in one screen, the second screen of rows would be displayed starting at Page 10.

Currently, Logger limits the number of pages for horizontal pagination to 10. Consequently,
if a report requires more than 10 pages to display all columns, complete report results may
not be displayed. To view all columns of such reports, manually set the width of each
column such that all columns fit in 10 or less pages in the report query (in Query Object
Editor that can be opened by clicking the Queries link in the left pane).

To run and view a report:
Reports can be run from any of the following explorers:

m  Category Explorer

Click a category in the Repository column, click Reports, select a report in the Reports
column and click either Quick run with default options, Run in Background, or Run
Report buttons. Set the parameters and click Run Now, Run in Background, or Run
button depending upon what type of run you chose.

m  Report Explorer

Click a category in the Reports column, select a report in the next column, and click
either Quick run with default options, Run in Background, or Run Report buttons. Set
the parameters and click Run Now, Run in Background, or Run button depending upon
what type of run you chose.

m  Favorites Explorer (if you have marked the Report as a Favorite)

Click on a report in the Favorites column and click either Quick run with default
options, Run in Background, or Run Report buttons. Set the parameters and click Run
Now, Run in Background, or Run button depending upon what type of run you chose.

= Even if you selected Run Report initially, you can run a report in the
— background after setting the Run Report parameters.

Note

The report output is displayed in the specified format (HTML, PDF, or other).

At this point, the results of this report generation is available as a file for viewing only
by you. If you close the file without saving or publishing it, the results are no longer
available.

If you want to make the results of this run available for others, publish it. To do this,
leave the file open, click the Publish Report button available in the button bar located
on top of the report, and follow the steps in “Publishing Reports” on page 174.

For information about other delivery options available to you at this point, see “Report
Delivery Options” on page 175.
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Quick Run with Default Options / Run In Background Report

Parameters

&

When you click the Quick Run with default options - button or the Run in

Background " button for a report, the report will run with the data filters specified in
the deployed report. You still get options to select additional filters on timeframe and
constraints—Device Groups, Storage Groups, Devices, and Peers—over which the report
runs. Starting with Logger 5.2, you can run a distributed report—a report that also includes
matching events from the specified peers of a Logger. You select the peers on which the
report should run in the Peers list, as shown in the following figure. If no peers are
configured, the Peers list contains only the localhost IP address (127.0.0.1); however, if

peers are configured, their IP addresses are listed.

Most Common Events

Report Parameters

Run Now -
Additional Filters
Start ENow - Zh Dynamic
End [ENow] Dynamic

Scan Limit 100000
5

Use ctrl-click to select or deselect items

Device Groups Storage Groups

Mo Device Groups » || Default Storage Group ~
Internal Event Storage Group

test

Devices Peers

10.4.10.196 [tcp] 192.168.36.44 -~

10.4.13.206 [SMR-1]

10.4.13.206 [UDP-R]
Logger Internal Event Device
NOT 10.4.10.196 [tcp]

4 [ »

Run Now -

Figure 5-12 “Quick Run with default options” / “Run in Background” Report Parameters

The following table describes Quick Run with default options with default options / Run i
Background report parameters.

Table 56 “Quick Run with default options” / “Run in Background” Report Parameters

Option

Description

Start

End

Specify the starting point for the data gathering from the events database.

By default, the start time is specified with a dynamic data expression ($Now -
2h).

You can modify the dynamic expression to specify a different dynamic start time,
or disable Dynamic and use the calendar options to specify a fixed start time.

Specify the ending point for the data gathering that is some time after the starting
point.

Keep in mind that large time spans can mean large amounts of data, which can
affect system performance.

By default, the end time is specified with a dynamic data expression ($Now).

You can modify the dynamic expression to specify a different dynamic end time,
or disable Dynamic and use the calendar options to specify a fixed end time.
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Table 56 “Quick Run with default options” / “Run in Background” Report Parameters

Option

Description

Scan Limit

Device Groups

Specify the number of events to scan.

When you specify a scan limit, the number of events scanned for manually run
reports is restricted to the specified limit. Doing so results in faster report
generation and is beneficial in situations when you only want to process the latest
N number of events in the specified time range instead of all the events stored in
Logger.

The scan limit is 100,000 by default. If you set the scan limit to O (zero), all
events are scanned.

This setting does not apply to the scheduled reports.

Select the device group(s) on which to run the report query, if any. (See
“Selecting Device Groups, Storage Groups, Devices, or Peers” on page 171.)

Storage Select the storage group(s) on which to run the report query. (See “Selecting
Groups Device Groups, Storage Groups, Devices, or Peers” on page 171.)
Devices Select the device(s) on which to run the report query. (See “Selecting Device
Groups, Storage Groups, Devices, or Peers” on page 171.)
Peers Select the peer Loggers on which to run the report query. If no peers are
configured on the Logger, this option only lists the localhost IP address
(127.0.0.1); however, if peers are configured, their IP addresses are listed. (See
“Selecting Device Groups, Storage Groups, Devices, or Peers” on page 171.)
Selecting Device Groups, Storage Groups, Devices, or Peers
The following figure shows how to select or de-select items on Device Groups, Storage
Groups, Devices, or Peers as a part of setting Report “Quick Run with default options” and
“Run in Background” parameters.
Use ctrl-click to select or deselect items
Device Groups Storage Groups
No Device Groups -
Internal Event Storage Group
test
Devices Peers
PSR I . |[102.165.36.44 -
10.4.13.206 [SMR-1] —
10.4.13.206 [UDP-R] |5
Logger Internal Event Device ) L
NOT 10.4.10.196 [tep]
Run Now -
Figure 5-13 Selection Model for “Quick Run with default options” or “Run in Background”
Report Scope of Storage and Devices
m |tems with a blue highlight are selected and will be included in the report query when
the report is run.
m |tems that are not highlighted are de-selected and will not be included in the report
query.
m  To select an item, click on it. To select multiple items in a list, use Ctrl-Click.
m  To de-select a currently selected item, use Ctrl-Click.
m If none of the storage groups, device groups, or devices are selected, all items are
included in the report query. However, peers must be explicitly selected to run a report
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query on them; if none of the peers are selected, the query will only run on the local
Logger.

m  The selected items in the Device Groups, the Devices lists, and Peers are ORed in the
report query, and these items are ANDed with the other selected items such as
Storage Groups.

m  Follow these guidelines when you run a distributed report (a report on peer Loggers):

*

L 4

You can run a distributed report in the Quick Run, Run in Background, Run, or
Scheduled Reports mode.

All Loggers on which you are running the distributed report must be running
Logger 5.2. Peer Loggers can be of mixed form factors, that is, software and
appliance based.

If peer Loggers do not have identical storage or device group names, the report
query skips searching for events for those groups on those peers.

If you added custom schema fields to your Logger schema, those fields must exist
on all peers. Otherwise, a query containing those fields will not run (when run
across peers) and return an error. See “Adding or Importing Schema Fields” on
page 336.

A user needs to belong to these user groups with the listed permissions set to run
distributed reports:

e Logger Search Group with “Search for events on remote peers” user right set
(checked).

e Logger Rights Group with the “View registered peers” user rights set
(checked).

e Logger Reports Group with “View, run, and schedule reports” rights set
(checked) for specific reports or the global permission set to run all reports.

If a peer is unavailable when a distributed report is run, an error message is
displayed and the report is aborted. Similarly, if a peer becomes unavailable while
a distributed report is running, the report will continue to run and displayed;
however, the server log will contain exceptions indicating the cause.

Use the following best practices for optimal performance when running a
distributed report:

e Avoid running a distributed report on a Wide Area Network (WAN) link.

e If you are running the report on a very large data set and the performance of
the report is not optimal, reduce the size of the dataset.

e Ensure that all fields in the report query are indexed on all peer Loggers. The
report query will run slower on the Logger on which the fields are not
indexed.

Run Report Parameters

When you click the Run Report | button for a report, you get additional options
(beyond what you get for a Quick Run or for Run in Background) to choose a file format,
specify pagination, and to modify the data filter criteria for only this run of the report.
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Run Adhoc Report

Firewall Traffic by Service

= — T 4 Template Report Format e B
- \

un| |Preview | |Run in Backgroun Dalicate - ML - iew Options
© select Filter Criteria 0 Selected

Max. Rows Suppress Duplicates I:‘

Field Criteria Value

ﬂﬁ b b

ﬂﬁ b b

ﬂﬁ b b

If you run the report without specifying any override run-time parameters here, the report
is generated with the defaults specified at design time for this report. You can run a report
in the background after specifying the Run Report parameters.

The following table describes “Run” report parameters.

Table 57 Run Report Parameters

Option Description

Report Format  Specify a file type or “format” option of the output, and toggle on or off the
Multipage option to generate a report as a multi-page or a single-page document.
By default, Multipage is checked.

Note: HP strongly recommends using the Multipage option for all reports.
Specifically, if a report will result in more than 826 records, using the Multipage
option will ensure that the generated report is not blank. By default, the reports
generated in the PDF format are set to use the Multipage option. However, if your
PDF format report is blank, ensure that the Multipage option is still checked for
that report.

For descriptions of report format see “Report File Formats” on page 174

Select Filter Provides options to define filters, or modify default filters if any are already built in
Criteria to the report.

The filter expression is applied when the report runs, narrowing the focus of the
report to the specified criteria.

For example, you could set the filter criteria on a report on Top Password Changes
to report only on password changes related to specified usernames or involving
specified IP addresses.

For details on how to create these filters (with Field, Criteria, and Value fields),
see “Select Filter Criteria” on page 183 in “Designing New Reports” on page 182.

Note: Filter criteria defined at report run time applies only to this run of the
report. Filters set in this way are not saved nor made available to other users. You
can also set built-in, default filter criteria as a part of designing a report.

Template Select the template to apply to this report. The templates drop-down menu shows
supplied templates, and any custom templates you may have added. These
templates define the look and feel, arrangement, orientation, and so on, of the
report output. To include the start time, end time, scan limit, device group,
storage group, and devices information (used to run a report) in a report, choose
the “BlankWithHeader” template.

See “Applying Report Template Styles” on page 225 for more information on
working with templates.
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Table 5-7 Run Report Parameters (Continued)

Option

Description

View Options The default view option for the report results is Multipage. If you uncheck the

Multipage option, your report will be formatted as a single page. HP strongly
recommends using the Multipage option for all reports. You also have the
option to download the report results as a zipped file. To do so, check the
Download Zipped option.

When you click Run on this first “Parameters” dialog, you then get the same dialog you get
for a Quick Run with default option (or Run in Background) report where you can specify
filters on timeframe and storage groups on which to run the report. (See “Quick Run with
Default Options / Run In Background Report Parameters” on page 170 for details on this
“Additional Filters” dialog. Clicking Run Now on this second dialog runs the report.

Report File Formats

Report file formats include:

m  HTML (Web page format)

m  PDF (Acrobat PDF)

m  MS Excel

m  Comma Separated (Delimiter separated file. The delimiter is usually a comma.)
m  MS Word

®  Interactive (iIHTML)

m XML

For most formats, you can select Multipage option by clicking on the View Options link.
HP strongly recommends using this option for all reports. (If this option is checked,
the report results will be formatted for a multi-page report.)

The report formats made available to you depend on access rights associated with your
user account. (See “Setting Access Rights on Reports” on page 192 for more information.)

Some report formats require that the workstation have respective Viewers. For example,
PDF format needs Adobe Reader.

Publishing Reports

If you publish a report after you run it (“Running and Viewing Reports” on page 168), the
output results for that run of the report are saved for subsequent use.

You configure scheduled reports to publish after each scheduled run. The publish options
for scheduled reports are the same as for on-demand reports described here. For more
about scheduled reports, see “Scheduling Reports” on page 226 and “Scheduling Reports”
on page 226 and “Add Report Job Settings” on page 229.

To publish a report:
1 In a generated report output file you get from running a report, click the Publish

Report f'_" button at the top of the page.

This brings up a Publish Report dialog in which to specify a file name for the report
output, an expiration time if needed, and public or private status.
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2  Specify the details with which to publish the report.

Publish
Save In:

File Name:

Expires on:

Report Format:

Anti-Virus i

(Blank date stands for never expires)

— Publish Options
Pagination | Multiple Page -

Publish Zipped

x|

®

-

@ pyblic ) private

Add Comment | Publish|

The following table describes the publish report options.

Table 58 Publish Report Settings

Option

Description

Save In

File Name

Expires on

Report Format

Public or
Private

Category under which to save the report. If you specify a category in
the preferences, you can navigate to it. If you had not specified a
category, the published report will be saved in the category in which
the report resides.

Note: You cannot save a report in the root category. Save it in one
of the existing categories. Alternatively, save it in a new category.
Name for this report on the published reports list.

Date and time after which the report output discarded (and,
therefore, unavailable for viewing).

If you do not want the report results to expire (keep always
available), then leave this field blank (that is; do not set an “Expires
on” date/time).

Format of the report

Setting this as Public makes this report available to everyone.

Setting this as Private makes this report available to you only.

3 Click Publish.

For information on how to view a published report, see “Viewing the Output of a Published
Report” on page 178.

Report Delivery Options

When you run a report from the Report Explorer (as described in “Running and Viewing

Reports” on page 168), many options are available for delivering the generated output.

The most common next step is to publish the resulting report (described in “Publishing

Reports” on page 174), but you can also save the report output to a file, e-mail it to other
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users, refresh the results, change the output format, and so forth. The following button are

available from a generated Report representing various actions:

Button

Description

=

[
3

T R RPN e ER D@ O

o

Add Comment

Refresh Comments

Show Comments

TOC

MS Excel

PDF

Csv

MS Word

Export

Email Report

Upload Report

First Page

Previous Page

Next Page

Last Page

Publish Report

Refresh
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Refreshing a Report

To re-run the report and get an updated result set, click [¢] (Refresh).

E-mailing a Report

You can send a report via e-mail as either a Web link or an attachment. You can also
configure these e-mail options on scheduled reports, as described in “Scheduling Reports”
on page 226 and “Add Report Job Settings” on page 229.

To e-mail a report:

1 In the Report Explorer, after you run a report, click the B4 (Email report) button on
top of the page.

2  Specify the following information about the e-mail.

Send Report As 0 Link Attachment HTML -

— Email Options
Pagination Horizontal Breaks w

Download Zipped I:‘ Include comments

Save In: =
To
Cc
Subject
Message Hello, <BR>=<BR> You have received this automated email to lat you
know that report <% MENU_NAMES:> has been generated.Please click .
Send

Figure 514 E-mail Report Settings

The following table describes the e-mail report options.

Table 59 E-mail Report Settings

Option Description
Send Report Choose one of these:
As

= To provide a link to the report in the body of the e-mail, select
Link.

= To send the report as an attachment to the e-mail, click
Attachment, and select a format for the attachment file.
Email Options Select the following options before attaching a report file to an
email:

Pagination: Select whether you would like the report to appear in a
single page, multiple pages and whether you want horizontal breaks.

Download Zipped: Zip the file before attaching it with the mail

Include comments: Whether you want any comments that were
added to the report included
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Table 59 E-mail Report Settings (Continued)

Option Description
Save In You have the option to save the report in a location that you can
specify here.

Note: You cannot save a report in the root category. Save it in one
of the existing categories. Alternatively, save it in a new category.

To and CC Specify e-mail addresses to which to send the report.
Subject Provide e-mail Subject header.
Message For the body of the e-mail, you can use the default message

provided, modify it, or enter your own message.

3

Click Send to send the report.

Exporting and Saving a Report

You can export a report to a file format of your choice and save it.

To export and save a report:

1

Click the Export button or click one of the file format buttons on the published report
top-level menu bar (&] T & ®)).

In the Export Options dialog, specify the Export Format and associated settings you
want in the Export Options dialog.

Export Options ﬁ
Export Formats: MS EXCEL -
Pagination Single Sheet w

Remove Blank Rows,Columns

I:‘ Repeat Page Header and Footer

I:‘ Download Zipped I:‘ Include comments

Generate | Cancel

Depending on the Export Format you choose, other settings are displayed as
appropriate. Configure the export, and click Generate.

When the report is displayed, you have the option to save it as a file locally or
elsewhere just as you would any other file.

Viewing the Output of a Published Report

1

Navigate to the report for which you want to view output results. (See “Finding
Reports” on page 167 if you need help locating a report.)

Click the List Published Output button | | (Navigate to list of published outputs
for this report) next to the report you are interested in.
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O Filters

Published Name Includes [] | Report Name [Intrusion Monitoring]/[Most Commen Events]

(O Intrusion Monitoring

Sr.No.

File Name Generated By Generated Time Expiry Time
B ArcSight/admin REGENT 10/17/2011 Never
16:22:53
B ArcSight/admin 10/12/2011 Never
13:53:17

Figure 5-15 List of Published Report Outputs for a Selected Report

3  Click the radio button next to any of the reports listed to select options including the
following:

®  View report outputs in various formats
(HTML, PDF, CSV, Excel, or Word || [ [ <] (] )

m  Delete the selected instance of the generated report

Designing Reports

You can use the Logger Report Designer to design simple columnar reports as well as
mixed reports with embedded charts and matrices. For columnar reports, the Report

Designer provides options for setting up filters, grouping, totals, and sort order to create a
full-featured report.

Opening the Report Designer

To open the Report Designer to create a new report from scratch, click Design | New
Report on the Reports left menu bar.

# S
To open the Report Designer to edit an existing report, click the Customize Report _ﬁ\
button for a report in a reports list in the Report Explorer. (See “Explorers” on page 133
and “Task Options on Available Reports” on page 168 for more information on available
reports and how to get to their task option buttons, respectively.
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Adhoc Report Designer

Least Common Events

Run Preview| Save| Save As|

Open | Template Delicate

Report Title
Least Common Events
Select Display Fields

Available Fields

2. | Query Editor

Selected Fields

+ Report Format

Report Contents  Detailed

Ewvent Name
Count
il
|
<
«
© select Filter Criteria
Max. Rows (200 Suppress Duplicates I:‘
Field Criteria Value
ﬂﬁ b b
ﬂﬁ b b
ﬂﬁ b b
© Sselect Grouping
Field Order Ranking Field

[# ] Group By

[# X Then By

[# X Then By
Select Totals
Sort Order

Create Matrix

(]
(]
© Highlighting
(]
(]

Create Chart

Figure 5-16 Report Designer

Creating New Reports

If you are new to the Logger Report Designer, we recommend starting with an existing
report as a basis for a new one, as described in “Quick Start: Base a New Report on an
Existing One” on page 180.

¥  View Options

| width
=

0 Selected

0 Selected

Ranking Function

-

-

-
0 Selected
0 Selected

0 Selected

If you are starting a new report from scratch or for more details on each of the settings in

the Report Designer, see “Designing New Reports” on page 182.

Quick Start: Base a New Report on an Existing One

Since Logger ships with a variety of useful, pre-built reports for common security scenarios,
you can leverage these not only to run as-is but also as templates for building new
reports.If you are just getting started with the Report Designer, a good way to get
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up-to-speed fast is to start with an existing report that has some of the features you want
in your new report, save the original report under a new name, and then modify it.

' Modifications to reports and other ArcSight-defined content may be
-1 overwritten without warning when the content is upgraded. Do not modify

caution ArcSight-defined content directly.

Make modifications to a copy of any ArcSight-defined content as a general
practice, and subsequent upgrades will not affect the modifications.

To create a new report based on an existing report:

1

Navigate to the report you want to use as a starting point. (Click on a category in the

Report Explorer to see a list of available reports in that category, and then click on the
report.)

Click the Customize Report % putton for a report in the Report Explorer toolbar.

This opens the Report Designer with the report’s properties filled in.

Some reports, such as the ones obtained from ArcSight or other custom
developer sources might not be editable. For such reports, the icon is
Note gray.

Click the Save As button.

This brings up the Save Report Layout As dialog for the selected report (and shows all
reports stored in the same category as the one you selected).

==l 2 = v |

| Name

»

7 (Root)

vl

| Intrusion Monitoring

[

‘,Zj Access Events by Resource

g,l_:"l Attack Events by Destination

@ Bottom Destinations

@ Bottom Sources

‘,Zj Bottom Targets

g,l_:"l Commeon Account Login Failures by Source

@ Destination Counts by Device Severity |

|« I b

Report Name E-!\dost Common Events | Save Cancel | ¥ OPTIONS|

Figure 5-17 Save Report Layout As dialog for an Existing Report

4

5

Provide a Report Name for your new report.

Click OPTIONS.

Select Public (if you want everyone to have access to the report) or Private (to make
the report available only to you), select System Generated if you do not want to
enter a custom ID for the report and add a Description, if needed.

Click the Save button to save the report.

Click OK on the confirm dialog telling you that the report was saved successfully.Your
new report is now shown under the category in which you saved it.
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8 Select the report you just saved and click the Customize Report button to start
modifying the new report to suit a specific scenario. (See the next section, “Designing
New Reports” on page 182.)

Designing New Reports

To access the Report Designer to create a new report from scratch, click Design | New
Report link in the left panel.

This brings up the Report Designer with a blank template.

The following sections explain how to use the Report Designer.

Report Save, Run, and Template Options

m  Click Run to test the current version of the report.

m  Click Preview to preview the report before saving it.

m  Click Save to save the report.

m  Click Save As to save it under a different name.

m  Click Open to open another report in the Report Designer.
General Report Settings

Set your preferences for pagination, layout and report output format as described below.

Table 5-10 General Report Design Settings

Option Description

Template Select the template to apply to this report. The templates
drop-down menu shows supplied templates, and any custom
templates you may have added. These templates define the look
and feel, arrangement, orientation, and so on, of the report output.
To include the start time, end time, scan limit, device group,
storage group, and devices information (used to run a report) in a
report, choose the “BlankWithHeader” template.

See “Applying Report Template Styles” on page 225 for more
information on working with templates.

Report Format Select the default format for the report.
For information on available formats, see “Report File Formats” on
page 174.

Report Contents  Select whether report should detailed or summarized.

Select Display Fields (Base Query and Fields)

Each report is built on a base query. Available queries are provided in the drop-down menu
on top of the “Select Display Fields” box.

For instructions on how to view a list of the default search fields, see “Viewing Default
Fields” on page 315. For information about custom schema fields added to the default
schema, see “Adding or Importing Schema Fields” on page 336.

When you select a query, the data fields it contains are shown in the Available Fields list.
You can select which data fields you want to use in your report, or use them all. You can
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edit the selected query by clicking on the Query Editor link. (For information on building
new queries, see “Setting up Queries” on page 195.)

In addition to the fields in the WHERE clause of the query, the fields in the
SELECT clause also need to be indexed to yield faster report generation. For
more information about indexing fields, see “Indexing” on page 115.

Note

Enter a meaningful title for the report in the Report Title field and select whether the
report contents should be Detailed or Summarized in the Report Contents field. The
report title is the text that appears as the title on top of a report.

Select the query you want to use for the report from the drop-down list located on top of
the Select Display fields section. The Available Fields list is populated with the fields defined
in the selected query.

Select the fields to use in the report by moving fields from Available Fields into the Selected
Fields list.

m  Select a field in Available Fields and click »| to move it into the Selected Fields list, or
click »| to add all fields.

m  To “de-select” fields that you do not want in the report, select a field in the Selected

Fields list and click «<| to move it back to the Available Fields list, or click <] to
“de-select” all fields.

B Use the move up ~| and move down ~| arrows to order the Selected Fields.

For information on how to create query objects for use in reports, see
“Setting up Queries” on page 195. All available queries, including new queries
you create, show up in the drop-down menu in the Select Display Fields

Tip . .
section of the Adhoc Report Designer.

Select Filter Criteria

&) Select Filter Criteria 0 Selected
Max. Rows i Suppress Duplicates -__—_|
Field Criteria Value
H A v [
i]ﬁ » -
ﬂﬁ ok -

Figure 5-18 Report Filter Criteria

Filter criteria defined as part of a report design is built in and saved with the report. When
other users run the report, they will get the built-in filters by default. You can also set filter
criteria and row limits on an ad-hoc basis when you run a report. However, values set at
run time are not built in to the report like those set at design time. Run-time parameters
are only applicable to a particular report run and do not persist.

If a report does include default filter criteria, users have the option to run the report with
the defaults, or modify or remove the built-in filters at run time. For more information, see
“Run Report Parameters” on page 172.

You can set filters on the results of the base query with logical expressions to narrow the
focus of the report results. For example, you could set the filter criteria on a report on Top
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Password Changes to report only on password changes related to specified usernames or
involving specified IP addresses. You can limit the number of rows in a report by defining a
Max. Rows value.

Query designers can build in “mandatory filtering” on a specified field or on “any” field,
which requires filtering on one or more fields of your choice. If the query you choose for
this report has mandatory filtering, the “Select Filter Criteria” panel title and one or more
fields are with a red asterisk. For more about mandatory filtering, see “Mandatory Filtering”
on page 203 under “Setting up Queries” on page 195.

Table 5-11 Select Filter Criteria Options

Option

Description

Maximum
Rows
(Max. Rows)

Field

Specify the maximum number of rows in the report output. Results that push the
number of rows beyond the Max. Rows limit you define will not be included in the
report.

= If you select set Max. Rows and also specify grouping under Set Grouping (as
described in “Select Grouping” on page 185), you may get a different result
than if you just specified Max. Rows without grouping.

= Setting this field to O returns an unlimited number of rows.

* Increasing the maximum rows for report may not always increase the number
of rows returned by the report. If the query invoked by the report limits the
number of rows returned, increasing the Max. Rows setting in the report has
no affect. For example, if you edit the NIST IR Top 10 High Risk Events report
and change the value in the Max. Rows column from 10 to 20, when the report
is run report only 10 rows are returned. This is because the query invoked by
the report is returning 10 rows. However, you can limit the number of rows
returned by the report to a number less than the default value. For example, if
the value of the Max. Rows field is changed from 10 to 5 for the NIST IR Top
10 High Risk Events report, this report returns 5 rows during run time.

= You can increase the number of rows returned by editing the query and
changing the number of rows returned by the query and change the number
specified in the Max. Rows field of the report.

The Fields will be populated with event data fields specified in the base query.
(Fields will generally equate to columns in reports.)

Select a field on which to filter.
To add another filter (“Field” on which to filter), click [#] (Add Filter).

To remove a filter, click [] (Remove Filter).

For instructions on how to view a list of the default search fields, see “Viewing
Default Fields” on page 315. For information about custom schema fields added to
the default schema, see “Adding or Importing Schema Fields” on page 336.

= Multiple filters with conditions set on different fields will be AND’ed together.
Multiple filters with conditions set on the same field will be OR’ed together.

For example, if you want to filter on events to return data based on a
value/count (of rows or other) between 90 and 100, use the Between criteria
to do this (e.g., <Field> Between 90 and 100)

Setting two filters on the same field with criteria “Above 90” and the other as
“Below 90” would not give you the data you are looking for. Only one of these
filters would be triggered.

« If the query you choose for this report has mandatory filtering, the “Select
Filter Criteria” panel title and one or more fields are marked with a red
asterisk. For more about mandatory filtering, see “Mandatory Filtering” on
page 203 under “Setting up Queries” on page 195.
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Table 5-11 Select Filter Criteria Options (Continued)

Option Description
Criteria Select a logical operator. (For example, Is, Is Not, Starts With, Ends With,
Contains, and so forth.)
Note: To make the query case-sensitive, select the Match Case option for your
operator.
Value Select a value to complete the conditional filter expression.
Select Grouping
© Sselect Grouping 0 Selected
Field Order Ranking Field Ranking Function
[# X Group By - - - -
[# X Then By - - - -
[# X Then By - - - -
Figure 5-19 Grouping Items by Field in a Report
Define group requirements to arrange the report information into logical groups based on
particular fields. You can create multiple groupings for report results.
For example, if the report uses a query that includes a Date field, you can group results by
date. You could add additional statements to group by “User Name”, “Source Address”,
“Destination Address”, and so forth, depending on what other fields are available in the
report query.
= « If you select set Max. Rows under Select Filter Criteria (as described in
— “Select Filter Criteria” on page 183) and also specify grouping, you may
Nots get a different result than if you just specified Max. Rows without
grouping.
= A report that has a group defined can only display up to 100,000 lines.
To define a group:
1 Select a field by which you want to group (as described in Table 5-20 on page 229).
2  Select the order of arrangement of group (as described in Table 5-20 on page 229).
Table 5-12 Select Grouping Options
Option Description
Field The Fields will be populated with event data fields specified in the
base query.
Select a field by which to create a group.
To add another field for a grouping, click [#] (Add Group).
To remove a group-by field, click [x] (Remove Group).
Order Select the order of arrangement of group:
= Ascending
e Descending
Ranking Field
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Table 512 Select Grouping Options (Continued)

Option Description

Ranking
Function

3 If you want to set sub-groups, specify details in the “Then By” fields. For example, if
your report uses a query that reports on password changes and includes a “User
Name” field, you might want to sub-group the results for each date by “User Name”.

Use the ] (Add Group) and [z (Remove Group) buttons to add or remove “Then By”
fields for sub-groups.

The report will generate records organized and grouped in the specified order.

Alternatively, you can specify only a sort order (instead of groups). See also,
n “Sort Order” on page 187.

Tip

Select Totals

: © select Totals 0 Selected
Field Function Level
e - -
= iz v
bk - -

Figure 5-20 Showing Totals on Fields in a Report

You can specify the summary (total) fields. You can apply a summary on any of the
following levels:

m  Report
m  Page
m  Group

To specify summary details:
1 From Field, select the field that will be processed to calculate summary information.

2  On the same row, from Function, select the summary function.

3 On the same row, from Level, select the level at which you want the summary.

= If a Total is applied to a field that is not already in the Selected Fields list, that
— field is automatically added to the Selected Fields list.

Note
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Sort Order

In case you do not want “grouped” report results (as described in a “Select Grouping” on
page 185), but you do expect “sorted” results, then specify a Sort Order (instead of

grouping).

A report that has a sort order defined can only display up to 100,000 lines.

Note
© Sort Order 0 Selected
Field Criteria
Sort By w»: -
Then By [=] -
Then By - -

Figure 5-21  Sort Order for Items in a Report

You can have up to three levels of sorting.

To specify a sort order:
1 InField (on the right of Sort By), select the field on which you want to sort the report.

2 In Criteria (in the same row), select the sort criteria.

3 Repeat Step 1 and Step 2 by providing values in the “Then By” rows to specify more
sorting criteria.

Highlighting

A report can include multiple levels of “highlighting” for specified fields. Highlighted items
can serve as visual alerts on generated reports when specified set conditions are satisfied.

Highlight Using Style
[ X - -
When Field Level Function Criteria Value

Figure 5-22 Highlighting Items in a Report

To set up a highlight:

1 In Highlight, select the field that should be highlighted. Select Entire Row to highlight
entire record.

In Using Style, select the style to be applied to highlight it.
Select Alert check box to receive a visual alert on report viewer.

In Field, select the fields which will be evaluated for highlight (alert).

a »~ W N

In Level, select the level at which the selected field should be evaluated:

¢ DETAIL evaluates each row (record)

¢ REPORT evaluates at the end of report

¢ Respective groups evaluate at the end of each group
L 4

PAGE evaluates at the end of the page
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6

7

When REPORT or PAGE is selected in Level, select a Function to be applied.

Select Criteria and specify its Value.

Click ] (Remove Condition) on the left of the criteria entry to delete an entry. Click [#
(Add Condition) to add another entry.

Create Matrix

You

might choose to include a matrix in your report, since it presents a summary of data.

Make sure that the appropriate query object is selected (under “Select Display Fields™).

© Create Matrix

Clear Matrix

Available Fields Column Fields
Field Group By Totals
li
> 1
<«
b &y
Row Fields Summary Fields
Field Group By Totals Field Function
S =]
2 1

Figure 5-23 Adding a Matrix to a Report

To create a matrix:

1

To place a field in Row or Column, click the field and drag it to the Row Fields or
Column Fields boxes.

To place a field as a cell (summary), click the field and drag into the Summary Fields
box.

Select a Function from the drop-down menu provided for a field placed in Summary
Fields.

Optionally, for numeric or date fields in columns or rows, specify a Group By function
in the drop-down menu provided.

Optionally, for fields in columns or rows, check Totals checkbox to get total row /
column.

Select a field and click »| to add that field to the matrix as one of the Column Fields.

Select a field in Column Fields and click <| to remove it from the matrix.

Select a field and click | to add that field to the matrix as one of the Row Fields. Select

a field in Row Fields and click ] to remove it from the matrix.
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Select a field and click =] to add that field to the matrix as one of the Summary Fields.
Select a field in Summary Fields and click | to remove it from the matrix.

To move a field up or down, select the field and click ~| (Move up) or ~| (Move down), to
move the field in the respective direction.

To remove all settings and contents of the current matrix, click Clear Matrix.

Create Chart

For pictorial representation of summary data, you can add a chart on your report. Make
sure that the appropriate query object is selected (under “Select Display Fields™).

© Create Chart

i_—_| Link with Report Fields Align Level Top(N) Clear Chart
-@-Top ( | Bottom Report w Field -
N= ¥  Sort Order o
Available Fields Value Fields (Y-Axis) [] Point Labels
Field Function Chart Type Selected Chart Type
A
2] Al - i
<« g .
J B
Group Fields (X-Axis) Select Chart Type
|Field Group By Display Field | = :
fl = L
ﬂ Bar Column Pie Line
<
= \Q”
Scatter Radar Curve Curve Area

Figure 5-24 Adding a Chart to a Report

For pictorial representation of summary data, you may choose to have a chart on your
report. Make sure that the right query object is selected (under Select Display Fields).

Chart Placement

Chart Placement is important when the chart is placed on the report along with other
component. Specify chart placement preference using the Align option:

B Select Top to place the chart above other components.

m  Select Bottom to place the chart below other components.

m In Level, select PAGE to plot chart having page level data. Select REPORT to plot
chart from data that has come from entire report.

m Top(N)
¢ Field
¢ N=

¢ Sort Order
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Chart Type

Select the chart type by clicking button (image) from Select Chart Type area. The image
corresponding to the chart you select is displayed in the Selected Chart Type box at the
top.

Select Point Labels

Select this setting to show the number of matches for a value of a field in a chart, as shown
in the following figure.

Align Level Clear Chart

®Top (O Bottom [Repart ¥]
Value Fields (Y-Axis) Point Labels

Count

Selected Chart Type

I
'l-

Select Chart Type

il & @

Bar Column PIE Line

Group Fields (X-Axis)
Field

Fort

Scatter Radar Curve Curve Area

23 25 53 a0 13 123 138 139 443 4121 4140 27444
Port

21 22
Port Transport
Protocol

232

TR 132

upp 192
21 TCP 34

Set Value Fields (Y-Axis)

1 Click and drag the Field in Value Fields (Y-Axis) box, or use the >| button (Add
field) to add the selected field.

2  Select summary function for the field.

3 To select a different chart type, click the button on the right to open a box with chart
types. Select the type you need. Follow steps 1 through 3 above for each attribute to
be placed as series. To re-position fields, select a field and click ~| (Move up) or ~|
(Move down) as needed.
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Set Group Fields (X-Axis)

1 Click and drag the field in Group Fields (Y-Axis) box, or use the | button (Add
field) to add the selected field.

2  Select the method to group (for Numeric or date type).

You can specify groups in numeric fields. For example, to have groups of 10, specify
10 in Groups box.

You can specify groups in date fields. From the drop-down box select from Day, Week
(Sunday to Saturday), Month, Quarter (Jan-Mar, Apr - Jun, Jul - Sep, Oct - Dec), Year.

To remove fields from Value fields (Y-Axis) or Group Fields (X-Axis), drag

them out of the respective box or use the ﬂ button (Remove field) on
Tip selected fields.

To remove all settings and contents of the current chart, click Clear Chart.

Editing a Report

You can use the Report Designer to edit existing user-designed reports. (The supplied
reports are not editable.)

To edit an existing report:

1 From any Report list in the Report Explorer, select the report and click the Customize
Report button for the report you want to edit.
This brings up the Report Designer for the selected report.

2 Modify the report as needed (via the settings described in “Creating New Reports” on
page 180).

3 (Optional) Before saving the report, you can run it to ensure that the changes you
expected in the report output suit your needs. To do so, click Run. (For more
information see, “Adhoc Report Designer” on page 191.

4  Click Save.

See also “Quick Start: Base a New Report on an Existing One” on page 180.

Private Reports

If you have access rights to “view, run, and schedule all reports”, you can create private
reports. If you do not have permissions to edit a public report that you want to modify but
you do have permissions to create private reports, then you can save the public report as a
private one and edit the private report.

For more about publishing a report as “public” or “private”, see Table 5-8 on page 175. For
more about “access rights” on reports, see “Setting Access Rights on Reports” on
page 192.

Adhoc Report Designer

Once you edit a report, you can run it before saving it to ensure that the report output is as
you expected. When you run a report in this fashion, an Adhoc Report Designer menu bar
is displayed at the top of the newly run (unsaved) report, as shown in the following figure.
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‘Adhoc Report Designer
o o - [ Expand All |

i
| D08 G E 6+

Adhoc Report Test

10/23/2009 11:10 AM
Source Ip: starts with 1

Source Ip Source Host
193.115.143.134
10.88.91.26 CNPD-DSMCADO
10.175.80.20 SMSCHENGDUO1
199.248.65.119 nodeli244 dstzn1 1. badguy.net

The Adhoc Report Designer is useful in adding formatting and display elements to a report
definition and viewing the output with those elements before saving the report definition.
For example, you can specify a sort pattern or add a chart to a report.

The following table lists the various options available in the Adhoc Report Designer menu
bar.

Menu Option Description

Select display fields

Ej See “Select Display Fields (Base Query and Fields)” on page 182 for
more information.
= Specify filter criteria
B i See “Select Filter Criteria” on page 183 for more information.
o Specify grouping
— See “Select Grouping” on page 185 for more information.
— Specify the summary (total) fields
q
= See “Select Totals” on page 186 for more information.
2l Specify sort order
L See “Sort Order” on page 187 for more information.
Set up highlighting
e See “Highlighting” on page 187 for more information.
& Include a matrix
e See “Create Matrix” on page 188 for more information.
ih Create a chart
See “Create Chart” on page 189 for more information.
e Expand all of the above listed menu options.

Setting Access Rights on Reports

Administrators can set access rights on various report categories, reports, and report
options (view, publish, edit, and so on) based on user roles and Logger Report Group
affiliation. For example, you can grant users privileges to view some reports but not others,
to view but not schedule or publish a report, or to view and schedule but not edit a report.
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(This is also noted with regard to user perspective at “Task Options on Available Reports”
on page 168.)

Access rights are given at the folder level. If you want to give access only to specific
reports, you can put them in their own folder and give access to it. Access rights on report
options are configured and managed with the User/Groups option on the Logger System
Admin page. For more information on System Admin User/Group management, see “User
Management” on page 393.

Determining What Access Rights to Give a Group or User

When setting access rights for a user or group, be sure to give the user all the necessary
permissions. In order to access a particular child node, uses need access rights to all higher
nodes in that branch of the tree.

To determine the necessary rights for a report, open the report tree to that report.

The branches of the tree and give the user or user group access to all.

Note

Example: Giving a User Group Access Rights for a Report

Suppose you want to give a Group the rights to view, run, and schedule, but not to change
the Attackers reports. To determine the necessary rights, scan the report tree and note the
nodes.

To view Attackers Report tree and determine the necessary rights to access it:
1 Click Reports from the top-level menu bar.

2 Click Report Explorer in the Navigation section on the left panel.

3 In the Reports screen, navigate to the group of reports you want to give access to. For

the example, click Foundation > Intrusion Monitoring > Attackers.

Reports <+ Foundation < Intrusion Monitoring < Attackers E]
7| Default Reports 3 r| Configuration Monitoring » | 7 | Attackers 4 @ Bottom Sources Al
7r| Device Monitoring b || 7| Intrusion Monitoring b || fr] Resource Access 3 @ Source Counts by Destina T
| Foundation 3 7| NetFlow Monitoring b || 5] Targets 4 @ Source Counts by Destina ____
T | SANS Top 5 b || ] Network Monitoring b || I User Tracking 4 @ Source Counts by Device -
@ Device Interface Down Na @ Source Counts by Device t
@ Firewall Traffic by Service @ Source Counts by Source >
@ Least Commaon Events @ Source Port Counts
@ Most Common Events @ Top 10 Talkers
@ Most Common Events by ¢ @ Top Attacker Detail
@ Probes on Blocked Ports b @ Top Attacker Details
@ SecurityDashBoardRpt @ Top Attacker Ports
@ SecurityDBReport @ Top Attackers
@ Top IDS Attack Events @ Top Attack Sources
@ Top IDS Events @ Top Sources Detected by
@ Top Machines Traversing f @ Top Sources Traversing Fi
@ Top Web Traffic
@ Windows Events
@ Worm Infected Systems
4 Make a note of each node you open.
Now that you know the nodes you need to give access rights to, you can set them from the
System Admin menu.
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To create a new User Group and give it Logger Reports Rights:
Click System Admin from the top-level menu bar.

Click Use Management in the Users/Groups section on the left panel.
Open the Groups tab, and click Add.

Type in a Name for the group and add a description.

Select Logger Reports from the Group Type drop down menu.

Click the arrow to display the list of Logger Reports Rights.

Click Clear All to remove all permissions.

0 N o o~ w N P

Click the box next to each permission you want to give the user group.

For the example, you noted Foundation, Intrusion Monitoring, and Attackers, and you
wanted to give the rights to view, run, and schedule these reports. Therefore, put a
mark in the box next to each of the following access rights:

Report folder [Attackers]: view, run, and schedule reports
Report folder [Foundation]: view, run, and schedule reports

Report folder [Intrusion Monitoring]: view, run, and schedule
reports

9 Click Save and Edit Membership.
10 Click Add in the Edit Group Membership screen.
11 Put a mark in the box for the user you want to add to the group, and click OK.

12 Log in as a member of the group you created and test whether you can perform the
desired functions. For the example, the user should be able to view, run, and schedule
the Attackers reports only.

Reports <+ Foundation < Intrusion Monitoring < Attackers E]

7t | Foundation ¥ || 7| Intrusion Monitoring 7t | Attackers @ Bottom Sources A
@ Device Interface Down Na @ Source Counts by Destina -
@ Firewall Traffic by Service @ Source Counts by Destina W
@ Least Common Events @ Source Counts by Device
@ Maost Common Events @ Source Counts by Device
@ Most Common Events by ¢ @ Source Counts by Source
@ Probes on Blocked Ports b @ Source Port Counts
@ SecurityDashBoardRpt @ Top 10 Talkers
@ SecurityDBReport @ Top Attacker Detail
i i .
@ Top IDS Attack Events @ Top Attacker Details
@ Top IDS Events @ Top Attacker Ports
@ Top Machines Traversing f @ Top Attackers
i 3 i
%] Top Web Traffic %] Top Attack Sources
i . i
@ Windows Events @ Top Sources Detected by
@ Worm Infected Systems @ Top Sources Traversing Fi
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Setting up Queries

Query objects are queries (along with additional metadata) designed and stored as a part
of the Logger Reporting suite on the Report. Query objects are used as the basis for
designing reports.

Some queries may require parameters. We recommend first designing all
needed parameter objects before creating the query object that will use those
parameter objects.

Note
For information on developing parameter objects, see “Working with
Parameters” on page 216.

To view and work with Logger Report queries, click Design | Queries on the Reports left
pane. The contents for the selected query is displayed. To view the contents of a different
query, click the Open button and expand the category under which the query is stored

then select a query from the list and click the Select Entity [+ button.

Logger Reporting provides a set of pre-built queries, which are used as the basis for the
system defined Reports and Solutions Reports to address common security use cases (as
described in “Explorers” on page 133).

For instructions on how to view a list of the default search fields, see “Viewing Default
Fields” on page 315. For information about custom schema fields added to the default
schema, see “Adding or Importing Schema Fields” on page 336.

You can use a provided query object “as-is” as the basis for your own reports, or design
new query objects on the Query Object List page. You can use existing query objects as a
starting point for new ones. You can search for an existing query, as shown in the following
figure.

-

@ Open Query Object - Mozilla Firefox = | O] |-
|| 192.168.35.26 | https://192.168.35.26/logger/report/webdesigner/Re
== 2 =@ v
Name [
| ¥z (Root) -
b [ Anti-Virus EI
b ] Configuration Monitoring
b 7] Cross Device
b 7] Database
| 3 :::_' Default Reports -
[« n S
Query Object Open Cancel | ¥ OPTIONS

L A

To do so, either

m  Enter the first few letters with which the query name begins (if the “Starts With”
search criteria is selected) in the text box above the list of existing queries, OR
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m  Enter a word or part of a word that the query name contains (if the “Contains” search
criteria is selected) in the text box above the list of existing queries.

I Modifications to reports and other ArcSight-defined content may be
H overwritten without warning when the content is upgraded. It is not good
caution Practice to modify ArcSight-defined content directly.

Make modifications to a copy of any ArcSight-defined content as a general
practice, and subsequent upgrades will not affect the modifications.

This topic explains how to design new query objects (either from scratch or based on
existing ones).

How Search and Report Queries Differ

Even though a search and a report query perform the same function—finding events that
match specific conditions—the two queries are distinct in these ways:

B You use Logger’s in-built SQL Editor to create a report query in SQL. (The SQL Editor
automatically checks the syntax of the query before running it.)

®  You use the Logger’s Search Ul to create a search query. The query can be specified
using plain English keywords, field names, or regular expressions. See “Searching for
Events on Logger” on page 101 for more information.

However, report queries and field name queries can utilize indexed fields to expedite the
underlying search.

Overview of Query Design Elements

To create a new query object, you need to specify a query name, define the SQL logic, and
save it. The data source for Logger Report queries is always the Logger database(s), so
there is no need to specify this as part of the query object.

Optionally, you can specify formulas, set field properties, define formatting (look-and-feel),
define field groups, provide hyperlinking, define lookup values, and build mandatory
filtering into the query.

Creating a Copy of an Existing Query

To use an existing query object as the basis for a new one, copy the query object you
want to start with as follows:

1 Inthe Query Explorer, click on a category and select the name of the query that you
want to copy from the query list.

To search for an existing query, do one of the following:

& Enter the first few letters with which the query name begins (if the “Starts With”
search criteria is selected) in the text box above the list of existing queries.

¢ Enter a word or part of a word that the query name contains (if the “Contains”
search criteria is selected) in the text box above the list of existing queries.

2  Click the Copy Query Object button, then click the category nhame under which you
want to place the copied query, and click the Paste button.

A temporary version of the new query object is created with the same contents as the
original and the same name pre-fixed with “Copy of”.

3 Modify the query name by editing it in the Name field (unless you want to keep the
default name of “Copy of <OriginalQueryName>" for now).
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Designing a New SQL Query

When using the Query Editor, be sure to use the appropriate SQL syntax for your data type.
For example, to call a string data type, you must enclose the string with single quotes, as in
the query below.

select arc_deviceVendor from events where lower (arc_deviceVendor) =
'arcsight'

For instructions on how to view a list of the default search fields, see “Viewing Default
Fields” on page 315. For information about custom schema fields added to the default
schema, see “Adding or Importing Schema Fields” on page 336.

To design a query using the Query Explorer:

1

In the Query Explorer, click the Create Query Object button. The Query Object
Editor opens.

In Name field, specify a unique name for this query object.
Under SQL, click Edit to design the SQL statement.

The SQL Editor loads in a new window by default, which is generally preferable
because it allows you to view both the main Query Object List page (query editor) and
the SQL Editor at the same time. (If you want the SQL to load in the same window,
click to uncheck this option before clicking the Edit button.)

Click the Edit button under "S0L" on the
Queries page to bring up the SQL Editor
Name My Password C_I_'\ang_es|

sQL

9 Edit Load in new window

SQL Editor Schema refreshed on: 03/30/2011;10:49
i

Entities SELECT events.arc_categoryObject “Rescurce Type",
~ events.arc_destinationZaneUR] “Destination Zone Hame®,
[PARAMETERS] events.arc_deatinationAddress “Destination Address”,
avents events.arc_name “Event Name®,
events.arc_categoryQutcome “Outcome”,
sum{events.arc_bassEventCount) “Count”
FROM events
WHERE (events.arc_categoryBehayior = /Access/Start' "
OR event = /At ation/ Verify'
—_— OR events.arc_; - Verify')
AND events.arc IN (<%categorObie ]
GROUP BY events.arc_categonObject.
events.arc_destinationZoneUR],
events.arc_destinationAddress.
events.arc_name,
events.arc_gategon:Quicoms

Attributes

&) Thiz SQL statement iz final QL. Manual changes dane in this tab will be applied here; but will not oK Cancel

Done

Figure 5-25 Query SQL Editor

4

Use the SQL Editor to define the query statement. (See “Defining SQL in the Editor” on
page 209.) Report queries are case insensitive.

Click OK to temporarily save the SQL statement for the query.
The SQL you defined is displayed in the SQL box on the main Query Object List page.

Similarly, any fields you defined in the SQL Editor are displayed in the Fields list on the
Query Object List page.
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6 Click Save to save your work as part of the query object.

You must click Save on the main Query Object List page to save updates made

l
Caution

' in the SQL Editor as part of the query. If you navigate away from this page
without clicking Save, edits you made in the SQL Editor since the previous

Save will be lost.

Field Attributes and Properties

To set Field attributes, select a field under Fields and edit the properties associated with

that field.

Fields

AaUser Name
Aa Source Zone
Aa Source Address

| Field User Mame
Caption  [User Hame | HyperLink J Hidden []
Data Type | CHAR || Group Label [(Select to add group label) =1

a+l

Figure 5-26 Query Field Attributes

You can set the following properties on fields in a query.

Table 5-13 Query Field Attributes

Option

Description

Field

Caption

Width
Align

Hidden

Data Type

Name of field (as received from data source).

The text that will appear as a caption when this field is selected for
placement on the report.

Number of characters for the selected field.
Sets alignment for the selected field.

Hides the associated field so that it is not available to be placed on
report. This field will also not be available for sorting as well as
filtering.

Sets the data type for field from Date, Character, or Number. This is
especially useful when field selected is XML type data source and
you need to set it as number or date. Similarly, when a field that is
character (having numeric value) is supposed to be used in
calculation.

Specifying Output Format for a Field

If you specify the output format for a query field here, at run-time, the report output will
adhere to the specified formatting.

1 From Fields list, click (select) the field for which you want to define an output format.
(The selected field is bold.)

2 Click [...] button next to the Output Format field to launch the Data Format dialog.

3  Select the appropriate format and provide necessary values for that format.

Note

The default date/time in reports does not include the time of day. You
must choose a date format that includes HH:MM:SS to include the time.
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4

Data Format ﬂ

General + Formats 1P Address (IPwd) &
Murnber | MAC Address f
Currency
Date -
Time Y
Percentage -
Scientific
Text

| Metwark Id

v
Sample: 127.0.0.1
Format: x.x.x.x

oK Cancel

Click OK to accept the changes and close the dialog.

Characters for the selected format are displayed in the Output Format entry field.

Specifying Input Format for a Field

If you specify the input format for a query field here, at run-time the report containing this
query will accept data only in the format specified.

1 From Fields list, click (select) the field for which you want to define an input format.
(The selected field is bold.)
2 Click [...] button next to the Input Format field to launch the Data Format dialog.
Data Format ﬂ
[General f. Formats [ 1P Address (1Pva) »
Mumber | MAC Address f
Currency
Cate -
Tirne v
Percentage o e
Scientific
Text
| Metwark Id
.Sample: 12;.0”.0.1
Format: x.x.x.x
Ok Cancel
3  Select the appropriate format and provide necessary values for that format.
4  Click OK to accept the changes and close the dialog.
Characters for the selected format are displayed in the Input Format entry field.
Format
width  [t5 | Output Format oo 1 [
align Right [+ Input Format st ] J
Grouping Fields

When fields in a query object are grouped, they are displayed within a group header in the
Report Designer. All fields in the group can be selected or removed from the report with a
single click. Once groups are created, fields can be assigned to groups.

To create groups:

1

In Group Label drop-down box, double-click the Select to add group label option.

Group Label IESelect to add group label) ;I
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2 Enter a group name.
3 To create more groups, repeat Step 1 and Step 2.

To assign fields to a group:
1 From the Fields list, select the field.

2  From the Group Label drop-down box, select a group.
The selected field will be part of that group.

To remove a group:
1 Select the group name in the Fields list.

This automatically populates the Group Label field with the selected group name.

2 Click x (remove button) next to the Group Label field to remove the selected group.

Formula Fields

Formula fields are custom fields you create to address particular scenarios during report
processing. In a business finance application, a formula field might be used to determine
“gross salary” or “grand total”. Formula fields and their values are not stored in the Logger
Report server database; but rather are used during report processing and discarded once
the report is generated.

You can embed formula fields query objects. A formula field can include any field or
formula available to a query object.

To create a formula:

1 Click i (Add New) under the s tool palette (next to the Fields list) to get the
Formula dialog.

2 Specify the formula and click OK to save the formula and close the dialog. (See
“Syntax for Formulas” on page 201.)

MName Return Type MNUMBER W

Expression FormulaFieldl =

OK Cancel

¢ In the Name field, specify a uniqgue name to identify the formula.

¢ From the Return Type drop-down menu, select the type of the value the
expression returns. (NUMBER, CHAR, DATE, or BOOLEAN)

¢ In Details area, specify the formula. (See “Syntax for Formulas” on page 201.)

3 Click OK to save the work and close the dialog box.
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The new formula is listed in the Fields list. Formula names shown in the list are
pre-fixed by # to indicate they are formulas.

e e
Fields - Field TotalSales
dalifne J Caption frotalzales HyperLink J Hidden
Ae Destination User Name J 5 P : LB
As Destination Zone Name L4 | DataType Group Label |(Se|ect to add group label)
123 Destination Address 2 | 'Format
Aa Source Zone Name width  [30 | output Format | T
123 Source Address o —— - N
# 12 Totalsales * | Align Right [/ Input Format | 17

Positioning Formulas in Fields List

Select a formula and click ~| (Move up) or ~| (Move down) as needed to shift the
position of the selected formula in the list.

Formulas further down in the list can use the formulas above them.

Avoid the opposite; formulas higher in the list should not use the formulas
Note below them.

Syntax for Formulas
The general syntax for formula is:

FormulaName = formula

where, FormulaName is the same as specified in the Name field on the Formula dialog.
In general, use JavaScript syntax to create formulas.

A formula can include:

®  Field names

m  Variables (custom or supplied)

m “if” and “nested if” constructs

m  |ogical operators

For formulas that contain multiple statements, use a semicolon “;” as a separator between
two statements.

Examples

NewForml = var a = 5 ; b = 3 ; if (a!=b) { £ = a } {NewForml=f}

TotalAmount = var total ; if (unitprice < 10 ) {total =
unitprice*quantity} else {total = unitprice} {TotalAmount = total}

Importing Field Attributes

You can import field attributes from other Logger Report queries and apply the imported
attributes to the currently selected field in your query. Leveraging attributes from existing
queries can save time and re-work, and also serves as a learning tool.

You can import the following field attributes from one query into another:

m  Captions
m  Format (including Width, Alignment, Input, and Output formats)
m  Data Types
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Hidden properties
Group Labels
Hyperlinks

Lookup Values

You can select a field from which to import attributes from any of the saved query objects
on the Logger Reporting server. Imported attributes can come from one field in another
query, or from multiple fields.

To import field attributes:

1

Open the query in the Query Object Editor, select the query object into which you want
to import field attributes (the “local” query you are editing), and click Import to bring
up the Import Attributes dialog.

Import Field Attributes

Source Query [ﬁccess Events by Resource |T§.] Source Field Resource Type -
[]an
Caption: Resource Type Hidden: No Data Type: CHAR

Group Label:
Hyperlink:

DRILLDOWN:REPORT_ID=1ES25A0E-
2FCH-63B2-7340-6EEA4BCEAS4 3 ACTION_CODE=002:MENU_NAME=Access Events by

Resource: CATEGORY_ID=SYSTEM_INTRUD_:DSGN_MODE=ADHOC:categoryObjectParameter='<%Resou
rce Type%>":REQ_SD=<%REQ_SD%>:~TARGET=0

Format

Width: 25.0 OQutput Format:
Align: Left Input Format:
Time Zone
Database Time Zone: User Time Zone:

Prompt User Time Zone:

Lookup Values
Lookup Key
Field:

S50L XML Predefined

Fetch on Every Use: Ng

Display Column:

Value Column:

Target Field Source User ID - Ok | Cancel| Apply

Figure 5-27 Importing Attributes from One Query into Another

2

From the Source Query drop-down menu on the Import dialog, select the query
object from which you want to import field attributes (the “remote” query with the
attributes you want to copy).

The Field drop-down menu is populated with the fields in the selected query.

In the Source Field drop-down menu, select the field in the remote query whose
attributes you want to import (copy).
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Select field attributes to import by clicking (checking) checkboxes for attributes you
want.

From Target Fields drop-down menu, select the target field in your local query to
which you want to copy the attributes.

For successful field attribute import, consider the data types of source
and target fields. For a valid import, data types for source and target
fields must generally match.

Note
Lookup values will not import if the data type of the target field is
NUMBER.

Click Apply to save current selections and keep the dialog open.

A field attribute import cannot be revoked. Please make sure you are

! importing the right attributes before you click Apply or OK.

Caution

¢ Click Cancel to abandon selections made after last Apply button and close the
dialog. (Clicking Cancel will not revoke changes already applied.)

¢ Click OK to save (apply) current selections and close the dialog.

To import selected field attributes to another target field, repeat these steps with a
different target field selected.

To select from different fields in the same query, or different queries, choose different
options for Query and Field at the top of the dialog.

Mandatory Filtering

You can provide built-in filters for a query when you want users to apply one or more filters
when designing and running reports that use that query. Building in mandatory filtering at
the query level can save unnecessary data transfer from the server database during report
run time.

You can configure mandatory filtering in either of these ways:

Mandating filtering on any field. Report designers can decide which field to filter on at
report design time.

Mandating filtering on a specific field. Report designers are required to filter on the
specified fields at report design time.

To configure a query for mandatory filtering:

1

Select (check) the Mandatory Filtering checkbox to enable mandatory filtering.

Mandatory Filtering
On Field | Destination User Name [ [# X

On Field | Destination User ID (]| BH X

To specify a field for mandatory filtering, choose the field you want from the On Field
drop-down menu. If you do not want to specify a field for mandatory filtering now,
leave it as Any.

Click & (Add Filter) to get another row for mandatory filtering, and repeat Step 2
above.
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To remove a field filter:

To remove a mandatory filter field, click > (remove button) next to the row you want to
remove.

To disable mandatory filters:

To disable mandatory filters (but not remove the specified fields), uncheck the Mandatory
Filtering checkbox. (Click on it if it is enabled to toggle it off.)

Effect of Mandatory Filtering on Report Design

Mandatory filtering comes into play during report design time with regard to selecting filter
criteria. (See “Select Filter Criteria” on page 183 under “Designing Reports” on page 179.)

When a user working with the Report Designer to create/edit a report selects a query
object (data source) that has a mandatory filter, both the “Select Filter Criteria” panel title
and the relevant fields are marked with a red asterisk.

ﬂ Select Filter Criteria®

Max, Rows | |

Field - Criteria Value
HX * [1s [ |
HEX (] e [
[ || bl

Figure 5-28 Mandatory Filtering on a Field Shown in the Report Designer

The Report Designer “Select Filter Criteria” panel includes one row for each field configured
for mandatory filtering in the base query (all marked with red asterisks).

For each mandatory field configured with a specified field in the base query, a named
field is provided in the Report Designer “Select Filter Criteria” with its drop-down menu
grayed out (disabled). This requires the report designer to build the report so that it filters
on the specified field.

For each mandatory field with “Any” (any field) as the selected value in the base query, a
“blank” field is provided in the Report Designer “Select Filter Criteria” with its drop-down
menu enabled. In this scenario, the report designer is required to build the report to filter
on a field, but it can be any field provided by the query to the report via the filter criteria
drop-down list.

So during report design, filters must be provided for all the rows marked with red asterisks,
but mandatory filtering on “any” field gives the report designer a little more leeway than
mandatory filtering on a specified field.

Specifying a Hyperlink on a Field

You can make a field a clickable hyperlink that links to a specified URL or report. A report
based on a query with hyperlinked field(s) will provide links to intranet or external Web
pages and/or “drill-down” reports.

To make a field a hyperlink:

1 From Fields list in the query, click (select) the field you want to be the hyperlink. (The
selected field is bold.)

2  Click the ellipsis _j button next to the Hyperlink option to launch the Hyperlink
Options dialog.

204 Logger Administrator’'s Guide Confidential



5 Reporting

-

| © uaL

Hyperlink Options - Mozilla Firefox

SEL |
-

|
i @ prill Down to another Report

| select [Top Attackers

| Report Parameter

Target MNew Window(_blank) |

Vslue Field H

Zone

<%zonesdh> ¥ ¥
1 1
| Systern Parameter Value Field &
oK _Cancel |
as /

.|Dcne

Figure 5-29 Making a Field in a Report a Hyperlink

3 Depending on the type of hyperlink needed, select either URL or Drill Down..., and
specify values appropriately.

Link Type

Settings

URL

Drill Down to
Another
Report

Select URL

Provide the link address in the box URL box (HTTP or HTTPS
address, file path, etc.)

Choose a Target window or frame from the drop-down menu,
depending on how you want the URL target to be displayed
(same window, new window, and so on).

Select Drill Down to another Report

Choose a Target window or frame, depending on how you want
the new report to display

Note: A report may have mandatory parameters. If the value of
a mandatory parameter is not specified, the report run may fail,
generate errors, or provide invalid results.

If the target report needs system parameters to run, specify
these along with associated values. Add and remove rows in the

same way as for report parameters. For details, see “System
Parameters and Associated Values” on page 206.

Even if the target report (the report you are linking to) does not
need any report parameters to run, specify the following
parameter in the Report Parameter section. This parameter is
required for the drill down functionality in a report to work:

Report Parameter: REQ_ SD

Value Field: <%¥REQ SD%>

Click [#] to add a row or ¥ to delete a row in the Report
Parameter section.

4  Click OK to accept the changes and close the dialog.
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The Hyperlink option for the selected field is now blue to indicate that the field is a
link. (Query “Fields” list that are hyperlinks always show a blue Hyperlink option when
they are selected in the list.)

Fields

e

AaTime

Aa Destination User Name ﬂ
Aa Destination Zone Nam|
123 Destination Address
Aa Source Zone Name

123 Source Address

#& 123 Totalsales

_3_ Field Destination Zone Name
Caption  [Destination Zone Name HyperLink .| Hidden []
2 Data Type | CHAR ] Group Label [(Select to add group label) =]
= Format
o | Width lz0 | output Format | e
liﬂ ‘ align Left  [%| Input Format J

Figure 5-30 Hyperlink Options

System Parameters and Associated Values

You can set the following system parameters to further specify how a target (hyperlinked)
report is run and published.

Parameter Description and Values
Priority e Low

* Medium

e High

Report Format

Report
Connection
Name

Save File
Name

Implicit
Operation

Refresh Data

Prefetch
Drilldown

Pagination

e Choose SYS_REPORT_FORMAT to use the format of the report
specified where the target report is run

= Or choose one of the other formats on the drop-down (described
in “Report File Formats” on page 174)

Report type and database.

We recommend leaving this set to Default.

Provide a file name to be used for the target report if the report is
published as an implicit operation.

Publish is the recommended default option.

= Select True to run report with latest data.

 Select False to run report with cached data

e Select True to enable “prefetch drill-down” and generate
hyperlinked report at run time, even if user has not clicked the
hyperlink in the source report.

e Select False to disable prefetch drill-down

Select a pagination option for the target report:
= Single Page increases page width and length to any size
= Multiple Page divides in width, divide in length as per need

= Horizontal Breaks divides in length only, increase width to any
size

= Vertical Breaks divides in width, increase length to any size
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Parameter Description and Values
Show HTML If the target report is published or viewed in HTML:
Toolbar

= Set Yes to have HTML Toolbar
= Set No to forego the toolbar

= Set Multipage to provide toolbar only if report extends to more
than one page.

Lookup Values for Text Fields

Lookup values are used to set a filter at report design time as well as run time.

Query objects are generally used by report designers. Query designers can configure
lookup values for fields on which report designers may decide to set filters at report design
time or users may want to filter at report run time.

When a report designer sets up a filter on a field, lookup values for the field are listed in a
drop-down menu. The report designer can select a value and proceed with building the
report. Similarly, at run time, a dialog is displayed with the field name and lookup values
listed in a drop-down menu. The query will run with the filter and specified values.

Lookup values can be defined in any of the following ways:

m  Predefined, to specify static values.

m  SQL, to get values from the database using SQL (used in the main query or from a
query setup exclusively). This way you make sure that the user selects valid options.

m  Key Field, from the table used in the main query. Specifying a key field can improve
performance.

Specifying Predefined Lookup Values

1 From Fields list in the query, click (select) the field to which you want to assign lookup
values. (The selected field is bold.)

2 If not checked, select (check) the Lookup Values checkbox.
3 Click (check) Predefined link.

L kup Values

Lookup Key Field -

SoL [] xML [ Predefined
I:‘ User Defined SQL | Edit I:‘ Fetch on Every Use

Display Column -
Value Column hd

Values

Figure 5-31 Setting Predefined Lookup Values in a Query
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7
8

In Display field, specify the value to present to the user or report designer.

In Value field, specify the value to be provided when the user selects the value
specified in “Display”.

Click [# to add the value set in the list of the lookup values.

Repeat the Step 4 through Step 6 to add all the pre-defined lookup values.

Click Save to save your work.

To Specify SQL or XML Lookup Values:

1

8

From Fields list in the query, click (select) the field to which you want to assign lookup
values. (The selected field is bold.)

If not checked, select (check) the Lookup Values checkbox.
Click (check) SQL or XML link.

Optionally, Check (select) the User Defined SQL or User Defined XML checkbox to
specify separate SQL for getting lookup values from database.

Alternatively, keep this checkbox unchecked (clear) to get distinct values using the
SQL defined for the main query object.

Optionally, check Fetch on every use check-box to refresh the list of values at query
design time, report design time, and report run time.

Alternatively, keep this checkbox unchecked (clear) to fetch values at query design
time only. Values will be placed in the query object used at report design time and
report run time.

From the Display Column drop-down menu, select the column to be used to display
value to the user (only when SQL/XML is user defined).

From the Value Column drop-down box, select the column to be used in the filter (only
when SQL/XML is user defined).

Click Save to save your work.

Modifying a Query Object

Use the Query Object editor to modify existing queries.

We recommend that you not modify queries provided with Logger or add-on
Solution packs. If you want to use a supplied query as a starting point for

Tip your own queries, copy them and edit the copies, as described in “Creating a

Copy of an Existing Query” on page 196.

To modify an existing query:

1

In the Query Explorer, click the category in the Query Objects column where you
have stored the query and click the Edit Query Details button.

Edit the query as needed (via the settings described in “Setting up Queries” on
page 195) and click Save.

Deleting a Query Object

You can remove custom queries, but not supplied queries provided with Logger or add-on
Solution packs.
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To remove a query:

In the Query Explorer, click the category in the Query Objects column where you have
stored the query and click the Delete button.

Defining SQL in the Editor

Each report is built on an SQL query of the Logger databases. SQL (Structured Query
Language) is an 1SO based standard programming language for retrieving and updating
information in a database. Logger supports SQL queries, and provides an interactive, SQL
Editor in which to define SQL statements.

Click the Edit button under "SQL" on the
Queries page to bring up the SQL Editor
Name My Passuord Changes]

sQL

9 Edit Load in new window

SQL Editor Schema refreshed on: 03/30/2011;10:49
! )
Entities SELECT events.arc_cateporyQbject “Resource Type”,
events.arc_destinationZoneUR] “Destination Zone Name®,
[PARAMETERS] events.arc_deatinationAddress “Destination Address”,

Sents avants.arc_nama “Event Hame®,
events.arc_categorgCutcome "Outcome”,
sum{events.arc_bassEventCount) “Count”

FROM  events

WHERE (events.arc_categorgBehavior = '/Access/ Start' I
ON wewant ine = '/Authentication/Verify'
ON svanis - ") {

AND events.arc IN [ <% destPa o)
GROUP BY events.arc_cat=goryOblect.
events.arc_destinationZansURL
events.arc_destinationAddress.
events.arc_name.
events.arc_gategon:Quicoms

Attributes

) This SQL statement is final SQL. Manual changes done in this tab will be applied here; but will not oK Cancal

Done

Figure 5-32 Accessing SQL Editor on the Reports | Queries page

Entities and attributes for the selected entity are listed on the left side of the SQL Editor.
The right side of the SQL Editor provides tabs showing information related to the selected
statement.

The Attributes list shows a few attributes that are internal to Logger. They

should not be used in queries because the resulting report will not contain

Note expected results. All attributes listed after arc_sourceZoneResource are
internal, including arc_eventTime, arc_deviceName, arc_rowld, and
arc_others.

Table 5-14 SQL Editor Tabs

Option Description

Design Graphical SQL query designer. Use options on this tab to design
relatively simpler queries using drag and drop method.

Edit Shows the SQL statements. A query created on the Design Tab is
represented as an SQL statement on this tab. You can also write or
paste and SQL directly here.

Results Displays rows received as a result of SQL execution.
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Table 514 SQL Editor Tabs (Continued)

Option Description
Sort Specify sorting preferences.
Filters Add filters to set run-time filter criteria to be included in the query.

List of Database Objects

The SQL Editor shows the Default Connection to the database that provides the
database objects list. Logger Reporting provides a single type of object or entity, which is
an events table. When you click on events (under Entities), event fields (attributes) are

shown under Attributes.

Design Tab

You can design simple SQL queries on the Design tab using “drag-and-drop”.

SQL Editor Schema refreshed on: 10/26/2009;08:37
~
Entities events [PARAMETERS] A
[PARAMETERS] =+ ~ =%adminUsers%>
events iwlarc_deviceVendor <%aallowedPorts%a>
[ e deviceProduct =%categoryObjectParameterde s
0 ar:_devic:e\fersinn =%commonlyBlockedPorts% >
0 _d aEvaREC <%databaseAdminAccounts%>
=
PHE CMEeEVEInS <%databaseAdminUserse >
Oarcname <%destinationAddress¥>
[arc_agentSeverity <%adestinationPort% >
[arc_agentaddress <%destinationUserName%>
[ arc_agentHostName <%developmentNetwork%:>
[ arc_agentNtDomain <%YdeviceGroupParameter¥a>
[arc_agentType <%deviceProduct®%>
[arc_agentzoneURI =% deviceSeverityParameterd: =
< - | 5 <%YdeviceVendora>
v
< | >
T L
Select events.arc_gndTime events.arc_destinationUserName, events.arc_sourceZonsUR L events.arc_sourceAddress. events.arc_destinationZensUR1 events.arc_destinationAddre
b | *
Frarm events
Where [+]
B [ -vents.arc_cateqorvBehavior -
[ | |[events.arc cateqorvOutcome -
H |[events.arc name _
Group By
Having [+] Open Operandl Operator Operand2 Close  Relation
Srder By events.arc_endTime

0Drag drop entities and attributes into SQL clauses. Design SQL clauses here, Full SQL will be constructed in Edit tab from these clauses.

Figure 5-33 SQL Editor: Design Tab

To create an SQL query statement using the Design tab:

Ok Cancel

1 Under Entities on the left side of the editor, click events to select the “events” entity.

The list of event attributes is shown under Attributes.
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2 Click and drag event attributes from the Attributes list on left side of the editor to the
Select box on the right. The associated values are automatically displayed in the
From clause.

The Attributes list shows a few attributes that are internal to Logger.

They should not be used in queries because the resulting report will not

Note contain expected results. All attributes listed after
arc_sourcezoneResource are internal, including arc_eventTime,
arc_deviceName, arc_rowId, and arc_others.

3 Repeat these steps to select other attributes from different entities.

The events entity must be selected (under Entities on the top left) in
n order for the event attributes to show up under Attributes. If no
attributes are displayed, make sure you have “events” selected in the

Tip
Entities list on the left side of the SQL Editor.

Select

The Select box shows the attributes selected for a given entity.

Where

The Where area shows the “where” clause for the query.

®  To get a row at the top, click & (Insert first condition) in the left-most cell of column
header.

®  To get arow below current row, click & (Add a condition) in the row below which you
want to add a row for condition. A row in inserted in the row below the respective row.

m  To remove a condition, click ¥ (Remove this condition) in the row for the condition
you want to remove.

m  To specify a where clause, form a condition by selecting Operandl, Operand2 and
Operator.

m  To join conditions, create two conditions, and select a relation in the right-most
column of the first condition (of the two being joined).

m  To group conditions, specify opening brace and closing brace in the right row.
Group By

In the Group By clause you can provide grouping criteria for the SQL statement. To place
an entity in Group By, click the entity in the Entity List and drag it in the box below Group

By.

Having

To build a “Having” clause, use the same settings as described in the “Where” clause. See
“Where” on page 211.

Be sure to include appropriate summary function in “Select” clause so that it
— can be used in the “Having” clause.

Note
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Order By

In the Order By clause you can provide sorting (ascending/ descending) criteria for the SQL
statement. For a report with grouping, the “Order By” clause must have the columns in the
same order as the respective sections in the Layout Editor.

An order-by report query that involves millions of events can fail to run and

! display the following error messages: “The server is too busy, try again
- later”.
Caution

Therefore, HP Recommends that you follow these best practices:

Use the ‘scan limit’ parameter to limit the number of events that will be
scanned.

Rewrite the report query to group by name or group by time to reduce the

granularity of events scanned.

Edit Tab

When you switch from the Design tab to Edit tab, the SQL in the Design tab is constructed
and displayed as a complete SQL statement in the Edit tab. You can use the Edit tab to
view and write more complex SQL statements that cannot be defined in the Design tab.

SQL Editor

Default Connection

Show 1 |a]l of 1

Entities

[PARAMETERS]
events

Attributes

*

arc_deviceVendor
arc_deviceProduct
arc_deviceVersion
arc_deviceEventClassId
arc_name
arc_agentSeverity
arc_agentMtDomain
arc_agentZoneldRI
arc_agentiddress
arc_agentHostName
arc_agentType
arc_baseEventCount

SELECT DATE_FORMAT(DATE_SUB(events. arc_endTirme, INTERWVAL &
S0.Z91EEEEEEEEEEEET DAY, B Y- m-He-%H Tirme",

events, arc_destinationUserMame "Destination User Marme",
estination Zone Mame",

s "Destination Address",
ource Zone Name",
Source Address"

FROM  events
WHERE URPER(events, arc_narne] like UPPER('%password%')
AND events. arc Y authentication/Madify!
AND events.arc e = 'YSuccess'
GROUP BY DATE_FORMAT(DATE_SUB(events. arc_s
-0, 29166REEREEE666T DAY, Y- %m-%e-%H: %
events, arc
events, arc
events, arc
events.arc_s
events, arc_g 3
ORDER BY DATE_FORMAT{DATE SUB(evants. arc_s
-0, 2916EEEEREEE666T DAY, Y -3 rm-Se-3H %i"),
UPPER[events, arc_destinationUsery B
UPPER[events, arc_
events, arc_desting
UPPER[events, arc_.
events, arc_gourcesf

arc_applicationProtocal - “
aee hakacTn croe g o o, " gy e g . cn_gn_uvon
This SQL statement is final SQL. Manual changes done in this tab will be applied here; but will not
propagate to Design tab. % M
Figure 5-34 SQL Editor: Edit Tab
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Relationship of Edit and Design Tabs

The SQL Editor manages the SQL statement being constructed to prevent a complex query
(defined in the Edit tab) from being unintentionally overwritten with changes made
subsequently on the Design tab.

If you first enter a complex query on the Edit tab, then click back to the Design tab and
make changes there, then click the Edit tab again. A dialog prompts to ask whether you
want to overwrite the original statement on the Edit tab with the changes you made on the

Design tab.

m  |f you click OK, your changes in the Edit tab are overwritten, because the SQL in the

Design tab will be reconstructed.

m  If you click Cancel, the SQL in the Edit tab remains intact and is used as the final SQL.

The SQL statement as reflected in the Edit tab will be used as the final SQL for compilation.

Result Tab

The Result tab shows query results based on the currently-specified SQL statements
(shown in the Edit tab). If the SQL uses a parameter, you will be prompted to provide the

values to view the query results.

SQL Editor

Default Connection

Show | 1 [s] of 1 Prev | Mext Destination
User Name

Time
Entities
[PARAMETERS]
events

Attributes

*

i .

arc_deviceVendor
arc_deviceProduct <
arc_deviceVersion
arc_deviceEventClassId
arc_name
arc_agentSeverity
arc_agentMtDomain
arc_agentZoneldRI
arc_agentiddress
arc_agentHostName
arc_agentType
arc_baseEventCount

arc_applicationProtocal .
v

are _hwtacTn.

‘-j Results shawn here are first few rows, miﬁht nat be full result set,

Figure 5-35 SQL Editor: Result Tab

Source
Zone
Name

Source
Address

Destination Destination
Zone Name Address

oK Cancel
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Sort Tab

Click the Sort tab to specify levels of sorting at report run time.

SQL Editor Schema refreshed on: 10/12/2011 10:23:00
[PARAMETERS]
events Prompt Check this if you want end user to choose sort fields. The
parameter input form shall prompt report fields for user to select
Count 3 Set the maximum levels of sorting that the end user can set
Disable Forced l:‘ (Check this to avoid sorting for grouping purpo: fter retreiving
Sorting from data source. Ensure that the data source (SQL or Procedure)
itself returns data in required sorted order,
Select Sort Fields
Available Fields Selected Fields Qualifier
- ﬂ -
|
[
Attributes ~| = v
Default Fields
[H Caption Field Order
I e
|o Check prompt, if end user should choose sort fields. (Mot applicable for Adhoc Reports) OK Cancel

Figure 5-36 SQL Editor: Sort Tab

The following table explains the settings on the Sort Tab.

Table 515 Sort Tab Options

Field

Description

Prompt

Count

Disable Forced
Sorting

Check this box if you want the report to prompt for sort order at run
time. If Prompt is enabled (checked), at report run time a dialog

will pop up to prompt the user to specify a sort order.

Specify the number of levels of sorting you want.

For example, if you want to sort by Country, then by State and then

by County, select 3.

Check this box if you do not want the user to re-order the data once

it is sent from the database server.
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SQL Editor Schema refreshed on: 10/12/2011 10:23:00
[PARAMETERS]
events Select Filter Fields
Available Fields Selected Fields Qualifier
- ﬂ -
|
<
- = -
Max. Rows Suppress Duplicates I:‘
Attributes Field Name Type Data Type Parameter Fetch Data  Criteria Valuel Wi
4 1 P
&) select fields for prompting Optional Filter parameters to end user. (Not applicable for Adhoc Reports). Ok Cancel

Filters Tab

Click the Filters tab to add filters to a query. This is useful when a report needs to present
one or more optional parameters at run time and you want the user or report designer to
select the parameter(s) via a multi-select combo box.

Figure 5-37 SQL Editor: Filters Tab

To get a row at the top:
Click # (Add a filter) in the leftmost cell of column header. This inserts a row at the top.

To get a row below current row:

Click & (Add a filter) in the row below which you want to add a row for condition. A row
is inserted below the current row.

To remove a condition:

Click » (Remove this filter) next to a condition you want to delete to remove the filter.

To specify a filter:
Specify field names and associated parameters as described.

Field Description

Field Field on which to filter.
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Field Description

Type Sets the filter type:

= Select UseParameter to determine compare it (equality) with a
parameter value that the user specifies at run time.

= Select ADHOC to allow the user to select condition type at run

time.

Data Type Sets the data type for the parameter:
e CHAR
= NUMBER
e DATE

Parameter In Parameter drop-down box, select the parameter to be used with
this filter

Fetch Data If Fetch Data is selected (checked), the report server will pre-fetch
the data, before the parameter form is presented to the user at run
time.

Criteria

Value 1

Value 2

Mandatory

Working with Parameters

Reports get data by running pre-built query objects. If a query needs a value at report run
time, it uses built-in, run-time parameters. At report run time, the user is prompted to
provide values for run-time parameters as a prerequisite for running the report. The report
is then generated based on the user-provided values for those parameters.

= We recommend first designing all needed parameter objects before creating
— the query object that will use those parameter objects. (For information on

Nots creating queries, see “Setting up Queries” on page 195.)

Parameters are stored on server and so can be used in one or more report and query
objects.

To view and work with Logger Report parameters, click Design | Parameters in the
Reports left pane or click Parameter Explorer and click on a category, select a parameter,
and click the Edit Parameter Details button to open the Parameter Object Editor.
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Parameter Object Editor

Add New| Open| Delete| Save| Save As| Cancel|

|deviceGroupParameter| | Combo Source

Name - -
Values (@) Pre Defined () SQL

i(»] [11884257640368152168208207565 163 | | Pre Defined List

Prompt |Category Device Group | Display Name Value

Data Type  CHAR ¥ Size[z000 |l |

Format [ | Application » |[/application -
Assessment Tool —| | /Assessment Tool —=

Default Value |'/Firewall','/1DS","/ Firewall IFirevall

- HoneyPot = ||| /HoneyPot =

Drescription 105 T /10s T

IDS/Host /1DS/Host

1DS/Host/ Antivirus
IDS/Host/File Integrity
IDS/ Network

Identity Management

105/ Network)/ Traffic Analysis

/IDS{Host/Antivirus
/1DS/Host/File Integrity
/1D5/ Network

/1DS/ Network/ Traffic Analysis
/Identity Management

I:‘ Display Parameter Name

Restrict to List

Enable I:‘ Forced

Mandatory Visible

I:‘ Pass Values Using Tables

Input Type

’7[____. TextBox ._é_. Combo .__'__. Option

Multi Select

Select list Select Default Values
(@) Selected () All (7)) None
Maximum Selectable Values o i
Application -

Assessment Tool

Enclosed By I:l Separator l:l

HoneyPot

Add Script
Figure 5-38 Report Parameters Object List
Creating New Parameters

To create a new parameter:
1

In the Parameter Object Editor, click the Add New button located at the top left.

2  Specify values for the new parameter. (Details are given in the topics below.)

L]
Caution

system.

The parameter name must be unique amongst all parameters in the

3 After providing all required values, click Save.

The parameter is added to the Parameters list.

Setting Parameter Name, Data Type, and Default Values

Specify the parameter unique ID, display name, data type, size, format, and default value

as described in the table below.

Table 5-16 Parameter Name, Data Type, and Default Values

Option Description

Name

Provide a name to uniquely identify this parameter. This name

should be unique amongst all parameters in the system.
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Table 516 Parameter Name, Data Type, and Default Values (Continued)

Option Description
Prompt Parameter name displayed on-screen to the user at report run time.
Data Type Specify type of value the user must provide at report run time:

= CHAR - Value may include alphabetical characters, numbers and
special characters.

= NUMBER - Value may include digits and decimal points

= DATE - A date or part of a date, like day, month, or year

= BOOLEAN (For more information, see “To set up a BOOLEAN
parameter:” on page 220.)

Size Specify number of characters or digits this parameter should accept.
Note: This is only applicable to CHAR and NUMBER data types, not
for Boolean or Date type parameters.

Format Select the appropriate format in which user should provide value for

this parameter. Click ___j ton to open a Data Format dialog box.
Based on the format you have selected, a format string will appear
in the entry box.

Default Specify a default value that is appropriate in most cases to provide
Value for this parameter at report run time.

The default value will be automatically selected at report run time.
The user can change the default value, if needed. If the user does
not change it, the report will run using the default value you specify
here for this parameter.

Default Value for Date Type Parameter

For a date type parameter, the Default Value field provides a drop-down menu and a
calendar. Click the calendar [ to provide an explicit date, or select one of these dynamic
variable values from the drop-down menu:

m  CURRENT_DATE

m  MONTH_START_DATE

m  YEAR_START_DATE

You can also set a default date that is re/ative to any of the above three dynamic variable

dates.

For example, to set a default date as 3 days after CURRENT_DATE, specify
CURRENT_DATE + 3.

To set a default date as 5 days before MONTH_START_DATE, specify MONTH_START_DATE
- 5.

To provide a value that is relative to a dynamic variable, select one of the dynamic
variables, then type a suffix to it in the Default Value field by adding + or - and the number.

At report run time, a parameter with a “Date” format will display with the default date set
here.
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Defining Input Type

Input Type
() TextBox ® Combo O Option

Figure 5-39 Parameter Input Type

The parameter /input type describes the style of interface provided to users at report run
time in which to enter a value for this parameter. Choose from Text Box, Combo, or
Option as described below.

In the Reports Designer, changing the parameter type TextBox to another
— type causes an error. If you need to change the parameter type to TextBox,

Nots do not edit an existing parameter, delete that parameter and add a new one.

Table 5-17 Input Type

Option Description

Text Box Select “Text Box” input type if you want the user to type the value
for the parameter.

Combo Select “Combo” if you want the user to select one value or multiple
values from a drop-down menu.

Select the Multi Select checkbox so that user can select multiple
values from the box.

Input Type
() TextBox ® Combo O Option
Multi Select
Select list Select Default Values

(%) Selected Al (") None

Maximum Selectable Values o

i Host-"AppIication}ﬁalware!Worm el

| Host/Resource I

— — | =

Enclosed By |' Separator |, .HostfResourc:ePU |
2 '—l i e Host/Resource/File ]|

See “Setting Multiple Default Values” on page 221 to configure other
settings for this option.

Option Select “Option” if you want the user to select values represented as
options.
Select the Multi Select checkbox to have value options in the form
of checkboxes.

Keep Multi Select checkbox clear to have options in the form of radio
buttons.

Setting up Boolean Parameters

Parameters that have a Boolean “Data Type” are represented to the user as checkboxes
(the input type) and have only two states:

m  Checked (chosen at run time)

®  Unchecked (de-selected at run time)
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To set up a BOOLEAN parameter:
1 Select Data Type as BOOLEAN.

2 Inthe Values area, for Checked specify the value to be passed when the user
chooses this option at run time (selects/checks the checkbox presented).

3 In Unchecked specify value to be passed when the user does not choose this option
at run time (de-selects/leaves the checkbox unchecked).

Setting Various Run Time Behaviors

You can specify a variety of options on how the parameter will look and act at report run
time. These options are generally related to the input type, and further define acceptable
user input values, whether the parameter will be displayed or hidden, provide searchable
values, and so forth.

Table 5-18 Parameter Options

Option Description

Mandatory Select this checkbox if you want to require the user to specify a
value for this parameter at report run time.

Visible Select this checkbox if you want the parameter to be visible

Restrict to List

Pass Values
Using Tables

Enable

Forced

(displayed) on the input form at report run time.

Keep this unchecked (clear) if the value for this parameter is
populated from another report or if you want the parameter to use
the default value in all cases.

This setting is applicable for parameters with Input Type of
Combo. Select (check) the Restrict to List checkbox here to force
user input of a parameter value from the available run-time options
only.

If Restrict to List is not selected in the parameter definition you
create here, the user can specify a value or can select value(s) from
available options.

This setting is applicable for Multi Select. Select this checkbox
when you want to pass parameter values through a table. This is
done especially when the number of values that can be passed (total
number of bytes of selected values) as part of the SQL is more than
allowed.

Select this checkbox if you want to restrict parameter values to a
pre-specified list of values.
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Setting the Data Source List

Specify values for Checkbox, Combo, and Option input type. Values can be predefined only.

To Set Predefined Values:

Pre Defined List

Display Name Value

| | [ |
Host | [/Host ~
Host/Operating System — || /Host/Operating System i
Host/Application /Host/Application ~
Host/Application/Database — || /Host/Application/Database w
Host/Application/Database/Date /Host/Application/Database/Dat

Host/Application/Service
Host/Application/Service/Email
Host/Application/Service/Instan
Host/Application/Service/MMS
Host/Application/Service/Peer t
Host/Application/Service/Phone ¥

[Host/Application/Service
/Host/Application/Service/Email
/Host/Application/Service/Insta
/Host/Application/Service/MMS
/Host/Application/Service/Peer

/Host/Application/Service/Phone ¥

isplay Parameter Name | |

Figure 540 Setting Predefined Values for a Combo Input Parameter

1 In the Display Name field, specify the value to be displayed at run time. (The value
the user will see.)
2 In the Value field, specify the value to pass (as a filter).
3 Click # (Add) to add the display name to the list.
(To delete an option from the list, select the value and click ¥ .)
4  Repeat these steps for each option.
5 Select the Display Parameter Name check box if you want to provide the user with
the option of adding the parameter as a control on a report.
Once flagged, the Display Parameter Name field is auto-filled with the parameter
display name that can be selected for use on a report. The name displayed on the
report is the one specified in the Prompt field.
The Display Parameter and Name settings have no effect when the
n Parameter Object is used in an ad hoc report.
Tip

Setting Multiple Default Values

Input Type
’70 TextBox ® Combo (@) Option |
Multi Select
Select list Select Default Values
) ; @Selected OAII () Nane
Maximum Selectable Values o |
A

| Host/Operating System

Enclosed By I:I Separator I:I
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If you selected Combo Input Type (as described in “Defining Input Type” on page 219),
you need to define the following settings in the Parameter editor:

m  Maximum Selectable Values—Specify the maximum number of values that can be
selected or provided for a parameter.

B Enclosed By—Specify the character to use to enclose the set of values. This will
depend on the database.

m  Separator—Specify the character to use to separate the two values. This will depend
on the database.

B Select Default Values—Specify the number of default values to display at report run
time. You can choose from

¢ Selected—Only values for the selected parameters are displayed.
¢ All—Values for all parameters are displayed.

¢ None—No values are displayed. That is, no default values are defined.

Modifying a Parameter

To modify a parameter:
1 On the Reports right panel menu, click Parameter Explorer to bring up the
Parameter Object list.

2 Inthe Parameter Objects list, select the name of parameter that you want to modify
and click the Edit Parameter Details button.

3 Edit the parameter as needed (via the settings described in “Creating New
Parameters” on page 217) and click Save.

Only custom parameters can be modified, not supplied parameters, since supplied
parameters are required for use in system Reports and Solution pack add-ons.

Deleting a Parameter

To delete a parameter:

1 On the Reports left panel, click Parameter Explorer to bring up the Parameters
Object list.

2 In the Parameters list, select the name of parameter that you want to delete.

3 Click Delete.

Only custom parameters can be removed, not supplied parameters, since supplied
parameters are required for use in foundation Reports and Solution pack add-ons.

Configuring Parameter Value Groups

Some reports may require users to provide multiple run-time values that would be easier to
select if they were grouped. For example, a report that requires a user to select more than
one country name might be a good candidate for parameter value groups. Users might find
it difficult to select a few country names from a single, long list of countries.

As an alternative, the query designer could create parameter value groups for the

Americas, Europe, Asia, Africa, and so forth; each with lists of countries belonging to those
continents or areas. At report run time, when the user selects a group, values belonging to
the group are pre-selected. Users do not have to manually select countries in, for example,
Europe or Asia, for every report run. Selections are saved from one report run to the next.
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Using parameter value groups as a part of your query design strategy can save users time
and reduce error at report run time.

To view and work with Logger Report parameter value groups, click Design | Parameter
Value Groups on the Reports left panel.

Parameter Value Groups

Parameters m Cancel
EE Selected parameter: categoryObjectParameter

Name Available values Value Groups ’T
7] (Root) “ || |Host - -

¥ 2] Anti-Virus

¥ 77 Configuration Manitaring

3 ’ﬁ Cross Device

b [ Database

3 ﬁ Default Reports

¥ 27 Firewall

¥ 7 IDS-1PS

¥ i Identity Management

¥ ’ﬁ Intrusion Monitoring

4 ﬁ Network

3 ﬁ Network Monitoring

¥ i Operating System

b ) SANS Top 5

¥ [ TippingPaint

b ) vPN
«pi categoryObjectParameter
p3 commonlyBlockedPorts
tp3 destinationAddress
+p$ destinationPort
4p% deviceGroupParameter
«p3 deviceProduct
ipi deviceSeverityParameter

p% deviceVendor

11

Host/Operating System
Host/Application
Host/Application/Database
Host/Application/Database/Data
Host/Application/Service
Host/Application/Service/Email

Host/Application/Service/Instant
Messenger

Host/Application/Service/MMS

Host/Application/Service/Peer to
Peer

Host/Application/Service/Phone
Call

Host/Application/Service/SMS

Host/Application/Service/Remote
Control

Host/Application/Malware
Host/Application/Malware/Adware
Host/Application/Malware
/Backdoor
Host/Application/Malware/DoS
Client

Host/Application/Malware
/Spyware

Host/Application/Malware/Virus

11

-

[N E T2 )

All Host Objects

<

Host

Host/Operating System
Host/application
Host/Application/Database
Host/application/Database/Data
Host/Application/Service

Host/application/Service/Email
Host/Application/Service/Instant
Messenger

Host/Application/Service/MMS

Host/Application/Service/Peer to
Peer

Host/Application/Service/Phone C
Host/&pplication/Service/SMS

Host/Application/Service/Remote
Contraol

Host/application/Malware
Host/Application/Malware/Adware
Host/Application/Malware/Backdo
Host/application/Malware/DoS Cli
Host/Application/Malware/Spywar
Host/application/Malware/Virus
Host/application/Malware/Worm

1 |

Additionalvalue [ ]

ﬂ D Show All Owners'
v

]

(7)) Private (@) Public
User ¢ admin

Organization : ArcSight

< | 1 |

Figure 541 Parameter Value Groups

The following table describes the options on the Parameter Value Groups page.

Table 5-19 Parameter Value Groups
Option Description
Parameters Lists all the parameter objects.
Available Lists available values for the selected parameter.
Values
Value Groups Lists groups created and the values selected within a group. An icon

appears on the left of a Private group.
Show All If selected, displays groups created by all users.
Owners
Option Select Private to list the groups you have set for you only.
bu'ttons: Select Public if you wish to list the groups you have set for
Private
. everyone.
Public
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To create a group:

1

Click & (Add Group) next to the Value Groups box. A group is created and listed
under Value Groups with a default name (based on the currently selected parameter in
Parameters list).

In the Value Groups list, edit the new group name as needed. (Double-click the name
to edit it, if it is not already in edit mode.) Double-click the name again to set it, or
click outside the box.

Add the values you want in the group by selecting a value in Available Values list
and clicking »| (Add value to selected group) button. The selected value is added to
the selected group in the Value Groups list.

Repeat Step 3 for each value you want to add to the group.

If a value that you want to add to a group is not listed in Available Values list, specify
the value in Additional Value field (under Available Values) press Return key. The
custom value is added to the currently selected group.

Select an Available Value and click | to add all the values to the selected group in

Value Groups, click <| to remove the selected value from Value Groups, and click «|
to remove all the values from Value Groups box.

Select a group and click up ~] and down +| arrows to move the selected group up or
down. Select a value and click up ~| and down +| arrows to move the selected value
up or down (within the group).

5 Click Save.

If the name of a group is changed by a user, the values under that group will
— be removed from the “Selected Values” group of that user's preferences.

Note

To create a tree view parameter:

To select a value, click the leaf node and click »| button.

Save| |Cancel
Available values Value Groups |¢
Host All Host Objects padlie
Host/Operating System Host

Host/Application
Host/Application/Database
Host/Application/Database/Data
Host/Application/Service
Host/Application/Service/Email

Host/Application/Service/Instant
Meszenger

Host/Application/Service/MMS
Host/Application/Service/Peer to Peer
Host/Application/Service/Phone Call
Host/Application/Service/SMS

Host/Application/Service/Remote
Control

Host/Application/Malware
Host/Application/Malware/Adware
Host/Application/Malware/Backdoor
Host/Application/Malware/DoS Client
Host/Application/Malware/Spyware
Host/Application/Malware/Virus

(S EA M

Host/Operating System
Host/Application
Host/Application/Database
Host/Application/Database/Data
Host/Application/Service
Host/Application/Service/Email

Host/Application/Service/Instant
Meszenger

Host/Application/Service/MMS

Host/Application/Service/Peer to
Peer

Host/Application/Service/Phaone Call
Host/Application/Service/SMS

Host/Application/Service/Remote
Control

Host/Application/Malware
Host/Application/Malware/Adware
Host/Application/Malware/Backdoor
Host/Application/Malware/DoS Client &
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To select all values in a branch (only for a multi-select parameter), click the respective
branch and click the »| button. All the values under that branch will be selected.

To make changes in name of a group, double-click the group name to make it editable.
Specify a new name and click outside the box.

To delete a group, click ¥ in the title of group you want to delete and click the Save
button to save the changes.

Applying Report Template Styles

Logger Reports use a style file (. sty) to generate report output per a specified format.
The style file defines the look and feel, arrangement, orientation, and so on, of the report
output.

You can modify any of the style files from the Logger Reports Template Styles page or you
can define a new style to suit your needs.

A report layout file (.irl) defines factors like paper size, static controls,

headers and footers to include in a report, and so on. You can define your

Note own layout files. See “Defining a New Template” on page 225 for more
information.

To view and work with Logger Report template styles, click Design | Template Styles on
the Reports left menu bar.

Adhoc Template Configuration

T lat . - .
Ll ’I ’F“‘ Layout File - Autumn.irl Edit Layout Preview
Q (starts with) |
Style File - Autumn.sty Save| | Cancel
gt x Style Name |Autumn
Beach ®
Blank by Items——————————— Item Properties
ElankWithHeader * Report Header Style font-family: Arial Unicode MS; font-weight: I:J
Classic * Report Footer Horizontal Alignment Left -
Delicate ! Page Header Vertical Alignment -
Natural ®
Page Footer Preview
Nature ®
i i Group Header
NightSkyChartwidget x Sample
Ocean X Group Footer
Official b Detail Section
SnowWhiteChartwidget * Grid Item Description
WideReport ! Chart Font and alignment related information for the text on report header section
Matrix of the report. This section appears once on the top of the report.
Orientation
iHTML

Figure 5-42 Report Template Styles Configuration

Defining a New Template

Before creating a new template, you may want to check whether there is an existing one
that meets your needs.

To search for an existing template, do one of the following:

m  Enter the first few letters with which the template name begins (if the “Starts With”
search criteria is selected) in the text box above the list of existing templates.
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m  Enter a word or part of a word that the template name contains (if the “Contains”
search criteria is selected) in the text box above the list of existing templates.

To define a new template:
1 Click Design | Template Styles on the Reports left menu bar.

2  Click the icon in the right panel.
3 Define the Items and Item Properties for the template.

4 If you want to define or change the report layout file, click Edit Layout.

You will need to edit the layout of the report to include a header or footer
n in a report. After clicking Edit Layout, click “Report Header” (to include a
header) or “Page Footer” (to include a footer) to select that section. Click

Tip )
Insert > Layout Control > select an option from the sub-menu.

5 Click Save.

Scheduling Reports

You can schedule reports to run as scheduled “jobs” on a one-time basis in the future, or
set a frequency schedule (hourly, daily, and weekly). As part of scheduling a report job, you
can set delivery options to e-mail, save, or publish the resulting reports.

HP recommends using the Scheduled Report feature in lieu of running on-demand (ad hoc)
reports whenever possible, so that reports are run during periods of light load. For more on
this see “Best Practices” on page 167.

Make sure you are familiar with the information in “Impact of Daylight Savings Time
Change on Logger Operations” on page 355 before you schedule reports.

Viewing and Editing Scheduled Reports

Reports that are already scheduled are displayed on the Scheduled Reports page.

To view scheduled reports:

Click Scheduled Reports on the Reports page left pane to view a list of currently
scheduled jobs.

To view scheduled reports, a user must belong to a Logger Reports Group, a
Logger Search Group, and a Logger Rights Group.

Note
Task Type Schedule Mext Run Time
Password Changes Report Sunday at 23:00 Sun Sep 30 23:00:00 PDT 2007 _’ b4
Top 10 Talkers Report Saturday at 23:00 Sat Sep 29 23:00:00 PDT 2007 _" b4
Top User Logins Report Daily at 23:00 Sat Sep 29 23:00:00 PODT 2007 _’ b4

Figure 5-43 Scheduled Reports
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To edit a scheduled report:

Click J# (Edit) next to the scheduled report job you want to edit.

This brings up the Edit Report Job page, which lets you change most of the settings on the
scheduled job. Modify the settings as needed and click Save.

For details on how to specify these settings, see “Scheduling a Report” on page 227.

The job name is not editable once the scheduled report job is created.

Other settings can be modified with an edit, and work the same way as on
Note the Add a Report Job page described in “Scheduling a Report” on page 227.

To remove a scheduled report:

Click 3 (Delete) next to the scheduled report job you want to remove.

Removing the report from Scheduled Reports list here deletes the scheduled
n job, not the report itself nor any instances of its previously published output.

Tip

Scheduling a Report

Make sure you are familiar with the information in “Impact of Daylight Savings Time
Change on Logger Operations” on page 355 before scheduling a report.

To schedule a report:
1 Click Scheduled Reports on the Reports page left menu.

The page shows the list of currently scheduled report jobs, if any. (See Figure 5-43.)
2  Click Add to bring up the Add Report Job page.

3 On the Add Report Job page, use the drop-down menu next to Report Name to
select a report, and click Go to load the report.

You must click Go to load the selected report at the Report Name field
before you save the scheduled report job. Attempting to save the
scheduled job without first loading the report name will result in an error,
and the report will not be saved.

Note

4 Choose one or both delivery options under Delivery Option (Email, Publish). By
default, only Publish is selected.

To keep the Publish option, enter its associated parameters. Uncheck the option to
unselect it. If you also want the Email option, click it and enter its associated
parameters. Both E-mail and Publish options for scheduled reports are the same as
those provided after you run a report “on demand”.
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¢ Email - For details on setting e-mail delivery options, see “E-mailing a Report” on
page 177.

Delivery Dperations
| Select Delivery Options
{¥] Email [7] Publish

Report
Format

Send Report &s @ Link O attachment
To C

ACROBAT PDF (]

Cc C B | i
Subject [ J
Report Untitled has been generatéd.
Please click the following link to view the report.

Message <9 LINK >
- Systern Administrator

¢ Publish - For details on setting publishing options, see “Publishing Reports” on
page 174.

Delivery Dperations
| Select Delivery Options
[] Ernail Publish

File Mame  |sAMS_TopS_Logs_by_Host [ s uffise Timestamp Format | MM-dd-yyyy [3]
® public O private

Valid Upta

@ [t , Months [+ ]| after generation

[#] End of this

@] Date | =

5 Fillin the rest of the fields based on the report you chose, as described in “Add Report
Job Settings” on page 229.

6 Click Save.

The report you added is scheduled, and now shows on the Scheduled Reports list.

If you got a batch error when you clicked Save, try clicking Go next to
the Report Name to reload the report per Step 3. This is the most
Tip common oversight in terms of specifying the job parameters.

n
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Add Report Job Settings

The following table describes the Add Report Job settings.

Table 5-20 Add Report Job Settings

Option Description

Name Provide a name for the report job. This is the name that will be
displayed on the Scheduled Jobs list.

Schedule Set the frequency for the scheduled run of the report.

Report Name

Delivery
Options

Report Format

Report
Parameters

For example, you can specify to run the report on specified “Days of
the Week” like Sa, Su, M, T, and so forth, or “Everyday”.

You can choose to run the report at a certain hour every day “Hour
of the Day” or “Every” hour so many hours.
Select a report from the list, and click Go to load the report.

Note: You must click “Go” to load the selected report at the Report
Name field before you save the scheduled report job. Attempting to
save the scheduled job without first loading the report name will
result in an error, and the report will not be saved.

Depending on which delivery option you choose, the associated
parameters are displayed. Click to enable (check) or disable
(uncheck) these options.

Both E-mail and Publish options for scheduled reports are the same
as those provided after you run a report “on demand”.

Select a delivery option:

= Email - For details on setting e-mail delivery options, see
“E-mailing a Report” on page 177.

= Publish - For details on setting publishing options, see
“Publishing Reports” on page 174.

= Save In -

* File Name -

* Suffix Timestamp Format -

= Valid Upto -

= Pagination -

Select a report format (Acrobat PDF, HTML, and so forth.)

For details on report formats, see “Report File Formats” on
page 174.

You can either accept the default parameters, or modify them here.
These are the same parameters that can be specified for an
on-demand report run.

For information on specifying report parameters, see “Quick Run
with Default Options / Run In Background Report Parameters” on
page 170.

Deploying a Report Bundle

You might obtain additional sets of reports from ArcSight to address new security
scenarios, add packaged solutions, or enhance your current coverage with updated
reports. You can use the Deploy Report Bundle page to load and deploy packages of
new reports onto your Logger system.
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On the Reports page left panel menu, click the Deploy Repository Bundle link to get
started.

EonhguranonTT Syt e A [ Blod [} [ Biacc ] [ Blode [}

4 | Deploy Repository Bundle

Step 1:{Upload & Wiew Cab Information)

Browss..

[
”Ll‘plnad

Step Z2:({Deploy Reports On Report Server)

Cancel Deploy Create Log File

Figure 5-44 Deploy Report Package

A report package (or “cab” file) can contain several types of reporting resources, including:

m  Categories and reports

m  Organization information

m  Schedules

m  Portal properties and server properties
m  Parameter objects

®  Query objects

m  Adhoc report templates

m  Printer settings

m  Database connections

To upload and deploy report package:

1 In the entry box provided under Step 1, specify the reports package file name and
with its full path. Click the Browse button to locate the file.

2 Click Upload.

The content is uploaded and information is displayed about the included categories
and reports. (A legend is provided below these steps).

3 If you want to create log of the deployment process, click (check) the Create Log
File option.

4 Click Deploy to continue with the deployment process, or click Cancel to discontinue
with deployment process.)

Status information is displayed about the objects in the package being deployed.

A legend is displayed just below the Deploy button. Information about each of the
components in the package is displayed in respective tabs.

Overwrite behaviors are determined when the package was created.

For example, protocol on whether or not an object in the deployed

Note package will overwrite an existing object on the system, and under what
circumstances, is determined at package creation time. Therefore, these
settings on package deployment are not available to you at deploy time.

A log file will be created if the “Create Log File” checkbox was selected.

The content of the deployed reports package is available on the respective Logger Reports
pages. Solution Reports will be listed under Solution Reports on the left panel menu. For
more information about these types of reports, see “Solution Reports” on page 144.
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Report Server Administration

Logger Reporting provides a default configuration for the report server. If you do not
modify the report server, reports will run with the default settings.

Timeouts when Running Reports

There are two timeouts that can affect long running reports. The client timeout is 1 hour. If
an Adhoc report takes more than an hour to run, it will time out. Use a scheduled report
instead. The default database connection timeout for scheduled reports is 4 hours. If a
scheduled report takes more than 4 hours, to run, you can increase the database
connection timeout from the Report Configuration pane.

To view or modify the report server configuration:

1 Click Reports from the top-level menu bar.

2 Click Report Administration in left panel menu. The Report Configuration pane

opens.

Report Configuration

Save| Cancel
Database Connection TimeOut (seconds) 14400
Log Level ERROR W
Data Source Fetch Size (rows per fetch) s0
EMail From Address
Host URL https:// <logger_hostname=/logg|
SMTP Server 127.0.0.1
[savel| cancel|
The following table describes the report configuration settings.
Table 521 Reports Configuration
Option Description
Database Time in seconds after which the database connection will be closed,
Connection if not used for that many seconds.
Timeout Valid values for this timeout include any integer greater than zero.
Default: 14400
Example: If DATABASE_CONNECTION_TIMEOUT is set to 50, report
server will close the connection to a database if there is no
communication between the report server and database server for
50 seconds.
Log Level Sets the level of criticality to be considered for logging.
Valid values are DEBUG, INFO, WARN, ERROR, FATAL.
Default: ERROR.
Example: LOG_LEVEL = ERROR
Data Source Specifies the number of records to be fetched from the data source
Fetch Size at one time (in one “read”).
A valid value is any positive integer.
Default: 50
Example: DATA_SOURCE_FETCH_SIZE=50
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Table 521 Reports Configuration (Continued)

Option Description
E-mail from Sets the e-mail address to be displayed as the “from” (sender's)
Address address in e-mails originating from the Logger Reporting system.

Default: None.

Example: loggeradmin@companyxyz.com

Host URL Host URL (URL to be specified to run the Logger application) sent as
part of Logger Reporting e-mails.
Syntax: HOST_URL=[Host URL](String)
Default: https://<logger_hostname>/logger/report

Example:
HOST_URL=https://loggerA.companyxyz.com/logger/report

SMTP Server Sets the server IP address or domain name (as IP or URL) used to
e-mail scheduled reports. All e-mail communications, such as
notifications and report delivery, are sent by Logger Reporting via
this e-mail server.

Example: SMTP_SERVER=127.0.0.1

For information on Logger’s SMPT settings, see “SMTP” on page 355
for Logger appliances and “SMTP” on page 404 for software Loggers.

Using Report Category Filters

A Search Group filter can be optionally assigned to each report category. Assigning a
Search Group filter to a report category means that all the reports in the category will only
process events returned by this filter.

To assigh a search group filter to a report category:

1 Create the filter that you would like to apply to every report in a given category. See
“Filters” on page 304 for the details of creating a filter of type Search Group.

2  Click the Reports tab. In the menu, under Administration, click Report Category
Filters.

3 The new search group filter will appear in the pull-down menu associated with each
category. Select the desired filter for each category.

4  Click Save.

To remove a search group filter from a report category:

1 Click the Reports tab. In the menu, under Administration, click Report Category
Filters.

2 In the pull-down menu associated with the report category from which you want to
remove the filter, select None.

3 Click Save.

Backup and Restore of Report Content

You can backup and restore report content. For more information about this feature, see
“Configuration Backup and Restore” on page 322.
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iPackager

The iPackager is a utility that allows you to package all or selected reports and/or report
objects residing in Logger. This package can be later imported on a different Logger
installation at any time. If you own multiple Loggers, you can use the packages created by
iPackager to configure the reporting feature on them. Set it up at one location and create a
package using the iPackager, then you can upload the package at other locations. This
method completely eliminates the need of re-doing all the configuration activities at
multiple locations.

= The iPackager utility can only be used by users with administrator
— privileges.

Note = Java must be enabled on your browser for iPackager to run.

To access the iPackager, click the iPackager link in the left panel of the Reports page.
Using the iPackager, you can package and distribute:

m  Repository objects like folders, reports, query objects, parameter objects, OLAP
layouts, and dashboards (along with access right information)

m  Organization, user, user access rights, and user mappings

m  Schedules

m  Data connection information (along with access rights information)
m  Print settings

m  Web client properties

m  Report server configuration files

m  Adhoc report templates

m  Java plug-ins

m  Approval process details

The iPackager allows you to first create a .conf file in which you can collect (import) the
references for all the components that you want to include in the package. You can save
the .conf file and edit it at any time. Once you are satisfied with the contents of the .conf
file, you can build the package. The package is built into a CAB file. The components
referenced in the .conf file are actually picked up when building the CAB. Data to be
packaged in a single CAB can be imported from multiple report servers.

You can open only one .conf file in iPackager at a time. When iPackager opens a .conf file,
it checks for the availability of the components already imported in the .conf file. If any of
the components already imported are not found on the report server, it is indicated on the
tree-view. In such a case, a CAB cannot be built.

The iPackager Page

The iPackager page consists of three panes that are located to the right of the navigation
pane on the Reports page. The pane to the immediate right of the navigation pane in the
reports page displays the presently included contents of a .conf file that is open in the
iPackager. These contents are displayed in a tree view. The Build Properties box displays
the details of the object selected from the CAB. You can edit what contents you would like
to include in the CAB file in the Build Properties box using the buttons described below. The
Messages and Problems tabs display messages, logging details and problems faced while
creating or editing a package.

Confidential Logger Administrator's Guide 233



5 Reporting

Buttons Available from the iPackager

The following buttons available on top of the iPackager page represent the various actions
that can be performed from within the iPackager:

Buttons Description

New

= Creates a .conf file.

Open
Opens an existing .conf file in iPackager.

Save

Saves the currently open .conf file.

Save As
H;:? Saves the .conf file that is currently open under a new name.
. Clear Package
iF Clears the contents of a package that is currently open in iPackager.
Import Selective Data from Report Server
rr Imports data as references into the .conf file that is currently open
in iPackager. You can specify what you would like to import. For
example, you can choose to import query objects parameter objects
and reports only.
Import Complete Data from Report Server.
f__tT' Imports everything from the report server.
_..F.I Cancel Server Import
=
|£_x Cancels a current import action from the report server.
r ; Build CAB
i i Initiates the process of building a CAB file.
. About

Gives you the version number of the iPackager

When you first open the iPackager page or when you click the New button, you will be
prompted to enter the following identifying information for the CAB file that you will be
creating with the currently displayed .conf file:

®  Author

m Company

m  Version

m Comment
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Importing References from the Report Server

You can import references from a report server into a .conf file. Keep in mind that only
references to those components will be imported into the currently open .conf file in the
iPackager. The actual components will be picked up during the creation of the CAB.

To import selective data:

1

Click the Import Selective Data from the Report Server button located on top of
the iPackager page. You will see the following form:

r Repository
I:‘ Categories I:‘ Reports
[ Parameter Objects I Query Objects
I:‘ Include Value Groups I:‘ Dashboards

I:‘ Dashboard Widgets

r Configuration

I:‘ Templates

Check whatever components you want to import.

You will prompted to select specific pieces within the component for example, if you
checked the Reports checkbox, you will further be prompted to select the specific
reports you want included.

Once iPackager completes importing the selected data, you can see the references to
that data in a tree structure in the left pane of the iPackager page.

Click Save or Save As icons to save the .conf file.

Since Reports are saved in categories, if you select only a report, its
— category gets automatically selected too.

Note

Click the Cancel Server Import button from the toolbar at any point of time to
cancel the data transfer. In this case, the .conf file state will be restored to the state
before the import began. None of the data from the current import will be included in
the package.

To import everything from the Report server:

1

5

Click the Import Complete Data from Report Server button. You will see the
same page as shown above with every checkbox checked for you.

You still have the option to uncheck any box against any component if you decide you
do not want to import it.

Click Import.

Once iPackager completes importing the selected data, you can see the references to
that data in a tree structure in the left pane of the iPackager page.

Click Save or Save As icons to save the .conf file.

You can see the status of the import in the Messages tab located below the Build
Properties box.
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Modifying Properties for Imported Objects

You can modify component details as well as delete one or more components in an open
conf file. To do so, click on the object in the navigation tree in the iPackager page. The
properties page for the object appears in the upper right pane. All of the following
properties allow you to choose any of the following deployment action on the target
chosen:

m  Replace if present - While importing, if the component is found in the package,
replace the one in package with the one on the report server.

®  Add if not present - While importing, if the component is not found in the package,
add it to the package.

m  Delete if present - While importing, if the component is found in the package, delete
it.

m  Cascade Delete - For Categories only, delete the folder (category) even if it contains
reports.

Category Properties
When you click on a Category in the navigation tree of the iPackager page, the following

property page opens.

Farent Category

Category Cross Device

Deployment action on target repository

Replace if present [] pelete if present

Add if not present [] cascade Delete

The Category box come pre-filled with the category name that is present on the report
server. You can change the name of the category. If you change the name here, the
category is packaged with the new name, but its original name on the report server will not
change.

Report Properties

When you click on a report in the navigation tree of the iPackager page, the following
property page opens.

Category Name Cross Device

Report XD-Config-Configuration Changes by Type
Path //127.0.0.1/45450/ArcSight/admin/6172637360676874
Version 0.00

Deployment Type :CUSTDM v:
Deployment action on target repository

Replace if present [] pelete if present

Add if not present

Update ] ’ Delete ]
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The Report box come pre-filled with the report name that is present on the report server.
You can change the name of the report. If you change the name here, the report is
packaged with the new name, but its original name on the report server will not change.

Query Properties

When you click on a query in the navigation tree of the iPackager page, the following
property page opens.

Category Name
Query Object  |DM-Cross-Configuration Changes by User

Deployment action on target repository
Replace if present [] pelete if present

Add if not present

The Query Object box come pre-filled with the query object name that is present on the
report server. You can change the name of the query object. If you change the name here,
the query object is packaged with the new name, but its original name on the report server
will not change.

Parameter Properties

When you click on a parameter in the navigation tree of the iPackager page, the following
property page opens.

Category Name

Parameter Object |tpFilterCnt

Deployment action on target repository
Replace if present [] pelete if present

Add if not present

The Parameter Object box come pre-filled with the parameter object name that is
present on the report server. You can change the name of the parameter object. If you
change the name here, the parameter object is packaged with the new name, but its
original name on the report server will not change.

Template Properties

When you click on a template in the navigation tree of the iPackager page, the following
property page opens.

File Name |Beach

Deployment action on target repository
Replace if present [] pelete if present

Add if not present
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Opening a .conf File

To open an existing file in iPackager:
1 Click the Open button in the toolbar on top of the iPackager page.

2 Navigate to the saved .conf file and click Open.

Deleting an Item from the .conf File

To delete an item:
1 Open the .conf file in iPackager.

2 From the iPackager page, navigate to the item and select it. Selected item’s details will
be displayed on the right pane (properties area).

3 Click the Delete button in the Properties area. A warning dialog will appear.

4  Click Yes to confirm deletion of the selected item.

Clearing the Contents in a .conf File

To clear the contents:
1 Open the .conf file in iPackager.

2 Click the Clear package button in the toolbar.
3 A warning dialog box appears.
4

Click Yes to go ahead with deletion.

Building the CAB

When you issue command to build the cab, the actual objects specified in the references in
your open .conf file are actually picked up from the respective locations and a CAB file is
built. This CAB file will contain all the objects.

If any of the information saved in the .conf file is not available at the right source while
building the CAB, then you will see an error message and the CAB building process will be
stopped. You will need to fix any errors before rebuilding the CAB file.

To build the cab:
1 Click the Build CAB button on the toolbar. The Build Properties screen appears.

2  Specify the build properties and click the Build Cab button. The Save dialog box
opens.

3  Specify the credentials and location to save the file.

4 The Cab building process will begin.
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Deploying a CAB file in Logger

' When deploying a CAB file from a source Logger to a target Logger, if the
H categories being imported do not have identical names and IDs on both
caution LoOggers the deployment will fail.

Should you run into this issue, rename the conflicting category in the target
Logger or the source Logger (you will need to recreate the CAB file if you do
this on the source Logger) such that the category has a unique name and/or
ID. Then, redeploy the CAB file.

To deploy a CAB file in Logger:

1 Click the Deploy Report Bundle link in the left pane of the Reports home page. You
will see the following page.

Deploy Repository Bundle
Step 1:(Upload & View Cab Information)

Browse
Upload

Step 2:(Deploy Objects On Report Server)

Cancel | | Deploy Create Log File

2 Click the Browse button to select the CAB file to be uploaded, and click Upload.

3 Click the Deploy button.
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Chapter 6
Configuration

This chapter describes the Configuration tab, in which you create and manage receivers,
forwarders, devices, device groups, and filters. Receivers, devices, and other resources
created by one user are visible to all other users, although subject to user group privileges.
Resources are shared by all sessions.

This chapter includes information on the following areas of Logger configuration:

“Devices” on page 241

“Event Archives” on page 245
“Storage” on page 251

“Event Input” on page 254

“Event Output” on page 278
“Alerts” on page 289

“Scheduled Tasks” on page 302
“Filters” on page 304

“Saved Searches” on page 307
“Search” on page 312

“Peer Loggers” on page 317
“Configuration Backup and Restore” on page 322
“System Maintenance” on page 325
“Retrieve Logs” on page 343

“Content Management” on page 344

Devices

The Devices section manages both Devices and named collections of devices called device
groups.

Devices

A device is a named event source, comprising of an IP address (or hostname) and a
receiver name. Two receivers can receive events from the same IP address, so IP address
alone is insufficient to identify a device. Event source is the device that directly sends the
event to Logger. When an event is sent through a SmartConnector, the event source is the
system on which the SmartConnector is running and not the device that sent the event to
the SmartConnector.
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Devices can be added to device groups, and device groups can be referenced in filters and
queries. Receivers perform autodiscovery by automatically creating a device for each
source IP address. Devices created by autodiscovery are named for their hostname, or if
the hostname cannot be determined, their IP address.

Figure 6-1 shows the Devices page, which displays all defined devices and includes controls
to add, edit, or delete them.

Devices Device Groups

[add)

Name IP Address Receiver Creator Last Editor

[ 15.214.128.134 [smart] I 15.214.128.134 [ smart [ Systemn [ [ _" 1 b4
15.214.131.117 [TCP Receiver] 15.214.131.117 TCP Receiver System _" b 4
15.214.147.123 [TCP Receiver] 15.214.147.123 TCP Receiver System _; o
15.214.147.123 [UDP Receiver] 15.214.147.123 UDP Receiver System : ®
15.214.157.89 [smart] 15.214.157.8% smart System 4 =
Logger Internal Event Device 127.0.0.1 Not Applicable System  System
Logger Internal Event Device [Apache URL Access 127.0.01 Apache URL Access Error System I; %
Error Log] Log =
Logger Internal Event Device [Var Log Messages] 127.0.0.1 Var Log Messages System _" o

Figure 6-1  Devices page

Maximum number of devices that can be defined on Logger: No limit.

Even though there is no limit on the number of devices (IP address of event

source + receiver) you can create on Logger, there is limit on the number of

Note source devices (event sources) from which your Logger can receive events.
The limit on maximum number of source devices is imposed by the license
you obtained when you purchased your Logger.

To pre-define a device:
Autodiscovery creates devices automatically, but you can also pre-define them manually.

1 Click Configuration or Configuration > Settings from the top-level menu bar.

2 Click Devices in the sub-menu, and then click the Devices tab. A display similar to
that shown in Figure 6-1 appears.

3 Click Add.
4  Enter a name, an IP address, and select a receiver for the new device.
5 Click Save to add the new device, or Cancel to abandon it.

One reason for editing a device is to replace the default name created by autodiscovery
(the IP address or hostname) with a more meaningful one.
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To edit a device:
1 Click Configuration or Configuration > Settings from the top-level menu bar.

2 Click Devices in the sub-menu, and then click the Devices tab. A display similar to
that shown in Figure 6-1 appears.

3 Locate the device that you want to edit and click the Edit icon ( _’ ) on that row.
4 Change the Name or IP address for the device.
5 Click Save to update the device group, or Cancel to abandon your changes.

To delete a device:
1 Click Configuration or Configuration > Settings from the top-level menu bar.

2  Click Devices in the sub-menu, and then click the Devices tab. A display similar to
that shown in Figure 6-1 appears.

3 Locate the device that you want to delete and click the delete icon (ﬁ ) on that row.

Deleting a device does not block the source IP address from sending events. If new
events are received, autodiscovery recreates the device.

4 Confirm the deletion by clicking OK, or click Cancel to retain the device.

Device Groups

Device groups allow you to categorize named source IP addresses called devices. The
Device Groups page lists all device groups with edit and delete icons and includes the
ability to create new device groups.

Device groups can be associated with storage rules that define in which
storage group events from a specific devices are stored. Doing so enables you
to retain event data from different sources for different lengths of times
(because you can define different retention policies on different storage
groups). For more information about storage rules, see “Storage Rules” on
page 253.

Tip

Maximum number of device groups that can be created on Logger: No limit.

To create a device group:
1 Click Configuration or Configuration > Settings from the top-level menu bar.

2 Click Devices in the sub-menu, and then click the Device Groups tab.

3 Click Add. A display similar to that shown below appears.
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Devices Device Groups

Add Device Group L\\)

You may assign one or more devices to a device group.

If you wish to add a device which is not vet created, you must first go to the Devices page and create it.

To select or deselect devices, ctrl-click each device name.

5

Name

Devices | 15514.128.134 [smart] -
15.214.131.117 [TCP Receiver]
15.214.147.123 [TCP Receiver]
15.214.147.123 [UDP Receiver]
15.214.157.89 [smart]
Logger Internal Event Device [Apache URL Access Error Log]
Logger Internal Event Device [Var Log Messages]

Use ctrl-click to select or deselect items

| save | | Cancel

Enter a name for the new device group. Click to select devices from the list. Press and
hold the Ctrl key when clicking to add additional devices to the selection. To select a
range of devices, click to select the first device, then press and hold the Shift key
while clicking the last device.

Click Save to create the new device group, or Cancel to abandon it.

To edit a device group:

1

1

4

Click Configuration or Configuration > Settings from the top-level menu bar.

Click Devices in the sub-menu, and then click the Device Groups tab.

Locate the device group that you want to edit and click the Edit icon ( _’ ) on that row.

Change the Name, add, or remove devices from the selection. Ctrl-Click devices that
are not selected to select them, or Ctrl-Click selected devices to remove them from the
selection.

Click Save to update the device group, or Cancel to abandon your changes.

To delete a device group:

1

2

Click Configuration or Configuration > Settings from the top-level menu bar.

Click Devices in the sub-menu, and then click the Device Groups tab.

Locate the device group that you want to delete and click the delete icon ( X ) on that
row. Deleting a device group does not affect the set of devices.

Confirm the deletion by clicking OK, or click Cancel to retain the device group.
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Event Archives

Event Archives enable you to save the events for any day in the past, not including the
current day. Archive Storage Settings must be configured before Event Archives can be
created. Archive Storage Settings specify the location to which event archives will be
written.

Ensure that both Configuration Backups (for configuration settings) and Event
! Archives (for data) run on a regular basis and are stored in a remote location.
Caution In the event of catastrophic failure, you will need to restore the most recent
Configuration Backup and Event Archive. For information on Configuration
Backups, see “Configuration Backup and Restore” on page 322.

m  For Logger appliances, the location needs to be an NFS mount, CIFS mount, or SAN,
which is configured using the Logger user interface.

m  For software Loggers, the location is a directory (either local or a mount point that you
have already established on the machine on which the Logger software is installed).

Events in each storage group are archived separately. That is, one archive file is created for
each storage group, for each day. In addition, you can bulk archive events—that is, specify
a range of dates to archive events in a single archive operation.

Archiving events from each storage group to a separate archive location enables you to
keep data in specific storage groups longer than others. You need to specify these locations
when you configure the Archive Storage Settings before archiving any events, as shown in
the following figure.

Event Archives Daily Task Settings Archive Storage Settings

Important

Before you may archive any event data, you must setup the event archive settings.

Storage Group Default Storage Group

Mount Location -

Archive Path

Storage Group Internal Event Storage Group

Mount Location -

Archive Path

Save

The above figure is from a Logger appliance. The Mount Location field is not
available on a software Logger.
Note

m  For Logger appliances, the path you specify in the Archive Path field is appended to
the path specified in the Mount Location.

m  On a software Logger, you need to enter a complete path where the archive file will be
written in the Archive Path field. This path could be a local directory or a mount point
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that is already established on the machine on which the Logger software is installed.
The Mount Location field is not available on a software Logger.

Logger uses the receipt time of an event to determine its archival day. For example, an
event with timestamp of 11:55:00 p.m. on December 7 is received at 12:01:00 a.m. on
December 8 on the Logger. This event is archived in the archive file created for December
8th and not December 7th. When an archive operation occurs, one archive file per storage
group is created at the location specified in Archive Storage Settings. Each archive file
contains events from 12:00:00 a.m. to 11:59:59 p.m. for a single storage group of any
given day. When you specify a range of dates, one archive file per storage group, for each
specified day is created.

You can archive events in two ways: manually and scheduled. When archiving events
manually, you specify the start and end dates of the event archive, and the storage groups
that should be archived. This operation occurs one-time, for the specified date range.
When scheduling event archives, you specify the time at which the archive operation
should occur every day and select the storage groups that should be included.

= You cannot set event archives to start at 1 a.m. for scheduled archives. This
= restriction is by design to account for the Daylight Savings Time (DST)

Note changes.

When Logger starts archiving, it proceeds sequentially through the various storage groups,
as listed on the Daily Task Settings page (for scheduled archives) or the Add Event Archives
page (for manual archives).

Once the events have been archived, they are not deleted from the local storage until the
events (and their related indexing information) age out due to the configured retention
policy. These events continue to be included in search operations until they age out.

Once events that have been archived are deleted from Logger's local storage, they are not
included in search operations. To include such events in search operations, you must load
the archive in which those events exist back to the Logger. When an Event Archive is
loaded, its events are included in searches, but the archive itself remains on the remote
storage.

When events are archived, index information for those events is not archived. Therefore,
when event archives are loaded, indices are not available. As a result, a search query that
runs on archived events (that have been loaded on Logger) is slower than when the data
was not archived because the index data for the archived data is not available.

The source type information (if associated with an event) is preserved when the event is
archived. For information on creating and using source types, see “Source Types” on
page 268.

Guidelines for Archiving Events

m  Be sure to run Configuration Backups as well as Event Archives regularly, and to store
them in a remote location. In the event of catastrophic failure, you will need to restore
the most recent Configuration Backup and Event Archive. For information on
Configuration Backups, see “Configuration Backup and Restore” on page 322.

m  [f you need to archive a large number of events (in the order of tens of GB), HP
recommends that you archive during the off-peak hours to prevent impacting the
performance of your Logger.
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Multiple archiving operations such as loading, unloading, archiving, and deletion of
archives can occur simultaneously. Therefore, you can initiate the loading of an
existing archive, while an archive operation is in progress.

Only one manual archive job can run at a time. However, a scheduled archiving
operation can run in parallel with a manual job.

You cannot re-archive the events that have been archived already. If you try to do so,
the Logger reports an error.

Do not move the archived files from their archive location. The archives that have been
moved from the originally archived location cannot be loaded on to the Logger. If you
need to delete the archives, use the Logger user interface to do so.

If an archive job fails, you need to initiate it manually. To do so, delete the failed
archive and archive it manually. To get notified of a failed archive, configure an alert
for this audit event: Event Archive Failed. For more information about this event, see
Appendix C, Logger Audit Events, on page 549. For more information about configuring
alerts, see “Alerts” on page 289.

If a Logger appliance goes down while an archive operation is in progress, you need to
re-initiate the archive operation for only the storage groups that were not archived
when the operation failed. The status of such storage groups is marked “Failed” in the
Status column on the Event Archives page. For example, you archive the event data of
12/1/10, which consists of events from four storage groups “Default”, “Internal”,
“Short-Term”, and “Long-Term”. The appliance goes down after the events from the
“Default” and “Internal” groups have been successfully archived, and the events from
“Short-Term” are being archived. The status of the “Short-Term” storage group on the
Event Archives page will display “Failed”, while the status of the “Default” and
“Internal” groups will display “Archived”. (The status of the “Long-Term” storage group
will not be displayed.) In this case, you need to manually re-initiate the archive for the
“Short-Term” and “Long-Term” storage groups.

In the above example, the status of the “Long-Term” storage group is not
displayed on the Event Archives page after the failure occurs because
archival of this group was never initiated during that archive operation.

Note
If an archive operation fails, make sure you determine the storage
groups that could not be archived and re-initiate the archival for all of
those groups manually.

You can cancel an in-progress archive operation that was manually initiated at any
time using the Cancel link that displays on top of the Event Archives page.

If you are upgrading from 5.0 Patch 2 or earlier, you need to note the following
changes:

¢ The existing event archives cannot be converted to make use of the
storage-group level granularity that 5.1 or later releases offer. However, any data
archived after you upgrade to 5.1 or later, will be archived using the
storage-group level granularity. Therefore, after upgrading to 5.1 or later,
specify the archive locations for each storage group on the Archive Storage
Settings page. By default, the location you had configured-* before the upgrade is
used for all storage groups.

¢ Starting with 5.1, the archive locations specified on the Archive Storage Settings
page can be changed anytime unlike the one-time configuration that was possible
prior to this release.

¢ If you change the archive location, the archives that were created on the
previously configured location cannot be moved to the new location.

¢ The Logger user interface for Event Archives was updated to display relevant
information for the archiving changes introduced in 5.1. For example, prior to 5.1,
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only the name and date of the archive was displayed. However, starting with 5.1,
the name, date, and storage group name are displayed—the name of the storage
group to which the archives pertains is displayed as a separate column on the
Event Archives page, as shown in the following figure.

Archiving Events

To save events for a particular day, you need to add an Event Archive. The table in the
Event Archives tab shows the current archives and their status.

An archive storage location must be established on the Logger before you can archive its
events. This is a one-time configuration. To establish an archive storage location, see
“Archive Storage Settings” on page 249.

To add an Event Archive:

1 Click Configuration or Configuration > Settings from the top-level menu bar.
2 Click Event Archives in the left panel.
Event Archives | Daily Task Settings | Archive Storage Settings
Add | [Remove | [Load | [Unload | [Refresh
i Name Day Month Year Storage Group Status | Mount Mount Path =
= Filter: Al ~ | Filter: All » | Filter: All » | Filter: Al | Filter: All ~  Filter: All » | Filter: All » | Filter: All
& archive [2012-11-28] [Default Storage Group] 28 11 2012 Default Storage Group Archived testl
& archive [2012-11-28] [StorageGroup2] 28 13! 2012 StorageGroup2 Archived testl
& archive [2012-11-28] [StorageGroup3] 28 11 2012 StorageGroup3 Archived testl
& archive [2012-11-28] [StorageGroup4] 28 13! 2012 StorageGroup4 Archived testl
& archive [2012-11-28] [StorageGroups] 28 11 2012 StorageGroups Archived testl
& archive [2012-11-27] [Default Storage Group] 27 13! 2012 Default Storage Group Failed testl
3 Click Add in the Event Archives tab, in the right panel.
4  Enter a meaningful name in the Name field for the new Event Archive and specify the
Start and End dates in the format m/dd/yy, where m is month number, dd is the day of
the month (with a leading zero if necessary), and yy is the two-digit year number.
When the Start and End dates are different, one archive file per storage group, for
each specified day is created. For example, if you specify the following Start and End
dates:
Start Date: 8/12/12
End Date: 8/13/12
And, you select two storage groups—Internal Event Storage Group and Default
Storage Group. Then, four archive files will be created as a result of this archive
operation—two files per storage group for the specified two days.
The Event Archives table (under the Event Archives tab) lists the archives by an alias in
this format: <archive_name> [ <yyyy-m-dd=>] [ <storage_group name=>].
5 Select the names of storage groups that need to be included in the archive.
6 Click Save to start archiving events, or Cancel to quit.

You can cancel an in-progress archive operation at any time using the
Cancel link that displays on top of the Event Archives page.

Note
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To delete an Event Archive:
1 Click Configuration or Configuration > Settings from the top-level menu bar.

2 Click Event Archives in the left panel.

3  Click the check boxes in the left-most column to select the event archives that you
want to delete.

4  Click Remove from the top of the screen to delete the selected archives.

5 Confirm the deletion by clicking OK, or click Cancel to retain the Event Archive.

Scheduled Event Archive

You can schedule a daily event archive and specify what hour of the day it should run.
Scheduled event archives that have finished running appear on the archive list on the
Event Archives tab. Only one scheduled event archive can run at a time; however, it can
run in parallel with a manually scheduled archive.

Make sure you are familiar with the information in “Impact of Daylight Savings Time
Change on Logger Operations” on page 355 before you schedule an event archive.

To schedule a daily event archive:
1 Click Configuration or Configuration > Settings from the top-level menu bar.

2 Click Event Archives in the left panel.
3 Click the Daily Task Settings tab in the right panel.
4

Select a time from the “Time For Daily Archive to Start” list. Scheduled archives must
start on the hour, and midnight and 1:00 AM are not on the list to allow your Logger to
receive all of the previous day’s events.

al

Select the storage groups whose events should be included in the scheduled archive.

6 Click Save to schedule daily event archive, or click on another tab or sub-menu to
cancel.

Archive Storage Settings

On the Logger appliance, Event Archives are saved to a specific NFS or CIFS mount point,
or SAN. For the software Logger, event archives are saved to the specified directory, which
can be a path to a local directory or to a mount point on the machine on which the
software Logger is installed. To establish a mount point, see your system’s operating
system documentation.

To perform Archive Storage Setting setup:

1 If you are using the Logger appliance, create the NFS or CIFS mount point. (See
“Storage” on page 364 and “Remote File Systems” on page 364.)

If you are using the software version of Logger and intend to use an NFS or CIFS
mount point, ensure that the external storage point is mounted on the machine on
which Logger is installed. See your system’s operating system documentation for more
information.

2 Click Configuration or Configuration > Settings from the top-level menu bar.
3 Click Event Archives in the left panel.

4  Click the Archive Storage Settings tab in the right panel.
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5 Specify a mount location and an archive path for each storage group. You can specify
a different path for each storage group, thus enabling the Logger to archive events to
a different location for each storage group.

For Logger appliances, choose the name of an NFS mount, CIFS mount, or SAN mount
point for the Mount Location field. This drop-down list contains the names you
specified when creating the NFS, CIFS, or SAN mount points (System Admin >

NFS/CIFS/SAN).

For software Loggers, the Mount Location field does not exist. You need to enter a

complete path where the archive file will be written in the Archive Path field. This path
could be a local directory or a mount point that is already established on the machine
on which the Logger software is installed.

You must configure settings for all storage groups on the Archive Storage

= Settings tab even if you do not intend to archive all of them.

Note

Event Archives Daily Task Settings

Important

Before you may archive any event data, you must setup the event archive settings.

Storage Group

Mount Location

Archive Path

Default Storage Group

Archive Storage Settings

Storage Group

Mount Location

Archive Path

Internal Event Storage Group

Save

The above figure shows a screen from the Logger appliance. On a software Logger,
the Mount Location field is not available.

6 Click Save.

Loading and Unloading Archives

Archived events must be loaded back on Logger before they can be included in a search
operation. When an Event Archive is loaded, its events are included in searches, but the
archive itself remains on the remote storage. When an Event Archive is unloaded, it is
available for loading, but its events are not included in searches. You can unload a loaded

archive if you no longer need to include it in your search operations.

To load or unload an Event Archive:
1 Click Configuration or Configuration > Settings from the top-level menu bar.

2 Click Event Archives in the left panel.

3  Click the check boxes in the left-most column to select the event archives that you
want to load or unload.
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4 Click Load or Unload from the top of the screen to load or unload the selected
archives.

Storage

Different storage groups support the implementation of multiple retention policies. Each
group can have a different policy, and storage rules determine which storage group is used
for events from specific device groups. See “Retention Policy” on page 30. The Storage
section has three tabs: Storage Groups, Storage Rules, and Storage Volume.

Storage Groups | Storage Rules Storage Volume

MName Maximum Age (Days) Maximum Size (GB) Creator Last Editor
Default Storage Group 180 385 admin admin _"
Internal Event Storage Group 365 5 Systemn System i

Figure 6-2  Storage Groups page

Storage Groups

Storage Groups support multiple retention policies by defining a maximum size (Maximum
Size) and number of days (Maximum Age) to retain events. Once events are older than the
specified Maximum Age or there are more events than the storage group will hold (as
specified by Maximum Size), the oldest events are deleted at the next retention cycle. The
retention process triggers periodically on Logger, therefore, events might not be deleted
immediately when events gets older than Maximum Age or the storage group size exceeds
the Maximum Size limits.

Logger can have a maximum of 6 storage groups—two that pre-exist on your Logger
(Internal Storage Group and Default Storage Group) and four that you can create. You can
add the additional storage groups (up to the maximum of six) at any time.

HP recommends that you create the four additional storage groups in addition to the two
that preexist, so that you have five storage groups available for event storage and one for
Logger's internal events.

To add additional storage groups, follow the instructions in “Adding Storage Groups” on
page 334.

Once a storage group is created, it cannot be deleted however its size can be increased or
decreased any time. If you are decreasing the size of the storage group and the new size is
lesser than the currently used space on the storage group, you will need to delete data to
achieve the new size. Logger Ul guides you in this situation to delete sufficient data.

To edit (including resizing) a storage group:
1 Click Configuration or Configuration > Settings from the top-level menu bar.

2 Click Storage in the left panel. The Storage Groups tab displays the available storage
groups.

3 Identify the storage group you want to modify and click the Edit icon (_’ ) for it. The
Storage Groups tab displays the Edit Storage Group pane.
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Storage Groups | Storage Rules Storage Volume
Edit Storage Group

Important: Please be aware that if you reduce the maximum age from the current value you will lose all events
that are older than the new maximum age.

Reducing the maximum storage group age may take a few minutes to complete.

Maximum Age (Days) | 3g5
Maximum Size (GB) |5

Current Size (GB) 1

Save Cancel |

4 Change the desired parameters such as the name of the storage group, or increase or
decrease Maximum Age or Maximum size.

The names of the Internal Storage Group and Default Storage Group
= cannot be modified.

Note

If you are reducing the size of the storage group and the new size is smaller
than the value indicated by the Current Size field on the Edit Storage Group page,
Logger displays a message indicating that reducing storage group size in this situation
will require you to delete existing data.

If you choose to delete data to reduce the storage group size, follow these steps:

a Set the Maximum Age value to the number indicated in the above message. Doing
so, triggers deletion of events.

b  Refresh the Edit Storage Group screen. When the “Current Size” value is less than
or equal to the storage group size you want to set, go to the next step. Otherwise,
keep refreshing the screen periodically.

= The “Current Size” value changes as data are deleted, which can
— take some time. Therefore, you need to wait before proceeding to

Note the next step.

c Set the Maximum Size value to suit your needs.

d If you wish, restore the Maximum Age setting (that you changed in Step b) to the
original value.

If you choose not to delete data, go to the next step to exit the procedure.

If there is sufficient space to reduce the storage group size, you can
— change it without modifying the Maximum Age value (to modify the

Nots retention policy to delete data).

5 Click Save to store the changes, or Cancel to quit.

252 Logger Administrator’'s Guide Confidential



6 Configuration

Stora

ge Rules

Storage rules create a mapping between device groups and storage groups. Doing so
enables you to store events from specific sources to a specific storage group. Additionally,
you can configure these storage groups with different retention policies, and thus retain
event data based on the source of incoming events. For example, all events from firewall
devices can be subject to a short retention period. To accomplish this, manually assign the
firewall devices to a device group and then create a storage rule that maps the device
group to a storage group with the desired short retention period.

Events that are not subject to any storage rule are sent to the Default
n Storage Group.

Tip

Before you add a storage rule, make sure that the storage group to which you want to
store the events and the device group that contains the devices whose events you want to
store exist. For information on how to create device groups, see “Device Groups” on

page 243.

Logger allows you to create up to 40 storage rules. If you create additional rules, an error
might be generated.

To add a storage rule:
1 Click Configuration or Configuration > Settings from the top-level menu bar.

2 Click Storage in the left panel, and then click the Storage Rules tab.

3 Click Add. The following page is displayed.

Storage Groups Storage Rules | Storage Volume

Add Storage Rule

Storage Group  pefault Storage Group -
Device Group  Devices v
Priority | 1p

Save Cancel

4  Enter the following parameters:

Parameter

Description

Storage Group  Select a storage group from the drop-down list. The storage groups must already

be set up before any storage rules are added.

You can only add storage groups at the time of Logger initialization.

Device Groups  Select one or more device groups to associate with the specified storage group.

You may associate several device groups with a single storage group.

Priority An integer that indicates the new rule’s priority. The number must be unique for
each storage rule. The smaller the number, the higher the rule’s priority.
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5 Click Save to add the new storage rule, or Cancel to quit.

To edit or reorder a storage rule:
1 Click Configuration or Configuration > Settings from the top-level menu bar.

2 Click Storage in the left panel.

1 Click the Storage Rules tab.

2 Find the storage rule that you want to edit and click the Edit icon ( _’ ) on that row.

3 Change the information in the form--for example, change the priority value to
reposition the storage rule in the table--and click Save.

To delete a storage rule:
1 Click Configuration or Configuration > Settings from the top-level menu bar.

2 Click Storage in the left panel.

3 Click the Storage Rules tab.

4 Find the storage rule that you want to delete and click the Remove icon (ﬁ ).

5 Click OK to confirm the delete.

Storage Volume

The Storage Volume tab displays the mount location and current storage volume settings.
To increase the Storage Volume size, go to the System Maintenance page. You must have
admin-level privileges to perform this operation. For more information, see “Storage
Volume Size Increase” on page 333.

Storage volume can be extended after initialization, but its size cannot be
= reduced.

Note

Event Input

The event input section allows you to set up how the data that comes into Logger is
described. You can configure receivers to listen for and capture event data, set up source
types that identify the type of log file that captured events come from, and create parsers
that extract field-value pairs when searching the data.

Receivers

From the Receivers tab, you can set up and configure the receivers that will capture event
data for your Logger, and populate each event with information about its origin. Some
receivers capture streaming events transmitted over the network by devices, applications,
services, and so on. Other types of receivers monitor individual files for events or monitor
files selected from a directory tree, based on a pattern you specify. Since receivers can only
receive events of a single source type, you should set up separate receivers for each type
of log file. To start receiving events, direct your event sources to the default receivers. For
more information about the default receivers, see “Receivers” on page 32.
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Receiver types include UDP, TCP, SmartMessage, and three types of file based receivers,
File Transfer, File Receiver, and Folder Follower Receiver.

You can configure the following types of receivers for Logger:

m  UDP Receiver: UDP receivers listen for User Datagram Protocol messages on the port
you specify. Logger comes pre-configured with a UDP Receiver on port 514 or 8514,
enabled by default. For software loggers, this port may vary based on the port
numbers available at installation time.

m  CEF UDP Receiver: UDP receivers that receive events in Common Event Format.

m  TCP Receiver: TCP receivers listen for Transmission Control Protocol messages on
the port you specify. Logger comes pre-configured with a TCP receiver on port 515 or
8515, enabled by default. For software loggers, this port may vary based on the port
numbers available at installation time.

m  CEF TCP Receiver: TCP receivers that receive events in Common Event Format.

m  File Receiver: Depending on the type of Logger, file receivers read log files from a
local file system, Network File System (NFS), Common Internet File System (CIFS), or
Storage Area Network (SAN). File receivers read single or multi-line log files. They
provide a snapshot of a log file at a single point in time.

m  Folder Follower Receiver: Folder follower receivers actively read the log files in a
specified directory as they are updated. If the source directory contains different types
of log files, you can create a receiver for each type of file that you want to monitor.
Logger comes pre-configured with folder follower receivers for Logger’s Apache Access
Error Log, the system Messages Log, and Audit Log (when auditing is enabled). You
must enable these receivers in order to use them.

m  File Transfer: File Transfer receivers read remote log files using SCP, SFTP or FTP
protocol. These receivers can read single- or multi-line log files. You can schedule the
receiver to read a file or batch of files periodically.

= The SCP, SFTP, and FTP file transfer receivers depend on the FTP (File
Transfer Protocol) SCP (Secure Copy Protocol) and SFTP (SSH file
transfer protocol) clients installed on your system.

Note

= The SCP and SFTP protocols on Logger appliances are not FIPS
compliant.

m  SmartMessage Receiver: SmartMessage receivers listen for encrypted messages
from ArcSight SmartConnectors. Logger comes pre-configured with a SmartMessage
receiver with the name “SmartMessage Receiver”. To use this receiver to receive
events from a SmartConnector, set the Receiver Name to be “SmartMessage
Receiver” when configuring the SmartConnector’s destination.

File Based Receivers

File based receivers include File Receiver, File Transfer Receiver and Folder Follower
Receiver. You can set them up as multiline receivers, and configure them to use source

types with associated parsers to extract data from captured events.

When a receiver cannot read the file it logs from, such as when the file or
— folder is deleted or renamed, logger records a message in

Note current/arcsight/logger/logs/Logger receiver.log.
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Multi-line Receivers

TCP and UDP receivers interpret line break characters, such as \r or \n, as the end of the
event. If the input event contains embedded \r or \n characters, the event will be treated
as more than one event. If your events span more than one line, you may want to use a
multi-line receiver. Multi-line receivers include the File Transfer, File Receiver and Folder
Follower Receivers.

A multi-line receiver can read events that span more than one line, such as a server log.
You could set up the receiver to handle stack traces reported in the log by reading the
entire stack trace as a single event instead of reading each line separately.

When creating a multi-line receiver, you must specify a regular expression that the receiver
should use to detect the start of a new event in the log file. Each new event starts where
the characters in the log file match the regular expression.

For example, in the following log file, each event starts with a timestamp embedded within
square brackets ([yy-MM-dd HH:mm:ss.SSS]); therefore, you can use this regular
expression to identify each event:

A\ [\d+-\d+-\d+ \d+:\d+:\d+, \d+\].*

06 13:11:26,824] [INFO ] [I18N]Locale has not been chosen by the user.
06 13:11:26,828] [ERROR] [DirectConnectionfReadChannel]

jawva.io.ICException: end of communication channel

at
at
at
at
at
at

com.arcsight.logger.distributed.DirectConnection.a (DirectConnection.java:39)
com.arcsight.logger.distributed.DirectConnection.access$200 (DirectConnection.java:19)
com.arcsight.logger.distributed.DirectConnectionféReadChannel.run (DirectConnection.java:g5)
java.util.concurrent.ThreadPoolExecutorsWorker.runTask (ThreadPoolExecutor.java:886)
java.util.concurrent.ThreadPoolExecutoriWorker.run (ThreadPoolExecutor.java: 308)
jawva.lang.Thread. run (Thread.java:619)

m  For multi-line file receivers and file transfer receivers, the regular expression that
identifies the beginning of a new event must be specified in the receiver's Event Start
field.

m  For multi-line folder follower receivers, the regular expression that identifies the
beginning of a new event must be specified in the Multiline Regex field of the source
type associated with that receiver.

For information on creating and using receivers, see “Working with Receivers” on
page 257. For information on creating and using source types, see “Source Types” on
page 268.

Folder Follower Receivers

When you want to monitor active files as they are updated, use a folder follower receiver.
After you set up a folder follower receiver and enable it, it will monitor the specified files in
that directory and continuously upload new events to Logger. Folder follower receivers
recognize file rotation.

Overview of the steps to monitor a directory:
1 Determine the types of logs you need to monitor.

2 Determine whether the out-of-box source types or source type/parser pairs will satisfy
your needs. For more information, see “Source Types” on page 268, and “Parsers” on
page 272.

¢ If so, proceed to Step 3.
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¢ If not, create the parsers and sources types that you need.

i Select an appropriate parser or set of parser for the log files in the directory
you want to follow. If the out-of-box parsers do not provide what you need,
create appropriate parsers.

ii  Assign a source type for each parser. If the out-of-box source types do not
provide what you need, create appropriate source types.

3 Create the folder follower receivers required to monitor the logs in the directory,
selecting the source type determined in Step 1. For more information, see “Working
with Receivers” on page 257.

4 Enable the receivers.

5 Optionally, to forward log file events, set up and configure one or more forwarders. For
more information, see “Forwarders” on page 278.

Using Source Types with File Follower Receivers

Logger uses the parser associated with the source type you select for a receiver to extract
fields and their respective values from the received events. These fields are parsed at
search time. For more information on using source types and parsers, see “Source Types”
on page 268, and “Parsers” on page 272.

When creating a file follower receiver, you must select a source type appropriate to monitor
a specific type of log file. After you select the source type for the file follower receiver,
ensure that the parser associated with it works with your source files.

Events from different versions of the same source type can be in different formats.
Similarly, events from different source types of the same vendor might be formatted
differently. Therefore, if the source type you choose from the Logger Ul does not exactly
match the specifications of your source type, the associated parser will not parse events
correctly, and the search results will not display any parsed fields.

To confirm whether the source type has a valid parser for your source type, after you have
set up the receiver, check whether the incoming events are parsed. To determine this, run
a search and review the “parser” field in the search results. The parser used in the search
will be displayed in the parser column of the search results. If the event was parsed, this
field contains the name of the parser. If the event was not parsed successfully, this field
contains “Not parsed”. If no parser is defined for the source type or if there is no source
type, the field is blank.

Working with Receivers

Several receivers come set up on your Logger. You can add other receivers as needed. The
maximum number of receivers that can be created on Logger is limited by system
resources—memory, CPU, disk input/output and possibly network bandwidth.
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The receiver ports available on your Logger may vary from the image below.
Receivers Source Types Parsers
[ Add

Once you enable the Apache URL Access Error Log receiver, Logger will start storing entries from
the <install_dir>/userdata/logs/apache/http_error_log file.

Logger can also store entries from the messages and audit.log files in the /var/log/* folders.
Before enabling the receivers for these files, consult the Logger Administrators guide for details.

Name Type I IP Address | Port | | I |
Apache URL Access Error Log Folder Follower Receiver j ® @
Audit Log Folder Follower Receiver j X ©®
Var Log Messages Folder Follower Receiver ,_?‘ ® ©®©
SmartMessage Receiver SmartMessage Receiver i b4 "
TCP Receiver TCP Receiver All 515 j X
UDP Receiver UDP Receiver All 514 _} ® "4
Figure 6-3  Receivers tab
To create a receiver:

‘ Before creating a receiver of type File Receiver:
L = For the Logger appliance, set up a Network File System mount. See

Caution “Storage” on page 251.

= For the software version of Logger, the file system from which the log files
will be read needs to be mounted on the system on which you have
installed Logger.

1 Click Configuration or Configuration > Settings from the top-level menu bar.
2 Click Event Input (left panel) > Receivers tab (right panel).

The Receivers tab, shown in Figure 6-3 on page 258, displays the current receivers
and their status. You can sort the fields by clicking the column headers.

3 Click Add.

4  Enter a name for the new receiver. SmartMessage receiver names are used when
configuring the associated ArcSight SmartConnectors.

5 Choose the receiver type. Select UDP Receiver, TCP Receiver, CEF UDP Receiver, CEF
TCP Receiver, File Receiver, Folder Follower Receiver, File Transfer, or SmartMessage
Receiver.

The receiver type cannot be changed after the receiver is created.

Note

6 Click Next to edit receiver parameters.

The fields displayed in the Edit Receiver dialog box vary according to the type of
Logger and the type of receiver.

7  Fill in the appropriate fields. Refer to the following tables for field descriptions.

& Table 6-1, “Parameters used in UDP Receivers, TCP Receivers, CEF UDP Receivers,
and CEF TCP Receivers,” on page 260
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& Table 6-2, “Parameters used in File Receivers,” on page 261

¢ Table 6-3, “Parameters used in Folder Follow Receivers,” on page 263
& Table 6-4, “Parameters used in File Transfer Receivers,” on page 264
¢ Table 6-5, “Parameters used in SmartMessage Receivers,” on page 266
Click Save.

New receivers are initially disabled. You must enable them in order to use them.

To enable or disable a receiver:

Before enabling the following preconfigured folder follower receivers for the
software version of Logger, ensure that the files are readable by the non-root

Note User that you installed with or specified during installation.

e /var/log/messages

e /var/log/audit/audit.log

Click Configuration or Configuration > Settings from the top-level menu bar.
Click Event Input (left panel) > Receivers tab (right panel).

The Receivers tab, shown in Figure 6-3 on page 258, displays the current receivers
and their status. You can sort the fields by clicking the column headers.

Locate the receiver that you want to enable or disable.

¢ If the receiver is currently disabled, click the disabled icon (G) to enable it.

o If the receiver is currently enabled, click the enabled (%" ) icon to disable it.

Wait a few minutes after enabling a receiver before disabling it. Likewise,
wait before enabling a receiver that has just been disabled. Background
tasks initiated by enabling or disabling a receiver can produce

Tip
unexpected results if they are interrupted.

To edit a receiver:

1
2

Click Configuration or Configuration > Settings from the top-level menu bar.
Click Event Input (left panel) > Receivers tab (right panel).

The Receivers tab, shown in Figure 6-3 on page 258, displays the current receivers
and their status. You can sort the fields by clicking the column headers.

Locate the receiver that you want to update and click the Edit icon ( 4 ) on that row.

The fields displayed in the Edit Receiver dialog box vary according to the type of
Logger and the type of Receiver.

Edit the appropriate fields. Refer to the following tables for field descriptions.

¢ Table 6-1, “Parameters used in UDP Receivers, TCP Receivers, CEF UDP Receivers,
and CEF TCP Receivers,” on page 260

Table 6-2, “Parameters used in File Receivers,” on page 261
Table 6-3, “Parameters used in Folder Follow Receivers,” on page 263

Table 6-4, “Parameters used in File Transfer Receivers,” on page 264

* 6 o o

Table 6-5, “Parameters used in SmartMessage Receivers,” on page 266
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5 Click Save.

To delete a receiver:
1 Click Configuration or Configuration > Settings from the top-level menu bar.

2 Click Event Input (left panel) > Receivers tab (right panel).

The Receivers tab, shown in Figure 6-3 on page 258, displays the current receivers
and their status. You can sort the fields by clicking the column headers.

3 Locate the receiver that you want to delete and click the Remove icon (*) on that
row.

4 Click OK to confirm the delete.

Receiver Parameters

The following tables describe the parameters used when creating and editing receivers:

B Table 6-1, “Parameters used in UDP Receivers, TCP Receivers, CEF UDP Receivers, and
CEF TCP Receivers,” on page 260

m  Table 6-2, “Parameters used in File Receivers,” on page 261

m  Table 6-3, “Parameters used in Folder Follow Receivers,” on page 263

m  Table 6-4, “Parameters used in File Transfer Receivers,” on page 264

m  Table 6-5, “Parameters used in SmartMessage Receivers,” on page 266

Fill in the following fields when creating or editing UDP Receivers, TCP Receivers, CEF UDP

Receivers, and CEF TCP Receivers.

Table 6-1 Parameters used in UDP Receivers, TCP Receivers, CEF UDP Receivers, and CEF TCP
Receivers

Parameter Description
Name The name of the receiver, used for reporting and status monitoring.
IP/Host Select one of the Logger’s network connections for the receiver to listen to, or

select All to listen on both network connections.

Note: If localhost (127.0.0.1) appears in the list, it means that the Logger
hostname has not been configured. To configure hostname, see “Network” on
page 350.

Port For the Logger appliance:
The default UDP Receiver is pre-configured on port 514.
For SmartMessage receivers, configure the SmartConnector for port 443.
For the software version of Logger:

If you installed software Logger as a root user, you can use any available port. The
default UDP Receiver is pre-configured on port 514. If that port is not available,
then the next higher available port is chosen.

If you installed software Logger as a non-root user, you can only use a port
numbers greater than 1024. The default UDP Receiver is pre-configured on port
8514. If that port is not available, then the next higher available port is chosen.

Encoding Select a character encoding, such as US-ASCII, Big5, or EUC-KR, from the
pulldown list. CEF UDP, CEF TCP, and SmartMessage receivers must use US-ASCII
or UTF-8 encoding.
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Table 6-1 Parameters used in UDP Receivers, TCP Receivers, CEF UDP Receivers, and CEF TCP Receivers

(Continued)

Parameter

Description

Source Type

Select from the pulldown list of log file types, including:
= Apache HTTP Server Access

= Apache HTTP Server Error

= Juniper Steel-Belted Radius

= Microsoft DHCP Log

= |IBM DB2 Audit

Additionally, you can define your own source type, based on the needs of your
company. See “Source Types” on page 268.

A receiver can only receive events of a single source type. Set up separate
receivers for each type of log file.

Note: CEF TCP and CEF UDP receivers are set to the CEF source type, and cannot
be changed. Currently, there is no parser associated with the CEF source type.

Associating Source types with TCP and UDP receivers was introduced in Logger
5.3 SP1. When upgrading, TCP and UDP receivers from earlier releases are set to
the “Other” source type.

Fill in the following fields when creating or editing File Receivers.

Table 6-2 Parameters used in File Receivers

Parameter Description

Name The name of the receiver, used for reporting and status monitoring.

RFS Names Select from the pulldown list of NFS or CIFS mount names. The list also includes
attached SANs on Logger models that support SAN.
To mount NFS volumes, see “Storage” on page 364. To mount CIFS shares, see
“Remote File Systems” on page 364. For more information about SAN, see “SAN”
on page 367.

Folder Choose “Local” and then specify the directory on your Logger where the remote

Source Type

file system is mounted in the “Folder” field.

To mount a remote file system on the system on which you have installed Logger,
see its operating system’s documentation.

Select from the pulldown list of log file types, including:

e Apache HTTP Server Access

= Apache HTTP Server Error

e Juniper Steel-Belted Radius

= Microsoft DHCP Log

= IBM DB2 Audit

Additionally, you can define your own source type, based on the needs of your
company. See “Source Types” on page 268.

A receiver can only receive events of a single source type. Set up separate
receivers for each type of log file.
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Table 6-2 Parameters used in File Receivers (Continued)
Parameter Description
Mode Select one of the following:
Delete - delete the log file once it has been processed
Rename - rename the log file once it has been processed. The file is named by
appending the Rename Extension.
Persist - Logger remembers which files have been processed and only processes
them once.
Rename The suffix to append to log files that have been processed.
Extension
Character Select a character encoding, such as US-ASCII, Big5, or EUC-KR, from the
Encoding pulldown list. CEF UDP, CEF TCP, and SmartMessage receivers must use US-ASCII
or UTF-8 encoding.
Delay after Number of seconds to wait after a source file is first seen until it is processed. This
seen allows the entire file to be copied to Logger or (in the case of File Receiver) copied
to the remote file system, before processing begins.
The default is 10 seconds.
Note: For File Transfer Receivers, this parameter should be set to a larger value if
large files are expected. The default, 10 seconds, does not allow enough time for
a large file, such as 1 GB.
Date/time Select a locale from the pulldown list, such as English (United States), Chinese
locale (Hong Kong), Chinese (Taiwan), and so on.
Date/time Required if the timestamp in the log file does not specify a time zone.
zone For File Transfer and File Receivers, this parameter is ignored if either Date/time
format or Date/time location regex are blank.
You can see the time zone configured on the Logger (System Admin > Settings >
Platform > Time/NTP).
Software Loggers use the system time.
Event/time A regular expression describing which characters represent the timestamp in the
location log file. For example:
NLC*2)\] L
This regular expression specifies that the timestamp is found inside the first set of
square brackets on each line. The first capturing group (the part of the regex in
parentheses) is that part that is then parsed using the Date/time format.
The default is © (no timestamp in log file).
Event/time Required if the log file contains timestamps in the same format for each event. If
format not specified (or if the Date/time location regex is blank), each event in the file

will be stamped with the date that the file itself was first seen by Logger (not its
file system timestamp).

See Step Table 6-7 for a list of format specifiers.

The default is © (no timestamp in log file).
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Table 6-2 Parameters used in File Receivers (Continued)
Parameter Description
Multiline A regular expression that specifies the start of a new event in a log file. Specify
(regex) this expression to enable the receiver to read multi-line log files. Each new event
starts at the point where the regular expression is matched to the characters in
the log file. For example,
N [\d+-\d+-\d+ \d+:\d+,\d+].*
This regular expression matches timestamps such as:
[2010-12-06 13:09:46,818]
When this field is left blank (*’), each line in the log file is treated as a single
event.
The default is © (each line in the log file is a single event).
Fill in the following fields when creating or editing Folder Follower Receivers,
Table 6-3 Parameters used in Folder Follow Receivers
Parameter Description
Name The name of the receiver, used for reporting and status monitoring.

Local Folder

Specify the local folder to process. On the Logger appliance, this field is only
available if you select “Local” for the Mount Name.

Wildcard A regular expression (regex) describing the log files to read.
(regex) Note: This is a regular expression, not a typical file wildcard like “*.*”.
The default is . *, meaning all files.
Examples:
To include all files ending with .process, you could use:
.*\ .process
To monitor only *.properties files, you could use:
.*\ .properties
To include only .log files with eight digit filenames, you could use:
\d{8}.log
Blacklist A regular expression (regex) describing the name of the log files to ignore. Files
(regex) are not monitored if they match this expression.
Note: This is a regular expression, not a typical file wildcard like “*.*”.
Example:
To exclude files that end in .txt, you could use:
C*\ L Ext
To monitor all files except *.txt, you could use:
Wildcard: . *
Blacklist: .*\.txt
Character Select a character encoding, such as US-ASCII, Big5, or EUC-KR, from the
encoding pulldown list. CEF UDP, CEF TCP, and SmartMessage receivers must use US-ASCII
or UTF-8 encoding.
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Table 6-3 Parameters used in Folder Follow Receivers (Continued)

Parameter Description

Date/time Required if the timestamp in the log file does not specify a time zone.

zone For File Transfer and File Receivers, this parameter is ignored if either Date/time
format or Date/time location regex are blank.
You can see the time zone configured on the Logger (System Admin > Settings >
Platform > Time/NTP).
Software Loggers use the system time.

Fill in the following fields when creating or editing File Transfer Receivers,
Table 6-4 Parameters used in File Transfer Receivers

Parameter Description

Name The name of the receiver, used for reporting and status monitoring.

Protocol Select SCP, SFTP or FTP protocol.

Port For the Logger appliance:
The default UDP Receiver is pre-configured on port 514
(For SmartMessage receivers, configure the SmartConnector for port 443.)
For the software version of Logger:
If you installed software Logger as a root user, you can use any available port. The
default UDP Receiver is pre-configured on port 514. If that port is not available,
then the next higher available port is chosen.
If you installed software Logger as a non-root user, you can only use a port
numbers greater than 1024. The default UDP Receiver is pre-configured on port
8514. If that port is not available, then the next higher available port is chosen.

IP/Host Select one of the Logger’s network connections for the receiver to listen to, or
select All to listen on both network connections.
Note: If localhost (127.0.0.1) appears in the list, it means that the Logger
hostname has not been configured. To configure hostname, see “Network” on
page 350.

User A user on the host with privileges to view and read the source log files. If the
protocol is FTP, you can specify the special user, “anonymous.”

Password The password of the specified User. The password must not be empty, even in the
case of anonymous FTP (although in this case, the password will be ignored.)

File Path The path and the name of the log file(s) to be read. You can use wild cards like ?

and * (for example, “*.log” or “Log-??.txt”) in the path name and the file name.
Separate directories with forward slashes (‘/).

Separate multiple file specifications with commas.

Example: /tmp/SyslogData/syslog.log.gz, /security/logs/*/, /security/
log?/admin/special/

264 Logger Administrator’'s Guide Confidential



6 Configuration

Table 6-4 Parameters used in File Transfer Receivers (Continued)

Parameter Description

Schedule If no schedule is specified, the File Transfer will occur just once.
Choose Everyday or Days of Week from the first pulldown menu.
If Everyday, select Hour of Day or Every from the second pulldown menu. Enter
the hours (1-23) in the text box.
If Days of Week, enter the days (day 1 is Sunday) in the text box. Then choose
Hour of Day or Every from the second pulldown menu. Enter the hours (1-23) in
the second text box.
For example, to read log files every day at 2 a.m., select Everyday in the first
pulldown menu, then choose Hour of Day from the second pulldown menu and
enter 2 in the text box. To read the log files every day at 2 a.m. and 3 p.m., enter
2,15 in the text box.
For another example, to read log files Tuesdays and Thursdays at 10 p.m., select
Days of Week from the first pulldown menu and enter 3,5 for days. Then choose
Hour of Day from the second pulldown menu and enter 22 in the text box.
Make sure you are familiar with the information in “Impact of Daylight Savings
Time Change on Logger Operations” on page 355 before you schedule a file
transfer.

Zip Format Choose gzip, zip, or none.

Source Type

Select from the pulldown list of log file types, including:
e Apache HTTP Server Access

= Apache HTTP Server Error

 Juniper Steel-Belted Radius

= Microsoft DHCP Log

= IBM DB2 Audit

Additionally, you can define your own source type, based on the needs of your
company. See “Source Types” on page 268.

A receiver can only receive events of a single source type. Set up separate
receivers for each type of log file.

Character Select a character encoding, such as US-ASCII, Big5, or EUC-KR, from the

Encoding pulldown list. CEF UDP, CEF TCP, and SmartMessage receivers must use US-ASCII
or UTF-8 encoding.

Delay after Number of seconds to wait after a source file is first seen until it is processed. This

seen allows the entire file to be copied to Logger or (in the case of File Receiver) copied
to the remote file system, before processing begins.
The default is 10 seconds.
Note: For File Transfer Receivers, this parameter should be set to a larger value if
large files are expected. The default, 10 seconds, does not allow enough time for
a large file, such as 1 GB.

Event Time Select a locale from the pulldown list, such as English (United States), Chinese

locale (Hong Kong), Chinese (Taiwan), and so on.

Date/time Required if the timestamp in the log file does not specify a time zone.

zone For File Transfer and File Receivers, this parameter is ignored if either Date/time
format or Date/time location regex are blank.
You can see the time zone configured on the Logger (System Admin > Settings >
Platform > Time/NTP).
Software Loggers use the system time.
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Table 6-4 Parameters used in File Transfer Receivers (Continued)

Parameter Description

Event Time A regular expression describing which characters represent the timestamp in the

location log file. For example:

regular A\ L(L*2)\] . *

expression
This regular expression specifies that the timestamp is found inside the first set of
square brackets on each line. The first capturing group (the part of the regex in
parentheses) is that part that is then parsed using the Date/time format.
The default is © (no timestamp in log file).

Event time Required if the log file contains timestamps in the same format for each event. If

format not specified (or if the Date/time location regex is blank), each event in the file
will be stamped with the date that the file itself was first seen by Logger (not its
file system timestamp).
See Table 6-7, “Date/time format specification,” on page 267 for a list of format
specifiers.
The default is ' (no timestamp in log file).

Multiline A regular expression that specifies the start of a new event in a log file. Specify

(regex) this expression to enable the receiver to read multi-line log files. Each new event
starts at the point where the regular expression is matched to the characters in
the log file. For example,
AN I\G+-\d+-\d+ \d+:\d+,\d+] .*
This regular expression matches timestamps such as:
[2010-12-06 13:09:46,818]
When this field is left blank ("), each line in the log file is treated as a single
event.
The default is © (each line in the log file is a single event).

Fill in the following fields when creating or editing SmartMessage Receivers,
Table 6-5 Parameters used in SmartMessage Receivers

Parameter Description

Name The name of the receiver, used when configuring an associated ArcSight
SmartConnectors.

Encoding Select a character encoding, such as US-ASCII, Big5, or EUC-KR, from the

pulldown list. CEF UDP, CEF TCP, and SmartMessage receivers must use US-ASCII
or UTF-8 encoding.

Date and Time Specification

To specify the date and time format so that it can be parsed from a file receiver, (File
Receiver, Folder Follower Receiver, or File Transfer), refer to Table 6-7 on page 267.

Internally, Logger uses a common Java method called SimpleDateFormat that you may be
familiar with. Sophisticated uses of SimpleDateFormat, as described in Java sources, will
work with Logger. Pattern letters are usually repeated, as their number determines the
exact presentation:
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The examples in Table 6-6 on page 267 show how date and time patterns are interpreted
in the U.S. locale. The given date and time are 2001-07-04 12:08:56 local time in the “U.S.

Pacific Time” time zone.

Table 66 Date/time examples

Source

Date and Time Pattern

2001.07.04 AD at 12:08:56 PDT
Wed, Jul 4, '01

12:08 PM

12 o'clock PM, Pacific Daylight Time
0:08 PM, PDT

02001.July.04 AD 12:08 PM

Wed, 4 Jul 2001 12:08:56 -0700
010704120856-0700

2001-07-04T12:08:56.235-0700

yyyy.MM.dd G 'at' HH:mm:ss z
EEE, MMM d, "yy

h:mm a

hh ‘o'clock’ a, zzzz

K:mm a, z

yyyyy.MMMMM.dd GGG hh:mm aaa
EEE, d MMM yyyy HH:mm:ss Z
yyMMddHHmMmMssZ

yyyy-MM-dd'T'"HH:mm:ss.SSSZ

Table 6-7 Date/time format specification

Symbol Meaning Presentation Examples
G Era designator (Text) AD
y Year (Number) 2006 or 06
M Month in year (1-12) (Month) July or Jul or 07
w Week in year (1-52) (Number) 39
W Week in month (1-5) (Number) 2
D Day in year (1-366) (Number) 129
d Day in month (1-31) (Number) 10
E Day in week (Text) Tuesday or Tue
F Day in week of month
a Am/pm marker (Text) AM or PM
H Hour in day (0-23) (Number) 0
Hour in day (1-24) (Number) 24
K Hour in am/pm (0-11) (Number) 0
h Hour in am/pm (1-12) (Number) 12
m Minute in hour (0-59) (Number) 30
s Second in minute (Number) 55
(0-59)
S Millisecond (0-999) (Number) 978
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Table 6-7 Date/time format specification (Continued)

Symbol Meaning Presentation Examples

z Time zone (Text) Pacific Standard Time,
or PST, or GMT-08:00

z Time zone (RFC 822) -0800 (indicating PST)

Source Types

Source types identify the kind of event that comes from a specific data source. For
example, an event could come from an Apache access log, a simple syslog, or the log of an
application you created. You can use parsers to parse event data from a specified source

type.

Once events are associated with a source type, if the source type is associated with a
parser, the events are parsed by that parser when you run a search that matches those
events. The search result displays the matching parsed event fields in columns, similar to
the CEF events. (Use the “User Defined Fields” field set to view these events