—

Hewlett Packard
Enterprise

Solution Guide

Compliance Insight Package for the
Payment Card Industry 4.0

ArcSight ESM and ArcSight Express

April 1, 2014



Warranty

The only warranties for Hewlett Packard Enterprise products and services are set forth in the express warranty
statements accompanying such products and services. Nothing herein should be construed as constituting an
additional warranty. HPE shall not be liable for technical or editorial errors or omissions contained herein. The
information contained herein is subject to change without notice.

The network information used in the examples in this document (including IP addresses and hostnames) is for
illustration purposes only.

HPE Security ArcSight products are highly flexible and function as you configure them. The accessibility,
integrity, and confidentiality of your data is your responsibility. Implement a comprehensive security strategy
and follow good security practices.

This document is confidential.

Restricted Rights Legend

Confidential computer software. Valid license from HPE required for possession, use or copying. Consistent
with FAR 12.211 and 12.212, Commercial Computer Software, Computer Software Documentation, and
Technical Data for Commercial Items are licensed to the U.S. Government under vendor's standard
commercial license.

Copyright Notice

© Copyright 2014 Hewlett Packard Enterprise Development LP

Follow this link to see a complete statement of copyrights and acknowledgements:
https://www.protect724.hpe.com/docs/DOC-13026

Contact Information

Phone A list of phone numbers for HPE ArcSight Technical Support is
available on the HPE Enterprise Security contacts page:
www.hpe.com/software/support/contact_list

Support Web Site www.hpe.com/software/support

Protect 724 Community https://www.protect724 .hpe.com



https://www.protect724.hpe.com/docs/DOC-13026
https://www.hpe.com/software/support/contact_list
www.hpe.com/software/support
https://www.protect724.hpe.com/welcome

Contents

[ aF= o) (=T g B @ 1Y =Y VT PP vii
I T O T 0 17 Vil
The CIP for PCI Compliance FrameWOorK ..... ..o et ees viii
What CIP for PCI Can DO fOr YOU ....uuiiii ittt et ettt et e eeaeas iX
HOW CIP TOr PCH WOFKS ...ttt e e e e X

Compliance Scenario RUIES ... et X
(070] p] o] [T g [oT IS oT0 ] =1 PR Xi
CIP fOF PCI RESOUICES ...ttt ettt ettt ettt ettt ettt e e et ettt ettt ettt ettt e e e e e e neaes Xi
Resources Organized DY DOMAINS . ...ttt et e aeeanens Xii
SUPPOITEA DEBVICES ...ttt ettt et ettt et ettt ettt et aneeas xiii
RTAT L= LB =g PP Xiv

Chapter 2: Installation and General Configuration ............coiiiiiii i eeeeaeees XV
Preparing for INSTallation ..... ... et ettt e e aas XV
LTSy = L 11T O 1 (] = I XVi

Troubleshooting Your INStallation ... e XViii
ASSIGNING USEI PEIMSSIONS  ...tuiiiiiiiet ettt ettt et e e e et et e e e e e e e e et eaneaaneaneaeaaneanes XiX
Configuring CIP FOr PCI 4.0 ...t ettt et ettt et e aeeaeas XX
1T T £=] 1T Vo AN Y= XX
Categorizing ASSEtS anNd ZONES ...t XXi
Deploying and ENabling RUIES ......c. ittt e et et e e e e re e e aaneas XXii
Configuring General FIlterS .. ... e e XXiv
EVENT LMt o e e e as XXiV
INTEINAl SOUICE ... e et eeaeas XXiv
Internal DestiNAtioN ........ociiiiii e XXiv
ConfiQUIING ACTIVE LiSTS ...t et et ettt e aeaeeaaas XXiV
Ignoring Assets and NETWOIK ZONES ....c..eiuiiieiie ettt e eae e aneaaaes XXiv
Populating the ACHIVE LiStS ... et e aeeas XXV
=) T (= XXVi
Enabling and TeStiNg TreNdS ...ttt e e e aaeaaes XXVii
ENabling Data MONITOIS ...ttt ettt et ettt et e e e e e et ean e e e e e aneaaneanenn XXViii
Configuring NOLITICAtIONS ... e aaas XXViii
Creating Custom ComMpPlianNCe SCENAIIOS ....uuineiit ettt e et e et e aeeaaeeaneaaeeaneanes XXiX
Yot o T= T g To T o 0] o 2= Toa Al 1Y/ o = T PPN XXXi

Confidential Compliance Insight Package for the Payment Card Industry Solution Guide ii



Contents

Chapter 3: Compliance Scenario Configuration ...........c..cooiiiiiiiiiiiiii i XXXiii
Requirement 1: Firewall Configuration .........c.coiiiiiiiii i e e aneaaeens XXXiV
(0f0] aal o] = g [of I ST ot =T o 1= 1 [0 S PP XXXV

(@70 01T 18 = 1 o I XXXV
Requirement 2: Default Security Parameters ... ... XXXVii
(070] aia] o] =T g ToT SISt Y g F- 1 o 1 XXXVii

(070] o) T 18T = £ o] o XXXViii
Requirement 3: Protecting Stored Data .......coccviiiiiiiiiii it e e e XXXiX
(0f0] pa] o] = g [of IS ot o 1= 1 [0 S PPN XXXIX

(@70 o) T 18 =« (o I XXXiX
Requirement 4: ENcrypted TranSMUSSIONS ... ...ttt ettt ettt e e e e eaaeanas x|
(070] aia] o1 =T g o7 SIS g F- 1 o 1 x|

(O70] o) T 18T =1 ¥ o] R xli

[ Te [ BT =T 0 =] a1 AT AN ) € AV £ xlii
[0f0] ag] o] = g [of<IST ot o T= T [0 SRS xlii

(@7 o1 To 18 = (o I xliii
Requirement 6: System APPIICAtIONS ... e aas xliv
(070] aia] o] L F= g [oT SIS o F- 1 [0 1 xliv

(070] o) T 18T =1 ¥ o] IR xlv
Requirement 7: BUSINESS NEEO-T0-KNOW .....iuiiei ittt e e e e e e raneaaes XlIvi
(070] aa] o] = g [of IS oT =T o T= 1 [0 S S XIvi

(@70 01T 10 = (o XlIvi
Requirement 8: UNIQUE USEr ID ... ettt ae e aaeas XIvii
(070] aia] o1 = g [oT SISt o F- 1 o 1 XlIvii

[@70] o) T 18] =1 ¥ (o] I P Xlviii
ReqUIremMeNnt 9: PRYSICAl ACCESS ...uuiii ittt ettt ettt ettt e e e e et e e e e aaeeaneaneaanennes xlix
(070] aa] o] =T g [of IS ot =T o T= T [0 SR PPN xlix

(@7 o1 To 18 = (o 1 xlix
Requirement 10: Tracking and Monitoring Data ACCESS ...t eeeaes |
(@70 ] 00T o =T g o7 TS o F- 1 Lo 1 |

(070] o) T 18] =1 ¥ [0 I PN li
Requirement 11: Testing SyStemMS and PrOCESSES ....iiuiiiuiieieee et eeae e e et eeaeaaeaaneeaeeaneaanans lii
(070] aa] o] I =T g [of ST ot o T= 1 g [0 S PN lii

(@70 01T 18 = o liii
Requirement 12: Maintaining an Information Security POliCY .........oooiiiiiiiiiiiieaens liv
Chapter 4: UsiNg CIP fOr POl ... e e v
Using the PCI DSS Compliance Status Dashboard .............c.cooiiiiiiiiiii s v
Using the Unauthorized Cardholder Data Accesses Dashboard ..., Iviii
Using the Negative Impact Compliance Scenarios in the Last 7 Days Dashboard ..................... lix
Appendix A: Backing Up and Uninstalling a Package ........ccoiiiiiiiiii i e e i
Generating a List of Resource Changes .........c.ooiiiiiii e Ixi

iv.  Compliance Insight Package for the Payment Card Industry Solution Guide Confidential



Contents

Backing Up the SolUution PACKAgE ...t ettt e eee IXii
Uninstalling the CIP fOr PCI ...ttt ettt et e e eaneaaees Iiii
Appendix B: CIP for PCl RESOUICES BY TYPE .. e Ixv
ACTIVE CaNNEIS ... s Ixvi
ACTIVE LiSES .ottt Ixvi
DaShbDOAIAS ... e Ixx
[ 2= 7= 1T T 1 o PP Ixxii
Global Variables ... e e Ixxii
L =T Ixxiv
[ L8 1= =TS IXxXxiv
(0TI A oY XcCi
=T 0T o £ S XCVi
RUIES o e aas XCiX
L= 0o £ PO PRPTPT cvi
LTI = ] T cvii
T = PN cix

Confidential Compliance Insight Package for the Payment Card Industry Solution Guide v



Contents

vi Compliance Insight Package for the Payment Card Industry Solution Guide Confidential



Chapter 1
Overview

This overview chapter contains the following topics:

“The PCI DSS” on page vii

“The CIP for PCI Compliance Framework” on page viii
“What CIP for PCI Can Do for You” on page ix

“How CIP for PCI Works” on page x

“CIP for PCI Resources” on page Xi

“Resources Organized by Domains” on page Xii
“Supported Devices” on page xiii

“What Next?” on page xiv

The PCI DSS

The Payment Card Industry (PCI) Data Security Standard (DSS) 3.0 is a comprehensive
standard defined by the Payment Card Industry Security Standards Council to help
organizations protect customer account data and to advance the broad adoption of
consistent data security measures across the globe. The standard includes twelve
requirements, each with many sub-requirements, for security management, policies,
procedures, network architecture, software design, and other key protective measures.

The following table lists the PCI DSS requirements.

Objectives PCI DSS Requirements

1. Install and maintain a firewall configuration to protect cardholder
Build and Maintain a data

Secure Network 2. Do not use vendor-supplied defaults for system passwords and
other security parameters

3. Protect stored cardholder data

Protect Cardholder Data 4. Encrypt transmission of cardholder data across open, public

networks
Maintain a Vulnerability 5. Use and regularly update anti-virus software or programs
Management Program 6. Develop and maintain secure systems and applications

Excerpts from the PCI DSS and related control statements are provided courtesy of PCI Security
Standards Council, LLC and/or its licensors. © 2014 PCI Security Standards Council, LLC. All Rights
Reserved.
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1 Overview

Objectives

PCI DSS Requirements

Implement Strong
Access Control Measures

7. Restrict access to cardholder data by business need to know
8. ldentify and authenticate access to system components

9. Restrict physical access to cardholder data

10. Track and monitor all access to network resources and

Regularly Monitor and cardholder data

Test Networks

11. Regularly test security systems and processes

Maintain an Information 12. Maintain a policy that addresses information security for all
Security Policy personnel

Compliance Insight Package for the Payment Card Industry (CIP for PCI) coupled with
ArcSight ESM can assist you in complying with the requirements specified in the PCI DSS
3.0, and includes support for logs generated by payment applications subject to the
Payment Application Data Security Standard (PA DSS) 3.0.

The CIP for PClI Compliance Framework

If you are familiar with earlier versions of CIP for PCI, you will notice significant changes in
version 4.0. CIP for PCI 4.0 introduces an entirely redesigned compliance framework,
which can be leveraged and extended to address other regulations and future versions of
the PCI DSS. The new framework provides the following benefits and changes:

CIP for PCI maintains a compliance score for each asset in your PCI environment, so
dashboards and reports can demonstrate your organization’s overall PCI compliance
and individual asset compliance.

The PCI DSS sub-requirements (1.2.1, 1.2.3, and so on) addressed by CIP for PCI are
mapped to out-of-the-box compliance scenario rules that help determine each asset’s
compliance score. You can also create custom scenario rules to address organizational,
regional, and national regulations and policies.

The CIP for PCI resources are no longer grouped by PCI DSS requirements in the
Navigator panel of the ArcSight Console. Instead, they are grouped into general
security domains, such as Access Control or Privacy Protection, that apply to multiple
regulations. Also, the high-level solution group is now CIP instead of PCI.

There are fewer CIP for PCI use case resources. Instead of several use cases for each
PCI DSS requirement, there is an overall compliance status use case and a use case for
each security domain group. Unlike the previous use cases, which were PCl-specific,
the domain-based use cases apply to multiple regulations.

In this guide and several CIP for PCI resources, the PCI DSS sub-requirements are
called controls. CIP for PCI tracks asset compliance for each control; this relationship is
called a control-asset pair.

The new framework results in fewer resources, more resources shared by different
regulations, and simplified configuration.

The remainder of this chapter explains these changes in greater detail.

viil Compliance Insight Package for the Payment Card Industry Solution Guide Confidential



1 Overview

What CIP for PCI Can Do for You

The CIP for PCI helps demonstrate to stakeholders and auditors that the controls over your
organization’s credit card data systems expose little or no risk.

CIP for PCI provides dashboards, reports, and real-time checks to monitor systems that:

contain cardholder

data

manage vulnerability and access control

monitor networks

maintain security policies

CIP for PCI calculates compliance and non-compliance scores for assets in your PCI
environment. In the following dashboard, those scores are aggregated to provide an
overall picture of compliance in your organization.

PCI D55 C: liance Status = o o
PCI DSS C & SCOre... PLI DSS Score: Non-LC: i B PCI DSS Score: C iance
PCI D55 Compliance: 75% Status value (Total Legends 2) Status valug (Total Legends 2)
Enon-Compliant 1,420 Mo Information 22,031, 1
ONo Information 49,793 Ocompliant 4,290
—
E; =) Above 70%
=
\. 1] | >« | B
1/30 9:52:23 - 23 15:...  [@[~][zz=]f+<] ~|[2/3 15:24:35 [zl - |[23 15:24:34 el B
PLCI DSS Score: Requirements - P}
Requirement | Title Compliance Score Mon-Compliance Score
Install and maintain & firewall configuration to protect cardholder data 339.0 out of 3573.0 74,0 out of 9528.0
5 Protect all systems against malware and regularly update anti-virus software or progr... | 577.5 out of 3692.1 2.0 out of 2332.0
& Develop and maintain secure systems and applications 0.0 out of 0.0 620.0 out of 16674.0
7 Restrict access to cardholder data by business need to know 0.0 out of 0.0 67.0 out of 1191.0
8 Identify and authenticate access to system components 98.0 out of 3573.0 574.0 out of 8337.0
10 Track and monitor all access to network resources and cardholder data 3275.0 out of 10719.0 6.0 out of 2332.0
SEIPGP T T TR T B P [ SRS CET T S Ie———

You can drill down from this dashboard to detailed information about individual asset
compliance, as shown below:

Start Time: 2/5 9:08:40

End Time:

Last Update: 5Feb 2014 09:08;
Filter: No Filter

PCI DSS Compliance Status: Asset-Control: Table

set-Control

e ?

Asset Name Asset Zone Control Title Status Fully/Partially

10.0.113.187 10.0.113.187 RFC1918: 10.0.0.0-10.255.255.255 138 Do not disdose private IP addresses Compliant Fully s
192.168.10.165 192.168.10.165 RFC1918: 192.168.0.0-192.168.255... | 10.3.3 | Log date and time of every event Compliant Fully I—
192.168.10.165 192.168.10. 165 RFC1918: 192.168.0.0-192.168.255... | 2.2.5 Remove all unnecessary functionality Mon-Compliant | Fully
192.168.10. 165 192.168.10. 165 RFC1918: 192.168.0.0-192.168.255... | 10.3.5 Log origination of every event Compliant Fully =
41fewEBABCVYPUZWIa4lg== unxhq00.hg.arenet.com RFC1918: 10.0.0.0-10, 255,255,255 1.3.8 Do not disclose private IP addresses Compliant Fully
41HowtiEBABCVYPUZWIE4)g== unxhg00.hg.arcnet.com RFC1918: 10.0.0.0-10.255.255.255 10.3.3 Log date and time of every event Compliant Fully
44kU1UOMBABCBLINN3Oj2Lg== | jfrasca2 . americas.hpgcorp.net Digital Equipment Corporation 10.3.3 | Log date and time of every event Compliant Fully
44dJ1uOMBABCBLIRN30j2Lg== | jfrasca2.americas.hpacorp.net Digital Equipment Corporation 10.3.4 | Log success or faiure indication Compliant Fully
45CNxHEBABCVEfuZWIG4lg== wnt4sj103.5jl. west.arcnet.com 204.0.0.0-209.255.255.255 (ARIN) 10.2.4 | Log invalid logical access attempts Compliant Fully
A5CNXGEBABCVEfUZWIGAIg== | wntdsj103.5]l.west.arcnet.com 204.0.0.0-209. 255, 255, 255 (ARIN) 10.3.3 | Log date and time of every event Compliant Fully
47MWOaDEBABC)YCi5YSnHQw== | n111-h021.ga.arcsight.com RFC1918: 10.0.0.0-10.255.255.255 1.3.8 Do not disdose private IP addresses Compliant Fully
4Bca0aDEBABC]Yij5YSnHQwW== n111-h022.ga.arcsight.com RFC1918: 10.0,0.0-10, 255,255,255 1.3.8 Do not disclose private IP addresses Compliant Fully
4BcaDaDEBABCHYi5YSnHQw== | n111-h022.qa.arcsight.com RFC1918: 10.0.0.0-10, 255,255,255 2.23 | Implement security features for insecure services | Mon-Compliant | Fully
4BCZWHEBABCVe-uZWIG4lg== unxsj211.5j2 west.arcnet.com RFC1918: 10.0.0.0-10.255.255.255 10.3.3 | Log date and time of every event Compliant Fully

For more information about this dashboard, see “Using the PCI DSS Compliance Status

Dashboard” on page Iv.
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1 Overview

Several other dashboards show domain-specific information, such as Asset Vulnerabilities:

Asset Yulnerabilities

0o 2

Yulnerabilities Count

Yulnerability Mame Mumber of Events (Total Legends 3)
W High Risk Yulnerability Detected 678
Oeuffer Overflaws 645
[ Broken Authentication and Session Management 612

2/5 9:34:36 - 26 9:34:36
Asset Yulnerabilities

S -

Last Event Time Asset Name Asset ID Asszet Zone Vulnerability

2{5 10:08:31 www 2, csuhayward.edu | www2.csuhayward.edu | 128.0.0.0-140, 255,255,255 (... | High Risk Vulnerability Detected

2{5 11:52:16 10.0.111.183 10.0.111.183 RFC1918: 10.0.0,0-10.255.2... | High Risk Vulnerability Detected

2/5 15:38:38 209-128-99-006.bay... | 209-128-99-006.bay... | 204.0.0.0-209, 255,255,255 (... | High Risk Vulnerability Detected

25 15:38:36 209.128.99.5 209.128.99.5 204.0.0.0-209, 255,255,255 (... | High Risk Vulnerability Detected

2(512:10:50 w2ksjl01.sjl.west.a... | w2ksjl0l.sjl.west.a... | 204.0.0.0-209,255.255,.255 (... | High Risk Vulnerability Detected
10:09:00 osho.mc: ywar. .| osho.mcs.csuhaywar... | 128.0.0.0-140,255.255.255 (... | High Risk Vulnerability Detected

’&w%w

In addition to the dashboards, you can run detailed reports to demonstrate compliance to
auditors and convey issues to stakeholders for remediation.

How CIP for PCIl Works

CIP for PCI relies on ArcSight asset categorization to define your PCI environment. By
evaluating events from that environment, CIP for PCI tracks asset compliance for PCI DSS
sub-requirements and uses that information to provide an overall compliance picture.

CIP for PCI uses compliance scenario rules and compliance scores to determine
compliance, as explained below.

Compliance Scenario Rules

Compliance scenario rules detect events that affect compliance and non-compliance, for
example, unauthorized access to cardholder data or insecure password transmission. The
rule names are typically an abbreviation of the requirement description found in the PCI

DSS. Each PCI DSS sub-requirement addressed by CIP for PCI is mapped to a single
compliance scenario rule.

In addition to the out-of-the-box compliance scenario rules, you can create custom rules,
as described in “Creating Custom Compliance Scenarios” on page XXix.

For a list of the compliance scenario rules, see “Rules” on page xcix. For a list of rules
organized by requirement, see Chapter 3, Compliance Scenario Configuration, on page

xxxiii. For a list of rules mapped to PCI DSS requirements within the ArcSight Console, see
the Scenario Controls active list.

X Compliance Insight Package for the Payment Card Industry Solution Guide Confidential
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Compliance Scores

The compliance score indicates whether an asset is compliant with a PCI DSS
sub-requirement. In the CIP for PCI reports and dashboards, the score for an asset is
either 1, indicating compliance, 0, indicating non-compliance, or between 0 and 1,
indicating partial compliance. CIP for PCI aggregates the asset scores to provide
compliance and non-compliance scores for your organization.

CIP for PCI determines the compliance score by using the /impact type attribute of each
scenario rule and a few key active lists. If you plan to create your own scenario rules or you
are simply interested in how the impact type affects the score, see “Scenario Impact Type”
on page Xxxi.

CIP for PCI Resources

CIP for PCI contains the following ArcSight ESM resources:

m [} Active channel—cCIP for PCI provides an active channel that shows all the events
related to the compliance scenarios. For a list of the CIP for PCI active channel,
see“Active Channels” on page Ixvi.

m [ Active Lists—CIP for PCI contains active lists that are used to capture static and
dynamic data about compliance-related assets and events to aid in compiling and
correlating data for the various PCI requirements. For a list of the CIP for PCI active
lists, see “Active Lists” on page Ixvi.

m @ Asset Categories—CIP for PCI uses asset categories to classify your
compliance-relevant devices. For a list of the asset categories, see “Categorizing
Assets and Zones” on page XXi.

[ Dashboards and @ Data Monitors—CIP for PCI provides graphical dashboards
to help you demonstrate appropriate risk management and monitoring practices. For a
list of the CIP for PCI dashboards and data monitors, see “Dashboards” on page Ixx
and “Data Monitors” on page Ixxii.

m  [fiGlobal Variables—CIP for PCI contains global variables that provide the ability to
derive particular values from existing data fields. A global variable can be defined
once, then re-used in multiple places wherever conditions can be expressed (active
channels, rules, filters, data monitors, and queries), and wherever fields can be
selected (CCE, field sets). For a list of the CIP for PCI global variables, see “Global
Variables” on page Ixxii.

s = Filters—CIP for PCI contains dozens of filters that focus package content on
activity that involves compliance-relevant categorized assets. For a list of the CIP for
PCI filters, see “Filters” on page Ixxiv.

n & Queries—CIP for PCI contains queries that gather the compliance-related event
data displayed by reports. For a list of the CIP for PCI queries, see “Queries” on
page Ixxxiv.

m  [EIQuery Viewers—CIP for PCI contains query viewers that allow you to drill down
and investigate anomalies or other interesting events without having to create
low-level active channels. Query viewers use events and other resources, such as
trends, active lists, session lists, assets, cases, and notifications, as data sources. For a
list of the CIP for PCI query viewers, see “Query Viewers” on page Xci.

m [ Reports—CIP for PCI contains reports that focus on several aspects of regulation
compliance. For a list of the CIP for PCI reports, see “Reports” on page xcvi.

Confidential

Compliance Insight Package for the Payment Card Industry Solution Guide xi



1 Overview

m  [#/ Rules—CIP for PCI includes real-time rules to immediately identify activity that
presents a high risk to the integrity of your systems that store and process
compliance-relevant data. For a list of the CIP for PCI rules, see “Rules” on page Xcix.

[ | Trends—CIP for PCI contains trends that define how and over what time period
data is aggregated and evaluated for prevailing tendencies or currents. A trend
executes a specified query on a defined schedule and time duration. For a list of the
CIP for PCI trends, see “Trends” on page cvi.

Resources Organized by Domains

Most of the CIP for PCI resources are organized by the following functional domain groups:

=7 arcsight Solutions

B cr

[ Access Conkral
Cryprography
General
Manikaring
Metwork Security
Pheysical Security
Privacy Protection
Regulations
System Hardening
Yulmer ability Management

Each group contains domain-specific resources, as described below.

Access Control Resources that pertain to access issues, such as the use of
inactive or locked accounts, terminated users, unauthorized
access, password changes and expirations, improper access
control, and failed logical access.

Cryptography Resources that pertain to encryption violations and the insecure
transmission of sensitive data.

General Resources that do not affect compliance directly, but can be
referenced by other CIP for PCI resources.

Monitoring Resources that pertain to object creation or deletion, cleared
audit logs, file integrity tools, and events that include
information such as origination, user accounts, and time
inconsistencies.

Network Security Resources that pertain to network perimeter protection
mechanisms, such as a DMZ, IDS, or firewall, unauthorized
access points, and disallowed ports.

Physical Security Resources that pertain to physical access attempts.

Privacy Protection Resources that pertain to the unacceptable disclosure of
personal information, such as passwords and account numbers.

Regulations Resources that are specific to a particular regulation, such as
the PCI DSS.

System Hardening Resources that pertain to system surface vulnerabilities,
including the use of custom or default vendor accounts,
insecure services, multi-function servers, and unnecessary
functionality.

xii Compliance Insight Package for the Payment Card Industry Solution Guide Confidential
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Vulnerability
Management

Resources that pertain to infrastructure and application
vulnerabilities, such as anti-virus issues, broken authentication,

buffer overflows, cross-site scripting, injection flaws, missing
security patches, misconfiguration, improper error handing, and

malware.

There is a use case resource for each domain group. The use cases provide easy access to
the resources for a particular domain. The Access Control use case is shown below.

Monitor

Dashboards [} Reports
Accounts Lockouts and Failed Logical Access Account Creations
Activities by Tleqitimate User Accounts Account Deletions

Password Changes Account Modifications
Unauthorized Cardholder Data Accesses
User Accounts with Expired Passwords

All Password Change Events
all

Activity by Anonymous Users
Activity by Terminated Users

Access Control 08 7
“ Configure | (i)

[ Query Viewers
Account Lockouts

Activity by Anonymous Users
Activity by Inactive Users
Activity by Terminated Users
All Password Change Events
Failed Password Changes

| Library

[ Active Lists
Active Accounts
Administrative Accounts
Anonymous Accounts
Database Administrators
Inactive Accounts
Locked Out Users
Password Changes
Terminated Users
Users Authorized to Access Cardholder Data

Rules

Account Lockouts

Supported Devices

| Toolbox
1! supporting Tools

T I e T R o

]

LILII

CIP for PCI acts on events from systems that store and process credit card data, and the

systems that interact with and protect those systems, including the following:

m  Applications that process cardholder data

m  Databases that store cardholder data
m  Operating systems

®  Host and network-based IDS

m  Firewalls

®  Anti-virus solutions

®  Vulnerability scanners that monitor system state

Confidential
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What Next?

Before you begin using the CIP for PCI use cases, dashboards, and reports, you need to
install the CIP for PCI solution package and perform some general configuration. Minimally,
you need to:

B categorize assets and zones to define your PCI environment

m  deploy and enable rules

m  enable trends

®  enable data monitors

For details, see Chapter 2, Installation and General Configuration, on page xv.

After you complete the general configuration, you can configure additional resources to

address the individual PCI DSS requirements, as described in Chapter 3, Compliance
Scenario Configuration, on page xxxiii.
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Chapter 2

Installation and General Configuration

This chapter explains how to install and configure the Compliance Insight Package for the
Payment Card Industry (CIP for PCI), and contains the following topics:

“Preparing for Installation” on page xv
“Installing CIP for PCI 4.0” on page xvi
“Configuring CIP for PCI 4.0” on page xx

Preparing for Installation

Before installing CIP for PCI, prepare your environment.

To prepare your environment:

1

Verify that your version of ArcSight ESM or ArcSight Express supports CIP for PCI 4.0,
as described in the ArcSight Compliance Insight Package for PCI 4.0 Release Notes.

Verify that your system has an ArcSight Console connected to the ArcSight Manager
and that your system meets the prerequisites for your operating system, as detailed in
the Installation and Configuration guide for your ArcSight ESM product.

Install and configure the appropriate SmartConnectors for the devices found in your
environment.

The devices that provide events for each PCI requirement are listed in “CIP for PCI
Resources” on page xi.

Model your network to include devices that supply events that help satisfy the PCI
requirements. Verify that zones and networks are defined for your environment, and
that networks are assigned to the connectors reporting PCl-relevant events to your
ArcSight Manager. For more information, see “Modeling Assets” on page xx.

Learn more about the ArcSight network modeling process in the ArcSight ESM 101
Guide. Find instructions on how to configure zones and networks in the ArcSight
Console User’s Guide.
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Installing CIP for PCI 4.0

Follow the procedure below to install the CIP for PCI 4.0.

CIP for PClI is a self-contained solution that does not rely on any other
ArcSight solution. You can install CIP for PCI alongside other solutions on the

Note same ArcSight Manager. However, HP recommends that you do not install CIP

for PCI alongside earlier versions of CIP for PCI, such as CIP for PCI 3.0 or
CIP for PCI 3.01.

Before installing a new solution, ArcSight recommends that you back up any
existing solutions installed on the ArcSight Manager. For detailed instructions,
see Appendix A, Backing Up and Uninstalling a Package, on page Ixi.

Caution

‘ Due to the extensive redesign of CIP for PCI 4.0, there is no migration path

from earlier versions of CIP for PCI. If you are running an earlier version of CIP
for PCI and you need to keep your current data, do not uninstall the earlier
version; instead install CIP for PCI 4.0 on a different system.

To install the CIP for PCI:

1

Download the following CIP for PCI package bundle to the machine where you plan to
run the ArcSight Console:

ArcSight-ComplianceInsightPackage-PCI.4.0.<nnnn>.0.arb

Where <nnnn> is the 4 character build number specified in the ArcSight Compliance
Insight Package for PCI 4.0 Release Notes.

Internet Explorer sometimes converts the ARB file to a ZIP file during
‘ download. If this occurs, rename the ZIP file back to an ARB file before

. - .
caution IMPOrting.

Log into the ArcSight Console with an account that has administrative privileges.

In the Navigator panel, click the Packages tab.
Click Import (§).
In the Open dialog, browse and select the package bundle file, and then select Open.

The Progress tab of the Importing Packages dialog shows how the package bundle
import is progressing.
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When the import is complete, the Results tab of the Importing Packages dialog is

displayed together with the Packages for Installation dialog, as shown in the following
figure.

x
Progress Results |
Importing Packages Completed. Review the summary below for details.
Summary Report

Time to Complete: 0 min 2 sec 708 ms
Conflict Policy: default

Packages Bundle Imported: C:\Users\frascajo\Desktop\arcSight-CompliancelnsightPackage-PCIL <
Fackages Imported:

fall Packages fArcSight Solutions /Payment Card Industry 4.0

Packages that Don't Need to be Imported:

Packages for Installation x|

Packages for Installation

URI || mstal |
/ol Packages /ArcSight Solutions/Payment Card Industry 4.0 [~

[~ Install Deprecated Resources

cancel | rep |

Kl | I
DKI Gancel | He’pl

6 In the Packages for Installation dialog, leave the Payment Card Industry 4.0
checkbox selected and click Next.
The Installing Packages dialog opens. The Progress tab shows how the installation is
progressing. When the installation is complete, the Results tab displays the Summary
Report.

7 In the Installing Packages dialog, click OK.

8

In the Importing Packages dialog, click OK.
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9 On the Packages tab of the Navigator panel, expand the ArcSight
Solutions/Payment Card Industry 4.0 group to verify that the installation is
successful and that the content is accessible in the Navigator panel.

MNavigator

Resources || Packages:| Use Cases‘

. Impart

=77 Packages
B admin's Packages
=+ Shared
77 &l Packages
@07 Arcsight Administration
G35 ArcSight Foundation
eHEr B t Solutions
28 Payment Card Industry 4.0
[ @ Active Channels
[@ Active Lists
[@ Asset Categories
[@ Dashboards
{79 Data Monitors
[@ Filters
[@ Queties
[@ Query Viewsrs
[@ Reports
[@ Rules
[@ Trends
ff_r,-ﬂ Use Cases
E arcsight System
JurnpStart
E Personal
Public
Attachrments
~r [=In'

Troubleshooting Your Installation

If the installation is not successful, contact ArcSight technical support.

Resource Description
Support web site http://www.arcsight.com/supportportal provides access to

ArcSight incident reporting, the knowledge base, software
downloads, help, and the new customer forum.

Protect 724 https://protect724.arcsight.com offers a place for
Community customers to:

= Share content, collaborate on best practices, and get
feedback

= Ask and answer questions
* Network with each other

* Gain visibility on product roadmaps

If you need to back up or uninstall the CIP for PCI at a later date, see
= Appendix A, Backing Up and Uninstalling a Package, on page Ixi.

Note
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Assigning User Permissions

By default, users in the Default user group can view CIP for PCI content, and users in the
ArcSight Administrators and Analyzer Administrators user groups have read
and write access to the solution content. Depending on how you set up user access
controls within your organization, you might need to adjust those controls to make sure the
new content is accessible to the right users in your organization.

The following process assumes that you have user groups set up and users assigned to
those groups.

In the following procedure, assign user permissions to all the following resource types:

m  Active Channels

m  Active Lists

m  Asset Categories

m Cases

m  Dashboards

m  Data Monitors

m  Fields (Global Variables)
m  Filters

m  Queries

m  Query Viewers

m  Reports
®  Rules
m  Trends

B Use Cases

To assign user permissions:
1 Log into the ArcSight Console with an account that has administrative privileges.

2  For all the resource types listed above, change the user permissions:

a In the Navigator panel, go to the resource type and navigate to ArcSight
Solutions/CIP.

b  Right-click the cIP group and select Edit Access Control to open the ACL editor
in the Inspect/Edit panel.

¢ Inthe ACL editor of the Inspect/Edit panel, select the user groups for which you
want to grant permissions to the CIP for PCI resources and click OK.
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Configuring CIP fo

r PCl 4.0

Several of the CIP for PCI resources need to be configured with values specific to your
environment. Some features also require additional ArcSight SmartConnector configuration.

Depending on the features you want to implement and how your network is set up, some
configuration is required and some is optional. The list below shows the configuration tasks
for the CIP for PCI and where to find instructions for performing the configuration.

®  “Modeling Assets

m  “Configuring Active Lists” on page xxiv

” on page xx

m  “Deploying and Enabling Rules” on page xxii

m  “Configuring General Filters” on page xxiv

m  “Configuring Active Lists” on page xxiv

m  “Testing Filters” on page xxvi

m  “Enabling and Testing Trends” on page xxvii

®  “Enabling Data Monitors” on page xxviii

m  “Configuring Notifications” on page xxviii

m  “Creating Custom Compliance Scenarios” on page Xxxix

Modeling Assets

Asset modeling is required to activate CIP for PCI content. Classifying assets in one or more
asset category is essential for the following reasons:

m  Some of the CIP for PCI content requires assets to be modeled to function correctly

® In some cases, modeling assets adds valuable business context to the events being

evaluated by the

Figure 2-1  Model Assets

CIP for PCI

From Installation
process

p
Identify PCI assets (model assets)

Assels modeled
with

PCI relevant asset

categories?

(@ Define Assets/
~ Import into
ArcSight

Customer:
Input info and
categories for
PCI assets

YES
]

Metwork scanner
- connector (such as
Quialys or nCircle)

IManual Input via
ArcSight Corsole

Create CSV file mapping
 assels and assel calegories

e—.t Install Connector ]

Place CSV flle In Connector
target directory

v,

To resgurce

configuration
process
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CIP for PCI uses the asset categories under the/ArcSight Solutions/Compliance

Insight Package/ group shown below.

MNavigator

BT

Resources I Pad(agesl Use Casesl

I @ Assets

Assets
Categories

[+ Shared

E|a * Asset Categories

Zones |
Vulnerabilities

Cirl+alt+5 w |

MNetworks
Locations

L@ all Asset Categories

EHC@ ArcSight Solutions

Eua Compliance Insight Package ‘—n——
EHC@ Address Spaces

@ omz

E
Environments
u.\;';l Development
u.a Production
-0 Test
B Infrastructure
H \ﬁ Perimeter Firewalls
Eua Regulations

=@ Par

...\ﬁ Cardholder Data

[]--ifa ArcSight System Administration

CIP for PCI 4.0 links to existing categories in the Site Asset Categories group.

Note

However, CIP for PCI 4.0 also introduces several new asset categories. Make
sure to categorize assets with these new categories, as described in Chapter

3, Compliance Scenario Configuration, on page xxxiii.

Categorizing Assets and Zones

CIP for PCI relies on ArcSight asset categorization to define your PCI environment. Certain
content does not display unless assets or zones are categorized.

For detailed information about which assets need to be categorized for each PCI DSS
requirement, see Chapter 3, Compliance Scenario Configuration, on page xxxiii.

You can assign the solution asset categories with the following methods:

®  “One-by-One Using the ArcSight Console” on page xxi

m  “Using the Network Model Wizard” on page xxii

m  “Using the ArcSight Asset Import Connector” on page xxii

One-by-One Using the ArcSight Console

Use this method if you have only a few assets to categorize. One asset can be categorized

in more than one asset category.

To categorize your assets one-by-one:

1 In the Navigator panel, go to Assets and select the Assets tab.

2 On the Asset tab, expand the groups listed.

3 For each asset you want to classify with an asset category, repeat the following steps:

a Right-click the asset you want to categorize and select Edit Asset.
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b In the Inspect/Edit panel, click the Categories tab. Click the add icon (58) at the
top of the screen to select new resources.

¢ In the Asset Categories Selector pop-up window, navigate to the appropriate
network domain category and click OK.

After you assign your assets to the Compliance Insight Package asset categories, you
can also assign them to other asset categories, either within the solution package or
the general ArcSight categories, or those you have created yourself.

Using the Network Model Wizard

A Network Model wizard is provided on the ArcSight Console (menu option Tools >
Network Model). The Network Model wizard enables you to quickly populate the ESM
network model by batch loading asset and zone information from comma-separated value
(CSV) files. For more information, see the ArcSight Console User’s Guide.

Using the ArcSight Asset Import Connector

If you have many assets that you want to track, you can configure them in a batch using
the ArcSight Asset Import Connector. This connector can also create new assets as part of
the batch function.

The ArcSight Asset Import Connector is available as part of the ArcSight SmartConnector
download. For instructions about how to use this connector to configure your assets for CIP
for PCI, see the ArcSight Asset Import SmartConnector Configuration Guide.

Deploying and Enabling Rules

For CIP for PCI to process PCl-related events, the CIP for PCI rules must be deployed to
the Real-time Rules group.

To deploy the CIP for PCI rules:

1 From the Resources tab in the Navigator panel, go to Rules and navigate to the
ArcSight Solutions/CIP group.

2 Right-click the cIP group and select Deploy Real-time Rule(s).

A new Real-time Rules/CIP group is created as a link to the original ArcSight
Solutions/CIP group, as shown in the following figure.

_Iojx]
I — = o S
Resources I Packages | Use Casesl
I Rules Ctrl+Alt+H | w |
EHE Rules

77 admin's Rules
= i Shared
= 7 Al Rules

[ ArcSight Administration
ArcSight Foundation
ArcSight Solutions

ArcSight System

JurnpStart

4 Personal

Public

117 Real-time Rules
ArcSight Administration
4 ArcSight System
=63 P

(- Unassigned

,_|
s

-
[ ol

m
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By default, the CIP for PCI rules are disabled. The rules do not trigger until they are
deployed and enabled. After you have deployed the CIP for PCI rules to the Real-time
Rules group, you can enable individual rules.

Rules can place an additional load on the ArcSight Manager. Enable only the rules for the
compliance scenarios you want to implement.

You must enable the PCI DSS rule in the ArcSight
Solutions/CIP/Regulation Rules group. You can enable the rule before or
after you enable the scenario rules. However, until the PCI DSS rule is
enabled, the Compliance Score active list is not updated with the asset data
captured by scenario rules.

Note

To enable a rule:

1 In the Navigator panel, go to Rules and navigate to the Real-time Rules/CIP
group.

2 Navigate to the rule you want to enable.
3 Right-click the rule and select Enable Rule.
To select multiple rules, press the Ctrl key and click each rule.

To select a range of rules, press the Ctrl and Shift keys and click the first and last rule
in the range.

After you enable the rules, you can see the correlation events created by the rules in the
Compliance Scenario Correlation Events active channel. Right-click the active channel in the
Navigator panel and select Show Active Channel.
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Configuring General Filters

Configure the following general filters stored in the General group to reflect your
organization.

Event Limit

The Event Limit filter can be used to limit the events processed and reported by CIP for
PCI. For example, you might edit the filter to exclude events with a destination of a
particular port. This filter is included in the conditions of all of the CIP for PCI rules. Edit
this filter to change the events processed and reported by this solution.

Internal Source

The Internal Source filter identifies events coming from systems inside the network in your
organization. Review the filter conditions and modify as necessary for your environment.

Internal Destination

The Internal Destination filter identifies events targeting systems inside the network in
your organization. Review the filter conditions and modify as necessary for your
environment.

Configuring Active Lists

CIP for PCI contains active lists that retain specific data that is cross-referenced
dynamically during run-time by ArcSight resources that use conditions, such as filters,
rules, and reports.

This section provides information about the active lists that affect the entire CIP for PCI
solution. For information about the active lists that affect specific PCI DSS requirements,
see Chapter 3, Compliance Scenario Configuration, on page xxxiii.

Ignoring Assets and Network Zones

You can use the PCI DSS Ignore List active list to identify assets or network zones that are
irrelevant to the PCI DSS regulation and are ignored by CIP for PCI.

When adding entries to the active list:

m  An asset is identified by either its IP address, host name, or ESM resource ID. You
must use the ESM resource ID if the asset is known to the ArcSight Manager and has,
therefore, been assigned an ESM resource ID.

®  Host names must be entered in lowercase text.

m  ESM resource IDs, IP addresses, and zone names must be entered as is, in their
original case text.

m  Both the Asset ID and Asset Zone fields must be specified.

®  An asterisk (*) indicates all assets or all zones, as shown in the examples below.
Examples

To ignore an asset by IP address in a zone:

Asset ID = 10.0.0.0
Asset Zone = RFC1918: 10.0.0.0-10.255.255.255
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To ignore all assets in a zone:

Asset ID = *
Asset Zone = RFC1918: 10.0.0.0-10.255.255.255

To ignore an asset by host name in all zones:

Asset ID = myhostname
Asset Zone = *

To ignore an asset by ESM resource ID in a zone:

Asset ID = 4K5yF+EMBABCU--70AvXMzg==
Asset Zone = RFC1918: 10.0.0.0-10.255.255.255

Populating the Active Lists

You can populate the CIP for PCI active lists using any of the following processes:

®  Add entries to active lists, one-by-one, using the Active List editor in the ArcSight
Console. For detailed instructions, see “Configuring Active Lists Using ArcSight
Console” on page xxv. You can use this method to populate active lists with one, two,
or more columns.

®  Add entries in batch to active lists from a comma-separated value (CSV) file. For
detailed instructions see “Configuring Active Lists by Importing a CSV File” on
page xxvi. You can use this method to populate active lists with one, two, or more
columns.

For a complete list (with descriptions) of all active lists provided with CIP for PCI, see
“Active Lists” on page Ixvi.

Configuring Active Lists Using ArcSight Console

You can add entries to active lists, one-by-one, using the Active List editor of the ArcSight
Console.

1 In the Navigator panel, go to Lists and navigate to ArcSight Solutions/CIP.

2 Right-click the active list you want to populate and select Show Entries. The active
list details are displayed in the Viewer panel.

3 For each entry you want to add to the active list, repeat the following steps:

a To add an entry to the list, click the add icon (58) in the active list header.

b In the Active List Entry editor of the Inspect/Edit panel, enter values for each
column in the list except for the dynamic columns listed in the following table and
click Add.

Name Value

Creation Time This field is reserved for active lists that are populated
dynamically by rule actions. Leave this field blank.

Last Seen This field is reserved for active lists that are populated
Time dynamically by rule actions. Leave this field blank.
Count This field is reserved for active lists that are populated

dynamically by rule actions. Leave this field unchanged.
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Configuring Active Lists by Importing a CSV File

You can populate active lists in a single step by importing entries from an existing CSV file.
The number of columns in the active list must match the number of comma-separated
values in the CSV file. For example, if the active list has two columns of data, the imported
CSV file must have two comma-separated fields.

1 In the Active Lists resource tree of the ArcSight Console, right-click an active list and
choose Import CSV File.

A file browser displays.

2 Browse to find the CSV file you want to import, select it, and click Open. The Import
Preview dialog displays the data from the CSV file to be imported into the active list.

3 To add the entries from the selected file into the active list, click OK in the Import
Preview dialog. The new entries from the file are appended to the existing entries in
the active list.

4 To verify that your entries are imported as expected, right-click the active list you just
populated with the CSV file and select Show Entries.

This displays the newly-added data from the CSV file in the Viewer panel as active list
details.

By default, the active list displays 2000 entries at a time. To view
n entries outside this range, create an active list filter that specifies a

Tip different range (click Filter in the active list header).

Testing Filters

Most of the content in the CIP for PCI relies on event categorization fields to identify events
of interest. Although this method applies to most of the events and devices, for certain
scenarios, we recommend that you test key filters to verify that they actually capture the
required events. This section describes how to test filters.

I Perform the following procedure on a test system.

L ]
Caution

To ensure that a filter captures the relevant events:

1 Generate or identify the required events and verify that they are being processed by
ArcSight ESM by viewing them in an active channel or query viewer.

To generate relevant events and send them to ArcSight ESM, you can

either:
Note « Set up a connector to capture events from a target system and
perform the actions that would generate the required events on that
system.

= Import into ArcSight ESM an existing batch file that contains
relevant events.

Alternatively, you can identify that these types of events have already
been processed by ArcSight ESM and ensure that the start and end
time of the active channel or query viewer (as shown in Step 2) covers
the event time of these events.
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Navigate to the appropriate filter, right-click it, and then choose Create Channel
with Filter. If you see the events of interest in the newly created channel, the filter is
functioning properly.

If you do not see the events of interest:

a \Verify that the configuration of the active channel is suitable for the events in
question. For example, ensure that the event time is within the start and end time
of the channel.

b  Modify the filter condition to capture the events of interest. After applying the
change, repeat Step 2 to verify that the modified filter captures the required
events.

Enabling and Testing Trends

By default, the CIP for PCI solution trends are not enabled. Many reports, query viewers,
and dashboards require enabled trends to show data.

The following trends must be enabled for basic CIP for PCI functionality:

/All Trends/ArcSight Solutions/CIP/Regulations/PCI DSS/

PCI DSS Number of Assets

PCI DSS Maximal Asset Compliance Score

PCI DSS Maximal Asset Compliance Score: Requirement

PCI DSS Maximal Asset Non-Compliance Score

PCI DSS Maximal Asset Non-Compliance Score: Requirement
PCI DSS Compliance Score Sum

/All Trends/ArcSight Solutions/CIP/General/

Compliance Scenario Correlation Events

Additional trends must be enabled for PCI DSS requirements 1 and 8, as described in
Chapter 3, Compliance Scenario Configuration, on page xxxiii.

Note

By default, the trends listed above that begin with PCI Dss are scheduled to
run in the order shown. If you run the trends manually in a different order, for
example, during initial testing, the PCI DSS Compliance Status dashboard
might display a negative number of assets. To resolve this issue, re-run the
trends in the order shown above.

Until the trends above run, some dashboards and query viewers do not show
the maximum scores and compliance percentages.

Before enabling a trend, verify that the trend captures data relevant for your environment
as described in procedure below. In addition, before enabling a trend, you can also
customize the following values:

The Schedule Range Start date on the Schedule tab in the Inspect/Edit panel. By
default, the CIP for PCI trends collect data based on the installation time of the CIP for
PCI package on the ArcSight Manager. Before enabling the trend, ensure that the
Start field of the trend on the Schedule tab reflects the date from which you want to
start collecting events.

The Partition Retention Period (in days) attribute on the Attributes tab in
the Inspect/Edit panel. Specify the number of days you want to retain the partitions
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from this trend as active in the ArcSight database. You can increase the value of
attribute. This attribute is used in combination with the Partition Size attribute.

l Reducing the Partition Retention Period might prevent the
H resources from functioning properly.

Caution

For general information about trends, see the ArcSight Console User’s Guide.

To ensure that a trend captures the relevant events:

1 Generate or identify the required events and verify that they are being processed by
ArcSight ESM.

To generate relevant events and send them to ArcSight ESM, you can do
= one of the following:
Note * Set up a connector to capture events from a target system and
perform the actions that would generate the required events on that
system.

« Import into ArcSight ESM an existing batch file that contains relevant
events.

2 Navigate to the appropriate trend, right-click the trend, and then choose Test. If you
see the events of interest in the test panel, the ArcSight ESM is processing events that
can be captured by the trend. The test panel shows relevant events that can be
captured by the trend in the last hour, up to 25 rows.

If you do not see the events of interest, customize the queries invoked by the trend for
your environment.

Enabling Data Monitors

All of the CIP for PCI data monitors must be enabled to display data in the dashboards that
use them.

To enable the data monitors:
1 In the Navigator panel, go to Dashboards and click the Data Monitors tab.

2 Navigate to the /A1l Data Monitors/ArcSight Solutions/CIP group.

3 Right-click the cIP group and select Enable Data Monitor to enable all the data
monitors in the group.

Configuring Notifications

You can add a rule action to a CIP for PCI rule that sends notifications when the rule is
triggered. In addition, you can create notification destinations that receive the notifications
when the rules trigger. For more information including configuration information, see the
ArcSight Console User’s Guide. This configuration is optional.
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Creating Custom Compliance Scenarios

If you are familiar with creating ArcSight rules, and your organization has a compliance
issue that is not addressed by an existing scenario rule, you can create a custom scenario
rule to handle the issue. Create the rule and then map it to a control, as described below.

You can use an existing scenario rule as a model. Either examine the rule and
use it as a guideline, or copy the rule by dragging it to a new location and
modify it to meet your needs.

m

Tip

Before you begin:

Determine your rule’s impact type. The conditions and actions that you add to the rule
depend on the impact type. For more information, see “Scenario Impact Type” on
page Xxxi.

To create a scenario rule:
1 Create a new standard rule in the following group:

Rules/Shared/ArcSight Solutions/CIP/Compliance Scenarios

Put the rule in an appropriate domain group, such as Network Security or System
Hardening, based on what the rule does. If an appropriate group does not exist, you
can create a new group.

2  Give the rule a unique name that indicates what the rule detects.

This rule name will appear as the scenario name in active lists, reports, and
dashboards.

3 Add conditions for the rule to the Conditions tab, as required by your business logic.

You can use existing filters or create a new filter. Optionally, you can include a
MatchesFilter condition for the Event Limit filter.

If your rule has an impact type of Y/N, add a condition to check the latest scenario
state in the Scenario State active list for each control-asset pair. The rule triggers only
if the latest state (impact) is empty or different from the current state (current impact
of the rule). The Anti-Virus Status: Running or Disabled rule shown below
demonstrates one way to do this:

Inspect/Edit =
Rule:Anti-Virus Status: Runnin, .. |

Attributes Conditions IAggregah'cn' Acﬁonsl Local Variablesl Notes'
{} | & | 1= | @ Filiersl B recets

Edit I Summary |
[7¢ Event conditions
=0
= AND
=5 | e}
~./@ MatchesFilter("/all Filters arcSight Solutions/CIP Vulnerability Management/Anti-Virus Disabled™)
! MatchesFilter("/all Filters farcSight Solutions/CIP Vulnerability Management/Anti-Virus Events")
OR
@ getlastState.Scenario Is NULL
@ getlastState.State |= Impact
l MatchesFilter("/all Filters fArcSight Solutions,(CIP /General Event Limit

& Vulnerabilities | B Active Lists | :“.g Joins |

4  Create local variables for your rule on the Local Variables tab.
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All of the scenario rules in the Compliance Scenarios group provided by CIP for PCI use

the $AssetID, $AssetName, SAssetZone local variables. The rules that have the
Y/N impact type also use $Impact.

5 Add actions for the rule on the Actions tab.

The rule must generate a correlation event that includes the following fields:
& The asset identifier, as either Source, Destination, Agent or Device, depending on
your scenario logic. This field identifies where the issue occurred.

& The impact type, as either Y, N, or the $Impact local variable, which returns Y or

N.

If your rule has an impact type of Y or N, the action occurs On First Event and sets
deviceCustomString4 to Y or N, as shown below:

Inspect/Edit
{[#] Rule:Anti-Virus Detected |

| Attributes I Conditions I #\ggregationl Actions | Local Variables I Note5|

@l Add 4 Edit 3 Remove & Movelp ¥ Mowve Down tg Hide Empty Triggers

& On First Event [ Active ]
-7 Set Event Field Actions
i/ deviceEventCategory = Compliance Scenario
7 deviceCustomStringl = $AssetID
Y deviceCustomString2 = $Assethlame
i/ deviceCustomString3 = $AssetZone
Y deviceCustomStringd = ¥
&) On Subsequent Events
ery Eve

If your rule has an impact type of Y/N, the action occurs On Every Event, sets
deviceCustomString4 to the $Impact local variable, and updates the Scenario

State active list. The Anti-Virus Status: Running or Disabled rule shown below
demonstrates one way to do this:

Inspect,/Edit

Rule:Anti-Virus Status: Runnin... |

| Attributes I Conditions I Aggregatior1| Actions | Local Variables I Nobesl
@l Add #* Edit 3 Remove

. Mowve Up ™ Mowve Down tg Hide Empty Triggers

Iél On First Event

&l On Subsequent Events

|4 On Every Event [ Active ]
=77 Set Event Field Actions

i i dewviceEventCategory = Compliance Scenario
i deviceCustomStringl = $AssetID

i deviceCustomString2 = $Assethame

i/ deviceCustomString3 = $AssetZone

i iV dewiceCustomStringd = $Impact

=+ Add To Active List

6 Test the rule and, when you are satisfied with the results, save the rule.

7 Deploy the rule to the Real-time Rules group.
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2 Installation and General Configuration

To map the scenario rule to a PCI DSS control:
1 Add a new entry to the Scenario Controls active list located in:

Active Lists/Shared/All Active Lists/ArcSight
Solutions/CIP/General/

2  Provide values for the following fields:

L 4
L 4

L 4

Scenario - The scenario rule name from Step 2 on page xxix.

Regulation - The regulation that the scenario rule pertains to, for example, PCI
DSS.

Control ID - The control that the scenario rule addresses, for example, a PCI
sub-requirement number.

Score - If your rule has an impact type of Y or Y/N and can determine full
compliance, specify 1.0. However, if your requirement is complex, for example, it
contains multiple conditions, and the rule can determine only partial compliance,
specify a score between 0 and 1.

If your rule has an impact type of N, specify 0.0.

Scenario Type - The impact type of Y, N, or Y/N.

3 Click Add to add the entry to the active list.

If you created a scenario rule to address a control that does not exist in the Controls active
list, add the information about the new control to both the PCI DSS Requirements and
Controls active lists for documentation and reporting purposes.

Scenario Impact Type

When a scenario rule triggers, it creates a correlation event that includes an /impact type,
as described below:

Y/N

The scenario determines compliance, but cannot determine non-compliance.
For example, if the control states "Anti-Virus must be enabled...", a Y scenario
can make sure this is true, but cannot determine that it is false.

The scenario determines non-compliance, but cannot determine compliance.
For example, if a control states "Anti-Virus must be enabled...”, an N scenario
can make sure this is false (anti-virus is not enabled), but cannot determine
that it is true.

The scenario determines compliance and non-compliance. For example, if the
control states "Anti-Virus must be enabled...”, a Y/N scenario can check
whether it is enabled or not.

CIP for PCI uses the impact type in conjunction with the following active lists to determine
the compliance score for each control-asset pair:
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2 Installation and General Configuration

m  The Scenario Controls active list maps each scenario to a control and an initial score,
typically 1 or 0 depending on the rule’s impact type, as shown below:
Scenario 4, Regulation Control Score Scenario Type
Anonymous User Activity PCIDSS 8.1.1 0.0 M
Anti-Virus Detected PCI DSS 5.1 1.0 ¥
Anti-Wirus Status: Runnin... [PCIDSS 5.3 0.5 M
Anti-Virus Status: Update... |PCI DSS 5.2 0.6 M
Broken Authentication an... |PCIDSS 6.5.10 0.0 M
Buffer Cverflows PCI DSS 6.5.2 0.0 M
Cardholder Data inDMZ ~ |PCIDSS 137 0.0 M
Cross-5ite Request Forgery [PCIDSS 6.5.9 0.0 N
Cross-5ite Scripting PCIDSS 6.5.7 0.0 N
Note that a few scenarios have an initial score between 1 and 0, for example, 0.6,
typically because the control contains multiple conditions and CIP for PCI can only
determine partial compliance.
This active list is pre-populated when CIP for PCI is installed and does not change
unless you manually add a custom scenario to it.
m  The Compliance Score active list maintains a dynamic compliance score for each
control-asset pair by using the following process:
If a scenario has an impact type of N, a value of -1 is put into the Compliance Score
active list for the control-asset pair. Otherwise, the initial score from the Scenario
Controls active list is put into the Compliance Score active list.
Regulation § |Control | AssetID Asset Mame Asset Zone Score
PCIDSS 5.1 10.0.111, 147|RFC1918: 10.0.0,0-10.255.25... [10.0.111.147 RFC1918: 10.0.0.0-10.25...[1.0
PCIDSS 10.3.4  |4sZCLaDEBABCI9yj5YSnHQw==|RFC1918: 10.../epodb.hkfinandal.cn RFC1518: 10.0.0,0-10.25...|1.0
PCIDSS 10.3.3  |4sZCLaDEBABCI9yi5YSnHQW==|RFC1913: 10...|epodb.hkfinandal.cn RFC1518: 10.0.0.0-10.25...|1.0
PCIDSS 511  |4pplAujEBABCUCfUZWIG4lg==|RFC1918: 10...|n111-h064.qa.arcsight.com RFC1918: 10.0.0.0-10.25... (1.0
PCIDSS 10,31  |4sZCLaDEBABCI9yj5YSnHQw==|RFC1918: 10.../epodb.hkfinandal.cn RFC1518: 10.0.0,0-10,25.../1.0
PCIDSS 511  |10.0.111.3|RFC1918: 10.0.0.0-10.255.255,255/10.0.111.3 RFC1518: 10.0.0.0-10.25...|1.0
PCIDSS 10.27  |10.0.111.166|RFC1918: 10.0.0.0-10.255.25... [10.0.111.166 RFC1918: 10.0.0.0-10.25...|1.0
CIP for PCI uses the scores in the Compliance Score active list to calculate the scores
displayed in the CIP for PCI reports and dashboards.
m  The Scenario State active list stores the latest state (either Y or N) of scenarios that

have an impact of Y/N, for each asset.
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Chapter 3
Compliance Scenario Configuration

This chapter describes the compliance scenario rules and configuration, organized by PCI
requirement, and contains the followings topics:

“Requirement 1: Firewall Configuration” on page xxxiv
“Requirement 2: Default Security Parameters” on page Xxxvii
“Requirement 3: Protecting Stored Data” on page xxXix
“Requirement 4: Encrypted Transmissions” on page xI
“Requirement 5: AntiVirus” on page xlii

“Requirement 6: System Applications” on page xliv
“Requirement 7: Business Need-to-Know” on page xIvi
“Requirement 8: Unique User ID” on page xlvii

“Requirement 9: Physical Access” on page xlix

“Requirement 10: Tracking and Monitoring Data Access” on page |
“Requirement 11: Testing Systems and Processes” on page lii

“Requirement 12: Maintaining an Information Security Policy” on page liv

Excerpts from the PCI DSS and related control statements are provided courtesy of PCI Security
Standards Council, LLC and/or its licensors. © 2014 PCI Security Standards Council, LLC. All Rights
Reserved.
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3 Compliance Scenario Configuration

Requirement 1: Firewall Configuration

The PCI DSS 3.0 provides the following definition for this requirement.

Requirement 1: Install and maintain a firewall configuration to protect
cardholder data

Firewalls are devices that control computer traffic allowed between an entity’s

networks (internal) and untrusted networks (external), as well as traffic into and out of
more sensitive areas within an entity’s internal trusted networks. The cardholder data
environment is an example of a more sensitive area within an entity’s trusted network.

A firewall examines all network traffic and blocks those transmissions that do not meet
the specified security criteria.

All systems must be protected from unauthorized access from untrusted networks,
whether entering the system via the Internet as e-commerce, employee Internet
access through desktop browsers, employee e-mail access, dedicated connections
such as business-to-business connections, via wireless networks, or via other sources.
Often, seemingly insignificant paths to and from untrusted networks can provide
unprotected pathways into key systems. Firewalls are a key protection mechanism for
any computer network.

Other system components may provide firewall functionality, as long as they meet the
minimum requirements for firewalls as defined in Requirement 1. Where other system
components are used within the cardholder data environment to provide firewall
functionality, these devices must be included within the scope and assessment of
Requirement 1.

Compliance Scenarios

CIP for PCI provides the following compliance scenario rules to determine compliance with
Requirement 1:

Table 3-1 Requirement 1 Scenario Rules
. . PCI DSS . Lo
Compliance Scenario Rule g PCI DSS Requirement Description
Requirement

Successful Disallowed Ports 1.2.1 Restrict inbound and outbound traffic to that

Access in Cardholder Data which is necessary for the cardholder data

Environment environment.

Successful Disallowed Ports 1.2.3 Install perimeter firewalls between any wireless

Access from Wireless into networks and the cardholder data environment,

Cardholder Data and configure these firewalls to deny or control

Environment (if such traffic is necessary for business
purposes) any traffic from the wireless
environment into the cardholder data
environment.

Implement a DMZ 1.3.1 Implement a DMZ to limit inbound traffic to only
system components that provide authorized
publicly accessible services, protocols, and ports.

Successful Traffic from 1.3.2 Limit inbound Internet traffic to IP addresses

Internet into non-DMZ within the DMZ.

Destination

Direct Connections between 1.3.3 Do not allow any direct connections inbound or

Internet and Cardholder Data outbound for traffic between the Internet and the

Environment cardholder data environment.
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Requirement 1: Firewall Configuration

Table 3-1 Requirement 1 Scenario Rules

PCI DSS

Requirement PCI DSS Requirement Description

Compliance Scenario Rule

Internal IP access from 1.3.4 Do not allow internal addresses to pass from the
Internet into DMZ Internet into the DMZ.

Successful Unauthorized 1.3.5 Do not allow unauthorized outbound traffic from
Traffic from Cardholder Data the cardholder data environment to the Internet.

Environment to Internet

Cardholder Data in DMZ 1.3.7 Place system components that store cardholder
data (such as a database) in an internal network
zone, segregated from the DMZ and other
untrusted networks.

Private IP Protected From 1.3.8 Do not disclose private IP addresses and routing
Disclosure information to unauthorized parties.

Note: Methods to obscure IP addressing may
include, but are not limited to:

« Network Address Translation (NAT).

e Placing servers containing cardholder data
behind proxy servers/firewalls.

= Removal or filtering of route advertisements
for private networks that employ registered
addressing.

e Internal use of RFC1918 address space
instead of registered addresses.

Personal Firewall 1.4 Install personal firewall software on any mobile
and/or employee-owned computers with direct
connectivity to the Internet (for example, laptops
used by employees), which are used to access
the organization’s network.

Configuration

Categories

Categorize the following assets and zone, as described in “Categorizing Assets and Zones”
on page Xxi.

m  For requirement 1.2.1, 1.2.3, 1.3.3, 1.3.5, and 1.3.7:
Categorize all servers and networks that store sensitive cardholder information in the
following category:

All Asset Categories/ArcSight Solutions/Compliance Insight
Package/Regulations/PCI/Cardholder Data

m  For requirement 1.2.3:
Categorize all assets or zones that belong to wireless networks in one of the following
categories:

All Asset Categories/ArcSight Solutions/Compliance Insight
Package/Address Spaces/Wireless
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3 Compliance Scenario Configuration

For requirement 1.3.2 and 1.3.7:
Categorize all network components that are part of the DMZ in the following category:

All Asset Categories/ArcSight Solutions/Compliance Insight
Package/Address Spaces/DMZ

When you add a new asset to the Cardholder Data category, HP highly
recommends that you specify its MAC address. The Cardholder Data in
DMZ rule (for requirement 1.3.7) detects when an asset from the
cardholder data environment is moved to a DMZ segment only if the
asset’s MAC address was specified.

MNote

For requirement 1.3.2, 1.3.3, and 1.3.5:
Categorize all assets or zones that have IP addresses that do not belong to Private
Address Space Zones, but are considered internal, in the following category:

All Asset Categories/ArcSight Solutions/Compliance Insight
Package/Address Spaces/Protected

For requirement 1.3.4:
Categorize perimeter firewalls that connect the Internet with the DMZ in the following
category:

All Asset Categories/ArcSight Solutions/Compliance Insight
Package/Infrastructure/Perimeter Firewalls

= Do not categorize firewalls that are connected to segments other than
= the DMZ and the Internet in this category.

MNote

Active List
Populate the following active list, as described in “Configuring Active Lists” on page xxiv.

m  For requirement 1.2.1, 1.2.3, and 1.3.5:
Populate the Cardholder Data Environment Allowed Ports active list with ports that
allow inbound and outbound traffic. For example, Port=80, Direction=inbound; and
Port=24, Direction=outbound. All entries must be in lowercase.

Trend

m  For requirement 1.3.1:
Enable the DMZ Assets and DMZ Zones trends.

Rules

m  Enable the scenario rules in Table 3-1 on page xxxiv. The rules are located in the

following group:

ArcSight Solutions/CIP/Compliance Scenarios/Network Security

For instructions on enabling rules, see “Deploying and Enabling Rules” on page xxii.
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Requirement 2: Default Security Parameters

Requirement 2: Default Security Parameters

The PCI DSS 3.0 provides the following definition for this requirement.

Requirement 2: Do not use vendor-supplied defaults for system passwords
and other security parameters

Malicious individuals (external and internal to an entity) often use vendor default
passwords and other vendor default settings to compromise systems. These
passwords and settings are well known by hacker communities and are easily
determined via public information.

Compliance Scenarios

CIP for PCI provides the following compliance scenario rules to determine compliance with
Requirement 2:

Table 3-2 Requirement 2 Scenario Rules

PCI1 DSS

Compliance Scenario g
Requirement

PCI DSS Requirement Description

Default Vendor Account Used 2.1 Always change vendor-supplied defaults and
Successfully remove or disable unnecessary default accounts
before installing a system on the network. This
applies to ALL default passwords, including but
not limited to those used by operating systems,
software that provides security services,
application and system accounts, point-of-sale
(POS) terminals, Simple Network Management
Protocol (SNMP) community strings, etc.).

Multiple Functions 2.2.1 Implement only one primary function per server
Implemented on a Server to prevent functions that require different
security levels from co-existing on the same
server. (For example, web servers, database
servers, and DNS should be implemented on
separate servers.) Note: Where virtualization
technologies are in use, implement only one
primary function per virtual system component.

Insecure Services, Protocols 2.2.3 Implement additional security features for any
or Daemons Detected required services, protocols, or daemons that are
considered to be insecure—for example, use
secured technologies such as SSH, S-FTP, SSL, or
IPSec VPN to protect insecure services such as
NetBIOS, file-sharing, Telnet, FTP, and so on.

Misconfigurations 2.2.4 Configure system security parameters to prevent
misuse.

Unnecessary Functionality 2.25 Remove all unnecessary functionality, such as

Detected scripts, drivers, features, subsystems, file

systems, and unnecessary web servers.

Unencrypted Non-Console 2.3 Encrypt all non-console administrative access
Administrative Access using strong cryptography. Use technologies such
Detected as SSH, VPN, or SSL/TLS for web-based

management and other non-console
administrative access.
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3 Compliance Scenario Configuration

Configuration

Categories

Categorize the following assets, as described in “Categorizing Assets and Zones” on
page xxi.

For requirement 2.2.1 and 2.2.5:
Categorize database assets in the following category:

All Asset Categories/ArcSight Solutions/Compliance Insight
Package/Application/Type/Database

Categorize web server assets in the following category:

All Asset Categories/ArcSight Solutions/Compliance Insight
Package/Application/Type/Web Server

Categorize Domain Name Server (DNS) assets in the following category:

All Asset Categories/ArcSight Solutions/Compliance Insight
Package/Application/Type/Domain Name Server

Active Lists
Populate the following active lists, as described in “Configuring Active Lists” on page xxiv.

m  For requirement 2.1:
Add vendor user accounts that are not secure and should not be used to the Default
Vendor Accounts active list. All the entries in this list must be in lowercase.

m  For requirement 2.2.1:
Update the following active lists with additional data to improve the rule efficiency:
¢ Database Ports
¢ Database Processes (all entries in this list must be in lowercase)
¢ Domain Name Server Ports
¢ Domain Name Server Processes (all entries in this list must be in lowercase)
& Web Server Ports
& Web Server Processes (all entries in this list must be in lowercase)

m  For requirement 2.2.3:
Review the Insecure Ports active list. Remove any justified ports from the active list to
eliminate false positives. Add insecure ports for additional protection.

m  For requirement 2.2.5 and 2.3:
Populate the Administrative Accounts active list with the administrative accounts in
your organization. All the entries in this list must be in lowercase.

Rules

m  Enable the scenario rules in Table 3-2 on page xxxvii. The rules are located in the

following groups:

ArcSight Solutions/CIP/Compliance Scenarios/System Hardening

ArcSight Solutions/CIP/Compliance Scenarios/Vulnerability
Management /

For instructions on enabling rules, see “Deploying and Enabling Rules” on page xxii.
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Requirement 3: Protecting Stored Data

Requirement 3: Protecting Stored Data

The PCI DSS 3.0 provides the following definition for this requirement.

Requirement 3: Protect stored cardholder data

Protection methods such as encryption, truncation, masking, and hashing are critical
components of cardholder data protection. If an intruder circumvents other security
controls and gains access to encrypted data, without the proper cryptographic keys,
the data is unreadable and unusable to that person. Other effective methods of
protecting stored data should also be considered as potential risk mitigation
opportunities. For example, methods for minimizing risk include not storing cardholder
data unless absolutely necessary, truncating cardholder data if full PAN is not needed,
and not sending unprotected PANs using end-user messaging technologies, such as e-
mail and instant messaging.

Compliance Scenarios

CIP for PCI provides the following compliance scenario rules to determine compliance with
Requirement 3:

Table 3-3 Requirement 3 Scenario Rules

Compliance Scenario

PCI DSS

Requirement PCI1 DSS Requirement Description

Primary Account Numbers 3.3 Mask PAN when displayed (the first six and last
Detected in Clear Text four digits are the maximum number of digits to

be displayed), such that only personnel with a
legitimate business need can see the full PAN.
Note: This requirement does not supersede
stricter requirements in place for displays of
cardholder data—for example, legal or payment
card brand requirements for point-of-sale (POS)
receipts.

Configuration

Add custom network intrusion detection system (NIDS) signatures to the Primary
Account Numbers Detected in Clear Text filter.

Enable the scenario rule in Table 3-3 on page xxxix. The rule is located in the following
group:

ArcSight Solutions/CIP/Compliance Scenarios/Privacy Protection

For instructions on enabling rules, see “Deploying and Enabling Rules” on page xxii.
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3 Compliance Scenario Configuration

Requirement 4: Encrypted Transmissions

The PCI DSS 3.0 provides the following definition for this requirement.

Requirement 4: Encrypt transmission of cardholder data across open, public

networks

Sensitive information must be encrypted during transmission over networks that are
easily accessed by malicious individuals. Misconfigured wireless networks and
vulnerabilities in legacy encryption and authentication protocols continue to be targets
of malicious individuals who exploit these vulnerabilities to gain privileged access to
cardholder data environments.

Compliance Scenarios

CIP for PCI provides the following compliance scenario rules to determine compliance with

Requirement 4:

Table 3-4 Requirement 4 Scenario Rules

Compliance Scenario

PCI DSS
Requirement

PCI DSS Requirement Description

Insecure Transmission of
Cardholder Data Over Public
Networks

Wireless Encryption Violation
in Cardholder Data
Environment Detected

4.1

4.1.1

Use strong cryptography and security protocols
(for example, SSL/TLS, IPSEC, SSH, etc.) to
safeguard sensitive cardholder data during
transmission over open, public networks,
including the following:

« Only trusted keys and certificates are
accepted.

e The protocol in use only supports secure
versions or configurations.

= The encryption strength is appropriate for the
encryption methodology in use. Examples of
open, public networks include but are not
limited to:

The Internet

Wireless technologies, including 802.11 and
Bluetooth

Cellular technologies, for example, Global
System for Mobile communications (GSM),
Code division multiple access (CDMA)

General Packet Radio Service (GPRS).

Satellite communications.

Ensure wireless networks transmitting cardholder
data or connected to the cardholder data
environment, use industry best practices (for
example, IEEE 802.11i) to implement strong
encryption for authentication and transmission.
Note: The use of WEP as a security control is
prohibited.
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Requirement 4: Encrypted Transmissions

Configuration

m  For requirement 4.1:
Add custom network intrusion detection system (NIDS) signatures to the Primary

Account Numbers Detected in Clear Text filter.

m  Enable the scenario rules in Table 3-4 on page xl. The rules are located in the following
group:
ArcSight Solutions/CIP/Compliance Scenarios/Cryptography

For instructions on enabling rules, see “Deploying and Enabling Rules” on page xxii.
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3 Compliance Scenario Configuration

Requirement 5: AntiVirus

The PCI DSS 3.0 provides the following definition for this requirement.

Requirement 5: Protect all systems against malware and regularly update
anti-virus software or programs

Malicious software, commonly referred to as “malware”—including viruses, worms,
and Trojans—enters the network during many business-approved activities including
employee e-mail and use of the Internet, mobile computers, and storage devices,
resulting in the exploitation of system vulnerabilities. Anti-virus software must be used
on all systems commonly affected by malware to protect systems from current and
evolving malicious software threats. Additional anti-malware solutions may be
considered as a supplement to the anti-virus software; however, such additional
solutions do not replace the need for anti-virus software to be in place.

Compliance Scenarios

CIP for PCI provides the following compliance scenario rules to determine compliance with

Requirement 5:

Table 3-5 Requirement 5 Scenario Rules

PCI DSS

Compliance Scenario .
Requirement

PCI DSS Requirement Description

Anti-Virus Detected 5.1

Deploy anti-virus software on all systems
commonly affected by malicious software
(particularly personal computers and servers).

Malware or Spyware 51.1

Detected

Anti-Virus Status: Updatesor | 5.2
Scans

Ensure that anti-virus programs are capable of
detecting, removing, and protecting against all
known types of malicious software.

Ensure that all anti-virus mechanisms are
maintained as follows:

 Are kept current,

= Perform periodic scans

* Generate audit logs which are retained per
PCI DSS Requirement 10.7.

Anti-Virus Status: Runningor | 5.3
Disabled

Ensure that anti-virus mechanisms are actively
running and cannot be disabled or altered by
users, unless specifically authorized by
management on a case-by-case basis for a
limited time period. Note: Anti-virus solutions
may be temporarily disabled only if there is
legitimate technical need, as authorized by
management on a case-by-case basis. If anti-
virus protection needs to be disabled for a
specific purpose, it must be formally authorized.
Additional security measures may also need to
be implemented for the period of time during
which anti-virus protection is not active.
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Requirement 5: AntiVirus

Configuration

m  Enable the scenario rules in Table 3-5 on page xlii. The rules are located in the
following group:

ArcSight Solutions/CIP/Compliance Scenarios/Vulnerability
Management

For instructions on enabling rules, see “Deploying and Enabling Rules” on page xxii.
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Table 3-6

Requirement 6: System Applications

The PCI DSS 3.0 provides the following definition for this requirement.

Requirement 6: Develop and maintain secure systems and applications

Unscrupulous individuals use security vulnerabilities to gain privileged access to
systems. Many of these vulnerabilities are fixed by vendor-provided security patches,
which must be installed by the entities that manage the systems. All systems must
have all appropriate software patches to protect against the exploitation and
compromise of cardholder data by malicious individuals and malicious software.

Compliance Scenarios

CIP for PCI provides the following compliance scenario rules to determine compliance with

Requirement 6:

Requirement 6 Scenario Rules

Compliance Scenario

PCI DSS
Requirement

PCI DSS Requirement Description

Security Patch Missing 6.2 Ensure that all system components and software
are protected from known vulnerabilities by
installing applicable vendor-supplied security
patches. Install critical security patches within
one month of release. Note: Critical security
patches should be identified according to the risk
ranking process defined in Requirement 6.1.

Custom Account Detected 6.3.1 Remove development, test and/or custom
application accounts, user IDs, and passwords
before applications become active or are released
to customers.

Test Account in Production 6.4.2 Separation of duties between development/test

Environment and production environments.

Primary Account Numbers 6.4.3 Production data (live PANs) are not used for

Detected in Testing or testing or development.

Development Environment

Injection Flaws 6.5.1 Injection flaws, particularly SQL injection. Also
consider OS Command Injection, LDAP and XPath
injection flaws as well as other injection flaws.

Buffer Overflows 6.5.2 Buffer overflows

Insecure Cryptography 6.5.3 Insecure cryptographic storage

Insecure Communications 6.5.4 Insecure communications

Improper Error Handling 6.5.5 Improper error handling

High Risk Vulnerability 6.5.6 All “high risk” vulnerabilities identified in the

Detected vulnerability identification process (as defined in
PCI DSS Requirement 6.1).

Cross-Site Scripting 6.5.7 Cross-site scripting (XSS)

Improper Access Control 6.5.8 Improper access control (such as insecure direct

object references, failure to restrict URL access,
directory traversal, and failure to restrict user
access to functions).
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Requirement 6: System Applications

Table 3-6

Requirement 6 Scenario Rules

Compliance Scenario

PCI DSS

Requirement PCI DSS Requirement Description

Cross-Site Request Forgery 6.5.9 Cross-site request forgery (CSRF)
Broken Authentication and 6.5.10 Broken authentication and session management.
Session Management Note: Requirement 6.5.10 is a best practice until

June 30, 2015, after which it becomes a
requirement.

Configuration

For requirement 6.4.2:
Categorize assets or network zones that belong to the production environment in the
following category:

All Asset Categories/ArcSight Solutions/Compliance Insight
Package/Environments/Production

For requirement 6.3.1 and 6.4.2:

Populate the Test and Custom Accounts active list with additional custom accounts
that should be disabled in a production environment. All the entries in this list must be
in lowercase.

Enable the scenario rules in Table 3-6 on page xliv. The rules are located in the
following groups:

ArcSight Solutions/CIP/Compliance Scenarios/Access Control
ArcSight Solutions/CIP/Compliance Scenarios/Cryptography
ArcSight Solutions/CIP/Compliance Scenarios/Privacy Protection
ArcSight Solutions/CIP/Compliance Scenarios/System Hardening

ArcSight Solutions/CIP/Compliance Scenarios/Vulnerability
Management

For instructions on enabling rules, see “Deploying and Enabling Rules” on page xxii.
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Requirement 7: Business Need-to-Know

The PCI DSS 3.0 provides the following definition for this requirement.

Requirement 7: Restrict access to cardholder data by business need to
know

To ensure critical data can only be accessed by authorized personnel, systems and
processes must be in place to limit access based on need to know and according to job
responsibilities.

“Need to know” is when access rights are granted to only the least amount of data and
privileges needed to perform a job.

Compliance Scenarios

CIP for PCI provides the following compliance scenario rules to determine compliance with

Requirement 7:

Table 3-7 Requirement 7 Scenario Rules

Compliance Scenario

PCI1 DSS

Requirement PCI DSS Requirement Description

Unauthorized Access to 7.1 Limit access to system components and
Cardholder Data cardholder data to only those individuals whose

job requires such access.

Configuration

Populate the Users Authorized to Access Cardholder Data active list with the
usernames of users who are authorized to access the cardholder data environment. All
the entries in this list must be in lowercase.

Enable the scenario rule in Table 3-7 on page xlvi. The rule is located in the following
group:

ArcSight Solutions/CIP/Compliance Scenarios/Access Control

For instructions on enabling rules, see “Deploying and Enabling Rules” on page xxii.
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Requirement 8: Unique User ID

Requirement 8: Unique User ID

The PCI DSS 3.0 provides the following definition for this requirement.

Requirement 8: ldentify and authenticate access to system components

Assigning a unique identification (ID) to each person with access ensures that each
individual is uniquely accountable for their actions. When such accountability is in
place, actions taken on critical data and systems are performed by, and can be traced
to, known and authorized users and processes.

The effectiveness of a password is largely determined by the design and
implementation of the authentication system—particularly, how frequently password
attempts can be made by an attacker, and the security methods to protect user
passwords at the point of entry, during transmission, and while in storage.

Compliance Scenarios

CIP for PCI provides the following compliance scenario rules to determine compliance with
Requirement 8:

Table 3-8 Requirement 8 Scenario Rules

PCI DSS

Compliance Scenario .
Requirement

PCI DSS Requirement Description

Anonymous User Activity 8.1.1 Assign all users a unique ID before allowing them
to access system components or cardholder data.

Terminated User Activity 8.1.3 Immediately revoke access for any terminated
users.

Inactive User Account 8.1.4 Remove/disable inactive user accounts at least

Activity every 90 days.

Account Lockouts 8.1.6 Limit repeated access attempts by locking out

the user ID after not more than six attempts.

Lockout Duration 8.1.7 Set the lockout duration to a minimum of 30
minutes or until an administrator enables the
user ID.

Clear Text Password 8.2.1 Using strong cryptography, render all

Transmission authentication credentials (such as

passwords/phrases) unreadable during
transmission and storage on all system

components.
Password Management: 8.2.4 Change user passwords/passphrases at least
Successful Changes or every 90 days.

Expirations
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3 Compliance Scenario Configuration

Table 3-8 Requirement 8 Scenario Rules

Compliance Scenario

PCI DSS

Requirement PCI DSS Requirement Description

Unauthorized Direct 8.7 All access to any database containing cardholder
Cardholder Database Access data (including access by applications,

administrators, and all other users) is restricted
as follows:

e All user access to, user queries of, and user
actions on databases are through
programmatic methods.

< Only database administrators have the ability
to directly access or query databases.

« Application IDs for database applications can
only be used by the applications (and not by
individual users or other non-application
processes).

Configuration

Active Lists

For requirement 8.1.1:
Populate the Anonymous Accounts active list with usernames that cannot be linked to
an individual user. All the entries in this list must be in lowercase.

m  For requirement 8.1.3:
Populate the Terminated Users active list with the user accounts of former employees.
User accounts in this active list are retained indefinitely. All the entries in this list must
be in lowercase.

m  For requirement 8.1.4:
Change the default time-to-live (TTL) value of 90 days for the Active Accounts active
list to comply with your organization’s policy if necessary.
Populate the Inactive Accounts active list with additional user accounts that are known
to be inactive. This active list is populated automatically, but you can also add entries
manually. All the entries in this list must be in lowercase.

m  For requirement 8.7:
Populate the Database Administrators active list with the usernames of the database
administrators in the organization. All the entries in this list must be in lowercase.

Trend

m  For requirement 8.2.4:
Enable the Password Expired trend.

Rules

m  For requirement 8.1.7:
Change the account lockout duration to comply with your organization’s policy, if
necessary, by editing the Lockout Duration scenario rule and changing the Impact
local variable.

m  Enable the scenario rules in Table 3-8 on page xlvii. The rules are located in the

following groups:

ArcSight Solutions/CIP/Compliance Scenarios/Access Control
ArcSight Solutions/CIP/Compliance Scenarios/Privacy Protection

For instructions on enabling rules, see “Deploying and Enabling Rules” on page xxii.
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Requirement 9: Physical Access

Requirement 9: Physical Access

The PCI DSS 3.0 provides the following definition for this requirement.

Requirement 9: Restrict physical access to cardholder data

Any physical access to data or systems that house cardholder data provides the
opportunity for individuals to access devices or data and to remove systems or
hardcopies, and should be appropriately restricted. For the purposes of Requirement
9, “onsite personnel” refers to full-time and part-time employees, temporary
employees, contractors and consultants who are physically present on the entity’s
premises. A “visitor” refers to a vendor, guest of any onsite personnel, service workers,
or anyone who needs to enter the facility for a short duration, usually not more than
one day. “Media” refers to all paper and electronic media containing cardholder data.

Compliance Scenarios

CIP for PCI provides the following compliance scenario rules to determine compliance with
Requirement 9:

Table 39 Requirement 9 Scenario Rules

PCI DSS

Requirement PCI DSS Requirement Description

Compliance Scenario

Failed Physical Access 9.1 Use appropriate facility entry controls to limit
Attempt and monitor physical access to systems in the
cardholder data environment.

Physical Access Events 9.1.1 Use video cameras and/or access control
mechanisms to monitor individual physical
access to sensitive areas. Review collected data
and correlate with other entries. Store for at
least three months, unless otherwise restricted
by law. Note: “Sensitive areas” refers to any data
center, server room or any area that houses
systems that store, process, or transmit
cardholder data. This excludes public-facing
areas where only point-of-sale terminals are
present, such as the cashier areas in a retail

store.
Configuration
Enable the scenario rules in Table 3-9 on page xlix. The rules are located in the following
group:

ArcSight Solutions/CIP/Compliance Scenarios/Physical Security

For instructions on enabling rules, see “Deploying and Enabling Rules” on page xxii.
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3 Compliance Scenario Configuration

Requirement 10: Tracking and Monitoring Data

Access

The PCI DSS 3.0 provides the following definition for this requirement.

Requirement 10: Track and monitor all access to network resources and
cardholder data

Logging mechanisms and the ability to track user activities are critical in preventing,
detecting, or minimizing the impact of a data compromise. The presence of logs in all
environments allows thorough tracking, alerting, and analysis when something does
go wrong. Determining the cause of a compromise is very difficult, if not impossible,
without system activity logs.

Compliance Scenarios

CIP for PCI provides the following compliance scenario rules to determine compliance with

Requirement 10:

Table 3-10

Requirement 10 Scenario Rules

Compliance Scenario

PCI DSS
Requirement

PCI DSS Requirement Description

Accesses to Cardholder Data 10.2.1 Implement automated audit trails for all system

Environment by Identified components to reconstruct the following events:

Users all individual user accesses to cardholder data.

Failed Logical Access 10.2.4 Implement automated audit trails for all system

Attempts components to reconstruct the following events:
invalid logical access attempts.

Audit Log Cleared 10.2.6 Implement automated audit trails for all system
components to reconstruct the following events:
initialization, stopping, or pausing of the audit
logs.

Creation and Deletion of 10.2.7 Implement automated audit trails for all system

Objects components to reconstruct the following events:
creation and deletion of system-level objects.

Identified User Account in 10.3.1 Record at least the following audit trail entries for

Event all system components for each event: user
identification.

Event Time: Empty or Non- 10.3.3 Record at least the following audit trail entries for

empty all system components for each event: date and
time.

Success or Failure Indication 10.3.4 Record at least the following audit trail entries for

in Event all system components for each event: success
or failure indication.

Non-empty Origination of 10.3.5 Record at least the following audit trail entries for

Event all system components for each event:
origination of event.

Time Consistency Issues 10.4.1 Critical systems have the correct and consistent

time.
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Requirement 10: Tracking and Monitoring Data Access

Table 3-10 Requirement 10 Scenario Rules

PCI DSS

Requirement PCI DSS Requirement Description

Compliance Scenario

Events from External-Facing 10.5.4 Write logs for external-facing technologies onto a
Technologies secure, centralized, internal log server or media
device.
Configuration
Enable the scenario rules in Table 3-10 on page |. The rules are located in the following
groups:

ArcSight Solutions/CIP/Compliance Scenarios/Access Control
ArcSight Solutions/CIP/Compliance Scenarios/Monitoring

For instructions on enabling rules, see “Deploying and Enabling Rules” on page xxii.
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3 Compliance Scenario Configuration

Requirement 11: Testing Systems and Processes

The PCI DSS 3.0 provides the following definition for this requirement.

Requirement 11: Regularly test security systems and processes

Vulnerabilities are being discovered continually by malicious individuals and
researchers, and being introduced by new software. System components, processes,
and custom software should be tested frequently to ensure security controls continue
to reflect a changing environment.

Compliance Scenarios

CIP for PCI provides the following compliance scenario rules to determine compliance with
Requirement 11:

Table 3-11  Requirement 11 Scenario Rules

PCI1 DSS

Requirement PCI DSS Requirement Description

Compliance Scenario

Unauthorized Access Point 11.1 Implement processes to test for the presence of

Detected wireless access points (802.11), and detect and
identify all authorized and unauthorized wireless
access points on a quarterly basis. Note:
Methods that may be used in the process include
but are not limited to wireless network scans,
physical/logical inspections of system
components and infrastructure, network access
control (NAC), or wireless IDS/IPS. Whichever
methods are used, they must be sufficient to
detect and identify both authorized and
unauthorized devices.

Network IDS Detected 11.4 Use intrusion-detection and/or intrusion-
prevention techniques to detect and/or prevent
intrusions into the network. Monitor all traffic at
the perimeter of the cardholder data
environment as well as at critical points in the
cardholder data environment, and alert
personnel to suspected compromises.

Keep all intrusion-detection and prevention
engines, baselines, and signatures up to date.

File Integrity Tool Detected 11.5 Deploy a change-detection mechanism (for
example, file-integrity monitoring tools) to alert
personnel to unauthorized modification of critical
system files, configuration files, or content files;
and configure the software to perform critical file
comparisons at least weekly. Note: For change-
detection purposes, critical files are usually those
that do not regularly change, but the
modification of which could indicate a system
compromise or risk of compromise. Change-
detection mechanisms such as file-integrity
monitoring products usually come pre-configured
with critical files for the related operating
system. Other critical files, such as those for
custom applications, must be evaluated and
defined by the entity (that is, the merchant or
service provider).
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Requirement 11: Testing Systems and Processes

Configuration

Enable the scenario rules in Table 3-11 on page lii. The rules are located in the following
groups:

ArcSight Solutions/CIP/Compliance Scenarios/Monitoring
ArcSight Solutions/CIP/Compliance Scenarios/Network Security

For instructions on enabling rules, see “Deploying and Enabling Rules” on page Xxxii.
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3 Compliance Scenario Configuration

Requirement 12: Maintaining an Information Security
Policy
The PCI DSS 3.0 provides the following definition for this requirement.

Requirement 12: Maintain a policy that addresses information security for
all personnel.

A strong security policy sets the security tone for the whole entity and informs
personnel what is expected of them. All personnel should be aware of the sensitivity of
data and their responsibilities for protecting it. For the purposes of Requirement 12,
“personnel” refers to full-time and part-time employees, temporary employees,
contractors and consultants who are “resident” on the entity’s site or otherwise have
access to the cardholder data environment.

There are no scenario rules for Requirement 12 because it addresses personnel and policy
issues that are outside the realm of CIP for PCI. No configuration is necessary for
Requirement 12.
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Chapter 4

Using CIP for PCI

This chapter explains how to use a few of the CIP for PCI dashboards. Many of the features
demonstrated in this chapter are available on other CIP for PCI dashboards.

This chapter contains the following topics:

“Using the PCI DSS Compliance Status Dashboard” on page Iv
“Using the Unauthorized Cardholder Data Accesses Dashboard” on page Iviii

“Using the Negative Impact Compliance Scenarios in the Last 7 Days Dashboard” on
page lix

Using the PCI DSS Compliance Status Dashboard

The PCI DSS Compliance Status dashboard is a good starting point for determining PCI
compliance in your organization.

Before you begin:

Make sure the CIP for PCI rules, trends, and data monitors are enabled, as described in
Chapter 2, Installation and General Configuration, on page xv and Chapter 3, Compliance
Scenario Configuration, on page xxxiii.

To use the dashboard:

1 Click the Use Cases tab in the Navigator panel and open the PCI DSS Compliance
Status use case located in:

Use Cases/Shared/All Use Cases/ArcSight Solutions/CIP
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4 Using CIP for PCI

2 Open the PCI DSS Compliance Status dashboard.

PCI DSS Compliance Status i _|o] x|
PCIDSS C i e Status H o ]
PCIDSS C liance Sco... PCI D5S Score;: Non-C: liance PCI DSS Score: C liance
Status Yalue (Total Legends 2) Status Yalue (Total Legends 2)
Erion-Compliant 166 Mo Information 7,217.1
o Information 14,927 O compliant 540

4%@ &) Above 70%

L 4 | 4’

2/19 8130043 - 2/19..,  [@/[wlzzw]e=| +||2/19 12:33:03 ]z B - (2419 12:33:04 @z~ ~

PCI DSS Score: Requirements (=

Reguirement | Tite Compliance Score Non-Compliance Score

i Install and maintain a firewall configuration to protect cardholder data 283.0 out of 1053.0 67.0 out of 2808.0

2 Do not use vendor-supplied defaults for system passwords and other security parameters 0.0 outof 0.0 59.0 out of 2106.0

5 Protect all systems against malware and regularly update anti-virus software or programs 338.0 out of 1088.1 0.0 out of 702.0

3 Develop and maintain secure systems and applications 0.0 out of 0.0 150.0 out of 4314.0

7 Restrict access to cardholder data by business need to know 0.0 outof 0.0 63.0 out of 351.0

8 Identify and authenticate access to system components 0.0 out of 1053.0 124.0 out of 2457.0

il Regularly test security systems and processes 0.5 out of 877.5 0.0 out of 0.0 4
e

The dashboard shows compliance and non-compliance separately in the pie charts.

The scores in the dashboard are calculated by CIP for PCI and are derived from the
following information:

¢ the total number of assets sending events from your PCI environment

¢ the number of events that indicate compliance (those detected by scenario rules
that can have a positive impact type of Y or Y/N)

¢ the number of events that indicate non-compliance (those detected by scenario
rules that can have a negative impact type of N or Y/N)

¢ an estimated maximum, potential compliance score and non-compliance score,
based on the above information and the total number of scenario rules

The No Information values represents the difference between the maximum
potential compliance/non-compliance scores and the actual scores.

The lower half of the dashboard provides scores for each PCI DSS requirement.

3 Double-click any requirement row to drill down to information about its sub-
requirements (controls):

PCI DSS Compliance Status: Table

PCI DSS Compliance Status: Control: Table

Last Update: 19 Feb 2014
Drilldown Filter: Requirement =
Filter: No Filter

Control Title Compliant Assets (%) MNon-Compliant Assets (%) | Non-Compliant Assets
10 10.2.1 Log all individual user accesses to cardholder data 0% 1/0% 1] 418
10 10.2.4 | Loginvalid logical access attempts. 50% 210 | 0% 0 418
10 10.2.7 Log creation and deletion of system-evel objects 25% 103 | 0% o 418
10 10.3.1 Log user identification 54% 226 | 0% o 418
10 10.3.3 | Logdate and time of every event 60% 250 | 0% [1] 415
10 10.3.4 Log success or failure indication 53% 220 | 0% 1] 418
10 10.3.5 Log origination of every event 51% 215 | 0% 1] 418
10 10.5,4 it external-fagi olggies onto a secure .., | 3% 14 | 0% il
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Using the PCI DSS Compliance Status Dashboard

4 Double-click any sub-requirement to drilldown to a list of assets and the compliance
status of each:

PCI DSS Compliance Status: Asset-Control: Table i

Query: PCID

Start Time: 2{19 1.

End Time:

Last Update: 19 F
Drilldown Filter: Contr
Filter: No Filter

=101 %]

o g 2

Asset 1D Asset Name Asset Zone Status
10.2.4 Log invalid logical access attempts wnt4sj205.5j2, west.arcnet. com wnt4sj205.5j2. west.arcnet.com 204.0.0.0-209, 255,255,255 (ARIN) Compliant Fully -
10.2.4 Log invalid logical access attempts wntdny 102.ny 1.east.arcnet.com wnt4ny102.ny 1,east.arcnet.com 63.0,0,0-76,255. 255,255 (ARIN) Campliant Fully j
10.2.4 Log invalid logical access attempts w2ksj101,5) 1. west.arcnet.com w2ksj101,5j1 west.arcnet. com 204,0.0,0-209, 255,255,255 (ARIN) Compliant Fully
10.2.4 Log invalid logical access attempts w2kny 101.ny1.east.arcnet.com w2kny101.ny1.east.arcnet.com 63.0.0.0-76.255,255.255 (ARIN) Compliant Fully
10.2.4 Log invalid logical access attempts trans01.hkfinancial.cn trans0 1. hkfinandal.cn RFC1918: 10.0.0.0-10.255.255.255 Compliant Fully
10.2.4 Log invalid logical access attempts themis. csuhayward. edu themis. csuhayward.edu 128.0.0.0-140.255.255.255 (ARIN) Compliant Fully
10.2.4 Log invalid logical access attempts bind0 1.hkfinandial.cn bind0 1.hkfinandal .cn RFC1918: 10.0.0.0-10.255.255.255 Compliant Fully
10.2.4 Log invalid logical access attempts. 47728-uEBABCt—-uZWl64lg== n111-h036.qa.arcsight.com RFC1918: 10.0.0.0-10.255,255.255 Compliant Fully
10.2.4 Log invalid logical access attempts GzutAuEBABCUTUZWIE41g== n111-h072.qa.arcsight.com RFC1918: 10.0.0,0-10.255,255.255 Compliant Fully
10.2.4 Log invalid logical access attempts. 47No-UjEBABCUDvUZWIs41g== n111-h043.qa.arcsight.com RFC1918: 10.0.0.0-10.255.255.255 Compliant Fully
10.2.4 Log invalid logical access attempts 47ZihAuEBABCUlfuZWIedlg== n111-h052.qa.arcsight.com RFC1918: 10.0.0,0-10.255,255.255 Compliant Fully
10.2.4 Log invalid logical access attempts. 47dhAuEBABCUSPUZWIE4]g== n111-h070.qa.arcsight.com RFC1918: 10.0.0,0-10.255,255.255 Compliant Fully
Other helpful resources:
m  To view the top 50 non-compliant assets, use the following query viewer:
/All Query Viewers/ArcSight Solutions/CIP/Regulations/PCI
DSS/PCI DSS Top 50 Non-Compliant Assets
To see more than 50 assets, edit the query viewer and increase the Row Limit
parameter.
m  To view the compliance status for a specific asset, run the following report and provide
the AssetlD parameter:
/All Reports/ArcSight Solutions/CIP/General/Asset Compliance
Score
The reports shows the controls for the asset and the compliance score for each
control.
Confidential Compliance Insight Package for the Payment Card Industry Solution Guide  Ivii



4 Using CIP for PCI

Using the Unauthorized Cardholder Data Accesses
Dashboard

The Unauthorized Cardholder Data Accesses dashboard shows details about access to
cardholder data systems and direct access to cardholder databases by unauthorized users.
Only users who are identified as a database administrator are considered authorized users.

Before you begin:

Make sure the Database Administrators active list is populated with the user names of the
database administrators in your organization.

To use the dashboard:

1 Click the Use Cases tab in the Navigator panel and open the Access Control use case
located in:

Use Cases/Shared/All Use Cases/ArcSight Solutions/CIP

2 Open the Unauthorized Cardholder Data Accesses dashboard.

E8 unauthorized Cardholder Data Accesses il - IL:II =
|Unsthorized Cordubler Data Acoestes - E====Joa)
Uniauthorized Access Lo Cardholder Dala )
Source User Name | source Address | tisme: Address_|Destraton Zooe URL | [product [reumber of vents |
10.0.111.23 | v 10.0.111.23 1A Tones{ArcSight System Private Address Space Zon... | Faled paseword for jobrp from 10.0,111.23 porl 4937 sshd | Unix 3|a
16811133 | sohnp 10.0. 1115 Jal b from 1000, 111,73 port SE87 ssh? | Ui | 3]
axdimn 10,0, 115,27 | mctrmon 17L10, 1,20 [ i gt rosalt Winduws 3
ohn? | | abei234 17216, 110 [al it Hiame Changed. Microsoft Windows | E|
Jon2 | abc123 172 46,110 fal User Account Changed|Account isabled. Macrosoft Windows [
JobniZ | | | 17216110 1] % ZTon... i Microsalt Wi | 6|
John? [abe123 [172.16.1.10 [l Znnes/arcEight System Prizar Address Space Zon.... | User Acenunt Changed| Miereanft Windass B
Xhnz | | mishnsan AR | il Zones A St System Private Address Sobce Zon... | Security Enabled Removed | Ell
JoinZ | abx123 | 17256, 1.10 {0 Tones{ArcSight Systbem Private Address Space Ton... | User Account Changed |Actount Enabied. Microsalt Windows 3
oz |abcizs |76 a0 fal Space Zon... | Lser Account Creabed Micresaft Windows | 3]
‘sdmnstrator WOILLE | mew [172.16.1.0 [ % Address Soace on... | Logon | shure Microsoft Windows 1z
s [ELXSVEE: | |17:.|n.1.m 1] n Zon... | Account logen faded, Microsalt Wi | 3|
adminsiiratee 10011337 | man [172.16.1.10 [ Znnes{arcEight System Prizate Address Sncr Zon.... | Acceunt kegon faled. Miereanft Windass el |
JhnZ | hewebOLbr.castarcn... | 172.36.1.10 | faa 2on... | Privieged ok |

4
2/13 121106 - 220 9130108
Unautharized Direct Cardholder Database Access

3 To focus on a particular scenario, return to the Access Control use case and run the
appropriate report, for example, the Anonymous Access to Cardholder Data

Environment report.

Source User Name Source Address Derstination Lser Name Desstination Address Drestingtion Tore URL Everk Name Product
e 0.0 1 | 1oL (00 Lot iAs R ik, | DEE
| | 1661 A FonesjArctighe Spa. .| DEE
(=3 | | 1oL 100 Zoneslarcaght Syst... | DO
sa | | 10.0.0.0 | 1A ZonesiArcShiR Sysk.., | OB access
e | [10.0.00 ] o Zomesfarcsight Sysk... | Test Slert Cvant
RR——— — - - p——
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Using the Negative Impact Compliance Scenarios in the Last 7 Days Dashboard

Using the Negative Impact Compliance Scenarios in
the Last 7 Days Dashboard

The Negative Impact Compliance Scenarios in the Last 7 Days dashboard graphically
represents the number of events that negatively affect compliance, such as terminated
user activity and unauthorized access to cardholder data.

To use the dashboard:

1 Click the Use Cases tab in the Navigator panel and open the General use case located
in:

Use Cases/Shared/All Use Cases/ArcSight Solutions/CIP

2 Open the Negative Impact Compliance Scenarios in the Last 7 Days dashboard.

Negative Impact Compliance Scenarios in the Last 7 Days

g _ x
S
Scenario Mumber of Events (Total Legends 14) I—
.Annnymnus User Ackivity 262
Ocustom Account Detected 244
Ocardholder Data in DMz 98
[High Risk Yulner abiity Detected 74
Mimplement 2 DMZ 35
[ Unnecessary Functionality Detected 35
[ Unauthorized Access to Cardholder Data 17
[ Default Vendor Account Used Successfully 16
= Successful Disallowed Ports Access in Cardholder Data 8
Environment

[ Insecure Services, Protocols or Daemens Detected

[ Multiple Functions Implemented on & Server

Oeuffer Overflows

6
2
W EBroken Authentication and Session Management 2
2
ETerminated User Activity 1

2712 10:01:12 - 2/20 1001112 e ke
Megative Impact Compliance Scenarios per Day

Scenario Mumber of Events {Total Legends 14)
.Anuny’muus User Activity 262
Ceroken Authentication and Session Management 2
Deuffer Overflows 2
O cardholder Data in DMZ 98
W custom Account Detected 244
[Epefaulk Yendor Account Used SuccessFully 16
EHigh Risk Yulnerability Detected T4
Eimplemert a oMz 35
Hinsecure Services, Protocals or Daemans Detected ]
WErultiple Functions Implemented on a Server z
[ successful Disallowed Ports Access in Carcholder Data Environment &
WTerminated User Activity 1
Olunauthorized Access to Cardholder Data 17
Bunnecessary Functionality Detected 35
2014-02-18 2014-02-19 2014-02-20
213 10:01:10 - 2/20 10:01:10 e B

Each colored section in the charts represents the number of events for each scenario,
as described in the legends on the left side of the dashboard.
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4 Using CIP for PCI

3 Double-click on a section of either chart to see which assets were detected by a

particular scenario:

Query: Compliance
Start Time: 2/13 10
End Time: 2/20 10
Last Update: 20 Feb 2014 10:
Drilldown Filter: S
Filter: No Filter

Compliance Scenario Details: Table

ario = "High Risl

nario Details in the Last 7 Days

Scenario Asset Asset Name Zone Last Event Time

High Risk Vuinerabilty Detected | 203-172-101-22.static-p. telepacific.net|204.0.0.0-209.25... | 209-172-101-22.staticip. telepadific.net 204.0.0.0-209.255,255.255 (ARIN) | N 15 Feb 2014 11:10:15 PST
High Risk Vuinerabilty Detected | 208-172-101-13.static-p. telepacific.net|204.0.0.0-209.25... | 209-172-101-13 staticip. telepacific.net 204.0.0.0-209.255,255.255 (ARIN) | N 15 Feb 2014 11:09:50 PST
High Risk Vuinerability Detected | forniotr |RFC 1518: 10.0.0.0-10.255.255.255 forniotr RFC1918: 10.0.0.0-10.255.255.255 | N 15 Feb 2014 11:09:42 PST
High Risk Vuinerabilty Detected | 10.0. 112, 101|RFC1518: 10.0.0.0-10.255.255.255 10.0.112.101 RFC1918: 10.0.0.0-10.255.255.255 | N 15 Feb 2014 11:09:01 PST
High Risk Vuinerabilty Detected | 10.0. 112, 18JRFC1S18: 10.0.0.0-10.255.255.255 10.0.112.18 RFC1918: 10.0.0.0-10.255.255.255 | N 15 Feb 2014 11:08:26 PST
High Risk Vuinerabilty Detected | 10.0. 112, 13JRFC1518: 10.0.0.0-10.255.255.255 10.0.112.13 RFC1918: 10.0.0.0-10.255.255.255 | N 15 Feb 2014 11:07: 18 PST
High Risk Vuinerability Detected | 134, 154.6%.75] 128.0.0.0-140. 255, 255, 255 (ARIN) 134.154.64.79 128.0.0.0-140.255.255.255 (ARIN) | N 15 Feb 2014 11:06:58 PST
High Risk Vuinerabilty Detected | edschool.csuhayward.edu]128.0.0.0-140. 255.255.255 (A... | edschool.csuhayward.edu 128.0.0.0-140.255.255.255 (ARIN) | N 15 Feb 2014 11:06:53 PST
High Risk Vuinerabilty Detected | acon.csuhayward.edu| 128.0.0.0-140. 255,255,255 (ARIN) | aeon.csuhayward.edu 125.0.0.0-140.255.255.255 (ARIN) | N 15 Feb 2014 11:06:50 PST
High Risk Vulnerabilty Detected | 134, 154.44.30| 128.0.0.0-140. 255, 255, 255 (ARIN) 134.154.44.30 128.0.0.0-140.255.255.255 (ARIN) | N 15 Feb 2014 11:06:26 PST
High Risk Vuinerabilty Detected | www.sbe. csuhayward. edu| 128.0.,0.0-140. 255,255,255 (A... | www.sbe.csuhayward.edu 125.0.0.0-140.255.255.255 (ARIN) | N 15 Feb 2014 11:06: 18 PST
High Risk Vulnerabilty Detected | r re.csuhayward.edu] 128.0.0.0-140. 255,255, 25... | newmediaor hayward.edu 128.0.0.0-140.255.255.255 (ARIN) | N 15 Feb 2014 11:06:07 PST
High Risk Vuinerabilty Detected | Junknown ShssetZone N 15 Feb 2014 11:05:58 PST
High Risk Vuinerabilty Detected | 134, 154. 11.33]128.0.0.0-140. 255, 255, 255 (ARIN) 134.154.11.33 128.0.0.0-140.255.255.255 (ARIN) | N 15 Feb 2014 11:05:28 PST
High Risk Vuinerabilty Detected | osho.mes.csuhayward. edu| 128.0.0.0-140. 255,255,255 (A... | osho.mes.csuhayward.edu 125.0.0.0-140.255.255.255 (ARIN) | N 15 Feb 2014 11:05:23 PST
High Risk Vuinerabilty Detected | expfon.mes. csuhayward.edu] 128.0.0.0- 140, 255. 255,255 (... | expfen.mes.csuhayward.edu 128.0.0.0-140.255.255.255 (ARIN) | N 15 Feb 2014 11:05: 12 PST
High Risk Vuinerabilty Detected | voyager.csuhayward.edu| 128.0.0.0-140.255.255.255 (AR... | voyager.csuhayward.edu 125.0.0.0-140.255.255.255 (ARIN) | N 15 Feb 2014 11:05:04 PST
High Risk Vuinerabiltty Detected | rsw.csuhayward.edu|125.0.0.0-140. 255, 255. 255 (ARIN) rsw.csthayward.edu 128.0.0.0-140.255.255.255 (ARIN) | N 15 Feb 2014 11:04:53 PST
High Risk Vuinerability Detected | 134, 154.6.26]128.0.0.0-140, 255, 255. 255 (ARIN) 134.154.6.26 128.0.0.0-140.255.255.255 (ARIN) | N 15 Feb 2014 11:04:31 PST
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Appendix A

Backing Up and Uninstalling a Package

This chapter provides instructions on how back up a solution package, and uninstall the
CIP for PCI.

' Due to the extensive redesign of CIP for PCI 4.0, there is no migration path

-1 from earlier versions of CIP for PCI. If you are running an earlier version of PCI
and you need to keep your current data, do not uninstall the earlier version;
instead install CIP for PCI 4.0 on a different system.

Caution

Generating a List of Resource Changes

Before backing up a solution package, you can generate a list of the resource changes
since the last time the package was exported to a package bundle. The current resources
associated with the selected package are compared against the resources saved in the
package bundle and any new, modified or deleted resources are reported.

Every time a package is exported, the change history is reset.

Note

To generate a list of resource changes:
1 Log into the ArcSight Console with an account that has administrative privileges.

2 In the Packages tab of the Navigator panel, navigate to the solution group.

For CIP for PCI, navigate to ArcSight Solutions.

3 Right-click the Payment Card Industry 4.0 package (EE]) and select Compare
Archive with Current Package Contents.
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In the Viewer panel, a list of resources associated with the package are displayed. In
the right column called Change Since Archive, any changes with the resource
since the last export are displayed, either Added, Modified, or Removed.

Viewer

oe?

¢ & Comparison of Contents for Payment Card Industry 4.0' |

‘Comparison for package Payment Card Industry 4.0

Resource Count: 604

Type Parent URI Resource Change Since Archive
Active Cha... fAll Active Channels/ArcSight Solutions/CIP General/ Compliance Scenario Correlation Events ~
Active List /Al Active Lists/ArcSight Solutions/CIF fAccess Controlf Active Accounts =
Active List /Al Active Lists/ArcSight Sol tions/CIP fAccess Controlf Admiristrative Accounts

Active List /Al Active Lists/ArcSicht Solutions/CIF/Access Conralf Anonymous Accounts

Active List  fAll Active Lists/ArcSight Solutions/CIP/Access Controlf Database Administrators

Active List  /All Active Lists/ArcSight Solutions/CIP/Access Controlf Inactive Accounts

Active List  fAll Active Lists/ArcSight Solutions/CIP/Access Controlf Locked Out Users

Active List  fAll Active Lists/ArcSight Solutions/CIP/Access Controlf Password Changes

Active List /Al Active Lists/ArcSight Soltions/CIF Access Controlf Terminated Users

ActiveList JAll Active Lists/ArcSight Solutions/CIP fAccess Contralf Users Authorized to Access Cardhalder Data

Active List /Al Active Lists/ArcSicht Solutions/CIF fGeneral/ Compliance Scare

Active List  fAll Active Lists/ArcSight Solutions/CIP/General/ Controls

Active List  /All Active Lists/ArcSight Solutions/CIP/General/ Maximal Asset Complance Score in Regulation

Active List  fAll Active Lists/ArcSight Solutions/CIP/General/ Maximal Asset Non-Compliance Score in Regulation

Active List  fAll Active Lists/ArcSight Solutions/CIP /General/ Mumber of Assets in Regulation

Active List /Al Active Lists/ArcSight Solutions/CIF fGeneral/ Scenario Controls

Active List /Al Active Lists/ArcSight Solutions/CIP fGeneral/ Scenzrio State

Active List /Al Active Lists/ArcSicht Solutions/CIPNetwork Security/ Cardholder Data Environment Alowed Ports

Active List /Al Active Lists/ArcSight Solutions/CTPNe twork Secrity/ DMZ Zones Exist

Active List  /All Active Lists/ArcSight Solutions/CIP/Regulations/PCI DSS/ PCI DSS Compliance Score Sum

Active List  fAll Active Lists/ArcSight Solutions/CIP Regulations/PCI DSS/ PCI DSS Ignore List

Active List  fAll Active Lists/ArcSight Solutions/CIPRequlations/PCI DSS/ PCI DSS Maximal Asset Compliance Score: Requirement

Active List /Al Active Lists/ArcSight Solutions/CIF Regulations/PCT DSS/ PCIDSS Maximal Asset Non-Complance Score: Requirement

Active List /Al Active Lists/ArcSight Solutions/CIP Regulations/PCT DSS/ PCIDSS Reguirements

Active List /Al Active Lists/ArcSicht Solutions/CIP/System Hardering/ Database Devices

Active List  fAll Active Lists/ArcSight Solutions/CIP /System Hardening/ Database Ports

Active List  /All Active Lists/ArcSight Solutions/CIP /System Hardening/ Database Processes

Active List _ fAll Active Lists/ArcSicht Solutions/CIP/System Hardening/ Database Servers i

4 Optional—For future reference, you can copy and paste the cells from this table into a
spreadsheet.

Backing Up the Solution Package

HP recommends that you keep a backup of the current state before making content
changes or installing and uninstalling solution packages. Before backing up a solution, you
can obtain a list of changed resources. You can then back up only those resources that
have been modified or added. For detailed instructions, see “Generating a List of Resource
Changes” on page Ixi.

You can back up the solution content to a package bundle file that ends in the .arb
extension as described in the process below.

To back up a solution package:
1 Log into the ArcSight Console with an account that has administrative privileges.

2 In the Packages tab of the Navigator panel, navigate to the solution group.

For CIP for PCI, navigate to ArcSight Solutions/.

3 Right-click the package () (such as Payment Card Industry 4.0) and select
Export Package(s) to Bundle.

The Package Bundle Export dialog displays.

4 In the Package Bundle Export dialog, browse for a directory location, specify a file
name and click Next.

The Progress tab of the Export Packages dialog displays the progress of the export.

5 When the export is complete, click OK.
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The resources are saved into the package bundle file that ends with the .arb
extension. You can restore the contents of this package at a later time by importing
this package bundle file.

Uninstalling the CIP for PCI

Before uninstalling the CIP for PCI, back up all the packages () for all the solutions
currently installed on the ArcSight Manager. For example, if the CIP for PCI and the CIP for
SOX solution are both installed on the same ArcSight Manager, export the package for each
solution before uninstalling either solution. Back up the CIP for SOX package into a
package bundle (ARB) file and then back up the CIP for PCI into a different package bundle
(ARB) file before uninstalling either solution. For detailed instructions, see “Backing Up the
Solution Package” on page Ixii. To generate a list of resource changes before the uninstall,
see “Generating a List of Resource Changes” on page Ixi.

To uninstall the CIP for PCI:

1

Log into the ArcSight Console with an account that has administrative privileges.

Do not uninstall CIP for PCI as the systemuser. Doing so uninstalls resources that are
intentionally locked.

Click the Packages tab in the Navigator panel.

Navigate to ArcSight Solutions, right-click the Payment Card Industry 4.0
package (&), and select Uninstall Package.

In the Uninstall Packages dialog, click OK. The progress of the uninstall displays in the
Progress tab of the Uninstalling Packages dialog.

If a message indicates that resources are locked, select the Skip option in the
Resolution Options area and click OK.

If a message indicates a conflict about changed package content, select the Continue
without saving changes option and click OK.

When the uninstall is finished, review the summary and click OK.

Right-click the Payment Card Industry 4.0 package and select Delete
Package.
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Appendix B

CIP for PCI Resources By Type

This appendix lists all the CIP for PCI resources by type.

“Active Channels” on page Ixvi
“Active Lists” on page Ixvi
“Dashboards” on page Ixx
“Data Monitors” on page Ixxii
“Global Variables” on page Ixxii
“Filters” on page Ixxiv
“Queries” on page Ixxxiv
“Query Viewers” on page Xci
“Reports” on page xcvi
“Rules” on page xcix

“Trends” on page cvi

“Use Cases” on page cvii
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Active Channels

Resource

Description

URI

Compliance
Scenario
Correlation
Events

This active channel shows all correlation
events that are related to compliance
scenarios.

ArcSight
Solutions/CIP/General/

Active Lists

Resource Description URI
Active This active list stores usernames that have ArcSight
Accounts successfully logged in within the last 90 days. Solutions/CIP/Access
Customize the Time-To-Live (TTL) field of this Control/
active list to match the definition of stale
(inactive) accounts in your environment.
Administrative This active list stores the account names of ArcSight
Accounts administrative users. All the entries in this list Solutions/CIP/Access
must be in lowercase. Control/
Anonymous This active list stores the account names of ArcSight
Accounts anonymous users that are not unique and do Solutions/CIP/Access
not belong to a single individual user. All the Control/
entries in this list must be in lowercase.
Cardholder This active list contains all permissible inbound ArcSight
Data and outbound ports (all permissible services). Solutions/CIP/Network
Environment Populate this active list according to your Security/
Allowed Ports policy and the PCI DSS regulation, which
requires restricted connections between
untrusted networks and any system
components in the cardholder data
environment. Direction is either inbound or
outbound, and must be lowercase.
Compliance This active list maintains compliance score for ArcSight

Score

the system assets.

Solutions/CIP/General/

Controls This active list maintains a list of controls for ArcSight
all the supported regulations in the solution. Solutions/CIP/General/

DMZ Zones This active list indicates if there are zones that ArcSight

Exist belong to the DMZ category. If such zones Solutions/CIP/Network
exist in the system, the active list holds a Security/
single value: 1. Otherwise, the active list is
empty. Do not update this active list manually.

Database This active list stores the usernames of the ArcSight

Administrators database administrators. All the entries in this Solutions/CIP/Access
list must be in lowercase. Control/

Database This active list maintains a list of Device ArcSight

Devices Product names for database devices. Solutions/CIP/System

Hardening/

Database This active list maintains a list of database ArcSight

Ports ports. Populate this active list with other Solutions/CIP/System
database ports in the network. Hardening/
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Resource Description URI

Database This active list maintains a list of database ArcSight

Processes processes. Solutions/CIP/System

Hardening/

Database This active list maintains a list of new database  ArcSight

Servers servers (database servers that do not belong Solutions/CIP/System
to the Database category). Hardening/

DefaultVendor  This active list contains some well-known ArcSight

Accounts vendor-supplied default accounts. Populate Solutions/CIP/System
this active list with other vendor accounts in Hardening/
the network. All the entries in this list must be
in lowercase.

Domain Name This active list maintains a list of Device ArcSight

Server Devices Product names for DNS devices. Solutions/CIP/System

Hardening/

Domain Name This active list maintains a list of DNS ports. ArcSight

Server Ports Populate this active list with other DNS ports in Solutions/CIP/System
the network. Hardening/

Domain Name This active list maintains a list of DNS ArcSight

Server processes. Solutions/CIP/System

Processes Hardening/

Domain Name This active list maintains a list of new Domain ArcSight

Servers

Inactive
Accounts

Name Servers (Domain Name Servers that do
not belong to the Domain Name Server
category).

This active list stores user names that have not
appeared in login events for the time specified
by the Active Accounts active list TTL value.

Solutions/CIP/System
Hardening/

ArcSight
Solutions/CIP/Access
Control/

Insecure Ports  This active list includes ports related to ArcSight
unencrypted (insecure) communication Solutions/CIP/System
services. Hardening/

Insecure This active list includes the names of processes  ArcSight

Processes that provide unencrypted (insecure) Solutions/CIP/System
communication. Hardening/

Locked Out This active list maintains a list of users that ArcSight

Users have been locked out of their accounts. Solutions/CIP/Access

Control/

Maximal Asset
Compliance
Score in
Regulation

This active list stores the maximum potential
compliance score for a single asset, for each
regulation. Do not manually update this active
list.

ArcSight
Solutions/CIP/General/

Maximal Asset
Non-
Compliance

This active list stores the maximum potential
non-compliance score for a single asset, for
each regulation. Do not manually update this

ArcSight
Solutions/CIP/General/

Score in active list.
Regulation
Number of This active list stores the number of assets ArcSight
Assets in that were reported for compliance or non- Solutions/CIP/General/
Regulation compliance for at least one control in a
regulation. This active list is updated by a
trend and is used by solution reports. Do not
manually update this active list.
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Resource

Description

URI

PCI DSS
Compliance
Score Sum

This active list stores PCI DSS compliance and
non-compliance score summations for all
control-asset pairs in the system. It has one
row duplicated three times, each time for a
different Status column value, as follows:
*Compliant: *Non-compliant *No Information
This information is required to build the top
level compliance/non-compliance reports for
the PCI DSS regulation. Do not manually
update this active list.

ArcSight
Solutions/CIP/Regulations/P
CI DSS/

PCI DSS
Ignore List

This active list stores assets or network zones
that are not relevant for PCI DSS regulation. *
Identify an asset by either its IP address, host
name, or ESM resource ID. The ESM resource
ID must be used if the asset is known to ESM
and, therefore, has been assigned an ESM
resource ID. * Host names must be entered in
lowercase text. * ESM resource IDs, IP
addresses, and zone names must be added as
is, in their original case. * Both the Asset ID
and Asset Zone fields must be specified. * An
asterisk (*) indicates all assets or all zones, as
shown in the examples below. To ignore an
asset by IP address in a zone: Asset ID
10.0.0.0, Asset Zone = RFC1918: 10.0.0.0-
10.255.255.255 To ignore all assets in a zone:
Asset ID = *, Asset Zone = RFC1918:
10.0.0.0-10.255.255.255 To ignore an asset
by host name in all zones: Asset ID =
myhostname, Asset Zone = * To ignore an
asset by ESM resource ID in a zone: Asset ID
= 4K5yF+EMBABCU--70AvXMzg==, Asset
Zone = RFC1918: 10.0.0.0-10.255.255.255

ArcSight
Solutions/CIP/Regulations/P
CI DSS/

PCI DSS
Maximal Asset
Compliance
Score:
Requirement

PCI DSS
Maximal Asset
Non-
Compliance
Score:
Requirement

This active list stores the maximum potential
PCI DSS compliance score for a single asset,
for each PCI DSS requirement. Do not
manually update this active list.

This active list stores the maximum potential
PCI DSS non-compliance score for a single
asset, for each PCI DSS requirement. Do not
manually update this active list.

ArcSight
Solutions/CIP/Regulations/P
CI DSS/

ArcSight
Solutions/CIP/Regulations/P
CI DSs/

PCI DSS
Requirements

This active list stores the titles and descriptions
of PCI DSS requirements.

ArcSight
Solutions/CIP/Regulations/P
CI DSS/

Password This active list is updated with the user and ArcSight
Changes asset information when a successful password Solutions/CIP/Access
change occurs. The entries in this active list Control/
expire after 90 days.
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Resource Description URI
Scenario This active list maintains the mappings ArcSight
Controls between the compliance scenarios and the Solutions/CIP/General/

regulation controls. Scenario Type field can
have the following values: Y indicates the
scenario determines compliance, therefore the
Score value must be between 0 and 1. N
indicates the scenario determines non-
compliance, therefore -1 will be used as
compliance score and Score value are ignored.
Y/N indicates the scenario determines
compliance or non-compliance, therefore the
Score value must be between 0 and 1. See the
Solution Guide for more information.

Scenario State

This active list stores the latest state of Y/N
compliance scenarios, per asset.

ArcSight
Solutions/CIP/General/

Terminated This active list stores user accounts of former ArcSight
Users employees. User accounts in this active list are Solutions/CIP/Access
retained indefinitely. All the entries in this list Control/
must be in lowercase.
Test and This active list stores names of development, ArcSight
Custom test, or custom application or user accounts. Solutions/CIP/System
Accounts Populate this active list with additional custom Hardening/
accounts that should be disabled in a
production environment. All the entries in this
list must be in lowercase.
Users This active list stores the usernames of the ArcSight
Authorized to individuals who are authorized to access the Solutions/CIP/Access
Access cardholder data environment. All the entries in Control/
Cardholder this list must be in lowercase.
Data
Web Server This active list maintains a list of Device ArcSight
Devices Product names for Web server devices. Solutions/CIP/System
Hardening/
Web Server This active list maintains a list of Web server ArcSight
Ports ports. Populate this active list with other Web Solutions/CIP/System
server ports in the network. Hardening/
Web Server This active list maintains a list of Web server ArcSight
Processes processes. Solutions/CIP/System
Hardening/
Web Servers This active list maintains a list of new Web ArcSight
servers (Web servers that do not belong to the Solutions/CIP/System
Web Server category). Hardening/
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Dashboards

Resource Description URI

Accounts This dashboard displays information about ArcSight

Lockouts and most products with failed logical access and Solutions/CIP/Access
Failed Logical account lockouts. Control/

Access

Activities by This dashboard displays activities by ArcSight

lllegitimate illegitimate user accounts, such as terminated Solutions/CIP/Access
User Accounts users, inactive users, and anonymous users. Control/
Administrators  This dashboard displays information about ArcSight

Activity administrator activity and the most Solutions/CIP/Monitoring/
unsuccessful administrative logins.
Anti-Virus This dashboard displays information about ArcSight

Update Status

anti-virus updates by anti-virus products and
outcomes.

Solutions/CIP/Vulnerability
Management /

Asset
Vulnerabilities

This dashboard displays information about
assets and vulnerabilities detected.

ArcSight
Solutions/CIP/Vulnerability
Management/

Audit Log This dashboard displays information about ArcSight
Cleared audit logs cleared from a host. Solutions/CIP/Monitoring/
Cardholder This dashboard displays cardholder data ArcSight
Data environment traffic. Solutions/CIP/Network
Environment Security/
Traffic
DefaultVendor  This dashboard displays successful default ArcSight
Account Used vendor account usage events. Solutions/CIP/System
Successfully Hardening/
File Changes This dashboard displays file change activity ArcSight

and the top 10 file activities. Solutions/CIP/Monitoring/
lllegitimate This dashboard displays information about ArcSight
Internet illegitimate Internet communications, such as Solutions/CIP/Network
Communicatio direct connections between the Internet and Security/
ns the cardholder data environment, and

successful traffic from the Internet into a non-

DMZ destination.
Insecure This dashboard displays information about ArcSight
Processes and insecure processes and ports. Solutions/CIP/System
Ports Hardening/
Negative This dashboard displays information about ArcSight
Impact negative impact compliance scenarios within Solutions/CIP/General/

Compliance
Scenarios in
the Last 7
Days

the last seven days. The information is based
on trends and taken from scenario correlation
events. Negative means that device custom
string4 equals to N.

Overview of
Insecure
Transmissions
and
Cryptography

This dashboard displays insecure cryptography
and insecure transmission of cardholder data
over public networks.

ArcSight
Solutions/CIP/Cryptography/
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Resource

Description

URI

PCI DSS
Compliance
Status

This dashboard displays information about PCI
DSS compliance status. This includes the
following: *PCIl DSS Compliance (%) fi
compliance score/(compliance score + non-
compliance score). *PCI DSS Score:
Compliance i actual compliance score out of
the maximum potential compliance score. *PClI
DSS Score: Non-Compliance fi actual non-
compliance score out of the maximum
potential non-compliance score. *PCl DSS
Score: Requirements i compliance and non-
compliance scores per PCl DSS requirement.
If this dashboard displays negative numbers,
run manually the following trends in this order:
1)PCI DSS Number of Assets 2)PCl DSS
Maximal Asset Compliance Score 3)PCIl DSS
Maximal Asset Compliance Score: Requirement
4)PCI DSS Maximal Asset Non-Compliance
Score 5)PCI DSS Maximal Asset Non-
Compliance Score: Requirement 6)PCI DSS
Compliance Score Sum See the Solution Guide
for more information.

ArcSight

Solutions/CIP/Regulations/P

CI DsSs/

Password
Changes

Physical
Accesses
Overview

This dashboard displays information about
failed password changes and all password
changes.

This dashboard displays after hours physical
accesses and the last 30 physical access
attempts.

ArcSight
Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/Physical
Security/

Positive
Impact
Compliance
Scenarios in

This dashboard displays information about
positive impact compliance scenarios within
the last seven days. The information is based
on trends and taken from scenario correlation

ArcSight
Solutions/CIP/General/

the Last 7 events. Positive means that device custom

Days string4 equals to Y.

Privacy This dashboard displays an overview of ArcSight

Protection insecure cryptography and cardholder data Solutions/CIP/Privacy
Overview transmissions. Protection/

Servers with This dashboard displays information about ArcSight

Unnecessary
Functionality

servers with unnecessary functionality. This
dashboard shows three types of servers:
database servers, domain name servers, and
web servers.

Solutions/CIP/System
Hardening/

Successful
Disallowed
Ports Access

Unauthorized
Cardholder
Data Accesses

This dashboard displays information about
successful disallowed ports access, such as
successful disallowed port access from a
wireless network into the cardholder data
environment and successful disallowed port
access in the cardholder data environment.

This dashboard displays unauthorized
cardholder data accesses.

ArcSight
Solutions/CIP/Network
Security/

ArcSight
Solutions/CIP/Access
Control/

User Accounts

This dashboard displays accounts for which the

ArcSight

with Expired password was not changed for longer than the Solutions/CIP/Access
Passwords policy standard permits. Control/
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Data Monitors

Resource Description URI

Last 30 Failed This data monitor shows last 30 attempts to ArcSight

Physical enter a building at any time. Solutions/CIP/Physical
Access Security/

Attempts

PCI DSS This percent data monitor displays the ultimate  ArcSight

Compliance compliance score. The score is calculated using Solutions/CIP/Regulations/P
Score: Top the following formula: Overall compliance CI DSSs/

Level score / (Overall compliance score + Overall

non-compliance score). Where: Overall
compliance score = compliance scores

summation for all the control-asset pairs in the

system. Overall non-compliance score = non-
compliance scores summation for all the
control-asset pairs in the system.

Global Variables

Resource

Description

URI

solnGetDestin
ationID

This variable stores the identifier of the
destination asset. If Destination Asset ID is
present, it is used as the identifier. Otherwise,
hostname is examined: if it is NULL as well,
then IP address is used. In addition,
Destination Zone Name is added to the
variable. The asset identifier is in the following
format: <Ildentifier>|<Zone> Examples:
4k0+XPD4BABCIBaOhWgCdtw==|RFC1918:
10.0.0.0-10.255.255.255
somehostname|RFC1918: 192.168.0.0-
192.168.255.255 10.0.0.10|RFC1918:
192.168.0.0-192.168.255.255

ArcSight Solutions/CIP/

solnGetDestin
ationName

This variable stores the name of the
destination asset. If Destination Asset Name is
present, it is used as the asset name.
Otherwise, hostname is examined: if it is NULL
as well, then IP address is used.

ArcSight Solutions/CIP/

solnGetDevice
ID

This variable stores the identifier of the device
asset. If Device Asset ID is present, it is used
as the identifier. Otherwise, hostname is
examined: if it is NULL as well, then IP address
is used. In addition, Device Zone Name is
added to the variable. The asset identifier is in
the following format: <lIldentifier>|<Zone>
Examples:
4k0+XPD4BABCIBaOhWgCdtw==|RFC1918:
10.0.0.0-10.255.255.255
somehostname|RFC1918: 192.168.0.0-
192.168.255.255 10.0.0.10|RFC1918:
192.168.0.0-192.168.255.255

ArcSight Solutions/CIP/
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Resource Description URI
solnGetDevice This variable stores the name of the device ArcSight Solutions/CIP/
Name asset. If Device Asset Name is present, it is

used as the asset name. Otherwise, hostname
is examined: if it is NULL as well, then IP
address is used.

solnGetSource  This variable stores the identifier of the source  ArcSight Solutions/CIP/

ID asset. If Source Asset ID is present, it is used
as the identifier. Otherwise, hostname is
examined: if it is NULL as well, then IP address
is used. In addition, Source Zone Name is
added to the variable. The asset identifier is in
the following format: <lIdentifier>|<Zone>
Examples:
4k0+XPD4BABCIBaOhwWgCdtw==|RFC1918:
10.0.0.0-10.255.255.255
somehostname|RFC1918: 192.168.0.0-
192.168.255.255 10.0.0.10|RFC1918:
192.168.0.0-192.168.255.255

solnGetSource  This variable stores the name of the source ArcSight Solutions/CIP/
Name asset. If Source Asset Name is present, it is

used as the asset name. Otherwise, hostname

is examined: if it is NULL as well, then IP

address is used.

solnPCI_DSS This variable stores the following string: PCI ArcSight Solutions/CIP/
DsSS.
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Filters

Resource

Description

URI

Accesses to

This filter detects accesses to the cardholder

ArcSight

Cardholder data environment by an identified user. Solutions/CIP/Monitoring/
Data
Environment
by Identified
Users
Account This filter identifies account creation events. ArcSight
Creation Solutions/CIP/Access
Control/
Account This filter identifies account deletion events. ArcSight
Deletion Solutions/CIP/Access
Control/
Account This filter identifies account lockouts. By ArcSight
Lockouts default, the filter identifies lockouts on Solutions/CIP/Access
Microsoft Windows, UNIX, and ArcSight Control/
systems.
Account This filter identifies account modification ArcSight

Modification

Account
Unlocked

events.

This filter identifies account unlock events.

Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/Access
Control/

Administrative
User Account
in Destination

This filter detects events where the Destination
User Name is identified as an administrative
account.

ArcSight
Solutions/CIP/Access
Control/

Administrative
User Account

This filter detects events where the Source
User Name is identified as an administrative

ArcSight
Solutions/CIP/Access

in Source account. Control/
After Hours This filter defines the after hours time period. ArcSight

Change this filter to adjust the default settings. Solutions/CIP/General/
Anonymous This filter identifies anonymous user activity. ArcSight

User Activity

Solutions/CIP/Access
Control/

Anonymous This filter detects events with an anonymous ArcSight
User in user in the destination. Solutions/CIP/Access
Destination Control/
Anonymous This filter detects events with anonymous user  ArcSight

User in Source

in the source.

Solutions/CIP/Access
Control/

Anti-Virus This filter looks for anti-virus events that ArcSight

Clean or indicate a quarantine or cleaning attempt of a Solutions/CIP/Vulnerability
Quarantine detected malware instance. Management /

Attempt

Anti-Virus This filter detects when an anti-virus service ArcSight

Disabled has been disabled. This rule requires Windows Solutions/CIP/Vulnerability

event logs for each station you want to
monitor.

Management/
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Resource Description URI

Anti-Virus This filter identifies events reported by anti- ArcSight

Events virus products in your environment. Solutions/CIP/Vulnerability
Management/

Anti-Virus This filter detects successful anti-virus scans. ArcSight

Scan Solutions/CIP/Vulnerability

Completed Management/

Successfully

Anti-Virus This filter detects when an anti-virus scan ArcSight

Scan Failed failed or stopped. Solutions/CIP/Vulnerability
Management /

Anti-Virus This filter identifies events related to anti-virus  ArcSight

Update Events

product data file updates.

Solutions/CIP/Vulnerability
Management /

Anti-Virus
Update Failed

Anti-Virus
Updated
Successfully

This filter detects failed anti-virus updates.

This filter detects all successful anti-virus
updates.

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management /

Audit Log
Cleared

This filter detects all events where an audit log
is cleared from a host. By default, the filter
recognizes events on Microsoft Windows, ISS
SiteProtector, and Symantec HostID systems.
Modify this filter to include events from other
devices.

ArcSight
Solutions/CIP/Monitoring/

Big Difference
Between End
Time and
Manager
Receipt Time

This filter identifies time discrepancies between
endTime and managerReceiptTime. By default,
the filter identifies events with a difference of

more than 600 seconds (10 minutes).

ArcSight
Solutions/CIP/Monitoring/

Broken
Authentication
and Session

This filter detects authentication and session
management flaws reported by vulnerability
scanners.

ArcSight
Solutions/CIP/Vulnerability
Management /

Management

Buffer This filter detects buffer overflow flaws ArcSight

Overflows reported by vulnerability scanners. Solutions/CIP/Vulnerability
Management /

CVSS Score This filter detects vulnerabilities with a ArcSight

Greater than Common Vulnerability Scoring System (CVSS) Solutions/CIP/Vulnerability

or Equal to 4 score greater than or equal to 4. Management /

Cardholder This filter identifies events with destination in ArcSight

Data the cardholder data environment. Solutions/CIP/General/

Environment

Destination

Cardholder This filter shows all the cardholder data ArcSight

Data environment inbound traffic. Solutions/CIP/Network

Environment Security/

Inbound

Traffic
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Resource Description URI

Cardholder This filter shows all the cardholder data ArcSight

Data environment outbound traffic. Solutions/CIP/Network

Environment Security/

Outbound

Traffic

Cardholder This filter identifies events with source in the ArcSight

Data cardholder data environment. Solutions/CIP/General/

Environment

Source

Cardholder This filter identifies cardholder data assets in ArcSight

Data in DMZ the DMZ segment. Solutions/CIP/Network
Security/

Clear Text This filter identifies a successful login or access  ArcSight

Password to a login page through unencrypted ports, Solutions/CIP/Privacy

Transmission which indicates that a user password might be Protection/

transferred in clear text over the network.
Compliance This filter filters compliance scenario ArcSight

Scenario
Correlation
Events

correlation events.

Solutions/CIP/General/

Creation and

This filter identifies object creations and

ArcSight

Deletion of deletions. Solutions/CIP/Monitoring/
Objects
Cross-Site This filter detects cross-site request forgery ArcSight
Request vulnerabilities reported by vulnerability Solutions/CIP/Vulnerability
Forgery scanners. Management /
Cross-Site This filter detects cross-site scripting flaws ArcSight
Scripting reported by vulnerability scanners. Solutions/CIP/Vulnerability
Management /

Custom This filter detects development, test, or ArcSight
Account in custom application or user accounts in a Solutions/CIP/System
Destination destination. Hardening/
Custom This filter detects development, test, or ArcSight
Account in custom application or user accounts in a Solutions/CIP/System
Source source. Hardening/
DMz This filter identifies events with destination ArcSight
Destination asset or zone in the DMZ segment. Solutions/CIP/General/
DMZ Source This filter identifies events with source asset or  ArcSight

zone in the DMZ segment. Solutions/CIP/General/
Database This filter detects events with database in a ArcSight
Server in destination. Solutions/CIP/General/
Destination
Database This filter detects events with database in ArcSight
Server in device. Solutions/CIP/General/
Device
Database This filter detects events with database in a ArcSight
Server in source. Solutions/CIP/General/
Source
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Resource

Description

URI

Default Vendor
Account Used
Successfully

Development
or Test
Environment
in Destination

Development
or Test
Environment
in Source

Device Time is

This filter identifies successful default vendor
account usage.

This filter detects test or development
environment assets in destination.

This filter detects test or development
environment assets in source.

This filter identifies events in which the device

ArcSight
Solutions/CIP/System
Hardening/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

ArcSight

Later than receipt time is after the connector (agent) Solutions/CIP/Monitoring/
Agent Time receipt time. By default, the filter shows

events for which the device receipt time is

more than 300 seconds (five minutes) after

the connector receipt time.
Device is This filter detects events where device is ArcSight
Destination identical to destination. Solutions/CIP/General/
Device is This filter detects events where device is ArcSight
Source identical to source. Solutions/CIP/General/
Direct This filter identifies successful direct ArcSight
Connections connections between the Internet and the Solutions/CIP/Network
between cardholder data environment. Security/
Internet and
Cardholder
Data

Environment

Domain Name
Server in
Destination

Domain Name
Server in
Device

This filter detects events with Domain Name
Server in a destination.

This filter detects events with Domain Name
Server in device.

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

Domain Name

This filter detects events with Domain Name

ArcSight

Server in Server in source. Solutions/CIP/General/
Source
Empty End This filter detects events with an empty End ArcSight
Time Time field. Solutions/CIP/Monitoring/
Event Limit This filter limits the events to only the events ArcSight
that are relevant to the solution. This filter is Solutions/CIP/General/
included in the conditions of all other resources
in the package, such as rules, queries, and
filters, either directly or indirectly. Edit this
filter to change the events processed and
reported by this solution. See the Solution
Guide for more information.
External This filter identifies events with an external ArcSight
Destination destination (targeting systems outside the Solutions/CIP/General/
network of your organization).
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Resource Description URI
External This filter identifies events with an external ArcSight
Source source (coming from systems outside the Solutions/CIP/General/

network of your organization).

Failed Logical This filter detects failed logical access ArcSight
Access attempts. Solutions/CIP/Access
Attempts Control/
Failed This filter identifies unsuccessful password ArcSight
Password change events. Solutions/CIP/Access
Change Control/
Failed Physical This filter identifies all failed events sent to the  ArcSight

Access Events

File Integrity
Tools Events

ArcSight Manager by physical security
systems.

This filter identifies events from file integrity
tools.

Solutions/CIP/Physical
Security/

ArcSight
Solutions/CIP/Monitoring/

Firewall
Events

High Risk
Vulnerability
Detected

This filter detects firewall events.

This filter detects high and very high risk level
flaws reported by vulnerability scanners.

ArcSight
Solutions/CIP/Network
Security/

ArcSight
Solutions/CIP/Vulnerability
Management /

Identified User

This filter identifies events with a non-empty

ArcSight

Account in Source User Name or Destination User Name. Solutions/CIP/Monitoring/

Event

Improper This filter detects access control flaws reported  ArcSight

Access Control by vulnerability scanners. Solutions/CIP/Access
Control/

Improper This filter detects error handling flaws reported = ArcSight

Error Handling

by vulnerability scanners.

Solutions/CIP/Vulnerability
Management /

Inactive User This filter detects events where the Destination  ArcSight

Account in User Name is identified as an inactive account. Solutions/CIP/Access
Destination Control/

Inactive User This filter detects events in which the Source ArcSight

Account in User Name is identified as an inactive account. Solutions/CIP/Access
Source Control/

Inbound This filter identifies all firewall and router ArcSight

Cardholder accept events that target the cardholder data Solutions/CIP/Monitoring/

Environment
Traffic Allowed

environment.

by Firewall

Injection This filter detects injection flaws reported by ArcSight

Flaws vulnerability scanners. For example, SQL Solutions/CIP/Vulnerability
injection, OS Command Injection, LDAP and Management /
XPath injection, and more.

Insecure This filter detects insecure communication ArcSight

Communicatio
ns

flaws reported by vulnerability scanners.

Solutions/CIP/Vulnerability
Management/

Insecure This filter detects cryptography flaws reported ArcSight
Cryptography by vulnerability scanners. Solutions/CIP/Cryptography/
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Resource Description URI

Insecure Ports This filter detects successful insecure ports ArcSight

Allowed access; for example, FTP or Telnet. Solutions/CIP/System
Hardening/

Insecure This filter detects insecure processes in an ArcSight

Process in event destination. Solutions/CIP/System

Destination Hardening/

Insecure This filter detects insecure processes in event ArcSight

Process in source. Solutions/CIP/System

Source Hardening/

Insecure This filter identifies insecure transmission of ArcSight

Transmission
of Cardholder

sensitive cardholder data over the Internet.

Solutions/CIP/Cryptography/

Data Over

Public

Networks

Internal This filter identifies events with an internal ArcSight

Destination destination (targeting the systems inside the Solutions/CIP/General/
network of your organization).

Internal IP This filter identifies events where internal ArcSight

access from
Internet into
DMZ

addresses successfully passed from the
Internet into the DMZ.

Solutions/CIP/Network
Security/

Internal
Source

This filter identifies events with an internal
source (coming from the systems inside the
network of your organization).

ArcSight
Solutions/CIP/General/

Login Activity
by Inactive
User Accounts

Malware
Activity

Misconfigurati
ons

This filter identifies login activities by accounts
that are in the Inactive Accounts active list.

This filter identifies virus and other malware
activities reported by either an Intrusion
Detection System (IDS) or an anti-virus
application.

This filter detects misconfiguration flaws
reported by vulnerability scanners.

ArcSight
Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/Vulnerability
Management /

ArcSight
Solutions/CIP/Vulnerability
Management /

Multiple This filter identifies destination assets that ArcSight
Functions implement multiple functionality; for example, Solutions/CIP/System
Implemented a database and Web server installed on the Hardening/
on Destination  same machine.
Multiple This filter identifies device assets that ArcSight
Functions implement multiple functionality; for example, Solutions/CIP/System
Implemented a database and Web server installed on the Hardening/
on Device same machine.
Multiple This filter identifies source assets that ArcSight
Functions implement multiple functionality; for example, Solutions/CIP/System
Implemented a database and Web server installed on the Hardening/
on Source same machine.
NTP Issues This filter identifies reported alerts related to ArcSight
NTP servers. Solutions/CIP/Monitoring/
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Resource Description URI
Network IDS This filter identifies all events categorized as ArcSight
Events originating from a network Intrusion Detection Solutions/CIP/Network

System (IDS) or Intrusion Protection System
(IPS).

Security/

New Database
Server in
Destination

New Database
Server in
Device

This filter detects new database servers in a
destination (database servers that do not
belong to the Database category).

This filter detects new database servers in a
device (database servers that do not belong to
the Database category).

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

New Database
Server in
Source

This filter detects new database servers in a
source (database servers that do not belong to
the Database category).

ArcSight
Solutions/CIP/General/

New Domain
Name Server
in Destination

This filter detects new Domain Name Servers
in a destination (Domain Name Servers that do
not belong to the Domain Name Server
category).

ArcSight
Solutions/CIP/General/

New Domain
Name Server
in Device

New Domain
Name Server

This filter detects new Domain Name Servers
in device (Domain Name Servers that do not
belong to the Domain Name Server category).

This filter detects new Domain Name Servers
in source (Domain Name Servers that do not

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

in Source belong to the Domain Name Server category).

New Web This filter detects new Web servers in a ArcSight

Server in destination (Web servers that do not belong to Solutions/CIP/General/
Destination the Web Server category).

New Web This filter detects new Web servers in device ArcSight

Server in (Web servers that do not belong to the Web Solutions/CIP/General/
Device Server category).

New Web This filter detects new Web servers in a source  ArcSight

Server in (Web servers that do not belong to the Web Solutions/CIP/General/
Source Server category).

Non-empty This filter detects events with a non-empty End  ArcSight

End Time Time field. Solutions/CIP/Monitoring/
Non-empty This filter detects events with a non-empty ArcSight

Event Source

source.

Solutions/CIP/Monitoring/

PCI DSS This filter detects assets that should not be ArcSight
Ignore reported for PCI DSS compliance. By default, Solutions/CIP/Regulations/P
all organizational assets detected by the CI DSS/
solution are checked and reported for PCI DSS
compliance. A special active list can be used to
limit the rule to a specific set of assets; for
example, by network zone. See the Solution
Guide for more information.
Password This filter identifies password change attempts. ArcSight
Change By default, the filter only identifies these Solutions/CIP/Access
Attempts events on Microsoft Windows systems. Control/

Configure this filter to identify password
change events from other systems as
necessary.
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Resource Description URI

Password This filter identifies password expiration ArcSight

Expired events. Solutions/CIP/Access
Control/

Personal This filter identifies events that are reported by  ArcSight

Firewall a personal firewall. Solutions/CIP/Network
Security/

Physical This filter identifies all events sent to the ArcSight

Access Events

ArcSight Manager by physical security
systems.

Solutions/CIP/Physical
Security/

Primary This filter identifies primary account numbers ArcSight

Account on the wire as detected by a Network Intrusion Solutions/CIP/Privacy
Numbers Detection System (NIDS). Add custom NIDS Protection/

Detected in signatures to this filter.

Clear Text

Production This filter detects destination assets that ArcSight

Environment
in Destination

belong to the production environment.

Solutions/CIP/General/

Production This filter detects source assets that belong to ArcSight

Environment the production environment. Solutions/CIP/General/
in Source

RFC1918 This filter identifies events with a destination ArcSight

Destination asset that has an IP address within the private Solutions/CIP/General/

IPv4 address space.
RFC1918 This filter identifies events with a source asset ArcSight
Source that has an IP address within the private IPv4 Solutions/CIP/General/

address space.

Security Patch
Missing

This filter detects events where vulnerability
scanners report a missing security patch.

ArcSight
Solutions/CIP/Vulnerability
Management/

Spyware This filter identifies spyware activity reported ArcSight

Activity by either an Intrusion Detection System (IDS) Solutions/CIP/Vulnerability
or an anti-virus application. Management/

Success or This filter detects events with a success or ArcSight

Failure failure indication. Solutions/CIP/Monitoring/

Indication in

Event

Successful This filter identifies successful disallowed port ArcSight

Disallowed access from a wireless network into the Solutions/CIP/Network

Ports Access
from Wireless
into
Cardholder
Data
Environment

Successful
Disallowed
Ports Access in
Cardholder
Data
Environment

cardholder data environment.

This filter identifies all successful connections
to disallowed ports within the cardholder data
environment (inbound or outbound).

Security/

ArcSight
Solutions/CIP/Network
Security/
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Resource Description URI

Successful This filter identifies successful login events. ArcSight

Login Solutions/CIP/Access
Control/

Successful This filter identifies successful password ArcSight

Password change events. Solutions/CIP/Access

Change Control/

Successful This filter identifies successful inbound Internet  ArcSight

Traffic from traffic to any destination outside the DMZ Solutions/CIP/Network

Internet into segment. Security/

non-DMZ

Destination

Successful This filter identifies unauthorized outbound ArcSight

Unauthorized traffic from the cardholder data environment to Solutions/CIP/Network

Traffic from the Internet. Security/

Cardholder

Data

Environment

to Internet

Terminated This filter detects events that identify a former  ArcSight

User Activity
in Destination

employee account in the event destination.

Solutions/CIP/Access
Control/

Terminated This filter detects events that identify a former  ArcSight

User Activity employee account in the event source. Solutions/CIP/Access
in Source Control/

Traffic This filter identifies traffic between the ArcSight

between cardholder data environment and the Internet. Solutions/CIP/Network
Cardholder Security/

Data

Environment
and Internet

Traffic
between
Cardholder
Data and
Untrusted
Environments

This filter identifies traffic between cardholder
data and untrusted environments.

ArcSight
Solutions/CIP/Network
Security/

Unauthorized
Access Point
Detected

This filter identifies events in which a rogue
(unauthorized) or soft access point is detected.

ArcSight
Solutions/CIP/Network
Security/

Unauthorized
Access to
Cardholder
Data

This filter detects unauthorized access to the
cardholder data environment.

ArcSight
Solutions/CIP/Access
Control/

Unauthorized

This filter detects unauthorized direct access to

ArcSight

Direct a cardholder database. A user is not authorized Solutions/CIP/Access
Cardholder to access a cardholder database directly unless  Control/
Database identified as a database administrator.
Access Populate the Database Administrators active
list with the usernames of the database
administrators in the organization.
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Resource Description URI
Unencrypted This filter detects the use of clear-text ArcSight
Non-Console protocols (HTTP, Telnet) for administrative Solutions/CIP/System
Administrative  account access. Hardening/
Access
Detected
Unnecessary This filter detects database servers, Web ArcSight
Functionality servers and Domain Name Servers that do not  Solutions/CIP/System
Detected belong to a corresponding asset category and Hardening/
therefore are identified as unnecessary
functionality within the organizational network.
See the Solution Guide for more information.
User Account This filter detects when an entry ages out of ArcSight
Expired the Active Accounts active list. This happens Solutions/CIP/Access
when an account has been inactive for more Control/
than the amount of time specified in the time-
to-live of this active list.
Web Server in This filter detects events with Web server in ArcSight

Destination

Web Server in
Device

the destination.

This filter detects events with Web server in
device.

Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

Web Server in
Source

This filter detects events with Web server in
the source.

ArcSight
Solutions/CIP/General/

Windows
Events with
Machine User
in Destination

This filter identifies Microsoft Windows events
with destination user names that are standard
Windows machine users.

ArcSight
Solutions/CIP/General/

Windows This filter identifies Microsoft Windows events ArcSight

Events with with source user names that are standard Solutions/CIP/General/
Machine User Windows machine users.

in Source

Wireless This filter shows all traffic where the ArcSight

Destination destinations are from a wireless environment. Solutions/CIP/General/
Wireless This filter identifies events where a wireless ArcSight

Encryption Intrusion Detection System (IDS) reports a Solutions/CIP/Cryptography/
Violation wireless traffic encryption violation.

Detected

Wireless This filter shows all traffic where the sources ArcSight

Source are from a wireless environment. Solutions/CIP/General/
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Queries

Resource Description URI
Account This query returns account creation events ArcSight
Creations within the last 24 hours. Solutions/CIP/Access
Control/
Account This query returns account deletion events ArcSight
Deletions within the last 24 hours. Solutions/CIP/Access
Control/
Account This query returns information about account ArcSight
Lockouts lockout events within the last hour. Solutions/CIP/Access
Control/
Account This query returns account modification events  ArcSight
Modifications within the last 24 hours. Solutions/CIP/Access
Control/
Activity by This query retrieves activities performed by ArcSight
Anonymous anonymous users within the last hour. Solutions/CIP/Access
Users Control/
Activity by This query retrieves activities performed within  ArcSight
Inactive Users the last hour by users that have been Solutions/CIP/Access
categorized as inactive. Control/
Activity by This query retrieves activities performed within  ArcSight
Terminated the last hour by users that have been Solutions/CIP/Access
Users categorized as terminated. Control/
Administrators  This query shows any activity performed by ArcSight

Activity

administrative accounts.

Solutions/CIP/Monitoring/

After Hours
Physical
Accesses

This query shows the physical access after
business hours. The actual time values are
defined in the filter referenced in the
Conditions tab.

ArcSight
Solutions/CIP/Physical
Security/

All Password This query retrieves password change events ArcSight

Change Events within the last 24 hours. Solutions/CIP/Access
Control/

Anonymous This query returns anonymous access to the ArcSight

Access to cardholder data environment within the last 24 Solutions/CIP/Access

Cardholder hours. Control/

Data

Environment

Anti-Virus This query detects when the a system has had ArcSight

Disabled its anti-virus software disabled. Solutions/CIP/Vulnerability

Systems Management /

Anti-Virus This query provides a detailed listing of anti- ArcSight

Events with virus events (routine maintenance and Solutions/CIP/Vulnerability

High Priority - remediation events) with high priority. Management /

Detailed

Anti-Virus This query detects the number of times that ArcSight

Update Failed

anti-virus software failed to retrieve updates.

Solutions/CIP/Vulnerability
Management /
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Resource Description URI

Anti-Virus This query returns anti-virus software update ArcSight

Updates events. Solutions/CIP/Vulnerability
Management/

Anti-Virus This query detects the number of times that ArcSight

Updates by anti-virus software attempted to update, Solutions/CIP/Vulnerability

Outcome grouped by outcome. Management /

Anti-Virus This query detects the number of times that ArcSight

Updates by anti-virus software attempted to update, Solutions/CIP/Vulnerability

Product grouped by product and outcome. Management /

Asset This query returns compliance scores for a ArcSight

Compliance
Score

selected asset. The results include all the

controls that are supported by the solution.
The AssetID parameter identifies assets by
ESM resource ID, IP address, or hostname.

Solutions/CIP/General/

Asset
Vulnerabilities

This query retrieves the number of
vulnerabilities per asset.

ArcSight
Solutions/CIP/Vulnerability
Management /

Asset
Vulnerabilities
Count

This query retrieves the number of
vulnerabilities per asset.

ArcSight
Solutions/CIP/Vulnerability
Management/

Audit Log This query shows all events where an audit log ArcSight

Cleared is cleared from a host. Solutions/CIP/Monitoring/
CVSS Score This query retrieves vulnerabilities with a ArcSight

Greater than Common Vulnerability Scoring System (CVSS) Solutions/CIP/Vulnerability
or Equal to 4 score greater than or equal to 4. Management /

Cardholder This query identifies all untrusted systems that  ArcSight

Data are communicating directly with cardholder Solutions/CIP/Network
Environment systems. This traffic must be justified. Security/

Inbound

Traffic

Cardholder This query identifies all cardholder systems ArcSight

Data that are communicating with untrusted Solutions/CIP/Network
Environment systems. This traffic must be justified. Security/

Outbound

Traffic

Compliance This query retrieves compliance scenario ArcSight

Scenario correlation events and is used by trends to Solutions/CIP/General/
Correlation aggregate the information.

Events - Trend
Base

Compliance This query retrieves all fields from trends ArcSight

Scenario about compliance scenarios within the last Solutions/CIP/General/

Details in the seven days.

Last 7 Days

Custom This query retrieves information about the use  ArcSight

Accounts of development, test, or custom application or Solutions/CIP/System
user accounts outside the test or development  Hardening/
environments.

DMZ Assets This query provides a list of detected assets ArcSight
that belong to the DMZ category. Solutions/CIP/Network

Security/
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Resource

Description

URI

DMZ Zones

This query provides a list of detected zones
that belong to the DMZ category.

ArcSight
Solutions/CIP/Network
Security/

DefaultVendor  This query shows successful default vendor ArcSight

Account Used account usage. Solutions/CIP/System
Successfully Hardening/

Direct This query retrieves successful direct ArcSight

Connections connections between the Internet and the Solutions/CIP/Network
between cardholder data environment. Security/

Internet and

Cardholder

Data

Environment

Failed Logins This query returns all failed logins of non- ArcSight
machine users grouped by product and day. Solutions/CIP/Access

Control/

Failed This query retrieves failed password change ArcSight
Password events, listed in order of end time and Solutions/CIP/Access

Changes destination user name. Control/

Failed Physical  This query shows failed attempts of physical ArcSight

Access Events

access at any time.

Solutions/CIP/Physical
Security/

File Changes This query returns a summary view of file ArcSight
creations, deletions, and modifications in your Solutions/CIP/Monitoring/
environment.

High Risk This query provides high and very high risk ArcSight

Vulnerability level flaws reported by vulnerability scanners. Solutions/CIP/Vulnerability

Detected Management/

Inactive User This query shows all user names that are in the  ArcSight

Accounts Inactive Accounts active list. Solutions/CIP/Access
Control/

Insecure This query finds cryptography flaws reported ArcSight

Cryptography by vulnerability scanners. Solutions/CIP/Cryptography/

Insecure Ports  This query retrieves successful insecure port ArcSight

Allowed access; for example, FTP or Telnet. Solutions/CIP/System
Hardening/

Insecure Ports  This query retrieves a count of unique ports ArcSight

Allowed Count  per product. Solutions/CIP/System

by Product Hardening/

Insecure This query shows insecure process events. ArcSight

Processes Solutions/CIP/System
Hardening/

Login Activity This query shows inactive user accounts from ArcSight

by Inactive which login activity was attempted. Solutions/CIP/Access

User Accounts Control/
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Resource Description URI

Negative This query retrieves information from trends ArcSight

Impact about negative impact compliance scenarios Solutions/CIP/General/
Compliance within the last seven days.

Scenarios in

the Last 7

Days

Negative This query retrieves information from trends ArcSight

Impact about negative impact compliance scenarios Solutions/CIP/General/

Compliance
Scenarios per
Day

per day within the last seven days.

Open Ports by
Device

This query identifies all ports that were passed
by a firewall, as well as the rule number that it
triggered.

ArcSight
Solutions/CIP/Monitoring/

PCI DSS This query returns PCI DSS compliance and ArcSight
Compliance non-compliance score summation for all Solutions/CIP/Regulations/P
Score Sum control-asset pairs in the system. This data is CI DSS/
used to build the top level compliance and non-
compliance status reports for the PCI DSS
regulation.
PCI DSS This query returns asset compliance scores for  ArcSight
Compliance PCI DSS controls. Solutions/CIP/Regulations/P

Status: Asset-
Control

CI DSS/

PCI DSS This query returns the number of compliant ArcSight

Compliance and non-compliant assets for PCI DSS Solutions/CIP/Regulations/P
Status: controls. CI DSS/

Control

PCI DSS This query returns the maximum potential PCI ArcSight

Maximal Asset
Compliance
Score

DSS compliance score for a single asset.

Solutions/CIP/Regulations/P
CI DSS/

PCI DSS
Maximal Asset
Compliance
Score:
Requirement

PCI DSS
Maximal Asset
Non-
Compliance
Score

This query returns the maximum potential PCI
DSS compliance score for a single asset, for
each PCI DSS requirement.

This query returns the maximum potential PCI
DSS non-compliance score for a single asset.

ArcSight
Solutions/CIP/Regulations/P
CI DSS/

ArcSight
Solutions/CIP/Regulations/P
CI DSS/

PCI DSS
Maximal Asset
Non-
Compliance
Score:
Requirement

This query returns the maximum potential PCI
DSS non-compliance score for a single asset,
for each PCI DSS requirement.

ArcSight
Solutions/CIP/Regulations/P
CI DSS/

PCI DSS Non- This query returns the list of assets that are ArcSight
Compliant non-compliant with PCI DSS controls. For Solutions/CIP/Regulations/P
Assets every asset, the number of non-compliant PCI CI DSS/
DSS controls is returned.
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Resource Description URI
PCI DSS Non- This query returns a list of non-compliant PCI ArcSight
Compliant DSS controls. For every control, the number of Solutions/CIP/Regulations/P
Controls non-compliant assets is returned. CI DSS/
PCI DSS This query returns the number of assets for the = ArcSight
Number of PCI DSS regulation. This number includes all Solutions/CIP/Regulations/P
Assets assets that were reported as compliant or non- CI DSS/
compliant for at least one PCI DSS control.
PCI DSS This query returns the overall compliance score  ArcSight
Score: for PCI DSS compliance in the organization. In Solutions/CIP/Regulations/P

Compliance

addition, the difference between the maximum
potential compliance score and the actual
overall compliance score is returned.

CI DSS/

PCI DSS
Score: Non-
Compliance

PCI DSS
Score:
Requirements

This query returns the overall non-compliance
score for PCI DSS compliance in the
organization. In addition, the difference
between the maximum potential non-
compliance score and the actual overall non-
compliance score is returned.

This query returns compliance and non-
compliance score summation per PCI DSS
requirement.

ArcSight
Solutions/CIP/Regulations/P
CI DSS/

ArcSight
Solutions/CIP/Regulations/P
CI DSs/

Password This query lists accounts for which the ArcSight

Expired - password was not changed for longer than the Solutions/CIP/Access
Trend Base policy standard permits. Control/

Positive This query retrieves information from trends ArcSight

Impact about positive impact compliance scenarios Solutions/CIP/General/
Compliance within the last seven days.

Scenarios in

the Last 7

Days

Positive This query retrieves information from trends ArcSight

Impact about positive impact compliance scenarios per  Solutions/CIP/General/
Compliance day within the last seven days.

Scenarios per
Day

Primary This query identifies Network Intrusion ArcSight

Account Detection System (NIDS) signatures that Solutions/CIP/Privacy
Numbers detected primary account numbers in clear Protection/

Detected in text on the wire.

Clear Text

Servers with This query retrieves a list of new database ArcSight

Unnecessary servers (database servers that do not belong Solutions/CIP/System
Functionality: to the Database category) based on the Hardening/

Database Database Servers active list.

Servers

Servers with This query retrieves a list of new Domain Name ArcSight

Unnecessary Servers (Domain Name Servers that do not Solutions/CIP/System
Functionality: belong to the Domain Name Server category) Hardening/

Domain Name
Servers

based on Domain Name Server active list.
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Resource Description URI

Servers with This query retrieves a list of new Web servers ArcSight

Unnecessary (Web servers that do not belong to the Web Solutions/CIP/System
Functionality: Server category) based on the Web Servers Hardening/

Web Servers active list.

Successful This query retrieves successful events with ArcSight

Disallowed disallowed port access from a wireless network  Solutions/CIP/Network

Ports Access
from Wireless
into
Cardholder
Data
Environment

into the cardholder data environment.

Security/

Successful
Disallowed
Ports Access in
Cardholder
Data
Environment

This query retrieves all successful connection
events to disallowed ports within the
cardholder data environment (inbound or
outbound).

ArcSight
Solutions/CIP/Network
Security/

Successful This query lists successful password change ArcSight

Password events, listed in order of end time and Solutions/CIP/Access
Changes destination user name. Control/

Successful This query retrieves successful inbound ArcSight

Traffic from Internet traffic events to any destination Solutions/CIP/Network
Internet into outside the DMZ segment. Security/

non-DMZ

Destination

Time This query displays all events in which there ArcSight

Consistency
Issues

are clock synchronization issues between the
deviceReceiptTime and agentTime, or the
event endTime and managerReceiptTime.

Solutions/CIP/Monitoring/

Top 10 File
Changes

This query returns top 10 files changed within
the last 24 hours.

ArcSight

Solutions/CIP/Monitoring/

Top 10 Hosts
with Most
Unsuccessful
Administrative
Logins

Top 10
Products with
Failed Logical
Access
Attempts

This query returns the top 10 hosts with the
most unsuccessful login attempts within the
last two hours. This query can (and should) be
focused based on the network domain of
interest.

This query retrieves the top 10 products with
failed logical access attempts.

ArcSight

Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Access
Control/

Top 20 Assets

This query retrieves the top 20 assets with

ArcSight

with Failed failed logical access attempts. Solutions/CIP/Access

Logical Access Control/

Attempts

Top 20 This query viewer finds the top 20 suspicious ArcSight

Insecure communication between cardholder systems Solutions/CIP/Cryptography/

Transmission
of Cardholder
Data Over
Public
Networks

and public systems. Suspicious is defined as
protocols that are typically unencrypted.
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Resource

Description

URI

Top Hosts with
Most Malware
Activities

Top Hosts with
Most Spyware
Activities

This query finds the top 10 systems with the
most malware activities (routine maintenance
and remediation events).

This query finds the top 10 systems with most
spyware activities (routine maintenance and
remediation events).

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management /

Top Internal
Hosts
Accessed
Disallowed
Ports

Top Internal
Hosts Provided
Disallowed
Ports

Top Malware

This query returns the top internal hosts that
accessed the most disallowed ports.

This query returns the top internal hosts that
provided the most disallowed ports.

This query provides the names of the top 10

ArcSight
Solutions/CIP/Network
Security/

ArcSight
Solutions/CIP/Network
Security/

ArcSight

Instances detected malware instances. Solutions/CIP/Vulnerability
Management /

Top Spyware This query provides the names of the top 10 ArcSight

Instances detected spyware instances. Solutions/CIP/Vulnerability

Management /

Top Successful  This query identifies the top disallowed port ArcSight
Disallowed access in cardholder data environment. Solutions/CIP/Network
Ports Access in Security/
Cardholder
Data
Environment
Unauthorized This query shows details about access to ArcSight
Access to cardholder data systems by unauthorized Solutions/CIP/Access
Cardholder users. Control/
Data
Unauthorized This query retrieves unauthorized direct access  ArcSight
Direct to a cardholder database. A user is not Solutions/CIP/Access
Cardholder authorized to access a cardholder database Control/
Database directly unless identified as a database
Access administrator. Populate the Database
Administrators active list with the usernames
of the database administrators in the
organization.
User Accounts This query returns user accounts with expired ArcSight
with Expired passwords, where password expiration events Solutions/CIP/Access
Passwords occurred within the last four weeks. Control/
Vulnerabilities This query retrieves the number of ArcSight

Count

vulnerabilities.

Solutions/CIP/Vulnerability
Management/
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Query Viewers

Resource Description URI

Account This query viewer shows all account lockout ArcSight

Lockouts events within the last hour. For more focused Solutions/CIP/Access
results, you can drill down on either the host Control/
address or the user name.

Activity by This query viewer shows any activity ArcSight

Anonymous performed by anonymous users. Solutions/CIP/Access

Users Control/

Activity by This query viewer shows any activity ArcSight

Inactive Users performed by users who are known to have Solutions/CIP/Access
been inactive. Control/

Activity by This query viewer shows any activity ArcSight

Terminated performed by users who are known to have Solutions/CIP/Access

Users been terminated. Control/

Administrators  This query viewer shows any activity ArcSight

Activity performed by administrative accounts. Solutions/CIP/Monitoring/
After Hours This query viewer shows the physical access of  ArcSight

Physical a building after business hours. Solutions/CIP/Physical
Accesses Security/

All Password This query viewer displays a list of all password  ArcSight

Change Events change events and their outcome. Solutions/CIP/Access
Control/

Anti-Virus This query viewer shows anti-virus software ArcSight

Updates update events. Solutions/CIP/Vulnerability
Management /

Anti-Virus This query viewer detects the number of times  ArcSight

Updates by that anti-virus software attempted to update, Solutions/CIP/Vulnerability

Outcome grouped by outcome. Management /

Anti-Virus This query detects the number of times that ArcSight

Updates by anti-virus software attempted to update, Solutions/CIP/Vulnerability

Product grouped by product and outcome. Management /

Asset This query viewer shows the number of ArcSight

Vulnerabilities

Asset
Vulnerabilities
Count

vulnerabilities per asset. This query viewer
uses global variables with 11 filters to detect
the type of vulnerability.

This query viewer displays the number of
vulnerabilities per asset.

Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

Audit Log This query viewer shows all events where an ArcSight

Cleared audit log is cleared from a host. Solutions/CIP/Monitoring/
Cardholder This query viewer shows all untrusted systems  ArcSight

Data that are communicating directly with Solutions/CIP/Network
Environment cardholder systems. This traffic must be Security/

Inbound justified.

Traffic
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Resource Description URI

Cardholder This query viewer shows all communication ArcSight

Data from cardholder systems to untrusted Solutions/CIP/Network
Environment systems. This traffic must be justified. Security/

Outbound

Traffic

Compliance This query viewer displays all fields from ArcSight

Scenario trends about compliance scenarios within the Solutions/CIP/General/

Details last seven days.

DefaultVendor  This query viewer shows successful default ArcSight

Account Used vendor account usage events. Solutions/CIP/System

Successfully Hardening/

Direct This query viewer displays successful direct ArcSight

Connections connections between the Internet and the Solutions/CIP/Network

between cardholder data environment. Security/

Internet and

Cardholder

Data

Environment

Failed This query viewer displays failed password ArcSight

Password change events, listed in order of end time. Solutions/CIP/Access

Changes Control/

File Changes This query viewer shows the summary view of  ArcSight

file creations, deletions, and modifications in Solutions/CIP/Monitoring/
your environment.

Insecure This query viewer displays cryptography flaws ArcSight

Cryptography reported by vulnerability scanners. Solutions/CIP/Cryptography/

Insecure Ports  This query viewer displays events with ArcSight

Allowed insecure ports allowed. Solutions/CIP/System
Hardening/

Insecure Ports This query retrieves events with insecure ports ArcSight

Allowed Count allowed. Solutions/CIP/System

by Product Hardening/

Insecure This query viewer shows events with insecure ArcSight

Processes processes. Solutions/CIP/System
Hardening/

Negative This query viewer displays information about ArcSight

Impact negative impact compliance scenarios from Solutions/CIP/General/

Compliance
Scenarios in

trends within the last seven days.

the Last 7

Days

Negative This query viewer displays information from ArcSight

Impact trends about negative impact compliance Solutions/CIP/General/
Compliance scenarios per day within the last seven days.

Scenarios per
Day

PCI DSS
Compliance
Status: Asset-
Control

This query viewer shows control-asset
compliance status for PCI DSS controls.

ArcSight
Solutions/CIP/Regulations/P
CI DSS/

xcii Compliance Insight Package for the Payment Card Industry Solution Guide

Confidential



B Query Viewers

Resource Description URI
PCI DSS This query viewer shows the following ArcSight
Compliance information for every supported PCI DSS Solutions/CIP/Regulations/P
Status: control: *The percentage and actual number of CI Dss/
Control assets that are compliant with this control.
*The percentage and actual number of assets
that are non-compliant with this control. * The
total number of PCI DSS assets If the
displayed percentages are empty or exceed the
allowed range (0-100), run the PCI DSS
Number of Assets trend.
PCI DSS This query viewer shows the overall ArcSight
Score: compliance score for PCI DSS compliance in Solutions/CIP/Regulations/P
Compliance the organization. In addition, the difference CI Dss/
between the maximum potential compliance
score and the actual overall compliance score
is displayed (No Information).
PCI DSS This query viewer shows the overall non- ArcSight
Score: Non- compliance score for PCI DSS compliance in Solutions/CIP/Regulations/P
Compliance the organization. In addition, the difference CI DSS/
between the maximum potential non-
compliance score and the actual overall non-
compliance score is displayed (No
Information).
PCI DSS This query viewer shows the overall ArcSight
Score: compliance and non-compliance scores for Solutions/CIP/Regulations/P

Requirements

every PCI DSS Requirement.

CI DSS/

PCI DSS Top This query viewer shows the top 10 non- ArcSight

10 Non- compliant PCI DSS controls with the highest Solutions/CIP/Regulations/P
Compliant number of non-compliant assets. CI DSS/

Controls

PCI DSS Top This query viewer shows top 50 assets with the  ArcSight

50 Non- highest number of non-compliant PCI DSS Solutions/CIP/Regulations/P
Compliant controls. CI DSS/

Assets

Positive This query viewer displays information about ArcSight

Impact positive impact compliance scenarios from Solutions/CIP/General/

Compliance
Scenarios in

trends within the last seven days.

the Last 7

Days

Positive This query viewer displays information from ArcSight

Impact trends about positive impact compliance Solutions/CIP/General/
Compliance scenarios per day within the last seven days.

Scenarios per
Day

Primary This query viewer shows Network Intrusion ArcSight

Account Detection System (NIDS) signatures that Solutions/CIP/Privacy
Numbers detected primary account numbers in clear Protection/

Detected in text on the wire.

Clear Text
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Resource Description URI

Servers with This query viewer displays a list of new ArcSight

Unnecessary database servers (database servers that donot  Solutions/CIP/System
Functionality: belong to the Database category) based on the  Hardening/

Database Database Servers active list.

Servers

Servers with This query viewer displays a list of new Domain  ArcSight

Unnecessary Name Servers (Domain Name Servers that do Solutions/CIP/System
Functionality: not belong to the Domain Name Server Hardening/

Domain Name category) based on the Domain Name Server

Servers active list.

Servers with This query viewer displays a list of new Web ArcSight

Unnecessary servers (Web servers that do not belong to the Solutions/CIP/System
Functionality: Web Server category) based on the Web Hardening/

Web Servers Servers active list.

Successful This query viewer displays successful events of  ArcSight

Disallowed disallowed port access from a wireless network Solutions/CIP/Network

Ports Access
from Wireless
into
Cardholder
Data
Environment

into the cardholder data environment.

Security/

Successful
Disallowed

Ports Access in

Cardholder
Data
Environment

This query viewer displays all successful
connection events to disallowed ports within
the cardholder data environment (inbound or
outbound).

ArcSight
Solutions/CIP/Network
Security/

Successful This query viewer displays successful inbound ArcSight

Traffic from Internet traffic events to any destination Solutions/CIP/Network
Internet into outside the DMZ segment. Security/

non-DMZ

Destination

Top 10 File This query viewer displays the top 10 files ArcSight

Changes changed within the last 24 hours. Solutions/CIP/Monitoring/
Top 10 Hosts This query viewer shows the top 10 hosts with ArcSight

with Most the most unsuccessful administrative logins. Solutions/CIP/Monitoring/
Unsuccessful

Administrative

Logins

Top 10 This query viewer displays the top 10 products  ArcSight

Products with
Failed Logical

with failed logical access attempts.

Solutions/CIP/Access
Control/

Access

Attempts

Top 20 This query viewer displays the top 20 ArcSight

Insecure suspicious communication between cardholder Solutions/CIP/Cryptography/

Transmission
of Cardholder
Data Over
Public
Networks

systems and public systems. Suspicious is
defined as protocols that are typically
unencrypted.
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Resource Description URI
Top 20 This query viewer shows the top 20 products ArcSight
Products with with failed logical access attempts. Solutions/CIP/Access
Failed Logical Control/
Access
Attempts
Unauthorized This query viewer shows details about access ArcSight
Access to to cardholder data systems by unauthorized Solutions/CIP/Access
Cardholder users. Control/
Data
Unauthorized This query viewer displays unauthorized direct = ArcSight
Direct access to a cardholder database. A user is not Solutions/CIP/Access
Cardholder authorized to access a cardholder database Control/
Database directly unless identified as a database
Access administrator. Populate the Database
Administrators active list with the usernames
of the database administrators in the
organization.
User Accounts This query viewer displays accounts for which ArcSight
with Expired the password was not changed for longer than Solutions/CIP/Access
Passwords the policy standard permits. Control/
Vulnerabilities This query viewer displays the number of ArcSight

Count

vulnerabilities.

Solutions/CIP/Vulnerability
Management /
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Reports

Resource Description URI

Account This report shows all account creations. ArcSight

Creations Solutions/CIP/Access
Control/

Account This report shows all account deletions. ArcSight

Deletions Solutions/CIP/Access
Control/

Account This report shows all account modifications. ArcSight

Modifications Solutions/CIP/Access
Control/

Activity by This report shows any activity performed by ArcSight

Anonymous anonymous users. Solutions/CIP/Access

Users Control/

Activity by This report shows any activity performed by ArcSight

Terminated users who are known to have been terminated. Solutions/CIP/Access

Users Control/

Administrators  This report shows any activity performed by ArcSight

Activity administrative accounts. Solutions/CIP/Monitoring/
After Hours This report shows the physical access of a ArcSight
Physical building after business hours. Solutions/CIP/Physical
Accesses Security/
All Password This report provides a list of all password ArcSight
Change Events change events, listed in order of the time that Solutions/CIP/Access
they occurred. Control/
Anonymous This report shows all anonymous access to the  ArcSight
Access to cardholder data environment. Solutions/CIP/Access
Cardholder Control/
Data
Environment
Anti-Virus This report shows all incidents when the anti- ArcSight
Disabled virus software is disabled. Solutions/CIP/Vulnerability
Systems Management /
Anti-Virus This report shows a detailed listing of anti- ArcSight
Report - virus events (routine maintenance and Solutions/CIP/Vulnerability
Detailed remediation events) with high priority. Management /
Anti-Virus This report shows the number of times that ArcSight

Update Failed

anti-virus software failed to retrieve updates.

Solutions/CIP/Vulnerability
Management /

Anti-Virus This report shows anti-virus software update ArcSight
Updates events. Solutions/CIP/Vulnerability
Management /
Asset This report shows compliance scores for a ArcSight
Compliance selected asset. The results include all the Solutions/CIP/General/
Score controls that are supported by the solution.
The AssetID parameter identifies the asset by
ESM resource ID, IP address, or host name.
Audit Log This report shows all events where an auditlog  ArcSight
Cleared is cleared from a host. Solutions/CIP/Monitoring/
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Resource Description URI

CVSS Score This report displays vulnerabilities with a ArcSight

Greater than Common Vulnerability Scoring System (CVSS) Solutions/CIP/Vulnerability

or Equal to 4 score greater than or equal to 4. Management /

Custom This report displays information about the use ArcSight

Accounts of development, test, or custom applications or  Solutions/CIP/System
user accounts outside of the test or Hardening/
development environments.

DefaultVendor  This report displays successful default vendor ArcSight

Account Used account usage. Solutions/CIP/System

Successfully Hardening/

Failed Logins This report provides a listing of all failed logins  ArcsSight
of non-machine users grouped by product and Solutions/CIP/Access
day. Control/

Failed This report displays failed password change ArcSight

Password events. Solutions/CIP/Access

Changes Control/

Failed Physical This report shows failed attempts to enter a ArcSight

Access Events

building.

Solutions/CIP/Physical
Security/

High Risk This report displays high and very high risk ArcSight

Vulnerability level flaws reported by vulnerability scanners. Solutions/CIP/Vulnerability

Detected Management /

Inactive User This report shows all user names that are in ArcSight

Account the Inactive Accounts active list. Solutions/CIP/Access

Detected Control/

Insecure This report shows cryptography flaws reported ArcSight

Cryptography by vulnerability scanners. Solutions/CIP/Cryptography/

Insecure Ports This report displays successful insecure port ArcSight

Allowed access; for example, FTP or Telnet. Solutions/CIP/System
Hardening/

Insecure This report displays events with insecure ArcSight

Processes processes. Solutions/CIP/System
Hardening/

Login Activity This report shows login activity by users who ArcSight

by Inactive are in the Inactive Accounts active list. The Solutions/CIP/Access

Users information in the report is in order of the Control/

outcome of the login event.
Malware This report shows an overview of malware ArcSight
Activities activities (including remediation). Solutions/CIP/Vulnerability

Management /

Open Ports by
Device

PCI DSS
Compliance
Score: Asset-
Control

This report shows all ports that were passed by
a firewall, as well as the rule number that it
triggered.

This report shows asset compliance scores for
the PCI DSS. The compliance is reported per
control, per asset, in the following format: 1 A
compliant, O A non-compliant.

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Regulations/P
CI DSs/
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Resource Description URI

Password This report lists passwords that were not ArcSight

Expired changed for longer than the policy standard. Solutions/CIP/Access
Control/

Primary This report shows Network Intrusion Detection  ArcSight

Account System (NIDS) signatures that detected Solutions/CIP/Privacy

Numbers primary account numbers in clear text on the Protection/

Detected in wire.

Clear Text

Spyware This report shows an overview of spyware ArcSight

Activities activities. Solutions/CIP/Vulnerability
Management/

Successful This report shows successful disallowed port ArcSight

Disallowed access in the cardholder data environment and Solutions/CIP/Network

Ports Access successful disallowed port access from a Security/

wireless network into the cardholder data
environment.

Successful This report displays successful password ArcSight

Password change events. Solutions/CIP/Access

Changes Control/

Time This report displays all events in which there ArcSight

Consistency
Issues

Top 20
Insecure
Transmission
of Cardholder
Data Over
Public
Networks

are clock synchronization issues between the
deviceReceiptTime and agentTime, or the
event endTime and managerReceiptTime. The
report displays the connector (agent)
information first and then the device
information.

This report shows the top 20 suspicious
communications between cardholder systems
and public systems. Suspicious is defined as
protocols that are typically unencrypted.

Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Cryptography/
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Rules

Resource

Description

URI

Accesses to

This rule detects access to the cardholder data

ArcSight

Cardholder environment by an identified user. Solutions/CIP/Compliance

Data Scenarios/Monitoring/

Environment

by Identified

Users

Account This rule detects account deletion events. ArcSight

Deletion When triggered, the rule adds and deletes Solutions/CIP/General/
users from the appropriate active lists.

Account This rule detects account lockouts. If both ArcSight

Lockouts source and destination assets are empty, the Solutions/CIP/Compliance
username is reported as asset. Scenarios/Access Control/

Anonymous This rule triggers when events are detected in ArcSight

User Activity

which source or destination users cannot be
attributed to an individual user.

Solutions/CIP/Compliance
Scenarios/Access Control/

Anti-Virus This rule detects any events reported by anti- ArcSight

Detected virus products in your environment. Solutions/CIP/Compliance
Scenarios/Vulnerability
Management/

Anti-Virus This rule triggers when any anti-virus activity ArcSight

Status: is detected or when an anti-virus is disabled. Solutions/CIP/Compliance

Running or In the latter case, the impact of the rule is Scenarios/Vulnerability

Disabled negative, otherwise, the impact is positive. See  Management/

the Solution Guide for more information.

Anti-Virus This rule triggers when an anti-virus update or  ArcSight

Status: scan success or failure is detected, or when an Solutions/CIP/Compliance

Updates or anti-virus is disabled. Scenarios/Vulnerability

Scans Management /

Audit Log This rule triggers when an audit log is cleared ArcSight

Cleared from a host. Solutions/CIP/Compliance
Scenarios/Monitoring/

Broken This rule detects authentication and session ArcSight

Authentication

and Session

management flaws reported by vulnerability
scanners.

Solutions/CIP/Compliance
Scenarios/Vulnerability

Management Management /

Buffer This rule triggers when buffer overflow flaws ArcSight

Overflows are detected by vulnerability scanners. Solutions/CIP/Compliance
Scenarios/Vulnerability
Management /

Cardholder This rule triggers when cardholder data assets ArcSight

Data in DMZ are detected in the DMZ segment. Solutions/CIP/Compliance
Scenarios/Network Security/

Clear Text This rule triggers when a clear text password ArcSight

Password transmission is detected. Solutions/CIP/Compliance

Transmission Scenarios/Privacy
Protection/

Creation and This rule detects object creations and ArcSight

Deletion of deletions. Solutions/CIP/Compliance
Objects Scenarios/Monitoring/
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Resource Description URI

Cross-Site This rule detects cross-site request forgery ArcSight

Request vulnerabilities reported by vulnerability Solutions/CIP/Compliance

Forgery scanners. Scenarios/Vulnerability
Management /

Cross-Site This rule detects cross-site scripting flaws ArcSight

Scripting reported by vulnerability scanners. Solutions/CIP/Compliance
Scenarios/Vulnerability
Management /

Custom This rule detects the use of development, test, ArcSight

Account or custom application or user accounts outside Solutions/CIP/Compliance

Detected of the test or development environments. Scenarios/System Hardening/

Default Vendor
Account Used
Successfully

This rule identifies successful default vendor
account usage.

ArcSight
Solutions/CIP/Compliance
Scenarios/System Hardening/

Direct
Connections
between
Internet and
Cardholder
Data
Environment

This rule detects successful direct connection
(inbound or outbound) between the cardholder
data environment and the Internet.

ArcSight
Solutions/CIP/Compliance
Scenarios/Network Security/

Event Time:
Empty or Non-
empty

This rule triggers on every event. The impact
of this rule is positive if the event time stamp
is present. Otherwise, the impact is negative.

ArcSight
Solutions/CIP/Compliance
Scenarios/Monitoring/

Events from
External-
Facing
Technologies

This rule detects events from external-facing
technologies. By default, this rule supports
firewalls, Domain Name Servers, and network
IDS/IPS devices.

ArcSight
Solutions/CIP/Compliance
Scenarios/Monitoring/

Failed Logical
Access
Attempts

Failed Physical
Access
Attempt

File Integrity
Tool Detected

This rule detects failed logical access attempts.

This rule detects a failed physical access
attempt.

This rule detects an event from a file integrity
tool.

ArcSight
Solutions/CIP/Compliance
Scenarios/Access Control/

ArcSight
Solutions/CIP/Compliance
Scenarios/Physical
Security/

ArcSight
Solutions/CIP/Compliance
Scenarios/Monitoring/

High Risk
Vulnerability
Detected

This rule detects high risk flaws reported by
vulnerability scanners.

ArcSight
Solutions/CIP/Compliance
Scenarios/Vulnerability
Management /

Identified User
Account
Lockout

This rule triggers when an account lockout
event is detected and the source or destination
username is not empty.

ArcSight
Solutions/CIP/General/

Identified User
Account in
Event

This rule triggers when an identified user
account is detected in the event.

ArcSight
Solutions/CIP/Compliance
Scenarios/Monitoring/
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Resource

Description

URI

Implement a
DMZ

This rule identifies the existence of assets or
zones that belong to the DMZ category. This is
done by performing the following. For zones
that belong to the DMZ category, run the trend
to search for events with source or destination
zones in the DMZ category. For assets that
belong to the DMZ category, run the trend to
get a list of assets that belong to the DMZ
category. See the Solution Guide for more
details.

ArcSight
Solutions/CIP/Compliance
Scenarios/Network Security/

Improper
Access Control

Improper
Error Handling

Inactive User

This rule detects access control flaws reported
by vulnerability scanners.

This rule triggers when error handling flaws
reported by vulnerability scanners are
detected.

This rule detects successful activities by

ArcSight
Solutions/CIP/Compliance
Scenarios/Access Control/

ArcSight
Solutions/CIP/Compliance
Scenarios/Vulnerability
Management/

ArcSight

Account accounts that are in the Inactive Accounts Solutions/CIP/Compliance

Activity active list. Scenarios/Access Control/

Injection This rule detects injection flaws reported by ArcSight

Flaws vulnerability scanners. For example, SQL Solutions/CIP/Compliance
injection, OS Command Injection, LDAP and Scenarios/Vulnerability
XPath injection, and more. Management/

Insecure This rule detects insecure communication flaws  ArcSight

Communicatio
ns

reported by vulnerability scanners.

Solutions/CIP/Compliance
Scenarios/Vulnerability
Management /

Insecure This rule detects cryptography flaws reported ArcSight

Cryptography by vulnerability scanners. Solutions/CIP/Compliance
Scenarios/Cryptography/

Insecure This rule detects insecure services, protocols, ArcSight

Services, or daemons; for example, Telnet or RSH. Solutions/CIP/Compliance

Protocols or Scenarios/System Hardening/

Daemons

Detected

Insecure This rule detects insecure transmission of ArcSight

Transmission
of Cardholder
Data Over
Public
Networks

sensitive cardholder data over the Internet.

Solutions/CIP/Compliance
Scenarios/Cryptography/

Internal IP
access from
Internet into
DMZ

This rule triggers when internal addresses
successfully pass from the Internet into the
DMZ.

ArcSight
Solutions/CIP/Compliance
Scenarios/Network Security/

Lockout This rule detects an unlock event of an ArcSight
Duration identified user account. If the lockout duration Solutions/CIP/Compliance
is longer than 30 minutes, the impact of this Scenarios/Access Control/
rule is positive, otherwise, the impact is
negative. If both source and destination assets
are empty, the username is reported as asset.
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Resource Description URI

Malware or This rule triggers when a spyware or malware ArcSight

Spyware activity is reported by either an Intrusion Solutions/CIP/Compliance
Detected Detection System (IDS) or an anti-virus Scenarios/Vulnerability

application.

Management /

Misconfigurati
ons

This rule detects misconfiguration flaws
reported by vulnerability scanners.

ArcSight
Solutions/CIP/Compliance
Scenarios/Vulnerability
Management /

Multiple
Functions
Implemented
on a Server

This rule triggers when an asset with multiple
functionality is detected; for example, a
database and Web server installed on the same
machine.

ArcSight
Solutions/CIP/Compliance
Scenarios/System Hardening/

Network IDS
Detected

This rule detects an event categorized as
originating from a network Intrusion Detection
System (IDS) or Intrusion Protection System
(IPS).

ArcSight
Solutions/CIP/Compliance
Scenarios/Network Security/

New Database
Server
Detected in
Device

This rule triggers when new database servers
are detected in the device (database servers
that do not belong to the Database category).

ArcSight
Solutions/CIP/General/

New Database
Server
Detected in
Source or
Destination

This rule triggers when new database servers
are detected in the source or destination
(database servers that do not belong to the
Database category).

ArcSight
Solutions/CIP/General/

New Domain
Name Server
Detected in
Device

This rule triggers when new Domain Name
Servers are detected in the device (Domain
Name Servers that do not belong to the
Domain Name Server category).

ArcSight
Solutions/CIP/General/

New Domain
Name Server

This rule detects new Domain Name Servers in
the source or destination (Domain Name

ArcSight
Solutions/CIP/General/

Detected in Servers that do not belong to the Domain

Source or Name Server category).

Destination

New Web This rule triggers when new Web servers are ArcSight

Server detected in the device (Web servers that do Solutions/CIP/General/
Detected in not belong to the Web Server category).

Device

New Web This rule triggers when new Web servers are ArcSight

Server detected in the source or destination (Web Solutions/CIP/General/
Detected in servers that do not belong to the Web Server

Source or category).

Destination

Non-empty This rule detects events with a non-empty ArcSight

Origination of
Event

origination.

Solutions/CIP/Compliance
Scenarios/Monitoring/
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Resource Description URI
PCI DSS This rule detects compliance scenario events ArcSight
that are mapped to PCI DSS controls, and Solutions/CIP/Regulation
updates the compliance score of the reported Rules/
assets. If some of the reported assets are not
relevant for PCI DSS regulation, a special
active list can be used to limit the rule to a
specific set of assets; for example, by network
zone. See the Solution Guide for more
information.
Password This rule detects successful password change ArcSight
Management: events and password expiration events. Solutions/CIP/Compliance
Successful Instead of reporting the asset for the Scenarios/Access Control/
Changes or compliance status, the username is used.
Expirations
Personal This rule triggers when events reported by a ArcSight
Firewall personal firewall are detected. Solutions/CIP/Compliance
Scenarios/Network Security/
Physical This rule detects a physical access attempt. ArcSight

Access Events

Solutions/CIP/Compliance
Scenarios/Physical

Security/
Primary This rule triggers when primary account ArcSight
Account numbers are identified on the wire as detected Solutions/CIP/Compliance
Numbers by a Network Intrusion Detection System Scenarios/Privacy
Detected in (NIDS). Protection/
Clear Text
Primary This rule triggers when a Primary Account ArcSight
Account Number (PAN) is detected in clear text in the Solutions/CIP/Compliance
Numbers testing or development environment. Scenarios/Privacy
Detected in Protection/
Testing or
Development
Environment
Private IP This rule detects the use of an RFC1918 ArcSight
Protected address. Solutions/CIP/Compliance
From Scenarios/Network Security/
Disclosure

Security Patch
Missing

This rule detects events in which vulnerability
scanners report a missing security patch.

ArcSight
Solutions/CIP/Compliance
Scenarios/Vulnerability
Management /

Success or This rule triggers when a success or failure ArcSight

Failure indication is detected in the event. Solutions/CIP/Compliance
Indication in Scenarios/Monitoring/
Event

Successful This rule detects successful disallowed port ArcSight

Disallowed access from a wireless network into the Solutions/CIP/Compliance

Ports Access
from Wireless
into
Cardholder
Data
Environment

cardholder data environment.

Scenarios/Network Security/
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Resource Description URI

Successful This rule triggers when communication with a ArcSight

Disallowed forbidden destination port within the Solutions/CIP/Compliance
Ports Accessin  cardholder data environment is allowed Scenarios/Network Security/
Cardholder (inbound or outbound).

Data

Environment

Successful This rule detects successful logins from active ArcSight

Login by accounts (users) and puts the account Solutions/CIP/General/
Active Account information in the Active Accounts active list.

Successful This rule detects successful password change ArcSight

Password events and inserts the username into the Solutions/CIP/General/
Change Password Changes active list.

Successful This rule detects successful inbound Internet ArcSight

Traffic from traffic to any destination outside the DMZ Solutions/CIP/Compliance
Internet into segment. Scenarios/Network Security/
non-DMZ

Destination

Successful This rule detects unauthorized outbound traffic  ArcSight

Unauthorized from the cardholder data environment to the Solutions/CIP/Compliance
Traffic from Internet. Scenarios/Network Security/
Cardholder

Data

Environment

to Internet

Terminated This rule detects any activity of user accounts ArcSight

User Activity

that have been terminated and placed in the
Terminated Users active list.

Solutions/CIP/Compliance
Scenarios/Access Control/

Test Account
in Production
Environment

Time
Consistency
Issues

This rule detects the use of a test user in the
production environment.

This rule detects a clock or time related
problem.

ArcSight
Solutions/CIP/Compliance
Scenarios/Access Control/

ArcSight
Solutions/CIP/Compliance
Scenarios/Monitoring/

Unauthorized
Access Point
Detected

This rule triggers when an unauthorized access
point is detected in the network.

ArcSight
Solutions/CIP/Compliance
Scenarios/Network Security/

Unauthorized
Access to
Cardholder
Data

This rule detects an unauthorized access to the
cardholder data environment.

ArcSight
Solutions/CIP/Compliance
Scenarios/Access Control/

Unauthorized

This rule detects unauthorized direct access to

ArcSight

Direct a cardholder database. A user is not authorized Solutions/CIP/Compliance
Cardholder to access a cardholder database directly unless Scenarios/Access Control/
Database identified as database administrator. Populate
Access the Database Administrators active list with

the usernames of the database administrators

in the organization.
Unencrypted This rule detects the use of clear text protocols ArcSight

Non-Console
Administrative
Access
Detected

(HTTP, Telnet) for administrative account
access.

Solutions/CIP/Compliance
Scenarios/System Hardening/
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Resource Description URI

Unnecessary This rule triggers when database servers, Web ArcSight

Functionality servers, and Domain Name Servers that do not  Solutions/CIP/Compliance
Detected belong to a corresponding asset category are Scenarios/System Hardening/

detected. These servers are identified as an
unnecessary functionality within the
organizational network. See the Solution Guide
for more information.

User Account

This rule triggers every time an entry ages out

ArcSight

Expired of the Active Accounts active list. This happens Solutions/CIP/General/
when an account has been inactive for more
than the amount of time specified in the time-
to-live of this active list.
Wireless This rule triggers when a wireless Intrusion ArcSight
Encryption Detection System (IDS) reports a wireless Solutions/CIP/Compliance
Violation in traffic encryption violation in the cardholder Scenarios/Cryptography/
Cardholder data environment.
Data
Environment
Detected
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Trends

Resource

Description

URI

Compliance

This trend stores chosen fields from

ArcSight

Scenario compliance scenario correlation events. Solutions/CIP/General/
Correlation
Events
DMZ Assets This trend checks whether at least one asset ArcSight
that belongs to the DMZ category was detected Solutions/CIP/Network
during the last 24 hours. Security/
DMZ Zones This trend checks whether at least one zone ArcSight
that belongs to the DMZ category was detected Solutions/CIP/Network
during the last 24 hours. Security/
PCI DSS This trend stores PCI DSS compliance and non- ArcSight
Compliance compliance score summation for all control- Solutions/CIP/Regulations/P
Score Sum asset pairs in the system. This data is used to CI DSS/
build the top level compliance and non-
compliance status reports for the PCI DSS
regulation.
PCI DSS This trend stores the maximum potential PCI ArcSight

Maximal Asset
Compliance
Score

DSS compliance score for a single asset.

Solutions/CIP/Regulations/P
CI DSS/

PCI DSS
Maximal Asset
Compliance
Score:
Requirement

This trend stores the maximum potential PCI
DSS compliance score for a single asset, for
each PCI DSS requirement.

ArcSight
Solutions/CIP/Regulations/P
CI DSS/

PCI DSS
Maximal Asset
Non-
Compliance
Score

PCI DSS
Maximal Asset
Non-
Compliance
Score:
Requirement

This trend stores the maximum potential PCI
DSS non-compliance score for a single asset.

This trend stores the maximum potential PCI
DSS non-compliance score for a single asset,
for each PCI DSS requirement.

ArcSight
Solutions/CIP/Regulations/P
CI DSS/

ArcSight
Solutions/CIP/Regulations/P
CI DSs/

PCI DSS This trend stores the number of assets for the ArcSight
Number of PCI DSS regulation. This number includes all Solutions/CIP/Regulations/P
Assets assets that were reported compliant or non- CI DSS/
compliant for at least one PCI DSS control.
Password This trend stores all events in the last month of  ArcsSight
Expired accounts for which the password was not Solutions/CIP/Access
changed for longer than the policy standard Control/

permits.
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Use Cases

Resource Description URI

Access Control  This use case provides a high-level overview of  ArcSight Solutions/CIP/
resources that belong to the Access Control
domain.

Cryptography This use case provides a high-level overview of  ArcSight Solutions/CIP/
resources that belong to the Cryptography
domain.

General This use case provides a high-level overview of  ArcSight Solutions/CIP/
cross-domain resources. These resources do
not belong to a specific domain and may be
used by various compliance scenarios.

Monitoring This use case provides a high-level overview of  ArcSight Solutions/CIP/
resources that belong to the Monitoring
domain.
Network This use case provides a high-level overview of  ArcSight Solutions/CIP/
Security resources that belong to the Network Security
domain.
PCI DSS This use case provides a high-level overview of  ArcSight Solutions/CIP/
Compliance PCI DSS compliance.
Status
Physical This use case provides a high-level overview of  ArcSight Solutions/CIP/
Security resources that belong to the Physical Security
domain.
Privacy This use case provides a high-level overview of  ArcSight Solutions/CIP/
Protection resources that belong to the Privacy Protection
domain.
System This use case provides a high-level overview of  ArcSight Solutions/CIP/
Hardening resources that belong to the System Hardening
domain.
Vulnerability This use case provides a high-level overview of  ArcSight Solutions/CIP/
Management resources that belong to the Vulnerability

Management domain.
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