—1

Hewlett Packard
Enterprise

HPE Security ArcSight ESM

Software Version: 6.11.0

API Reference Vol. 1: Core-Client Services (1.2)

March 1, 2017



API Reference Vol. 1: Core-Client Services (1.2)

Legal Notices

Warranty

The only warranties for Hewlett Packard Enterprise products and services are set forth in the express warranty statements
accompanying such products and services. Nothing herein should be construed as constituting an additional warranty.
Hewlett Packard Enterprise shall not be liable for technical or editorial errors or omissions contained herein.

The information contained herein is subject to change without notice.

The network information used in the examples in this document (including IP addresses and hostnames) is for illustration
purposes only.

HPE Security ArcSight products are highly flexible and function as you configure them. The accessibility, integrity, and
confidentiality of your data is your responsibility. Implement a comprehensive security strategy and follow good security
practices.

This document is confidential.

Restricted Rights Legend

Confidential computer software. Valid license from Hewlett Packard Enterprise required for possession, use or copying.
Consistent with FAR 12.211 and 12.212, Commercial Computer Software, Computer Software Documentation, and Technical
Data for Commercial Items are licensed to the U.S. Government under vendor's standard commercial license.

Copyright Notice
© Copyright 2017 Hewlett Packard Enterprise Development, LP

Follow this link to see a complete statement of copyrights and acknowledgements:
https://www.protect724.hpe.com/docs/DOC-13026

Support

Contact Information

Phone Alist of phone numbers is available on the HPE Security ArcSight Technical Support
Page: https://softwaresupport.hpe.com/documents/10180/14684/esp-support-
contact-list
Support Web Site https://softwaresupport.hpe.com
Protect 724 Community https://www.protect724.hpe.com
HPE ESM 6.11.0 Page2of2

ESM Service Layer: Core Services 2.0 Page 2



Package
com.arcsight.coma.bridge
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com.arcsight.coma.bridge
Class AuthenticationException

j ava. |l ang. Obj ect
+-java. |l ang. Thr owabl e
+-java. | ang. Excepti on
+-com arcsi ght. coma. bri dge. Aut henti cati onExcepti on

All Implemented Interfaces:
Serializable

public class AuthenticationException
extends Exception

Constructor Summary

public | AuthenticationException(String nessage)

public | Authenticati onException(String service, String method)

Methods inherited from classj ava. | ang. Thr owabl e

filllnStackTrace, getCause, getlLocalizedMessage, getMessage, get StackTrace, initCause,
print StackTrace, printStackTrace, printStackTrace, setStackTrace, toString

Methods inherited from classj ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

AuthenticationException

public AuthenticationException(String nessage)

AuthenticationException

public AuthenticationException(String service,
String nethod)
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com.arcsight.coma.bridge
Class AuthorizationException

j ava. |l ang. Obj ect
+-java. |l ang. Thr owabl e
+-java. | ang. Excepti on
+-com arcsi ght. coma. bri dge. Aut hori zat i onExcepti on

All Implemented Interfaces:
Serializable

public class AuthorizationException
extends Exception

Constructor Summary

public | Authorizati onException(String nessage)

public | Authorizati onException(String service, String method, bool ean

classRequi r esAut henti cati on, bool ean nethodRequi resAut henti cati on,
String[] classRequiredRi ghts, String[] methodRequiredRi ghts)

Methods inherited from classj ava. | ang. Thr owabl e

filllnStackTrace, getCause, getlocalizedMessage, getMessage, get StackTrace,

print StackTrace, printStackTrace, printStackTrace, setStackTrace, toString

i ni t Cause,

Methods inherited from classj ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

AuthorizationException

public Authorizati onException(String nessage)

(continued on next page)
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AuthorizationException

public AuthorizationException(String service,
String nethod,
bool ean cl assRequi resAut henti cati on,
bool ean net hodRequi r esAut henti cati on,
String[] classRequiredRights,
String[] nethodRequiredRi ghts)
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Package
com.arcsight.coma.client.gwt
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com.arcsight.coma.client.gwt
Class RemoteServiceException

j ava. |l ang. Obj ect
+-java. |l ang. Thr owabl e
+-java. | ang. Excepti on
+-com arcsi ght. conma. client. gwt. Renot eServi ceException

All Implemented Interfaces:
Serializable, Serializable

public class RemoteServiceException
extends Exception
implements Serializable, Serializable

Field Summary

public static final ERROR_UNKNOWN

Value: - 54188

Constructor Summary

public | RenoteServi ceException()

public Renot eSer vi ceExcepti on(String nessage, Throwabl e cause)

public Renot eSer vi ceException(String nmessage)

public Renot eSer vi ceExcepti on( Thr owabl e cause)

Method Summary

i nt get Err or Code()

String | get RenoteStacktrace()

void | setErrorCode(int errorCode)

void | setRenpteStacktrace(String renoteStacktrace)

Methods inherited from class j ava. | ang. Thr owabl e
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filllnStackTrace, getCause, getlocalizedMessage, getMessage, get StackTrace, initCause,
print StackTrace, printStackTrace, printStackTrace, setStackTrace, toString

Methods inherited from class j ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Fields

ERROR_UNKNOWN

public static final int ERROR_UNKNOAN

Constant value: - 54188

Constructors

RemoteServiceException

publ i c RenoteServi ceException()

RemoteServiceException

publ i c RenoteServi ceException(String nessage,
Thr owabl e cause)

RemoteServiceException

publ i c RenoteServi ceException(String nessage)

RemoteServiceException

publ i c Renot eServi ceExcepti on( Throwabl e cause)

Methods

getRemoteStacktrace
public String getRenoteStacktrace()
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setRemoteStacktrace

public void set RenpteStacktrace(String renoteStacktrace)

getErrorCode
public int getErrorCode()

setErrorCode
public void setErrorCode(int errorCode)
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Package

com.arcsight.product.core.service.v1.axis2.
jaxws
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com.arcsight.product.core.service.v1.axis2.jaxws
Class AuthenticationExceptionBean

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. service. vl. axi s2.j axws. Aut henti cati onExcepti onBean

public class AuthenticationExceptionBean
extends Object

This class was generated by the JAX-WS RI. JAX-WS RI 2.1.5-b03- Generated source version: 2.1.5

Constructor Summary

public | Authenticati onExcepti onBean()

Method Summary

String ‘ get Message()

void | setMessage(String nessage)

Methods inherited from class j ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

AuthenticationExceptionBean

public Authenticati onExcepti onBean()

Methods

getMessage
public String get Message()

Returns:
returns String
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setMessage

public void set Message(String nessage)

Parameters:
message - the value for the message property
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com.arcsight.product.core.service.v1.axis2.jaxws
Class AuthorizationExceptionBean

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. service. vl. axi s2.j axws. Aut hori zat i onExcept i onBean

public class AuthorizationExceptionBean
extends Object

This class was generated by the JAX-WS RI. JAX-WS RI 2.1.5-b03- Generated source version: 2.1.5

Constructor Summary

public | Authorizati onExcepti onBean()

Method Summary

String ‘ get Message()

void | setMessage(String nessage)

Methods inherited from class j ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

AuthorizationExceptionBean

public Authorizati onExcepti onBean()

Methods

getMessage
public String get Message()

Returns:
returns String
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setMessage

public void set Message(String nessage)

Parameters:
message - the value for the message property
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com.arcsight.product.core.service.v1.axis2.jaxws
Class GetAllRightsByGroupTypeResponse

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. servi ce. vl. axi s2.j axws. Get Al | R ght sByGr oupTypeResponse

public class GetAllRightsByGroupTypeResponse
extends Object

Constructor Summary

public | GetAll R ghtsByG oupTypeResponse()

Method Summary

HashMap ‘ get Return()

void | setReturn(HashMap _return)

Methods inherited from classj ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

GetAllRightsByGroupTypeResponse
public Get All R ght sByGroupTypeResponse()

Methods

getReturn
publ i c HashMap get Return()

Returns:
returns HashMap>
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setReturn
public void setReturn(HashMap _return)

Parameters:
_return -the value for the _return property
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com.arcsight.product.core.service.v1.axis2.jaxws
Class LoginServiceAuthenticate

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. service. vl. axi s2.j axws. Logi nSer vi ceAut henti cat e

public class LoginServiceAuthenticate
extends Object

Constructor Summary

public Logi nSer vi ceAut henti cat e()

Method Summary

Aut hCont ext get Aut hCont ext ()

String | getAut hToken()

Passwor dCr edent i al get Cred()

voi d | set Aut hCont ext (Aut hCont ext aut hCont ext)

void | set AuthToken(String authToken)

void | setCred(PasswordCredential cred)

Methods inherited from class j ava. | ang. Cbj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

LoginServiceAuthenticate

publ i c Logi nServi ceAut henti cate()

Methods
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getAuthToken
public String get Aut hToken()

Returns:
returns String

setAuthToken
public void set AuthToken(String aut hToken)

Parameters:
aut hToken - the value for the authToken property

getCred
publ i c PasswordCredential getCred()

Returns:
returns PasswordCredential

setCred

public void setCred(PasswordCredential cred)

Parameters:
cr ed - the value for the cred property

getAuthContext
publ i ¢ Aut hCont ext get Aut hCont ext ()

Returns:
returns AuthContext

setAuthContext
public void set Aut hCont ext (Aut hCont ext aut hCont ext)

Parameters:
aut hCont ext - the value for the authContext property
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com.arcsight.product.core.service.v1.axis2.jaxws
Class LoginServiceAuthenticateResponse

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. service. vl. axi s2. j axws. Logi nSer vi ceAut hent i cat eResponse

public class LoginServiceAuthenticateResponse
extends Object

Constructor Summary

public Logi nSer vi ceAut hent i cat eResponse()

Method Summary

Aut hResponse | get Return()

void | setReturn(AuthResponse _return)

Methods inherited from classj ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

LoginServiceAuthenticateResponse

public Logi nServi ceAut henti cat eResponse()

Methods

getReturn
publ i ¢ Aut hResponse get Return()

Returns:
returns AuthResponse
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setReturn

public void setReturn(Aut hResponse _return)

Parameters:
_return -the value for the _return property
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com.arcsight.product.core.service.v1.axis2.jaxws
Class LoginServiceGetAuthenticationMethod

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. servi ce. vl. axi s2. j axws. Logi nSer vi ceCGet Aut hent i cati onMet hod

public class LoginServiceGetAuthenticationMethod
extends Object

Constructor Summary

public Logi nSer vi ceGet Aut hent i cat i onMet hod()

Method Summary

String ‘ get Aut hToken()

void | setAuthToken(String aut hToken)

Methods inherited from classj ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

LoginServiceGetAuthenticationMethod
public Logi nServi ceGet Aut henti cati onMet hod()

Methods

getAuthToken

public String get Aut hToken()

Returns:
returns String
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setAuthToken
public void set AuthToken(String aut hToken)

Parameters:
aut hToken - the value for the authToken property
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com.arcsight.product.core.service.v1.axis2.jaxws
Class LoginServiceGetAuthenticationMethodResponse

j ava. |l ang. Obj ect

+-
com ar csi ght. product. core. service. vl. axi s2.j axws. Logi nServi ceGet Aut henti cati onMet hodRespon
se

public class LoginServiceGetAuthenticationMethodResponse
extends Object

Constructor Summary

public Logi nSer vi ceGet Aut hent i cati onMet hodResponse()

Method Summary

Aut hiet hod ‘ get Return()

voi d | set Return(AuthMethod _return)

Methods inherited from class j ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

LoginServiceGetAuthenticationMethodResponse
public Logi nServi ceCet Aut henti cati onMet hodResponse()

Methods

getReturn
public Aut hMet hod get Return()

Returns:
returns AuthMethod
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setReturn
public void setReturn(AuthMethod _return)

Parameters:
_return -the value for the _return property
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com.arcsight.product.core.service.v1.axis2.jaxws
Class LoginServiceGetCurrentUser

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. servi ce. vl. axi s2. j axws. Logi nSer vi ceGet Current User

public class LoginServiceGetCurrentUser
extends Object

Constructor Summary

public Logi nSer vi ceGet Current User ()

Method Summary

String ‘ get Aut hToken()

void | setAuthToken(String aut hToken)

Methods inherited from classj ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

LoginServiceGetCurrentUser
public Logi nServi ceGet Current User ()

Methods

getAuthToken

public String get Aut hToken()

Returns:
returns String
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setAuthToken
public void set AuthToken(String aut hToken)

Parameters:
aut hToken - the value for the authToken property
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com.arcsight.product.core.service.v1.axis2.jaxws
Class LoginServiceGetCurrentUserResponse

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. servi ce. vl. axi s2. j axws. Logi nSer vi ceGet Current User Response

public class LoginServiceGetCurrentUserResponse

extends Object
Constructor Summary
public Logi nSer vi ceGet Curr ent User Response()
Method Summary
User get Return()
void | setReturn(User _return)

Methods inherited from classj ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

LoginServiceGetCurrentUserResponse
public Logi nServi ceGet Current User Response()

Methods

getReturn
public User getReturn()

Returns:
returns User
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setReturn

public void setReturn(User _return)

Parameters:
_return -the value for the _return property
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com.arcsight.product.core.service.v1.axis2.jaxws
Class LoginServiceGetServiceMajorVersion

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. service. vl. axi s2.j axws. Logi nSer vi ceGet Ser vi ceMaj or Ver si on

public class LoginServiceGetServiceMajorVersion
extends Object

Constructor Summary

public Logi nSer vi ceGet Ser vi ceMaj or Ver si on()

Method Summary

String ‘ get Aut hToken()

void | setAuthToken(String aut hToken)

Methods inherited from classj ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

LoginServiceGetServiceMajorVersion

public Logi nServi ceGet Servi ceMaj or Ver si on()

Methods

getAuthToken

public String get Aut hToken()

Returns:
returns String
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setAuthToken
public void set AuthToken(String aut hToken)

Parameters:
aut hToken - the value for the authToken property
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com.arcsight.product.core.service.v1.axis2.jaxws
Class LoginServiceGetServiceMajorVersionResponse

j ava. |l ang. Obj ect

+-
com arcsi ght. product. core. service. vl. axi s2. j axws. Logi nSer vi ceCet Ser vi ceMaj or Ver si onRespons
e

public class LoginServiceGetServiceMajorVersionResponse
extends Object

Constructor Summary
public Logi nSer vi ceGet Ser vi ceMaj or Ver si onResponse()
Method Summary
i nt get Return()
void | setReturn(int _return)

Methods inherited from class j ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

LoginServiceGetServiceMajorVersionResponse

public Logi nServi ceGet Servi ceMaj or Ver si onResponse()

Methods

getReturn

public int getReturn()

Returns:
returns int
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setReturn

public void setReturn(int _return)

Parameters:
_return -the value for the _return property
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com.arcsight.product.core.service.v1.axis2.jaxws
Class LoginServiceGetServiceMinorVersion

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. service. vl. axi s2.j axws. Logi nSer vi ceGet Ser vi ceM nor Ver si on

public class LoginServiceGetServiceMinorVersion
extends Object

Constructor Summary

public Logi nSer vi ceGet Ser vi ceM nor Ver si on()

Method Summary

String ‘ get Aut hToken()

void | setAuthToken(String aut hToken)

Methods inherited from classj ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

LoginServiceGetServiceMinorVersion

public Logi nServi ceGet Servi ceM nor Ver si on()

Methods

getAuthToken

public String get Aut hToken()

Returns:
returns String
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setAuthToken
public void set AuthToken(String aut hToken)

Parameters:
aut hToken - the value for the authToken property
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com.arcsight.product.core.service.v1.axis2.jaxws
Class LoginServiceGetServiceMinorVersionResponse

j ava. |l ang. Obj ect

+-
com arcsi ght. product. core. service. vl. axi s2. j axws. Logi nServi ceCet Servi ceM nor Ver si onRespons
e

public class LoginServiceGetServiceMinorVersionResponse
extends Object

Constructor Summary
public Logi nSer vi ceGet Ser vi ceM nor Ver si onResponse()
Method Summary
i nt get Return()
void | setReturn(int _return)

Methods inherited from class j ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

LoginServiceGetServiceMinorVersionResponse

public Logi nServi ceGet Servi ceM nor Ver si onResponse()

Methods

getReturn

public int getReturn()

Returns:
returns int
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setReturn

public void setReturn(int _return)

Parameters:
_return -the value for the _return property
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com.arcsight.product.core.service.v1.axis2.jaxws
Class LoginServiceGetSession

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. service. vl. axi s2. j axws. Logi nSer vi ceGet Sessi on

public class LoginServiceGetSession
extends Object

Constructor Summary

public Logi nSer vi ceGet Sessi on()

Method Summary

String ‘ get Aut hToken()

void | setAuthToken(String aut hToken)

Methods inherited from classj ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

LoginServiceGetSession

public Logi nServi ceGet Sessi on()

Methods

getAuthToken

public String get Aut hToken()

Returns:
returns String
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setAuthToken
public void set AuthToken(String aut hToken)

Parameters:
aut hToken - the value for the authToken property
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com.arcsight.product.core.service.v1.axis2.jaxws
Class LoginServiceGetSessionResponse

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. service. vl. axi s2. j axws. Logi nSer vi ceGet Sessi onResponse

public class LoginServiceGetSessionResponse

extends Object
Constructor Summary
public Logi nSer vi ceGet Sessi onResponse()
Method Summary
Session | getReturn()
void | setReturn(Session _return)

Methods inherited from classj ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

LoginServiceGetSessionResponse

public Logi nServi ceCet Sessi onResponse()

Methods

getReturn

public Session getReturn()

Returns:
returns Session

ESM Service Layer: Core Services 2.0 Page 40



setReturn

public void setReturn(Session _return)

Parameters:
_return -the value for the _return property
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com.arcsight.product.core.service.v1.axis2.jaxws
Class LoginServicelsCASAuth

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. servi ce. vl. axi s2.j axws. Logi nServi cel sCASAut h

public class LoginServicelsCASAuth
extends Object

Constructor Summary

public Logi nSer vi cel sCASAut h()

Method Summary

String ‘ get Aut hToken()

void | setAuthToken(String aut hToken)

Methods inherited from classj ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

LoginServicelsCASAuth
publ i c Logi nServi cel sCASAut h()

Methods

getAuthToken

public String get Aut hToken()

Returns:
returns String
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setAuthToken
public void set AuthToken(String aut hToken)

Parameters:
aut hToken - the value for the authToken property
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com.arcsight.product.core.service.v1.axis2.jaxws
Class LoginServicelsCASAuthResponse

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. servi ce. vl. axi s2. j axws. Logi nSer vi cel sCASAut hResponse

public class LoginServicelsCASAuthResponse
extends Object

Constructor Summary

public Logi nSer vi cel sCASAut hResponse()

Method Summary

bool ean | isReturn()

void | setReturn(bool ean _return)

Methods inherited from classj ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

LoginServicelsCASAuthResponse
public Logi nServi cel sCASAut hResponse()

Methods

isReturn

publi c bool ean isReturn()

Returns:
returns boolean
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setReturn

public void setReturn(bool ean _return)

Parameters:
_return -the value for the _return property
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com.arcsight.product.core.service.v1.axis2.jaxws
Class LoginServiceLogin

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. servi ce. vl. axi s2. j axws. Logi nServi ceLogi n

public class LoginServiceLogin

extends Object
Constructor Summary
public Logi nSer vi ceLogi n()
Method Summary
String | getAut hToken()
String | getlLogin()
String | getPassword()
void | set AuthToken(String authToken)
void | setLogin(String |ogin)
void | setPassword(String password)
Methods inherited from class j ava. | ang. Cbj ect
equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait
Constructors
LoginServiceLogin

publ i c Logi nServicelLogi n()

Methods
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getAuthToken
public String get Aut hToken()

Returns:
returns String

setAuthToken
public void set AuthToken(String aut hToken)

Parameters:

aut hToken - the value for the authToken property

getLogin
public String getlLogin()

Returns:
returns String

setLogin
public void setLogin(String |ogin)

Parameters:
| ogi n - the value for the login property

getPassword
public String getPassword()

Returns:
returns String

setPassword

public void setPassword(String password)

Parameters:
passwor d - the value for the password property

ESM Service Layer: Core Services 2.0

Page 47



com.arcsight.product.core.service.v1.axis2.jaxws
Class LoginServiceLoginForOneTimeUse

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. servi ce. vl. axi s2. j axws. Logi nSer vi ceLogi nFor OneTi neUse

public class LoginServiceLoginForOneTimeUse
extends Object

Constructor Summary

public Logi nSer vi ceLogi nFor OneTi neUse()

Method Summary

String | getAut hToken()

String | getlLogin()

String | getPassword()

void | set AuthToken(String authToken)

void | setLogin(String | ogin)

void | setPassword(String password)

Methods inherited from class j ava. | ang. Cbj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

LoginServiceLoginForOneTimeUse
publi c Logi nServi ceLogi nFor OneTi neUse()

Methods
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getAuthToken
public String get Aut hToken()

Returns:
returns String

setAuthToken
public void set AuthToken(String aut hToken)

Parameters:

aut hToken - the value for the authToken property

getLogin
public String getlLogin()

Returns:
returns String

setLogin
public void setLogin(String |ogin)

Parameters:
| ogi n - the value for the login property

getPassword
public String getPassword()

Returns:
returns String

setPassword

public void setPassword(String password)

Parameters:
passwor d - the value for the password property

ESM Service Layer: Core Services 2.0

Page 49



com.arcsight.product.core.service.v1.axis2.jaxws
Class LoginServiceLoginForOneTimeUseResponse

j ava. |l ang. Obj ect

+-
com arcsi ght. product. core. service. vl. axi s2.j axws. Logi nSer vi ceLogi nFor OneTi neUseResponse

public class LoginServiceLoginForOneTimeUseResponse
extends Object

Constructor Summary

public Logi nSer vi ceLogi nFor OneTi neUseResponse()

Method Summary

String ‘ get Return()

void | setReturn(String _return)

Methods inherited from class j ava. | ang. Cbj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

LoginServiceLoginForOneTimeUseResponse

publi ¢ Logi nServi ceLogi nFor OneTi neUseResponse()

Methods

getReturn
public String getReturn()

Returns:
returns String
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setReturn

public void setReturn(String _return)

Parameters:
_return -the value for the _return property
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com.arcsight.product.core.service.v1.axis2.jaxws
Class LoginServiceLoginResponse

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. servi ce. vl. axi s2. j axws. Logi nSer vi ceLogi nResponse

public class LoginServiceLoginResponse
extends Object

Constructor Summary

public Logi nSer vi ceLogi nResponse()

Method Summary

String ‘ get Return()

void | setReturn(String _return)

Methods inherited from classj ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

LoginServiceLoginResponse

publ i c Logi nServi ceLogi nResponse()

Methods

getReturn
public String getReturn()

Returns:
returns String
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setReturn

public void setReturn(String _return)

Parameters:
_return -the value for the _return property
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com.arcsight.product.core.service.v1.axis2.jaxws
Class LoginServiceLogout

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. service. vl. axi s2. j axws. Logi nSer vi ceLogout

public class LoginServiceLogout
extends Object

Constructor Summary

public Logi nSer vi ceLogout ()

Method Summary

String ‘ get Aut hToken()

void | setAuthToken(String aut hToken)

Methods inherited from classj ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait,

wai t,

wai t

Constructors

LoginServiceLogout
public Logi nServi ceLogout ()

Methods

getAuthToken

public String get Aut hToken()

Returns:
returns String
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setAuthToken
public void set AuthToken(String aut hToken)

Parameters:
aut hToken - the value for the authToken property
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com.arcsight.product.core.service.v1.axis2.jaxws
Class LoginServiceLogoutResponse

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. servi ce. vl. axi s2. j axws. Logi nSer vi ceLogout Response

public class LoginServiceLogoutResponse
extends Object

Constructor Summary

public Logi nSer vi ceLogout Response()

Method Summary

Voi d ‘ get Return()

void | setReturn(Void _return)

Methods inherited from classj ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

LoginServiceLogoutResponse

public Logi nServi ceLogout Response()

Methods

getReturn
public Void getReturn()

Returns:
returns Void
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setReturn

public void setReturn(Void _return)

Parameters:
_return -the value for the _return property
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com.arcsight.product.core.service.v1.axis2.jaxws
Class LoginServiceResetPassword

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. servi ce. vl. axi s2. j axws. Logi nSer vi ceReset Passwor d

public class LoginServiceResetPassword
extends Object

Constructor Summary

public Logi nSer vi ceReset Passwor d()

Method Summary

String | getAut hToken()

String | getlLogin()

voi d | setAut hToken(String aut hToken)

void | setLogin(String |ogin)

Methods inherited from class j ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

LoginServiceResetPassword

public Logi nServi ceReset Passwor d()

Methods

getAuthToken
public String get Aut hToken()

Returns:
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returns String

setAuthToken
public void set Aut hToken(String aut hToken)

Parameters:
aut hToken - the value for the authToken property

getLogin
public String getLogin()

Returns:
returns String

setLogin
public void setLogin(String |ogin)

Parameters:
| ogi n - the value for the login property
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com.arcsight.product.core.service.v1.axis2.jaxws
Class LoginServiceResetPasswordResponse

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. servi ce. vl. axi s2. j axws. Logi nSer vi ceReset Passwor dResponse

public class LoginServiceResetPasswordResponse
extends Object

Constructor Summary

public Logi nSer vi ceReset Passwor dResponse()

Method Summary

Voi d ‘ get Return()

void | setReturn(Void _return)

Methods inherited from classj ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

LoginServiceResetPasswordResponse

public Logi nServi ceReset Passwor dResponse()

Methods

getReturn
public Void getReturn()

Returns:
returns Void
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setReturn

public void setReturn(Void _return)

Parameters:
_return -the value for the _return property
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com.arcsight.product.core.service.v1.axis2.jaxws
Class LoginServiceSendAuthChallengeResponse

j ava. |l ang. Obj ect

+-
com arcsi ght. product. core. service. vl. axi s2. ] axws. Logi nSer vi ceSendAut hChal | engeResponse

public class LoginServiceSendAuthChallengeResponse
extends Object

Constructor Summary

public Logi nSer vi ceSendAut hChal | engeResponse()

Method Summary

String | getAut hToken()

i nt get Chal | engel d()

String | getResp()

void | setAuthToken(String aut hToken)

void | setChallengeld(int challengeld)

void | setResp(String resp)

Methods inherited from class j ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

LoginServiceSendAuthChallengeResponse
publ i c Logi nServi ceSendAut hChal | engeResponse()

Methods
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getAuthToken
public String get Aut hToken()

Returns:
returns String

setAuthToken
public void set AuthToken(String aut hToken)

Parameters:
aut hToken - the value for the authToken property

getChallengeld
public int getChallengeld()

Returns:
returns int

setChallengeld

public void setChallengeld(int challengeld)

Parameters:
chal | engel d - the value for the challengeld property

getResp
public String getResp()

Returns:
returns String

setResp
public void setResp(String resp)

Parameters:
r esp - the value for the resp property
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com.arcsight.product.core.service.v1.axis2.jaxws
Class LoginServiceSendAuthChallengeResponseResponse

j ava. |l ang. Obj ect

+-
com ar csi ght. product. core. service. vl. axi s2.j axws. Logi nServi ceSendAut hChal | engeResponseResp
onse

public class LoginServiceSendAuthChallengeResponseResponse
extends Object

Constructor Summary

public Logi nSer vi ceSendAut hChal | engeResponseResponse()

Method Summary

Aut hResponse | get Return()

voi d | set Return(Aut hResponse _return)

Methods inherited from class j ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

LoginServiceSendAuthChallengeResponseResponse

public Logi nServi ceSendAut hChal | engeResponseResponse()

Methods

getReturn

publ i c Aut hResponse get Return()

Returns:
returns AuthResponse
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setReturn

public void setReturn(Aut hResponse _return)

Parameters:
_return -the value for the _return property
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com.arcsight.product.core.service.v1.axis2.jaxws
Class ModelLoader

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. servi ce. vl. axi s2. j axws. Mbdel Loader

public final class ModellLoader
extends Object

Constructor Summary

public Model Loader ()

Methods inherited from classj ava. | ang. Cbj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

ModelLoader
publ i c Mdel Loader ()
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com.arcsight.product.core.service.v1.axis2.jaxws
Class ObjectFactory

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. service. vl. axi s2.j axws. Obj ect Fact ory

public final class ObjectFactory
extends Object

Constructor Summary

public | OnhjectFactory()

Methods inherited from classj ava. | ang. Cbj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

ObjectFactory
public ObjectFactory()
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com.arcsight.product.core.service.v1.axis2.jaxws
Class ServiceExceptionBean

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. service. vl. axi s2.j axws. Servi ceExcepti onBean

public class ServiceExceptionBean
extends Object

This class was generated by the JAX-WS RI. JAX-WS RI 2.1.5-b03- Generated source version: 2.1.5

Constructor Summary

public | ServiceExceptionBean()

Method Summary

i nt get Err or Code()

String | getMessage()

void | setErrorCode(int errorCode)

void | setMessage(String nessage)

Methods inherited from class j ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

ServiceExceptionBean

publ i c ServiceExcepti onBean()

Methods

getErrorCode
public int getErrorCode()
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Returns:
returns int

setErrorCode
public void setErrorCode(int errorCode)

Parameters:
er r or Code - the value for the errorCode property

getMessage
public String get Message()

Returns:
returns String

setMessage

public void set Message(String nessage)

Parameters:
message - the value for the message property
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Package
com.arcsight.product.core.service.vl.mode
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com.arcsight.product.core.service.vl.model
Class AuthContext

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. servi ce. vl. nodel . Aut hCont ext

public class AuthContext
extends Object

Constructor Summary

public | AuthContext()
Constructor

Method Summary

Bool ean | get Fal | back()
Tests whether this authContext is fallen back or not.

void | setFall back(Bool ean fall back)
Sets whether this authContext is fallen back.

Methods inherited from classj ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

AuthContext
publ i c Aut hCont ext ()

Constructor

Methods

getFallback

publ i ¢ Bool ean get Fal | back()
Tests whether this authContext is fallen back or not.

Returns:
True if this authContext is fallen back.
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setFallback

public void setFall back(Bool ean fall back)
Sets whether this authContext is fallen back.

Parameters:
fal | back - If true, this authContext is fallen back.
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com.arcsight.product.core.service.vl.model
Class AuthMethod

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. servi ce. vl. nodel . Aut hMet hod

public class AuthMethod
extends Object

Description of authentication method. Available methods are provided to the user, so that he/she could decide which method to use
to connect to the server.

JSON prototype

Field Summary

public static final BU LTI N

public static final PKI

public static final PKI _AND_LOCAL_PASSWORD

public static final PKI _W TH_PASSWORD BACKUP

public static final RADI US

public static final RADI US_ W TH_PASSWORD BACKUP

Constructor Summary

public | AuthMethod()
Constructor

public | Aut hMet hod(bool ean | ocal Password, bool ean external Userl d)

Method Summary

bool ean | isExternal Userl d()
Tests whether this authMethod has external user Id.

bool ean | islLocal Password()
Tests whether this AuthMethod has local password.

voi d | set External Userl d(bool ean external Userl d)
Sets whether this authMethod has external user Id.

ESM Service Layer: Core Services 2.0 Page 73



void | setlLocal Passwor d(bool ean | ocal Passwor d)
Sets whether this AuthMethod has local password.

Methods inherited from classj ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait
Fields

BUILTIN

public static final com arcsight. product. core. service. vl. nodel . Aut hMet hod BU LTI N
PKI

public static final com arcsight. product. core. service. vl. nodel . Aut hMet hod PKI
RADIUS

public static final com arcsight. product. core. service.vl. nodel . Aut hMet hod RADI US
PKI_AND_LOCAL_PASSWORD

public static final com arcsight. product. core. service. vl. nodel . Aut hMet hod

PKI _AND_LOCAL_PASSWORD

PKI_WITH_PASSWORD_BACKUP

public static final com arcsight. product. core. service. vl. nodel . Aut hMet hod

PKI _W TH_PASSWORD BACKUP

RADIUS_WITH_PASSWORD_BACKUP

public static final com arcsight. product. core. service. vl. nodel . Aut hMet hod

RADI US_W TH_PASSWORD BACKUP

Constructors
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AuthMethod
public Aut hMet hod()

Constructor

AuthMethod

publ i c Aut hMet hod( bool ean | ocal Password,
bool ean ext ernal User | d)

Methods

isLocalPassword

public bool ean isLocal Password()
Tests whether this AuthMethod has local password.

Returns:
True if this AuthMethod has local password.

setLocalPassword

public void setLocal Password(bool ean | ocal Passwor d)
Sets whether this AuthMethod has local password.

Parameters:
| ocal Passwor d - the localPassword to set

isExternalUserld
publ i c bool ean isExternal Userl d()

Tests whether this authMethod has external user Id.

Returns:
True if this authMethod has external user Id.

setExternalUserld

public void set External Userl d(bool ean external Userl d)
Sets whether this authMethod has external user Id.

Parameters:
ext ernal User | d - IF true, this authMethod has external user Id.
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com.arcsight.product.core.service.vl.model
Class AuthResponse

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. servi ce. vl. nodel . Aut hResponse

public class AuthResponse

extends Object
Constructor Summary
public | Aut hResponse()
Constructor
public | AuthResponse(String authToken)

Constructor

Method Summary

String | getAut hToken()
Gets the string value of authToken.

User get User ()
Returns the user being authenticated.

bool ean | i sPasswor dChangeRequi red()

Gets whether or not the user must change their password.

bool ean | i sPasswor dExpiring()
Notifies user that password is expiring soon.

void | setAut hToken(String authToken)
Sets the string value of authToken.

void | set Passwor dExpi ri ng(bool ean passwor dExpi ri ng)
Sets whether password is expiring soon.

void | setUser(User user)
Sets the user being authenticated.

Methods inherited from classj ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait,

wai t

Constructors
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AuthResponse
public Aut hResponse()

Constructor

AuthResponse
publ i c Aut hResponse(String authToken)

Constructor

Parameters:
aut hToken - The string value of authToken.

Methods

getAuthToken
public String get Aut hToken()

Gets the string value of authToken.

Returns:
The string value of authToken.

setAuthToken
public void set AuthToken(String aut hToken)

Sets the string value of authToken.

Parameters:
aut hToken - the string value authToken to set

getUser
public User getUser()

Returns the user being authenticated.

Returns:
User being authenticated.

setUser

public void setUser(User user)
Sets the user being authenticated.

Parameters:
user - The user being authenticated.
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isPasswordExpiring

publ i c bool ean i sPasswor dExpiring()
Notifies user that password is expiring soon.

Returns:
True if password is expiring soon.

setPasswordExpiring

public void setPasswor dExpi ri ng(bool ean passwor dExpi ri ng)
Sets whether password is expiring soon.

Parameters:
passwor dExpi ri ng - If true, password is expiring soon.

isPasswordChangeRequired

publi ¢ bool ean i sPasswor dChangeRequi red()
Gets whether or not the user must change their password.

Returns:
True if the user must change their password.
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com.arcsight.product.core.service.vl.model
Class Credential

j ava. |l ang. Obj ect
+-com ar csi ght. product. core. servi ce. vl. nodel . Credenti al

Direct Known Subclasses:
PasswordCredential

public class Credential
extends Object

Constructor Summary

public | Credential ()

Method Summary

String ‘ get User Nane()

void | setUserNane(String userNane)

Methods inherited from classj ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait,

wai t,

wai t

Constructors

Credential
public Credential ()

Methods

getUserName
public String getUser Nane()

Returns:
the userName
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setUserName
public void setUserNanme(String user Nane)

Parameters:
user Nane - the userName to set

ESM Service Layer: Core Services 2.0 Page 80



com.arcsight.product.core.service.vl.model
Class Group

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. servi ce. vl. nodel . G oup

public class Group
extends Object

Description of a Group of Users.

JSON prototype

Constructor Summary

public | Goup()

Method Summary

String | getDescription()

long | getld()

bool ean | getlsDefaul t()

String | get Nane()

Long[ ] get Ri ght 1 ds()

G oupType get Type()

Long[] get User | ds()

void | setDescription(String description)

void | setld(long id)

void | setlsDefault(bool ean isDefault)

void | setNane(String name)

void | setRightlds(Long[] rightlds)
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void | set Type(G oupType type)

void | setUserlds(Long[] userlds)

Methods inherited from class j ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

Group
public G oup()

Methods

getid
public | ong getld()

getRightlds
public Long[] getRi ghtlds()

setRightlds
public void setRightlds(Long[] rightlds)

getUserlds
public Long[] getUserlds()

setUserlds
public void setUserlds(Long[] userlds)
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setld
public void setld(long id)

getType
public G oupType get Type()

setType
public void set Type(G oupType type)

getName
public String getNane()

setName

public void setNane(String nane)

getDescription
public String getDescription()

setDescription

public void setDescription(String description)

getisDefault
publ i c bool ean getlsDefault()

setlsDefault

public void setlsDefault(bool ean isDefault)
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com.arcsight.product.core.service.vl.model
Class GroupType

j ava. |l ang. Obj ect
+-java. | ang. Enum
+-com arcsi ght. product. core. servi ce. vl. nodel . G oupType

All Implemented Interfaces:
Serializable, Comparable

public final class GroupType
extends Enum

Different types of groups that can be created.

Field Summary

public static final CONAPP_RI GHTS

public static final LOGGER_REPORT

public static final LOGGER_RI GHTS

public static final LOGGER_SEARCH

public static final SYSTEM ADM N

Method Summary

String | get DbNane()

static GoupType | valueO (String nane)

static GoupType[] val ues()

Methods inherited from classj ava. | ang. Enum

compar eTo, equals, getDeclaringd ass, hashCode, nane, ordinal, toString, valueCO
Methods inherited from class j ava. | ang. Obj ect
equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Methods inherited from interfacej ava. | ang. Conpar abl e
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conpareTo

Fields

SYSTEM_ADMIN

public static final com arcsight. product.core.service.vl. nodel. G oupType SYSTEM ADM N
LOGGER_RIGHTS

public static final com arcsight. product.core. service.vl. nodel. G oupType LOGGER_RI CHTS
LOGGER_REPORT

public static final comarcsight. product.core.service.vl. nodel . G oupType LOGGER REPORT
LOGGER_SEARCH

public static final com arcsight. product. core. service. vl. nodel . G oupType LOGGER SEARCH
CONAPP_RIGHTS

public static final com arcsight. product. core. service.vl. nodel. G oupType CONAPP_RI GHTS

Methods

values

public static GoupType[] val ues()

valueOf

public static GoupType val ued (String nane)
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getDbName
public String get DbNane()
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com.arcsight.product.core.service.vl.model
Class LoginCookieType

j ava. |l ang. Obj ect
+-java. | ang. Enum
+-com arcsi ght. product. core. servi ce. vl. nodel . Logi nCooki eType

All Implemented Interfaces:
Serializable, Comparable

public final class LoginCookieType
extends Enum

Field Summary

public static final

ESM

public static final ‘ PLATFORM

Method Summary

static

val ueO (String nane)
Logi nCooki eType

static
Logi nCooki eType[ ]

val ues()

Methods inherited from class j ava. | ang. Enum

compar eTo, equal s, getDeclaringCd ass, hashCode, nane, ordinal, toString, valueCO

Methods inherited from class j ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Methods inherited from interfacej ava. | ang. Conpar abl e

conpar eTo

Fields

ESM

public static final com arcsight. product. core. service. vl. nodel . Logi nCooki eType ESM

ESM Service Layer: Core Services 2.0 Page 87



PLATFORM

public static final com arcsight. product.core. service.vl. nodel.Logi nCooki eType PLATFORM

Methods

values
public static Logi nCookieType[] val ues()

valueOf
public static Logi nCooki eType val ue (String nane)
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com.arcsight.product.core.service.vl.model
Class PasswordComplexityRequirement

j ava. |l ang. Obj ect
+-java. | ang. Enum
+-com arcsi ght. product. core. servi ce. vl. nodel . Passwor dConpl exi t yRequi r enent

All Implemented Interfaces:
Serializable, Comparable

public final class PasswordComplexityRequirement
extends Enum

Different types of complexity requirements that may be imposed when a user is changing their password.

Field Summary

public static final MAXI MUM_LENGTH

public static final M NI MUM_DI FFERENCE

public static final M NI MUM_LENGTH
is the password at least a minimum length ...

public static final M NI MUM LONER_CASE

public static final M NI MUM_NUMERI C

public static final M NI MUM_SPECI AL_CHARACTERS

public static final M NI MUM_UPPER_CASE

Method Summary

static | valueO (String name)
Passwor dConpl exi t yReq
ui renent

static | val ues()
Passwor dConpl exi t yReq
ur rement[ ]

Methods inherited from class j ava. | ang. Enum

compar eTo, equal s, getDeclaringd ass, hashCode, nane, ordinal, toString, valueCO

ESM Service Layer: Core Services 2.0 Page 89



Methods inherited from class j ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Methods inherited from interfacej ava. | ang. Conpar abl e

conpareTo

Fields

MINIMUM_LENGTH

public static final
com ar csi ght. product. core. service. vl. nodel . Passwor dConpl exi t yRequi renent M NIl MUM_LENGTH

is the password at least a minimum length ...

MAXIMUM_LENGTH

public static final
com ar csi ght. product. core. service. vl. nodel . Passwor dConpl exi t yRequi remrent MAXI MUM_LENGTH

... at most a maximum length ...

MINIMUM_NUMERIC

public static final
com arcsi ght. product . core. service. vl. nodel . Passwor dConpl exi t yRequi rement M Nl MUM_NUMERI C

... have a minimum number of numeric characters ...

MINIMUM_UPPER_CASE

public static final
com arcsi ght. product. core. servi ce. vl. nodel . Passwor dConpl exi t yRequi r ement
M NI MUM_UPPER_CASE

... have a minimum number of upper-case characters ...

MINIMUM_LOWER_CASE

public static final
com ar csi ght. product. core. service. vl. nodel . Passwor dConpl exi t yRequi r enent
M NI MUM_LOWER_CASE

... have a minimum number of lower-case characters ...

MINIMUM_SPECIAL_CHARACTERS

public static final
com arcsi ght. product. core. servi ce. vl. nodel . Passwor dConpl exi t yRequi r ement
M NI MUM_SPECI AL_CHARACTERS
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... have a minimum number of special characters ...

MINIMUM_DIFFERENCE

public static final
com arcsi ght. product. core. service. vl. nodel . Passwor dConpl exi t yRequi r ement
M NI MUM_DI FFERENCE

... at least a certain number of characters different from the old password

Methods

values

public static PasswordConpl exityRequirenment[] val ues()

valueOf

public static PasswordConpl exityRequirenent val ueO (String nane)
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com.arcsight.product.core.service.vl.model
Class PasswordCredential

j ava. |l ang. Obj ect

+-com ar csi ght. product. core. servi ce. vl. nodel . Credenti al

I+- com ar csi ght. product . core. service. vl. nodel . Passwor dCr edent i al

public class PasswordCredential
extends Credential

Constructor Summary
public Passwor dCr edenti al ()
Constructor.
public Passwor dCr edenti al (String userNane, String password)
Constructor.
Method Summary
String | getPassword()
Gets the password of the login user.
void | setPassword(String password)

Sets the password for the login user.

Methods inherited from class com ar csi ght . product . core. servi ce. vl. nodel . Credenti al

get User Name, set User Nanme

Methods inherited from class j ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

PasswordCredential
publ i ¢ Passwor dCredenti al ()

Constructor.

ESM Service Layer: Core Services 2.0 Page 92



PasswordCredential

publ i c PasswordCredential (String user Nane,
String password)

Constructor.

Parameters:
user Nane - The login name of the login user.
passwor d - The password of the login user.

Methods

getPassword
public String getPassword()

Gets the password of the login user.

Returns:
the password

setPassword

public void setPassword(String password)
Sets the password for the login user.

Parameters:
passwor d - The password to set.
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com.arcsight.product.core.service.vl.model
Class PasswordRequirement

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. servi ce. vl. nodel . Passwor dRequi r enent

public class PasswordRequirement
extends Object

Requirements for new passwords.

JSON prototype

Constructor Summary

public Passwor dRequi r enent ()

Method Summary

Passwor dConpl exi tyReq | get Requi renent ()
ur renment

I nt eger get Val ue()

voi d | setRequirenent (Passwor dConpl exi t yRequi renent requirenent)

void | setVal ue(lnteger val ue)

Methods inherited from class j ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

PasswordRequirement

publ i c Passwor dRequi renent ()

Methods

getRequirement

publ i ¢ Passwor dConpl exi t yRequi renent get Requi renent ()
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setRequirement

public void setRequirenment (Passwor dConpl exi t yRequi rement requirement)

getValue

public Integer getVal ue()

setValue

public void setVal ue(lnteger val ue)
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com.arcsight.product.core.service.vl.model
Class Right

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. servi ce. vl. nodel . Ri ght

public class Right
extends Object

DESCRIBE ME

JSON prototype

Constructor Summary

public Ri ght ()

Method Summary

String | getCategory()

String | getDescription()

long | getld()

String | get Modul e()

String | get Nane()

String | getType()

void | setCategory(String category)

void | setDescription(String description)

void | setld(long id)

void | setModul e(String nodul e)

void | setNane(String name)

void | setType(String type)

Methods inherited from class j ava. | ang. Obj ect
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equal s, getd ass, hashCode, notify, notifyAll,

toString, wait, wait, wait

Constructors

Right
public Right()

Methods

getld
public long getld()

setld
public void setld(long id)

getType
public String getType()

setType
public void setType(String type)

getModule
public String getMdul e()

setModule
public void setMdul e(String nodul e)
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getName
public String getNane()

setName

public void setNanme(String nane)

getDescription
public String getDescription()

setDescription
public void setDescription(String description)

getCategory
public String getCategory()

setCategory
public void setCategory(String category)
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com.arcsight.product.core.service.vl.model
Class ScheduledWorkPeriod

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. servi ce. vl. nodel . Schedul edwr kPer i od

public class ScheduledWorkPeriod
extends Object

Description of scheduled work period.

JSON prototype

Constructor Summary

public | Schedul edWor kPeri od()

Method Summary

Wor kday | get DayOf Week()
Get the dayOfWeek.

Time | get EndTi me()
Get the endTime.

Long | getld()
Get theid.

Time | getStartTine()
Get the startTime.

void | set DayOr Week(Wor kday dayOr Week)
Set the dayOfWeek.

voi d | set EndTi me(Ti ne endTi ne)
Set the endTime.

void | setld(Long id)
Set theid.

void | setStartTime(Tinme startTine)
Set the startTime.

String | toString()

Methods inherited from class j ava. | ang. Cbj ect

equal s, getd ass, hashCode, notify, notifyAll, toString,

wait, wait, wait
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Constructors

ScheduledWorkPeriod
publ i c Schedul edWor kPeri od()

Methods

getid
public Long getld()

Get theid.

Returns:
theid

setld
public void setld(Long id)

Set theid.

Parameters:
i d -theidto set

getDayOfWeek
public Workday get DayOf Week()

Get the dayOfWeek.

Returns:
the dayOfWeek

setDayOfWeek
public void set DayOr Week( Wor kday dayOf Week)

Set the dayOfWeek.

Parameters:
dayOf Week - the dayOfWeek to set

getStartTime
public Tinme getStartTi ne()

Get the startTime.
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Returns:
the startTime

setStartTime

public void setStartTinme(Tinme startTine)
Set the startTime.

Parameters:
st art Ti me - the startTime to set

getEndTime
public Tinme get EndTi ne()

Get the endTime.

Returns:
the endTime

setEndTime

public void set EndTi ne(Ti ne endTi ne)
Set the endTime.

Parameters:
endTi ne - the endTime to set

toString
public String toString()
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com.arcsight.product.core.service.vl.model

Class Session

j ava. |l ang. Obj ect

+-com arcsi ght . product. core. servi ce. vl. nodel . Sessi on

public class Session
extends Object

DESCRIBE ME

JSON prototype

Constructor Summary

public

Sessi on()

Method Summary

String | getAut hToken()
Gets the string value of authToken.
long | getCreationMIlis()
Gets the long value of creation time in millisecond of this session.
| ong get ExpirationM 1 1is()
Gets the long value of expiration time in millisecond of this session.
long | getUserld()
Gets the ID of the login user in this session.
void | setAuthToken(String authToken)
Sets the string value of authToken.
void | setCreationMIlis(long creationMIlis)
Sets the long value of creation time in millisecond of this session.
void | setExpirationMIlis(long expirationMIlis)
Sets the long value of expiration time in millisecond of this session.
void | setUserld(long userld)
Sets the ID of the login user in this session.

Methods inherited from class j ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait
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Constructors

Session

public Session()

Methods

getAuthToken
public String get Aut hToken()

Gets the string value of authToken.

Returns:
The string value of authToken.

setAuthToken
public void set Aut hToken(String aut hToken)

Sets the string value of authToken.

Parameters:
aut hToken - The string value of authToken.

getUserld
public | ong getUserld()

Gets the ID of the login user in this session.

Returns:
The ID of the login user.

setUserld
public void setUserld(long userld)

Sets the ID of the login user in this session.

Parameters:
user | d - The ID of login user.

getCreationMillis
public long getCreationMI1is()

Gets the long value of creation time in millisecond of this session.

Returns:
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The long value of creation time in millisecond of this session.

setCreationMillis

public void setCreationMIIlis(long creationMIlis)
Sets the long value of creation time in millisecond of this session.

Parameters:
creationM I |is -Thelong value of creation time in millisecond of this session.

getExpirationMillis
public |l ong getExpirationMIIlis()

Gets the long value of expiration time in millisecond of this session.

Returns:
The long value of expiration time in millisecond of this session.

setExpirationMillis

public void setExpirationMIlis(long expirationMIlis)
Sets the long value of expiration time in millisecond of this session.

Parameters:
expirationM I |is -Thelongvalue of expiration time in millisecond of this session.
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com.arcsight.product.core.service.vl.model
Class Time

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. servi ce. vl. nodel . Ti me

public class Time
extends Object

DESCRIBE ME

JSON prototype

Constructor Summary

public | Tine()

Method Summary

i nt get Hour ()
Get the hour.

i nt get M nut es()
Get the minutes.

void | setHour(int hour)
Set the hour.

void | setMnutes(int mnutes)
Set the minutes.

Methods inherited from classj ava. | ang. Cbj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait,

wai t,

wai t

Constructors

Time
public Tinme()

Methods
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getHour
public int getHour()

Get the hour.

Returns:
the hour

setHour
public void setHour(int hour)

Set the hour.

Parameters:
hour - the hour to set

getMinutes
public int getM nutes()

Get the minutes.

Returns:
the minutes

setMinutes

public void setM nutes(int mnutes)
Set the minutes.

Parameters:
m nut es - the minutes to set
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com.arcsight.product.core.service.vl.model
Class User

j ava. |l ang. Obj ect

+-com ar csi ght . product. core. servi ce. vl. nodel . User

public class User
extends Object

DESCRIBE ME

JSON prototype

Constructor Summary

public | User()
Constructor

Method Summary

String | getDepartnent()
Gets the department of this user.

String | getEmail ()
Gets the email of this user.

String | getExternal Loginld()
Get the external login Id of this user.

String | getFax()
Gets the fax information of this user.

String | getFirstName()
Gets the first name of this user.

String[] get Groupl ds()

Gets the IDs of the groups which this user is/was in.

Long | getld()
Gets the ID of this user.

Bool ean | getlsActive()
Tests whether this user is active.

bool ean | getlsDefaul t()

String | getlLastNane()
Gets the last name of this user.
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String | getlLogin()
Gets the login name of this user.

bool ean | get Must ChangePasswor d()
Tests whether the password is required to change.

String | getNotes()
Gets the notes of this user.

String | getPager Nunber ()
Gets the pager number of this user.

String | getPassword()
Gets the password of this user.

String | getPhone()
Gets the phone number of this user.

Li st get Schedul edWor kPer i ods()
Gets the list of scheduled work periods for this user.

String | getTitle()
Gets the title of this user.

bool ean | isLocked()
Tests whether this user is locked.

void | setDepartnent(String departnent)
Sets the department of this user.

void | setEmail (String email)
Sets the email of this user.

void | setExternal Loginld(String external Logi nld)
Set the external login Id of this user.

void | setFax(String fax)
Sets the fax information of this user.

void | setFirstName(String firstNane)
Sets the first name of this user.

void | setGouplds(String[] grouplds)
Sets the ID of the group which this user is in.

void | setld(Long id)
Sets the ID of this user.

void | setlsActive(Bool ean isActive)
Sets whether this user is active.

void | setlsDefault(bool ean isDefault)

void | setlLastNane(String |astNane)
Sets the last name of this user.
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void

set Locked( bool ean | ocked)
Sets whether this user is locked.

void | setLogin(String |ogin)
Sets the login name of this user.
voi d | set Must ChangePasswor d( bool ean nust ChangePasswor d)
Sets whether the password is required to change.
void | setNotes(String notes)
Sets the notes of this user.
voi d | set Pager Nunber (String pager Number)
Sets the pager number of this user.
void | setPassword(String password)
Sets the password of this user.
void | setPhone(String phone)
Sets the phone number of this user.
voi d | set Schedul edWor kPeri ods(Li st schedul edWor kPeri ods)
Set the list of scheduled work periods.
void | setTitle(String title)

Sets the title of this user.

Methods inherited from class j ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait,

wai t

Constructors

User
public User ()

Constructor

Methods

getld
public Long getld()

Gets the ID of this user.

Returns:
ID of this user.
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setld

public void setld(Long id)
Sets the ID of this user.
Parameters:

| D- of this user.
id

getGrouplds
public String[] get G ouplds()

Gets the IDs of the groups which this user is/was in.

Returns:
IDs of the groups which this user is/was in.

setGrouplds
public void setGouplds(String[] grouplds)

Sets the ID of the group which this user is in.

Parameters:
groupl ds - ID of the group which this user is in.

getLogin
public String getlLogin()

Gets the login name of this user.

Returns:
The login name of this user.

setLogin
public void setLogin(String |ogin)

Sets the login name of this user.

Parameters:
| ogi n - The login name of this user.

getFirstName
public String getFirstNanme()

Gets the first name of this user.

Returns:
The first name of this user.
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setFirstName

public void setFirstName(String firstNanme)

Sets the first name of this user.

Parameters:
first Name - The first name of this user.

getLastName
public String getLast Nane()

Gets the last name of this user.

Returns:
The last name of this user.

setLastName
public void setlLastName(String | astNane)

Sets the last name of this user.

Parameters:
| ast Nane - The last name of this user.

getEmail
public String getEnmail ()

Gets the email of this user.

Returns:
The email of this user.

setEmail

public void setEmail (String email)
Sets the email of this user.

Parameters:
emai | - The email of this user.

setPassword

public void setPassword(String password)
Sets the password of this user.

Parameters:
passwor d - The password of this user.
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getlsActive

publ i c Bool ean getlsActive()
Tests whether this user is active.

Returns:
True if this user is active.

setisActive

public void setlsActive(Bool ean isActive)
Sets whether this user is active.

Parameters:
i sActi ve - If true, this user is active.

getPhone
public String getPhone()

Gets the phone number of this user.

Returns:
The phone number of this user.

setPhone
public void setPhone(String phone)

Sets the phone number of this user.

Parameters:
phone - The phone number of this user.

getisDefault
public bool ean getlsDefault()

setisDefault

public void setlsDefault(bool ean isDefault)

getPassword
public String getPassword()

Gets the password of this user. NOTE: for API - business layer mapping only; not expected to be used by clients.
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Returns:
The password of this user.

getExternallLoginld
public String getExternal Loginld()

Get the external login Id of this user.

Returns:
The external login Id of this user.

setExternalLoginid
public void setExternal Logi nld(String external Logi nld)

Set the external login Id of this user.

Parameters:
ext er nal Logi nl d - The external login Id to set for this user.

getMustChangePassword
publi c bool ean get Must ChangePasswor d()

Tests whether the password is required to change.

Returns:
True if the password is required to change.

setMustChangePassword

public void set Must ChangePasswor d( bool ean nmust ChangePasswor d)
Sets whether the password is required to change.

Parameters:
nust ChangePasswor d - If true, the password is required to change.

getScheduledWorkPeriods

public List getSchedul edWrkPeri ods()
Gets the list of scheduled work periods for this user.

Returns:
The list of scheduled work periods.

setScheduledWorkPeriods
public void set Schedul edWor kPeri ods(Li st schedul edWr kPeri ods)

Set the list of scheduled work periods.
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Parameters:
schedul edWor kPer i ods - The list of scheduled work periods to set

getTitle
public String getTitle()

Gets the title of this user.

Returns:
The title of this user.

setTitle
public void setTitle(String title)

Sets the title of this user.

Parameters:
titl e -The title of this user.

getDepartment
public String getDepartnent()

Gets the department of this user.

Returns:
The department of this user.

setDepartment
public void setDepartnment(String departnent)

Sets the department of this user.

Parameters:
depart ment - The department of this user.

getFax
public String getFax()

Gets the fax information of this user.

Returns:
The fax information of this user.

setFax
public void setFax(String fax)

Sets the fax information of this user.
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Parameters:

f ax - The fax information of this user.

getPagerNumber
public String getPager Nunber ()

Gets the pager number of this user.

Returns:
The pager number of this user.

setPagerNumber

public void setPager Number (String pager Nunber)

Sets the pager number of this user.

Parameters:

pager Nunber - The pager number of this user.

getNotes
public String getNotes()

Gets the notes of this user.

Returns:
The notes of this user.

setNotes
public void setNotes(String notes)

Sets the notes of this user.

Parameters:
not es - The notes of this user.

isLocked

publi c bool ean isLocked()
Tests whether this user is locked.

Returns:
True if this user is locked.

setLocked

public void setlLocked(bool ean | ocked)

Sets whether this user is locked.
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Parameters:
| ocked - If true, this user is locked.
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com.arcsight.product.core.service.vl.model
Class Workday

j ava. |l ang. Obj ect
+-java. | ang. Enum
+-com arcsi ght . product. core. servi ce. vl. nodel . Wr kday

All Implemented Interfaces:
Serializable, Comparable

public final class Workday
extends Enum

Field Summary

public static final Fri day

public static final Monday

public static final Sat ur day

public static final Sunday

public static final Thur sday

public static final Tuesday

public static final Wednesday

Method Summary

static Wrkday | valueO (String nane)

static Workday[] val ues()

Methods inherited from classj ava. | ang. Enum

compar eTo, equals, getDeclaringd ass, hashCode, nane, ordinal, toString, valueCO
Methods inherited from class j ava. | ang. Obj ect
equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Methods inherited from interfacej ava. | ang. Conpar abl e
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conpareTo

Fields

Sunday

public static final com arcsight. product. core. service.vl. nodel.Wrkday Sunday
Monday

public static final com arcsight. product. core. service.vl. nodel . Wrkday Monday
Tuesday

public static final com arcsight. product. core. service. vl. nodel . Wr kday Tuesday
Wednesday

public static final com arcsight. product. core. service. vl. nodel . Wr kday Wednesday
Thursday

public static final com arcsight. product. core. service.vl. nodel . Wr kday Thursday
Friday

public static final com arcsight. product. core.service.vl. nodel . Wr kday Fri day
Saturday

public static final com arcsight. product.core. service.vl. nodel . Wr kday Sat urday

Methods
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values
public static Wrkday[] val ues()

valueOf
public static Wrkday val ue (String nane)
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Package

com.arcsight.product.core.service.vl.mode
l.jaxb
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com.arcsight.product.core.service.vl.model.jaxb
Class HashMapOfRightListResponse

j ava. |l ang. Obj ect

+- <any>

+-com arcsi ght. product. core. servi ce. vl. nodel . j axb. HashMapOf Ri ght Li st Response

public class HashMapOfRightListResponse
extends <any>

Class to be used with JAXB for return types like HashMap>.

Constructor Summary

public HashMapOF Ri ght Li st Response()

Methods inherited from classj ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait,

wai t,

wai t

Constructors

HashMapOfRightListResponse
publ i c HashMapOf Ri ght Li st Response()
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com.arcsight.product.core.service.vl.model.jaxb
Class ObjectFactory

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. servi ce. vl. nodel . j axb. Obj ect Factory

public final class ObjectFactory
extends Object

Constructor Summary

public | OnhjectFactory()

Methods inherited from classj ava. | ang. Cbj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

ObjectFactory
public ObjectFactory()
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Package
com.arcsight.product.core.service.v1.rest
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com.arcsight.product.core.service.v1.rest
Class LoginServicelmpl

j ava. |l ang. Obj ect

+-com arcsi ght. product. core. service. vl.rest. Logi nServicel npl

public class LoginServicelmpl
extends Object

Implementation of the login service interface.

Constructor Summary

public Logi nSer vi cel npl ()

Method Summary

Logi nServi ceAut henti c | authenti cate(Logi nServi ceAut henti cate val ue)
ateRresponse Authenticates the user with the given credentials.

Logi nServi ceGet Aut hen | get Aut henti cati onMet hod( Ht t pHeader s hh)

ticationhet hodResponz Gets the method that applications should use to authenticate users.

Logi nServi ceGet Aut hen | get Aut henti cati onMet hodPost ( Ht t pHeader s hh)

ticationhet hOGReSponz Gets the method that applications should use to authenticate users.

Logi nServi ceGet Curren | getCurrent User (Logi nServi ceGet Current User val ue)
tiserResponse Returns the login user for the current session.

Logi nServi ceGet Curren | getCurrentUser(String authToken, HtpHeaders hh)
tiserResponse Returns the login user for the current session.

Logi nServi ceGet Curren | get CurrentUser Post (String aut hToken, HttpHeaders hh)
tiserResponse Returns the login user for the current session.

Logi nServi ceGet Servi c | get Servi ceMaj or Ver si on(Logi nSer vi ceGet Ser vi ceMaj or Ver si on val ue)
elh) or Ver si onResponse The major version of this service.

Logi nServi ceGet Servi c | get Servi ceMaj or Versi on(String aut hToken, HttpHeaders hh)
elvbj or Ver si onResponse The major version of this service.

Logi nServi ceGet Servi ¢ | get Servi ceMj or Versi onPost (String aut hToken, HttpHeaders hh)
elvkj or Ver si onResponse The major version of this service.

Logi nServi ceGet Servi ¢ | get Servi ceM nor Ver si on(Logi nSer vi ceGet Servi ceM nor Ver si on val ue)
eM nor Ver si onResponse The minor version of this service.

Logi nServi ceGet Servi c | get Servi ceM nor Version(String authToken, HttpHeaders hh)
eM nor Ver si onResponse The minor version of this service.
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Logi

nServi ceGet Servi c

get Servi ceM nor Ver si onPost (Stri ng aut hToken, HttpHeaders hh)

eM nor Ver s1 onResponse

The minor version of this service.

Logi nServi ceGet Sessi 0 | get Sessi on(Logi nServi ceGet Sessi on val ue)
nresponse Returns the current session.
Logi nServi ceGet Sessi 0 | getSession(String authToken, HtpHeaders hh)
nResponse Returns the current session.
Logi nServi ceGet Sessi 0 | get Sessi onPost (String aut hToken, HtpHeaders hh)
nResponse Returns the current session.
Logi nServi cel sCASAut h | i sCASAut h( Ht t pHeader s hh)
Response Deprecated. Not implemented
Logi nServi cel sCASAut h | i sCASAut hPost (Ht t pHeader s hh)
Response Deprecated. Not implemented
Logi nSer vi ceLogi nResp | | ogi n(Logi nServi ceLogi n val ue)
onse Establishes a session using the specified login and password, and gets the string value of the
auth-token which is valid throughout the life of the session.
Logi nServi ceLogi nResp | login(String login, String password, HttpHeaders hh)
onse Establishes a session using the specified login and password, and gets the string value of the
auth-token which is valid throughout the life of the session.
Logi nSer vi ceLogi nFor O | | ogi nFor OneTi neUse( Logi nSer vi ceLogi nFor OneTi neUse val ue)
neli meUseResponse Establishes a session which can only be used once subsequent to its creation, and gets the
string value of auth-token which is valid throughout the life of the session.
Logi nServi ceLogi nFor O | | ogi nFor OneTi neUse(String login, String password, HttpHeaders hh)
neli metseResponse Establishes a session which can only be used once subsequent to its creation, and gets the
string value of auth-token which is valid throughout the life of the session.
Logi nSer vi ceLogi nFor O | | ogi nFor OneTi neUsePost (String |l ogin, String password, HttpHeaders hh)
neli meUseResponse Establishes a session which can only be used once subsequent to its creation, and gets the
string value of auth-token which is valid throughout the life of the session.
Logi nServi ceLogi nResp | | oginPost(String login, String password, HttpHeaders hh)
onse Establishes a session using the specified login and password, and gets the string value of the
auth-token which is valid throughout the life of the session.
Voi d | ogout (Logi nServi ceLogout val ue)
Drops the current session and its bound auth-token.
Void | logout(String authToken, HttpHeaders hh)
Drops the current session and its bound auth-token.
Voi d | | ogoutPost (String aut hToken, HttpHeaders hh)
Drops the current session and its bound auth-token.
Voi d | resetPassword(Logi nServi ceReset Password val ue)
Resets the password for the user specified by the login userName.
Void | resetPassword(String |ogin, HtpHeaders hh)

Resets the password for the user specified by the login userName.
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Voi d

reset Passwor dPost (String | ogin, HttpHeaders hh)
Resets the password for the user specified by the login userName.

Logi nSer vi ceSendAut hC

sendAut hChal | engeResponse(int challengeld, String resp, HttpHeaders hh)

hal T engeRespoNsSeRespo
nse

Sends a response for the requested challenge back to JAAS CallbackHandler, which initiates
that challenge.

Logi nSer vi ceSendAut hC

sendAut hChal | engeResponse( Logi nSer vi ceSendAut hChal | engeResponse val ue)

hal I engeResponseRespo
nse

Sends a response for the requested challenge back to JAAS CallbackHandler, which initiates
that challenge.

Logi nSer vi ceSendAut hC

sendAut hChal | engeResponsePost (i nt chal l engeld, String resp, H tpHeaders

hal T engeRespoNsSeRespo
nse

AR

Sends a response for the requested challenge back to JAAS CallbackHandler, which initiates
that challenge.

Methods inherited from classj ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

LoginServicelmpl

public Logi nServicel npl ()

Methods

login

publi c Logi nServi ceLogi nResponse | ogin(String |ogin,

String password,
Ht t pHeader s hh)
throws ServiceException,

Authori1 zaf1 onExcept i on,

Aut hent1 cat1 onException

Establishes a session using the specified login and password, and gets the string value of the auth-token which is valid
throughout the life of the session.

If the provided information is enough to authenticate the user, the server sends back the authentication token. Otherwise
this method throws an ServiceException. Check the error code of the exception to determine whether authentication failed
or the server requested additional challenge if the error code equals to Runt i meLogi nExcepti on. LOG N_CHALLENGE.
The ID of the additional challenge and key for the prompt string could be retrieved from exception's message thatis
preparedas String. f or mat (" pronpt =%& d=%", chal |l engePronpt Key, Integer.toString(challengeld)).

The client application is responsible for requesting additional information from the user for the challenge ID and sending the

response back via another method sendAut hChal | engeResponse.

Parameters:

| ogi n - The login user name
passwor d - The password of the login user
hh - HTTP headers from http request

Returns:
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The string value of auth-token to use for further calls otherwise

Throws:
Ser vi ceExcept i on - if authentication failed or the server challenges with additional question
com ar csi ght . conma. bri dge. Aut hori zat i onExcept i on - If the user is not authorized to perform this operation
com ar csi ght . conma. bri dge. Aut henti cati onExcepti on - If the user is not authenticated
com ar csi ght . t ool s. coma. servi ce. Servi ceExcept i on - For any errors happened during execution of this
operation

See Also:

GET

URL: https://HOST: PORT/ ww/ cor e-
service/rest/ Logi nService/l ogi n?l ogi n=val ue&passwor d=val ue
Nor mal response code: 200

loginPost

publ i c Logi nServi ceLogi nResponse | ogi nPost (String | ogin,
String password,
Ht t pHeader s hh)
throws Servi ceException,
Authori zat1 onExcept i on,
Aut henti cali onEXcepti on

Establishes a session using the specified login and password, and gets the string value of the auth-token which is valid
throughout the life of the session.

If the provided information is enough to authenticate the user, the server sends back the authentication token. Otherwise
this method throws an ServiceException. Check the error code of the exception to determine whether authentication failed
or the server requested additional challenge if the error code equals to Runt i meLogi nExcepti on. LOG N_CHALLENGE.
The ID of the additional challenge and key for the prompt string could be retrieved from exception's message thatis
preparedas String. f or mat (" pronpt =%& d=%", chal | engePronptKey, Integer.toString(challengeld)).
The client application is responsible for requesting additional information from the user for the challenge ID and sending the
response back via another method sendAut hChal | engeResponse.

Parameters:
| ogi n - The login user name
passwor d - The password of the login user
hh - HTTP headers from http request

Returns:
The string value of auth-token to use for further calls otherwise

Throws:
Ser vi ceExcept i on - if authentication failed or the server challenges with additional question
com ar csi ght . conma. bri dge. Aut hori zat i onExcept i on - If the user is not authorized to perform this operation
com ar csi ght . cona. bri dge. Aut henti cati onExcept i on - If the user is not authenticated
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See Also:

POST

Consumes({"appl i cati on/ x- ww-f orm url encoded"})
URL: https://HOST: PORT/ ww/ cor e-servi ce/ rest/Logi nService/l ogin
Nor mal response code: 200

JSON prototype for request body:

{
"log.login" : {
"l og.login" : "val ue",
"l og. password" : "val ue"
}
}

login

publ i c Logi nServi ceLogi nResponse | ogi n(Logi nServi ceLogi n val ue)
t hr ows Servi ceExcepti on,
Authori1 zaf1 onExcept i on,
Aut henti cali onEXcepti on

Establishes a session using the specified login and password, and gets the string value of the auth-token which is valid
throughout the life of the session.

If the provided information is enough to authenticate the user, the server sends back the authentication token. Otherwise
this method throws an ServiceException. Check the error code of the exception to determine whether authentication failed
or the server requested additional challenge if the error code equals to Runt i meLogi nExcepti on. LOG N_CHALLENGE.
The ID of the additional challenge and key for the prompt string could be retrieved from exception's message thatis
preparedas String. f or mat (" pronpt =%& d=%", chal |l engePronpt Key, Integer.toString(challengeld)).
The client application is responsible for requesting additional information from the user for the challenge ID and sending the
response back via another method sendAut hChal | engeResponse.

Parameters:
val ue - Model object containing request body

Returns:
The string value of auth-token to use for further calls otherwise
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Throws:
com ar csi ght . conma. bri dge. Aut hori zat i onExcept i on - If the user is not authorized to perform this operation
com ar csi ght . conma. bri dge. Aut henti cati onExcepti on - If the user is not authenticated

com ar csi ght . t ool s. coma. servi ce. Servi ceExcept i on - For any other errors happened during execution of
this operation

See Also:

POST

Consunes({"application/xm", "text/xm ", "application/json"})
URL: https://HOST: PORT/ ww/ cor e-servi ce/rest/Logi nService/login
Nor mal response code: 200

JSON prototype for request body:

{
"log.login" : {
"l og.login" : "val ue",
"l og. password" : "val ue"
}
}

wher e
I ogin The | ogin user nanme
password The password of the |ogin user

logout

public Void | ogout(String authToken,
Ht t pHeader s hh)
throws Servi ceException,
Authori1 zaf1 onExcept i on,
Authenti cafi onException

Drops the current session and its bound auth-token.

Parameters:
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aut hToken - Authentication token created for the current session
hh - HTTP headers from http request

Throws:
com ar csi ght . conma. bri dge. Aut hori zat i onExcept i on - If the user is not authorized to perform this operation
com ar csi ght . conma. bri dge. Aut henti cati onExcepti on - If the user is not authenticated

com ar csi ght . t ool s. coma. servi ce. Servi ceExcept i on - For any errors happened during execution of this
operation

See Also:

GET

URL: https://HOST: PORT/ ww/ cor e-servi ce/ rest/Logi nServi ce/l ogout ?aut hToken=val ue
Nor mal response code: 204

logoutPost

public Void | ogout Post (String authToken,
Ht t pHeader s hh)
throws Servi ceException,
Authori1 zaf1 onExcept i on,
Authenti cafi onException

Drops the current session and its bound auth-token.

Parameters:
aut hToken - Authentication token created for the current session
hh - HTTP headers from http request

Throws:
com arcsi ght. coma. bri dge. Aut hori zat i onExcept i on - If the user is not authorized to perform this operation
com ar csi ght. coma. bri dge. Aut henti cati onExcept i on - If the user is not authenticated

See Also:
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POST

Consumes({"appl i cati on/ x- ww-f orm url encoded"})
URL: https://HOST: PORT/ ww/ cor e-servi ce/ rest/Logi nServi ce/l ogout
Nor mal response code: 204

JSON prototype for request body:

{
"l og.logout” : {
"l og. aut hToken" : "val ue"

logout

public Void | ogout (Logi nServi ceLogout val ue)
throws Servi ceException,
Authori zaf1 onEXcept i on,
Authenticall onEXception

Drops the current session and its bound auth-token.

Parameters:
val ue - Model object containing request body

Throws:
com ar csi ght. coma. bri dge. Aut hori zati onExcept i on - If the user is not authorized to perform this operation
com ar csi ght. coma. bri dge. Aut hent i cati onExcept i on - If the user is not authenticated

com ar csi ght . t ool s. coma. servi ce. Servi ceExcept i on - For any other errors happened during execution of
this operation

See Also:

ESM Service Layer: Core Services 2.0 Page 131



POST

Consunmes({"application/xm ", "text/xm ", "application/json"})
URL: https://HOST: PORT/ ww/ cor e-servi ce/ rest/Logi nServi ce/l ogout
Nor mal response code: 204

JSON prototype for request body:

{
"l og.logout” : {
"l og. aut hToken" : "val ue"

wher e:
aut hToken Authentication token created for the current session

getCurrentUser

publ i c Logi nServi ceCGet Current User Response get Current User (Stri ng aut hToken,

Hi T pHeader s hn)
throws Servi ceExcepti on,

Authori zal1 onEXcept i on,

Authenti cati onEXcepti on

Returns the login user for the current session. If there is no User associated with the current session this method returns
null.

Parameters:
aut hToken - Authentication token created for the current session

hh - HTTP headers from http request

Returns:
The login user for the current session or null

Throws:
com ar csi ght. cona. bri dge. Aut hori zat i onExcept i on - If the user is not authorized to perform this operation

com arcsi ght. cona. bri dge. Aut henti cati onExcept i on - If the user is not authenticated
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com ar csi ght . t ool s. coma. servi ce. Servi ceExcept i on - For any errors happened during execution of this
operation

See Also:

GET

URL: https://HOST: PORT/ ww/ cor e-
service/ rest/ Logi nServi ce/ get Current User ?2aut hToken=val ue
Nor mal response code: 200

getCurrentUserPost

publ i c Logi nServi ceCGet Current User Response get Current User Post (String aut hToken,
Ht pHeader s hn)
throws Servi ceExcepti on,
Authori zat1 onEXcept i on,
Authenti cali onEXcepti on

Returns the login user for the current session. If there is no User associated with the current session this method returns

null.
Parameters:
aut hToken - Authentication token created for the current session
hh - HTTP headers from http request
Returns:
The login user for the current session or null
Throws:
com arcsi ght. coma. bri dge. Aut hori zat i onExcept i on - If the user is not authorized to perform this operation
com ar csi ght. conma. bri dge. Aut henti cati onExcept i on - If the user is not authenticated
See Also:
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POST

Consumes({"appl i cati on/ x- ww-f orm url encoded"})
URL: https://HOST: PORT/ ww/ cor e- servi ce/ rest/Logi nService/ get Current User

Nor mal response code: 200

JSON prototype for request body:

{
"| og. get Current User" : {
"l og. aut hToken" : "val ue"
}

}
getCurrentUser
public Logi nServi ceGet Current User Response get Current User (Logi nServi ceGet Current User
val ue)

t hrows Servi ceExcepti on,
Authori zat 1 onExcepti on,
Authent1 cat1 onEXceptl on

Returns the login user for the current session. If there is no User associated with the current session this method returns
null.

Parameters:
val ue - Model object containing request body

Returns:
The login user for the current session or null

Throws:
com arcsi ght . coma. bri dge. Aut hori zat i onExcept i on - If the user is not authorized to perform this operation

com ar csi ght. coma. bri dge. Aut henti cati onExcept i on - If the user is not authenticated
com arcsi ght .t ool s. coma. servi ce. Servi ceExcept i on - For any other errors happened during execution of

this operation

See Also:
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POST

Consunmes({"application/xm ", "text/xm ", "application/json"})
URL: https://HOST: PORT/ ww/ cor e- servi ce/ rest/Logi nService/ get Current User
Nor mal response code: 200

JSON prototype for request body:

{
"| og. get Current User" : {

"l og. aut hToken" : "val ue"

wher e:
aut hToken Authentication token created for the current session

getSession

publ i c Logi nServi ceCet Sessi onResponse get Session(String aut hToken,
Ht pHeader s hn)
throws Servi ceExcepti on,
Authori zal1 onEXcept i on,
Authenti cati onEXcepti on

Returns the current session.

Parameters:
aut hToken - Authentication token created for the current session
hh - HTTP headers from http request

Returns:
The current session.

Throws:
com ar csi ght . conma. bri dge. Aut hori zat i onExcept i on - If the user is not authorized to perform this operation
com ar csi ght . conma. bri dge. Aut henti cati onExcept i on - If the user is not authenticated
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com ar csi ght . t ool s. coma. servi ce. Servi ceExcept i on - For any errors happened during execution of this
operation

See Also:

GET

URL: https://HOST: PORT/ ww/ cor e-servi ce/ rest/Logi nServi ce/ get Sessi on?aut hToken=val ue
Nor mal response code: 200

getSessionPost

public Logi nServi ceCGet Sessi onResponse get Sessi onPost (String aut hToken,
Hi t pHeader s hn)
throws Servi ceException,
Authori1 zaf1 onExcept i on,
Authenti cafi onException

Returns the current session.

Parameters:
aut hToken - Authentication token created for the current session
hh - HTTP headers from http request

Returns:
The current session.

Throws:
com arcsi ght. coma. bri dge. Aut hori zat i onExcept i on - If the user is not authorized to perform this operation
com ar csi ght. coma. bri dge. Aut henti cati onExcept i on - If the user is not authenticated

See Also:
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POST

Consumes({"appl i cati on/ x- ww-f orm url encoded"})
URL: https://HOST: PORT/ www/ cor e-servi ce/rest/Logi nServi ce/ get Sessi on
Nor mal response code: 200

JSON prototype for request body:

{
"| og. get Sessi on" : {
"l og. aut hToken" : "val ue"

getSession

public Logi nServi ceGet Sessi onResponse get Sessi on( Logi nServi ceGet Sessi on val ue)
t hrows Servi CEEXcept1 on,

Authori zaf1 onEXcept i on,

Authenticall onEXception

Returns the current session.

Parameters:
val ue - Model object containing request body

Returns:
The current session.

Throws:
com ar csi ght. coma. bri dge. Aut hori zati onExcept i on - If the user is not authorized to perform this operation
com ar csi ght. coma. bri dge. Aut hent i cati onExcept i on - If the user is not authenticated

com ar csi ght . t ool s. coma. servi ce. Servi ceExcept i on - For any other errors happened during execution of
this operation

See Also:
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POST

Consunmes({"application/xm ", "text/xm ", "application/json"})
URL: https://HOST: PORT/ www/ cor e-servi ce/rest/Logi nServi ce/ get Sessi on
Nor mal response code: 200

JSON prototype for request body:

{
"| og. get Sessi on" : {
"l og. aut hToken" : "val ue"

wher e:
aut hToken Authentication token created for the current session

isCASAuth

publ i c Logi nServi cel sCASAut hResponse i sCASAut h( Ht t pHeader s hh)
t hr ows Servi ceExcepti on,
Authori zaf1 onEXcept i on,
Authenti cati onEXception

Deprecated. Not implemented

Parameters:
hh - HTTP headers from http request

Throws:
com ar csi ght . conma. bri dge. Aut hori zat i onExcept i on - If the user is not authorized to perform this operation
com ar csi ght . conma. bri dge. Aut henti cati onExcept i on - If the user is not authenticated

com ar csi ght . t ool s. coma. servi ce. Servi ceExcept i on - For any errors happened during execution of this
operation
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isCASAuthPost

public Logi nServi cel sCASAut hResponse i sCASAut hPost (Htt pHeader s hh)
t hr ows Servi ceExcepti on,
Authori zal1 onEXcept i on,
Aut henti cal1 onEXcepti on

Deprecated. Not implemented

Parameters:
hh - HTTP headers from http request

Throws:
com arcsi ght. conma. bri dge. Aut hori zat i onExcept i on - If the user is not authorized to perform this operation
com ar csi ght. cona. bri dge. Aut henti cati onExcept i on - If the user is not authenticated

authenticate

public Logi nServi ceAut henti cat eResponse aut henti cat e(Logi nServi ceAut henti cate val ue)
t hr ows Servi ceException,

Authori1 zaf1 onExcept i on,

Authenti cafi onException

Authenticates the user with the given credentials. If this is a multi-step authentication, the authContext needs to be passed
to indicate the session.

If the provided information is enough to authenticate the user, the server sends back an instance of AuthResponse
containing the authentication token. Otherwise this method throws an ServiceException. Check the error code of the
exception to determine whether authentication failed or the server requested additional challenge if the error code equals
to Runt i neLogi nExcepti on. LOG N_CHALLENGE. The ID of the additional challenge and key for the prompt string could
be retrieved from exception's message thatis prepared as St ri ng. f or mat (" pr onpt =% & d=%",

chal | engePronpt Key, Integer.toString(challengeld)).The client application is responsible for requesting
additional information from the user for the challenge ID and sending the response back via another method

sendAut hChal | engeResponse.

Parameters:
val ue - Model object containing request body

Returns:
The response from the server, used to indicate if it was successful or more steps are required. Also contains the
authToken to be used in further operations

Throws:
com ar csi ght. coma. bri dge. Aut hori zati onExcept i on - If the user is not authorized to perform this operation
com ar csi ght . cona. bri dge. Aut henti cati onExcept i on - If the user is not authenticated

com ar csi ght . t ool s. coma. servi ce. Servi ceExcept i on - For any other errors happened during execution of
this operation

See Also:
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POST

Consunmes({"application/xm ", "text/xm ", "application/json"})
URL: https://HOST: PORT/ ww/ cor e-servi ce/ rest/Logi nServi ce/ aut henti cate
Nor mal response code: 200

JSON prototype for request body:

{
"| og. aut henticate" : {
"log.cred" : { "JSON for the" : "nested object" },
"l og. authContext" : { "JSON for the" : "nested object" }
}
}

wher e:
cred Credential to use to authenticate the user. Credential nust match the
Aut hMet hod bei ng used.
aut hCont ext The context in which the authentication is taking place. Can be null.

sendAuthChallengeResponse

publ i c Logi nServi ceSendAut hChal | engeResponseResponse sendAut hChal | engeResponse(i nt
chal | engeld,
String resp,
Ht t pHeader s hh)
throws Servi ceExcepti on,
Authori zat1 onEXcept i on,
Aut hent1 cal1 onEXcepti on

Sends a response for the requested challenge back to JAAS CallbackHandler, which initiates that challenge. This method is
to be called on behalf of a client (e.g. ArcSight Console) after the client receives the challenge chal | engel d and the user
provides the response.

If the provided response is enough to authenticate the user, the server sends back an instance of AuthResponse containing
the authentication token. Otherwise this method throws an ServiceException. Check the error code of the exception to
determine whether the server requested another challenge if the error code equals to

Runt i meLogi nExcept i on. LOG N_CHALLENGE or authentication failed. The ID of the additional challenge and key for the
prompt string could be retrieved from exception's message that is prepared as St ri ng. f or mat (" pr onpt =% &i d=%",
chal | engePronpt Key, Integer.toString(challengeld)).
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Parameters:
chal | engel d - Identifier of a challenge send by JAAS authenticator
r esponse - User response to the challenge
hh - HTTP headers from http request

Returns:
Authentication response which includes the authentication token

Throws:
Ser vi ceExcept i on - if authentication failed or the server challenges with another question
com ar csi ght . conma. bri dge. Aut hori zat i onExcept i on - If the user is not authorized to perform this operation
com ar csi ght . conma. bri dge. Aut henti cati onExcept i on - If the user is not authenticated
com ar csi ght . t ool s. coma. servi ce. Servi ceExcept i on - For any errors happened during execution of this
operation

See Also:

GET

URL: https://HOST: PORT/ ww/ cor e-
servi ce/ rest/ Logi nServi ce/ sendAut hChal | engeResponse?chal | engel d=val ue&r esp=val ue
Nor mal response code: 200

sendAuthChallengeResponsePost

publ i ¢ Logi nServi ceSendAut hChal | engeResponseResponse sendAut hChal | engeResponsePost (i nt
chal | engeld,
String resp,
Ht t pHeader s hh)
t hrows Servi ceException,
Authori zaf1 onEXcept i on,
Authenti cati onExXception

Sends a response for the requested challenge back to JAAS CallbackHandler, which initiates that challenge. This method is
to be called on behalf of a client (e.g. ArcSight Console) after the client receives the challenge chal | engel d and the user
provides the response.

If the provided response is enough to authenticate the user, the server sends back an instance of AuthResponse containing
the authentication token. Otherwise this method throws an ServiceException. Check the error code of the exception to
determine whether the server requested another challenge if the error code equals to
Runt i meLogi nExcept i on. LOG N_CHALLENGE or authentication failed. The ID of the additional challenge and key for the
prompt string could be retrieved from exception's message that is prepared as St ri ng. f or mat (" pr onpt =% & d=%",
chal | engePronpt Key, Integer.toString(challengeld)).

Parameters:
chal | engel d - Identifier of a challenge send by JAAS authenticator
r esponse - User response to the challenge
hh - HTTP headers from http request
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Returns:
Authentication response which includes the authentication token

Throws:
Ser vi ceExcept i on - if authentication failed or the server challenges with another question
com ar csi ght . conma. bri dge. Aut hori zat i onExcept i on - If the user is not authorized to perform this operation
com ar csi ght . conma. bri dge. Aut henti cati onExcepti on - If the user is not authenticated

See Also:

POST

Consumes({"appl i cati on/ x- ww-f orm url encoded"})
URL: https://HOST: PORT/ ww/ cor e-servi ce/ rest/Logi nServi ce/ sendAut hChal | engeResponse
Nor mal response code: 200

JSON prototype for request body:

{
"| og. sendAut hChal | engeResponse” : {
"l og. chal l engel d" : "val ue",
"l og.resp" : "val ue"
}
}

sendAuthChallengeResponse

public Logi nServi ceSendAut hChal | engeResponseResponse
sendAut hChal T engeResponse( Logi nSer Vi cesendAut hChal T engeResponse val ue)
t hrows Servi ceException,
Authori zaf1 onExcept i on,
Authenticati onEXception
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Sends a response for the requested challenge back to JAAS CallbackHandler, which initiates that challenge. This method is
to be called on behalf of a client (e.g. ArcSight Console) after the client receives the challenge chal | engel d and the user
provides the response.

If the provided response is enough to authenticate the user, the server sends back an instance of AuthResponse containing
the authentication token. Otherwise this method throws an ServiceException. Check the error code of the exception to
determine whether the server requested another challenge if the error code equals to
Runt i neLogi nExcepti on. LOG N_CHALLENGE or authentication failed. The ID of the additional challenge and key for the
prompt string could be retrieved from exception's message that is prepared as St ri ng. f or mat (" pr onpt =% & d=%s",
chal | engePronpt Key, Integer.toString(challengeld)).

Parameters:
val ue - Model object containing request body

Returns:
Authentication response which includes the authentication token

Throws:
com ar csi ght . conma. bri dge. Aut hori zat i onExcept i on - If the user is not authorized to perform this operation
com ar csi ght . conma. bri dge. Aut henti cati onExcept i on - If the user is not authenticated
com ar csi ght . t ool s. coma. servi ce. Servi ceExcept i on - For any other errors happened during execution of
this operation

See Also:
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POST

Consunmes({"application/xm ", "text/xm ", "application/json"})
URL: https://HOST: PORT/ ww/ cor e-servi ce/ rest/Logi nServi ce/ sendAut hChal | engeResponse

Nor mal response code: 200

JSON prototype for request body:

{
"| og. sendAut hChal | engeResponse” : {
"l og. chal l engel d" : "val ue",
"l og.resp" : "val ue"
}
}

wher e:
chal l engeld Identifier of a challenge send by JAAS authenti cat or

response User response to the chall enge

getAuthenticationMethod
public Logi nServi ceCet Aut henti cati onMet hodResponse get Aut henti cati onMet hod( Ht t pHeader s

hh)
t hrows Servi ceException,
Authori zaf1 onExcept i on,
Authenticati onEXception

Gets the method that applications should use to authenticate users.

Parameters:
hh - HTTP headers from http request

Returns:
The Auth

Throws:
com ar csi ght. cona. bri dge. Aut hori zati onExcept i on - If the user is not authorized to perform this operation
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com ar csi ght . cona. bri dge. Aut henti cati onExcept i on - If the user is not authenticated

com ar csi ght . t ool s. coma. servi ce. Servi ceExcept i on - For any errors happened during execution of this
operation

See Also:

GET

URL: https://HOST: PORT/ ww/ cor e-servi ce/ rest/Logi nServi ce/ get Aut henti cati onMet hod?
Nor mal response code: 200

getAuthenticationMethodPost

public Logi nServi ceCGet Aut henti cati onMet hodResponse
get Aut hent1 cati onVet hodPost ( Ht t pHeaders hn)
throws ServiceException,
Authori1 zaf1 onExcept i on,
Authenti cafi onException

Gets the method that applications should use to authenticate users.

Parameters:
hh - HTTP headers from http request

Returns:
The Auth

Throws:
com arcsi ght. coma. bri dge. Aut hori zat i onExcept i on - If the user is not authorized to perform this operation
com ar csi ght. coma. bri dge. Aut henti cati onExcept i on - If the user is not authenticated

See Also:
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POST

Consumes({"appl i cati on/ x- ww-f orm url encoded"})
URL: https://HOST: PORT/ ww/ cor e-servi ce/ rest/Logi nServi ce/ get Aut henti cati onMet hod

Nor mal response code: 200

JSON prototype for request body:

{
"| og. get Aut henti cati onMet hod" : {

loginForOneTimeUse

publi c Logi nServi ceLogi nFor OneTi mneUseResponse | ogi nFor OneTi neUse( String | ogin,
String password,
Ht t pHeader s hh)
throws ServiceException,
Authori1 zaf1 onExcept i on,
Authenti caf1 onException

Establishes a session which can only be used once subsequent to its creation, and gets the string value of auth-token which
is valid throughout the life of the session.

If the provided information is enough to authenticate the user, the server sends back the authentication token. Otherwise
this method throws an ServiceException. Check the error code of the exception to determine whether authentication failed
or the server requested additional challenge if the error code equals to Runt i meLogi nExcepti on. LOG N_CHALLENGE.
The ID of the additional challenge and key for the prompt string could be retrieved from exception's message thatis
preparedas String. f or mat (" pronpt =%& d=%", chal |l engePronpt Key, Integer.toString(challengeld)).
The client application is responsible for requesting additional information from the user for the challenge ID and sending the
response back via another method sendAut hChal | engeResponse.

Parameters:
| ogi n - The login user name.
passwor d - The password of the login user.
hh - HTTP headers from http request

Returns:
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The string value of auth-token to use for further calls otherwise.

Throws:
Ser vi ceExcept i on - if authentication failed or the server challenges with additional question
com ar csi ght . conma. bri dge. Aut hori zat i onExcept i on - If the user is not authorized to perform this operation
com ar csi ght . conma. bri dge. Aut henti cati onExcepti on - If the user is not authenticated
com ar csi ght . t ool s. coma. servi ce. Servi ceExcept i on - For any errors happened during execution of this
operation

See Also:

GET

URL: https://HOST: PORT/ ww/ cor e-
service/rest/ Logi nService/l ogi nFor OneTi neUse?l ogi n=val ue&passwor d=val ue
Nor mal response code: 200

loginForOneTimeUsePost

publ i c Logi nServi ceLogi nFor OneTi neUseResponse | ogi nFor OneTi neUsePost (String | ogin,
String password,
Ht t pHeader s hh)
throws Servi ceException,
Authori zat1 onExcept i on,
Aut henti cali onEXcepti on

Establishes a session which can only be used once subsequent to its creation, and gets the string value of auth-token which
is valid throughout the life of the session.

If the provided information is enough to authenticate the user, the server sends back the authentication token. Otherwise
this method throws an ServiceException. Check the error code of the exception to determine whether authentication failed
or the server requested additional challenge if the error code equals to Runt i meLogi nExcepti on. LOG N_CHALLENGE.
The ID of the additional challenge and key for the prompt string could be retrieved from exception's message thatis
preparedas String. f or mat (" pronpt =%& d=%", chal | engePronptKey, Integer.toString(challengeld)).
The client application is responsible for requesting additional information from the user for the challenge ID and sending the
response back via another method sendAut hChal | engeResponse.

Parameters:
| ogi n - The login user name.
passwor d - The password of the login user.
hh - HTTP headers from http request

Returns:
The string value of auth-token to use for further calls otherwise.

Throws:
Ser vi ceExcept i on - if authentication failed or the server challenges with additional question
com ar csi ght . conma. bri dge. Aut hori zat i onExcept i on - If the user is not authorized to perform this operation
com ar csi ght . cona. bri dge. Aut henti cati onExcept i on - If the user is not authenticated
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See Also:

POST

Consumes({"appl i cati on/ x- ww-f orm url encoded"})
URL: https://HOST: PORT/ ww/ cor e-servi ce/ rest/Logi nService/l ogi nFor OneTi neUse
Nor mal response code: 200

JSON prototype for request body:

{
"| og. | ogi nFor OneTi meUse" : ({
"l og.login" : "val ue",
"l og. password" : "val ue"
}
}
loginForOneTimeUse

publ i c Logi nServi ceLogi nFor OneTi neUseResponse
| ogi nForOneTi meUse( Logl nSer vi ceLogi nFor OneTi neUse val ue)
t hrows Servi ceException,
Authori zaf1 onExcept i on,
Aut henticall onEXception

Establishes a session which can only be used once subsequent to its creation, and gets the string value of auth-token which

is valid throughout the life of the session.

If the provided information is enough to authenticate the user, the server sends back the authentication token. Otherwise
this method throws an ServiceException. Check the error code of the exception to determine whether authentication failed
or the server requested additional challenge if the error code equals to Runt i neLogi nExcept i on. LOG N_CHALLENGE.

The ID of the additional challenge and key for the prompt string could be retrieved from exception's message thatis
preparedas String. f or mat (" pronpt =%& d=%", chal |l engePronptKey, Integer.toString(challengeld)).
The client application is responsible for requesting additional information from the user for the challenge ID and sending the

response back via another method sendAut hChal | engeResponse.

Parameters:
val ue - Model object containing request body

Returns:
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The string value of auth-token to use for further calls otherwise.

Throws:
com ar csi ght . conma. bri dge. Aut hori zat i onExcept i on - If the user is not authorized to perform this operation

com ar csi ght . conma. bri dge. Aut henti cati onExcepti on - If the user is not authenticated
com ar csi ght . t ool s. coma. servi ce. Servi ceExcept i on - For any other errors happened during execution of
this operation

See Also:

POST

Consunes({"application/xm", "text/xm ", "application/json"})
URL: https://HOST: PORT/ ww/ cor e-servi ce/ rest/Logi nService/l ogi nFor OneTi neUse
Nor mal response code: 200

JSON prototype for request body:

{
"1 og. | ogi nFor OneTi neUse" : ({
"l og.login" : "val ue",
"l og. password" : "val ue"
}
}

wher e:
| ogin The | ogin user nane.
password The password of the |ogin user.

resetPassword

public Void resetPassword(String |ogin,
Ht t pHeader s hh)
throws Servi ceException,
Authori1 zaf1 onExcept i on,
Authenti cafi onException
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Resets the password for the user specified by the login userName. The ArcSight Manager assigns a new random password (8
characters, including numbers and letters) and sends it to the selected user's assigned e-mail address. Please note that this

feature needs to be configured as per ESM User's guide.

Parameters:
| ogi n - User name associated with the account.

hh - HTTP headers from http request

Throws:
Servi ceExcepti on
com ar csi ght . conma. bri dge. Aut hori zat i onExcept i on - If the user is not authorized to perform this operation

com ar csi ght . conma. bri dge. Aut henti cati onExcept i on - If the user is not authenticated
com ar csi ght . t ool s. coma. servi ce. Servi ceExcept i on - For any errors happened during execution of this

operation

See Also:

GET

URL: https://HOST: PORT/ ww/ cor e-servi ce/ rest/Logi nServi ce/ reset Passwor d?l ogi n=val ue
Nor mal response code: 204

resetPasswordPost

public Void reset PasswordPost (String |ogin,
Ht t pHeader s hh)
throws ServiceException,
Authori1 zaf1 onExcept i on,
Authenti cafi onException

Resets the password for the user specified by the login userName. The ArcSight Manager assigns a new random password (8
characters, including numbers and letters) and sends it to the selected user's assigned e-mail address. Please note that this

feature needs to be configured as per ESM User's guide.

Parameters:
| ogi n - User name associated with the account.

hh - HTTP headers from http request

Throws:
Servi ceExcepti on
com ar csi ght. coma. bri dge. Aut hori zati onExcept i on - If the user is not authorized to perform this operation

com ar csi ght . cona. bri dge. Aut henti cati onExcept i on - If the user is not authenticated

See Also:
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POST

Consumes({"appl i cati on/ x- ww-f orm url encoded"})
URL: https://HOST: PORT/ ww/ cor e-servi ce/ rest/ Logi nServi ce/ reset Password

Nor mal response code: 204

JSON prototype for request body:

{

"| og. reset Password" : {
"log.login" : "val ue"

resetPassword

public Void reset Password(Logi nServi ceReset Password val ue)
throws Servi ceException,
Authori zaf1 onEXcept i on,
Authenticall onEXception

Resets the password for the user specified by the login userName. The ArcSight Manager assigns a new random password (8
characters, including numbers and letters) and sends it to the selected user's assigned e-mail address. Please note that this

feature needs to be configured as per ESM User's guide.

Parameters:
val ue - Model object containing request body

Throws:
com ar csi ght . coma. bri dge. Aut hori zat i onExcept i on - If the user is not authorized to perform this operation

com ar csi ght. coma. bri dge. Aut henti cati onExcept i on - If the user is not authenticated
com arcsi ght .t ool s. coma. servi ce. Servi ceExcept i on - For any other errors happened during execution of

this operation

See Also:
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POST

Consunmes({"application/xm ", "text/xm ", "application/json"})
URL: https://HOST: PORT/ ww/ cor e-servi ce/ rest/ Logi nServi ce/ reset Password
Nor mal response code: 204

JSON prototype for request body:

{

"| og. reset Password" : {
"log.login" : "val ue"

wher e:
| ogin User nane associated with the account.

getServiceMajorVersion

publ i c Logi nServi ceCet Servi ceMaj or Ver si onResponse get Servi ceMaj or Versi on(String
aut hToken,
Ht t pHeader s hh)
throws Servi ceException,
Authori zat 1 onExcepti on,
Authenti cati onExcepti on

The major version of this service.

Parameters:
aut hToken - Authentication token created for the current session
hh - HTTP headers from http request

Throws:
com ar csi ght. cona. bri dge. Aut hori zat i onExcept i on - If the user is not authorized to perform this operation
com arcsi ght. cona. bri dge. Aut henti cati onExcept i on - If the user is not authenticated

com arcsi ght.tool s. coma. servi ce. Servi ceExcept i on - For any errors happened during execution of this
operation
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See Also:

GET

URL: https://HOST: PORT/ www/ cor e-
servi ce/ rest/ Logi nServi ce/ get Servi ceMaj or Ver si on?aut hToken=val ue
Nor mal response code: 200

getServiceMajorVersionPost

public Logi nServi ceCGet Servi ceMaj or Ver si onResponse get Servi ceMaj or Ver si onPost (Stri ng
aut hToken,
Ht t pHeader s hh)
throws Servi ceException,
Authori zaf1 onEXcept i on,
Aut henticall onEXception

The major version of this service.

Parameters:
aut hToken - Authentication token created for the current session
hh - HTTP headers from http request

Throws:
com ar csi ght. cona. bri dge. Aut hori zati onExcept i on - If the user is not authorized to perform this operation
com ar csi ght. conma. bri dge. Aut hent i cati onExcept i on - If the user is not authenticated

See Also:
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POST

Consumes({"appl i cati on/ x- ww-f orm url encoded"})
URL: https://HOST: PORT/ ww/ cor e-servi ce/ rest/ Logi nServi ce/ get Servi ceMaj or Ver si on
Nor mal response code: 200

JSON prototype for request body:

{

"| og. get Servi ceMpj or Versi on" : {
"l og. aut hToken" : "val ue"

getServiceMajorVersion

publ i c Logi nServi ceCet Servi ceMaj or Ver si onResponse
get Ser vi ceMaj or Ver st on{ Logi nSer vi ceGet Ser vi ceMaj or Ver si on val ue)
throws Servi ceExcepti on,
Authori zat 1 onExcepti on,
Authent1 cat1 onEXceptl on

The major version of this service.

Parameters:
val ue - Model object containing request body

Throws:
com ar csi ght. conma. bri dge. Aut hori zati onExcept i on - If the user is not authorized to perform this operation
com ar csi ght. conma. bri dge. Aut hent i cati onExcept i on - If the user is not authenticated

com ar csi ght . t ool s. coma. servi ce. Servi ceExcept i on - For any other errors happened during execution of
this operation

See Also:
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POST

Consunmes({"application/xm ", "text/xm ", "application/json"})
URL: https://HOST: PORT/ ww/ cor e-servi ce/ rest/ Logi nServi ce/ get Servi ceMaj or Ver si on
Nor mal response code: 200

JSON prototype for request body:

{

"| og. get Servi ceMpj or Versi on" : {
"l og. aut hToken" : "val ue"

wher e:
aut hToken Authentication token created for the current session

getServiceMinorVersion

publ i c Logi nServi ceCet Servi ceM nor Ver si onResponse get Servi ceM nor Versi on(String
aut hToken,
Ht t pHeader s hh)
throws Servi ceException,
Authori zat 1 onExcepti on,
Authenti cati onExcepti on

The minor version of this service.

Parameters:
aut hToken - Authentication token created for the current session
hh - HTTP headers from http request

Throws:
com ar csi ght. cona. bri dge. Aut hori zat i onExcept i on - If the user is not authorized to perform this operation
com arcsi ght. cona. bri dge. Aut henti cati onExcept i on - If the user is not authenticated

com arcsi ght.tool s. coma. servi ce. Servi ceExcept i on - For any errors happened during execution of this
operation
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See Also:

GET

URL: https://HOST: PORT/ www/ cor e-
servi ce/ rest/ Logi nServi ce/ get Servi ceM nor Ver si on?aut hToken=val ue
Nor mal response code: 200

getServiceMinorVersionPost

public Logi nServi ceCGet Servi ceM nor Ver si onResponse get Servi ceM nor Ver si onPost (Stri ng
aut hToken,
Ht t pHeader s hh)
throws Servi ceException,
Authori zaf1 onEXcept i on,
Aut henticall onEXception

The minor version of this service.

Parameters:
aut hToken - Authentication token created for the current session
hh - HTTP headers from http request

Throws:
com ar csi ght. cona. bri dge. Aut hori zati onExcept i on - If the user is not authorized to perform this operation
com ar csi ght. conma. bri dge. Aut hent i cati onExcept i on - If the user is not authenticated

See Also:
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POST

Consumes({"appl i cati on/ x- ww-f orm url encoded"})
URL: https://HOST: PORT/ ww/ cor e-servi ce/ rest/Logi nServi ce/ get Servi ceM nor Ver si on
Nor mal response code: 200

JSON prototype for request body:

{

"| og. get Servi ceM nor Versi on" : {
"l og. aut hToken" : "val ue"

getServiceMinorVersion

public Logi nServi ceCet Servi ceM nor Ver si onResponse
get Servi ceM nor Ver st on{ Logi nSer vi ceGet Servi ceM nor Ver si on val ue)
throws Servi ceExcepti on,
Authori zat 1 onExcepti on,
Authenii cat1 onException

The minor version of this service.

Parameters:
val ue - Model object containing request body

Throws:
com ar csi ght. conma. bri dge. Aut hori zati onExcept i on - If the user is not authorized to perform this operation
com ar csi ght. conma. bri dge. Aut hent i cati onExcept i on - If the user is not authenticated

com ar csi ght . t ool s. coma. servi ce. Servi ceExcept i on - For any other errors happened during execution of
this operation

See Also:
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POST

Consunmes({"application/xm ", "text/xm ", "application/json"})
URL: https://HOST: PORT/ ww/ cor e-servi ce/ rest/Logi nServi ce/ get Servi ceM nor Ver si on
Nor mal response code: 200

JSON prototype for request body:

{

"] og. get Servi ceM nor Versi on" : {
"l og. aut hToken" : "val ue"

wher e:
aut hToken Authentication token created for the current session
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com.arcsight.tools.coma.service
Class RuntimeCodedException

j ava. |l ang. Obj ect

+-java. |l ang. Thr owabl e

+-java. | ang. Excepti on

+-java. |l ang. Runt i neExcepti on

+-com arcsi ght.tool s. coma. servi ce. Runti meCodedExcepti on

All Implemented Interfaces:
Serializable

Direct Known Subclasses:
RuntimeLoginException

public class RuntimeCodedException

extends RuntimeException

Base class for various internal runtime exceptions that may happen while communicating from service layer with internal ESM

classes.
Constructor Summary
public | RuntineCodedExcepti on()
Constructs a new runtime exception with nul | as its detail message.
public Runt i reCodedException(String nessage)
Constructs a new runtime exception with the specified detail message.
public Runt i meCodedExcepti on( Thr owabl e cause)
Constructs a new runtime exception with the specified cause and a detail message of
(cause==null ? null : cause.toString()) (which typically contains the class and detail message
of cause).
public Runt i reCodedException(String nessage, Throwabl e cause)
Constructs a new runtime exception with the specified detail message and cause.
public Runt i meCodedExcepti on(int error Code)
Constructs a new exception with the specified error code

Method Summary

i nt get Error Code()
Returns the error code associated with this exception.
void | setErrorCode(int errorCode)

Associates the error code with the exception.

Methods inherited from classj ava. | ang. Thr owabl e
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filllnStackTrace, getCause, getlocalizedMessage, getMessage, getStackTrace,
print StackTrace, printStackTrace, printStackTrace, setStackTrace, toString

i ni t Cause,

Methods inherited from class j ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

RuntimeCodedException
publi ¢ RuntimeCodedException()

Constructs a new runtime exception with nul | as its detail message.

RuntimeCodedException
public RuntineCodedException(String nessage)

Constructs a new runtime exception with the specified detail message.

Parameters:
message - the detail message.

RuntimeCodedException
publ i c Runti neCodedExcepti on(Thr owabl e cause)

Constructs a new runtime exception with the specified cause and a detail message of (cause==null ? null : cause.toString())
(which typically contains the class and detail message of cause). This constructor is useful for runtime exceptions that are

little more than wrappers for other throwables.

Parameters:

cause - the cause (which is saved for later retrieval by the Thr owabl e. get Cause() method). (A null value is

permitted, and indicates that the cause is nonexistent or unknown.)

RuntimeCodedException

public RuntineCodedException(String nessage,
Thr owabl e cause)

Constructs a new runtime exception with the specified detail message and cause.

Note that the detail message associated with cause is not automatically incorporated in this runtime exception's detail

message.

Parameters:

message - the detail message (which is saved for later retrieval by the Thr owabl e. get Message() method).
cause - the cause (which is saved for later retrieval by the Thr owabl e. get Cause() method). (A null value is

permitted, and indicates that the cause is nonexistent or unknown.)
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RuntimeCodedException
public RuntineCodedException(int errorCode)

Constructs a new exception with the specified error code

Parameters:
error Code - error code identifying the exceptional case

Methods

getErrorCode
public int getErrorCode()

Returns the error code associated with this exception. The error code is set when the exception thrown and it indicates the
failure or irregular situation.

Returns:
the errorCode

setErrorCode
public void setErrorCode(int errorCode)

Associates the error code with the exception.

Parameters:
err or Code - The errorCode to set
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com.arcsight.tools.coma.service
Class RuntimeLoginException

j ava. |l ang. Obj ect

+-java. |l ang. Thr owabl e

+-java. | ang. Excepti on

+-java. |l ang. Runt i neExcepti on

+-com arcsi ght.tool s. coma. servi ce. Runti nreCodedExcepti on

I+- com ar csi ght.tool s. coma. servi ce. Runti meLogi nExcepti on

All Implemented Interfaces:
Serializable

public class RuntimelLoginException
extends RuntimeCodedException

Exception thrown for authentication issues. It doesn't necessarily means failure. The exception could indicate a request for
additional information (challenge).

This is internal exception not returned by API calls. To report related exceptional cases to the clients API converts this exception to

Ser vi celLogi nExcepti on

Field Summary

public static final

LOG N_CHALLENGE

Indicates additional challenge requested by the server.
Value: - 4

public static final

LOG N_ERROR_FAI LURE

Indicates login failure.
Value: 0

public static final

LOG N_ERROR LI CENSE_EXPI RED

Indicates an expired license.
Value: - 1

public static final

LOG N_ERROR _PASSWORD EXPI RED

Indicates expired password.
Value: - 3

public static final

LOG N_ERROR _USER DI SABLED

Indicates the fact that user account was disabled.
Value: - 2

public static final

LOG N_ERROR USER NOT_ALLOWED

Indicates that the user doesn't have permission to access the component.
Value: - 5
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Constructor Summary

public Runt i meLogi nExcepti on()
Constructs a new runtime exception with nul | as its detail message.

public Runt i meLogi nException(String nessage)
Constructs a new runtime exception with the specified detail message.

public Runt i meLogi nExcepti on( Throwabl e cause)

Constructs a new runtime exception with the specified cause and a detail message of
(cause==)null ? null : cause.toString()) (which typically contains the class and detail message
of cause).

public Runt i meLogi nException(String nessage, Throwabl e cause)
Constructs a new runtime exception with the specified detail message and cause.

public Runt i meLogi nException(int error Code)

Methods inherited from class com ar csi ght . t ool s. cona. servi ce. Runt i neCodedExcepti on

get Error Code, set Error Code

Methods inherited from classj ava. | ang. Thr owabl e

filllnStackTrace, getCause, getlLocalizedMessage, getMessage, get StackTrace, initCause,
print StackTrace, printStackTrace, printStackTrace, setStackTrace, toString

Methods inherited from classj ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Fields

LOGIN_ERROR_FAILURE

public static final int LOG N _ERROR FAI LURE

Indicates login failure.
Constant value: 0

LOGIN_ERROR_LICENSE_EXPIRED
public static final int LOG N ERROR LI CENSE EXPI RED

Indicates an expired license.
Constant value: - 1

LOGIN_ERROR_USER_DISABLED

public static final int LOGd N _ERROR USER DI SABLED

Indicates the fact that user account was disabled.
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Constant value: - 2

LOGIN_ERROR_PASSWORD_EXPIRED

public static final int LOG N_ERROR PASSWORD EXPI RED

Indicates expired password.
Constant value: - 3

LOGIN_CHALLENGE
public static final int LOd N_CHALLENCE

Indicates additional challenge requested by the server. Login cannot be completed until the user to meet the challenge.
Constant value: - 4

LOGIN_ERROR_USER_NOT_ALLOWED

public static final int LOG N _ERROR USER NOT_ALLOWED

Indicates that the user doesn't have permission to access the component.
Constant value: - 5

Constructors

RuntimeLoginException
public RuntimelLogi nException()

Constructs a new runtime exception with nul | as its detail message.

RuntimeloginException
public RuntinelLogi nException(String nessage)

Constructs a new runtime exception with the specified detail message.

Parameters:
message - the detail message.

RuntimeLoginException

public RuntinelLogi nExcepti on(Thr owabl e cause)

Constructs a new runtime exception with the specified cause and a detail message of (cause==null ? null : cause.toString())
(which typically contains the class and detail message of cause). This constructor is useful for runtime exceptions that are
little more than wrappers for other throwables.

Parameters:

cause - the cause (which is saved for later retrieval by the Thr owabl e. get Cause() method). (A null value is
permitted, and indicates that the cause is nonexistent or unknown.)
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RuntimeLoginException

public RuntinelLogi nException(String nessage,
Thr owabl e cause)

Constructs a new runtime exception with the specified detail message and cause.

Note that the detail message associated with cause is not automatically incorporated in this runtime exception's detail
message.

Parameters:
message - the detail message (which is saved for later retrieval by the Thr owabl e. get Message() method).

cause - the cause (which is saved for later retrieval by the Thr owabl e. get Cause() method). (A null value is
permitted, and indicates that the cause is nonexistent or unknown.)

RuntimeLoginException
public RuntinelLogi nException(int errorCode)
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com.arcsight.tools.coma.service
Interface Service

All Known Implementing Classes:
ServiceBase

public interface Service
extends

Base interface for services.

Method Summary

i nt get Ser vi ceMaj or Ver si on()
The major version of this service.
i nt get Servi ceM nor Ver si on()

The minor version of this service.

Methods

getServiceMajorVersion

public int getServiceMjorVersion()
The major version of this service.

Returns:
The major version of this service.

getServiceMinorVersion

public int getServiceM norVersion()
The minor version of this service.

Returns:
The minor version of this service.
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com.arcsight.tools.coma.service
Class ServiceBase

j ava. |l ang. Obj ect
+-com arcsi ght.tool s. coma. servi ce. Servi ceBase

All Implemented Interfaces:
Service

public abstract class ServiceBase
extends Object
implements Service

Base service implementation.

Constructor Summary

public | ServiceBase()
Method Summary
i nt get Ser vi ceMaj or Ver si on()
i nt get Servi ceM nor Ver si on()

Methods inherited from class j ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Methods inherited from interface com ar csi ght . t ool s. coma. servi ce. Servi ce

get Servi ceMaj or Ver si on, get Servi ceM nor Ver si on

Constructors

ServiceBase

public ServiceBase()

Methods
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getServiceMajorVersion

public int getServiceMjorVersion()

getServiceMinorVersion

public int getServiceM norVersion()
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com.arcsight.tools.coma.service
Class ServiceException

j ava. |l ang. Obj ect
+-java. |l ang. Thr owabl e
+-java. | ang. Excepti on
+-com arcsi ght.tool s. coma. servi ce. Servi ceExcepti on
All Implemented Interfaces:
Serializable, Serializable

Direct Known Subclasses:
ValidationException, ServiceLoginException

public class ServiceException
extends Exception
implements Serializable, Serializable

This is exception for kahuna/coma service. There are several reasons to have special exception impl: 1. Make it serializable so all
service binding can marshal it 2. Due to the known GWT marshaling issue, parent message can not be marshaled we have to
duplicated parent instance variables in this class.

Field Summary

public static final ERROR_UNKNOMN

Value: - 54188

Constructor Summary

public | ServiceException()
Constructs a new exception with nul | as its detail message.

public | ServiceException(String nmessage)
Constructs a new exception with the specified detail message.

public | ServiceException(Throwabl e cause)

Constructs a new exception with the specified cause and a detail message of (cause==null ?
null : cause.toString()) (which typically contains the class and detail message of cause).

public | ServiceException(String nessage, Throwabl e cause)
Constructs a new exception with the specified detail message and cause.

Method Summary

static String | buil dExceptionStackTraceString(Throwabl e e)
It builds a string for stack trace of an exception.
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) static | createServi ceException(Throwabl e e)
Ser vi ceExcepti on It creates an exception which is serializable.

i nt get Error Code()
Returns the error code associated with this exception.

void | setErrorCode(int errorCode)
Associates the error code with the exception.

Methods inherited from class | ava. | ang. Thr owabl e

filllnStackTrace, getCause, getlocalizedMessage, getMessage, get StackTrace, initCause,
print StackTrace, printStackTrace, printStackTrace, setStackTrace, toString

Methods inherited from class j ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Fields

ERROR_UNKNOWN

public static final int ERROR_UNKNOAN

Constant value: - 54188

Constructors

ServiceException
public ServiceException()

Constructs a new exception with nul | as its detail message. The cause is not initialized, and may subsequently be initialized
by acall to Thr owabl e. i ni t Cause(j ava. | ang. Thr owabl e) .

ServiceException

public ServiceException(String nessage)

Constructs a new exception with the specified detail message. The cause is not initialized, and may subsequently be
initialized by a call to Thr owabl e. i ni t Cause(j ava. | ang. Thr owabl e) .

Parameters:

message - the detail message. The detail message is saved for later retrieval by the Thr owabl e. get Message()
method.

ServiceException

public Servi ceException(Throwabl e cause)
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Constructs a new exception with the specified cause and a detail message of (cause==null ? null : cause.toString()) (which
typically contains the class and detail message of cause). This constructor is useful for exceptions that are little more than
wrappers for other throwables (for example, j ava. security. Privi | egedActi onExcept i on).

Parameters:
cause - the cause (which is saved for later retrieval by the Thr owabl e. get Cause() method). (A null value is
permitted, and indicates that the cause is nonexistent or unknown.)

ServiceException

public ServiceException(String nessage,
Thr owabl e cause)

Constructs a new exception with the specified detail message and cause.

Note that the detail message associated with cause is not automatically incorporated in this exception's detail message.

Parameters:
message - the detail message (which is saved for later retrieval by the Thr owabl e. get Message() method).

cause - the cause (which is saved for later retrieval by the Thr owabl e. get Cause() method). (A null value is
permitted, and indicates that the cause is nonexistent or unknown.)

Methods

buildExceptionStackTraceString
public static String buil dExceptionStackTraceString(Throwabl e e)

It builds a string for stack trace of an exception. It is used for debugging log.

Parameters:
e

Returns:

createServiceException

public static ServiceException createServiceException(Throwabl e e)

It creates an exception which is serializable. Some of the throwables, such as NullPointerException, are not serializable.
They will cause serialization error when they are wrapped in service exception. This approach wraps all stack traces as string
in service exception.

Parameters:
e

Returns:

getErrorCode
public int getErrorCode()

Returns the error code associated with this exception. The error code is set when the exception thrown and it indicates the
failure or irregular situation.
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Returns:
the errorCode

setErrorCode
public void setErrorCode(int errorCode)

Associates the error code with the exception.

Parameters:
er r or Code - The errorCode to set
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com.arcsight.tools.coma.service
Class ServicelLoginException

j ava. |l ang. Obj ect
+-java. |l ang. Thr owabl e
+-java. | ang. Excepti on

+-com arcsi ght.tool s. coma. servi ce. Servi ceExcepti on

| . . . . :
+-com ar csi ght. t ool s. coma. servi ce. Servi ceLogi nExcepti on

All Implemented Interfaces:
Serializable, Serializable

public class ServiceLoginException
extends ServiceException

Exception thrown for authentication issues. It doesn't necessarily means failure. The exception could indicate a request for
additional information (challenge).

Field Summary

public static final LOG N_ERROR _FAI LURE

Indicates login failure.
Value: 0

public static final LOG N_ERROR LI CENSE EXPI RED

Indicates an expired license.
Value: - 1

public static final LOG N_ERROR_USER DI SABLED

Indicates the fact that user account was disabled.
Value: - 2

public static final LOG N_ERROR _USER NOT_ALLOWED

Indicates that the user doesn't have permission to access the component.
Value: - 5

Fields inherited from class com ar csi ght . t ool s. conma. servi ce. Servi ceExcepti on

ERROR_UNKNOVWN

Constructor Summary

public | ServicelLogi nException()

Constructs a new exception with nul | as its detail message.

public | ServicelLogi nExcepti on(String nessage)

Constructs a new exception with the specified detail message.
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public | ServiceLogi nException(Throwabl e cause)

null : cause.toString()) (which typically contains the class and detail message of cause).

public | ServicelLogi nException(String nessage, Throwabl e cause)
Constructs a new exception with the specified detail message and cause.

public | ServicelLogi nException(int errorCode)
Constructs a new exception with the specified error code

Methods inherited from class com ar csi ght . t ool s. coma. ser vi ce. Ser vi ceExcepti on

bui | dExcepti onSt ackTraceString, createServi ceException, getErrorCode, setErrorCode

Methods inherited from class j ava. | ang. Thr owabl e

filllnStackTrace, getCause, getlLocalizedMessage, getMessage, get StackTrace, initCause,
print StackTrace, printStackTrace, printStackTrace, setStackTrace, toString

Methods inherited from class j ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Fields

LOGIN_ERROR_FAILURE
public static final int LOG N _ERROR FAI LURE

Indicates login failure.
Constant value: O

LOGIN_ERROR_LICENSE_EXPIRED

public static final int LOG N_ERROR LI CENSE_EXPI RED

Indicates an expired license.
Constant value: - 1

LOGIN_ERROR_USER_DISABLED
public static final int LOG N ERROR USER DI SABLED

Indicates the fact that user account was disabled.
Constant value: - 2

LOGIN_ERROR_USER_NOT_ALLOWED

public static final int LOG N _ERROR USER NOT_ALLOWED

Indicates that the user doesn't have permission to access the component.
Constant value: - 5
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Constructors

ServiceLoginException
public ServicelLogi nException()

Constructs a new exception with nul | as its detail message. The cause is not initialized, and may subsequently be initialized
by a call to Thr owabl e. i ni t Cause(j ava. | ang. Thr owabl e).

ServiceLoginException

public ServicelLogi nException(String nessage)

Constructs a new exception with the specified detail message. The cause is not initialized, and may subsequently be
initialized by a call to Thr owabl e. i ni t Cause(j ava. | ang. Thr owabl e) .

Parameters:

message - the detail message. The detail message is saved for later retrieval by the Thr owabl e. get Message()
method.

ServiceLoginException

public ServicelLogi nExcepti on( Thr owabl e cause)

Constructs a new exception with the specified cause and a detail message of (cause==null ? null : cause.toString()) (which
typically contains the class and detail message of cause). This constructor is useful for exceptions that are little more than
wrappers for other throwables (for example, j ava. security. Pri vi | egedAct i onExcept i on).

Parameters:

cause - the cause (which is saved for later retrieval by the Thr owabl e. get Cause() method). (A null value is
permitted, and indicates that the cause is nonexistent or unknown.)

ServiceLoginException

public ServicelLogi nException(String nessage,
Thr owabl e cause)

Constructs a new exception with the specified detail message and cause.

Note that the detail message associated with cause is not automatically incorporated in this exception's detail message.

Parameters:
message - the detail message (which is saved for later retrieval by the Thr owabl e. get Message() method).

cause - the cause (which is saved for later retrieval by the Thr owabl e. get Cause() method). (A null value is
permitted, and indicates that the cause is nonexistent or unknown.)

ServiceLoginException

public ServicelLogi nException(int errorCode)
Constructs a new exception with the specified error code

Parameters:
error Code - error code identifying the exceptional case
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com.arcsight.tools.coma.service
Class ValidationException

j ava. |l ang. Obj ect
+-java. |l ang. Thr owabl e
+-java. | ang. Excepti on

+-com arcsi ght.tool s. coma. servi ce. Servi ceExcepti on

I+- com ar csi ght.tool s. coma. servi ce. Val i dati onExcepti on

All Implemented Interfaces:
Serializable, Serializable

public class ValidationException
extends ServiceException

Base class for various validation exceptions to indicate failures to validate different types of data (e.g. password).

Fields inherited from class com ar csi ght . t ool s. coma. servi ce. Servi ceExcepti on

ERROR_UNKNOWN

Constructor Summary

public | ValidationException()
Constructs a new exception with nul | as its detail message.

public | ValidationException(String nessage)
Constructs a new exception with the specified detail message.

public | ValidationException(String nessage, Map validationErrors)

Constructs a new exception with the specified detail message and a map containing error
descriptions.

Method Summary

String | getlLocalizedMessage()

String | get Message()

Map | getValidationErrors()
Returns validationErrors, which is a map of errors found for different items.

void | setValidationErrors(Map validationErrors)
Sets the validationErrors.

String | toString()
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Methods inherited from class com ar csi ght . t ool s. coma. ser vi ce. Ser vi ceExcepti on

bui | dExcepti onSt ackTraceString, createServi ceException, getErrorCode, setErrorCode

Methods inherited from class j ava. | ang. Thr owabl e

filllnStackTrace, getCause, getlLocalizedMessage, getMessage, get StackTrace, initCause,
print StackTrace, printStackTrace, printStackTrace, setStackTrace, toString

Methods inherited from class j ava. | ang. Obj ect

equal s, getd ass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

ValidationException
public ValidationException()

Constructs a new exception with nul | as its detail message. The cause is not initialized, and may subsequently be initialized
by a call to Thr owabl e. i ni t Cause(j ava. | ang. Thr owabl e) .

ValidationException

public ValidationException(String nessage)

Constructs a new exception with the specified detail message. The cause is not initialized, and may subsequently be
initialized by a call to Thr owabl e. i ni t Cause(j ava. | ang. Thr owabl e) .

Parameters:
message - the detail message. The detail message is saved for later retrieval by the get Message() method.

ValidationException

public ValidationException(String nmessage,
Map val i dati onErrors)

Constructs a new exception with the specified detail message and a map containing error descriptions. The cause is not
initialized, and may subsequently be initialized by a call to Thr owabl e. i ni t Cause(j ava. | ang. Thr owabl e) .

Parameters:
message - the detail message. The detail message is saved for later retrieval by the get Message() method.
val i dati onErrors - Map containing errors found for different items

Methods

getValidationErrors
public Map getValidationErrors()

Returns validationErrors, which is a map of errors found for different items.
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Returns:
the validationErrors errors associated with different properties

setValidationErrors

public void setValidationErrors(Map validationErrors)
Sets the validationErrors.

Parameters:
val i dati onErr or s - the validationErrors to set

getMessage
public String get Message()

getLocalizedMessage
public String getlLocalizedMessage()

toString
public String toString()
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