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Chapter 1

What is ESM with CORR-Engine
Storage?

ESM is a Security Information and Event Management (SIEM) solution that collects and
analyzes security data from heterogeneous devices on your network and provides you a
central, real-time view of the security status of all devices of interest to you.

ESM components gather and store events generated by the devices you identify. These
events are filtered and correlated with events from other devices or collection points to
discover risks and assess vulnerabilities.

ESM uses the Correlation Optimized Retention and Retrieval Engine (CORR-Engine)
Storage, a proprietary data storage and retrieval framework that receives and processes
events at high rates, and performs high-speed searches. This provides a number of
benefits, including increased performance, ease of management, and use of less disk
space.

This chapter covers the following topics:

“ESM Components” on page 7
“Deployment Overview” on page 8

“ESM Communication Overview” on page 8

ESM Components

The ESM system comprises of the following components:

m  ArcSight Manager

m  ArcSight CORR-Engine (Correlation Optimized Retention and Retrieval Engine)
m  ArcSight Console

m  ArcSight Web

®  Management Console

m  ArcSight SmartConnectors

ArcSight Manager

ArcSight Manager is at the center of the ESM. The Manager is a software component that
functions as a server that receives event data from Connectors and correlates and stores
them in the database. The Manager also provides advanced correlation and reporting

Confidential ESM Installation and Configuration Guide 7



1 What is ESM with CORR-Engine Storage?

capabilities. The Manager and CORR-Engine are integrated components and get installed
on the same machine.

ArcSight CORR-Engine

ArcSight CORR-Engine is a long term data storage and retrieval engine that enables the
product to receive events at high rates. The Manager and CORR-Engine are integrated
components and get installed on the same machine.

ArcSight SmartConnectors

SmartConnectors are software components that forward security events from a wide
variety of devices and security event sources to ArcSight CORR-Engine. SmartConnectors
are not bundled with ESM and should be separately installed.

ArcSight Console

The ArcSight Console provides a user interface for you to perform administrative tasks,
such as fine tuning the ESM content and managing users. The ArcSight Console is not
bundled with ESM and should be separately installed.

Deployment Overview

The following is an example of how various ArcSight components are normally deployed in
a network.

ArcSight Web | £ L1

““Management Console

=1
SrmartConnector ~— |
s {on Linux) a0
T — .
i-'“{m_,_W ArcSight Consoles
= (in San Francisco)
oI5 | —o|X|| O?
D e
Lag File | i = -
4 SmartConnectol |m n y L |
{on Windows) L BBl — R £

s
ArcSight Manager

. S § (In San Francisco)  copp-Engine ArcSight Consoles
—a (in New York)
SmartConnectar

Firewall {on UNIX)

Figure 1-14  ESM Deployment

ESM Communication Overview

ArcSight Console, ArcSight Manager, and ArcSight SmartConnector communicate using
HTTP (HyperText Transfer Protocol) over SSL (Secure Sockets Layer), often referred to as
HTTPS (HyperText Transfer Protocol Secure). The HTTPS protocol provides for data
encryption, data integrity verification, and authentication for both server and client.
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1 What is ESM with CORR-Engine Storage?

SSL works over TCP (Transport Control Protocol) connections. The default incoming TCP
port on ArcSight Manager is 8443.

The Manager never makes outgoing connections to the Console or SmartConnectors. The
Manager connects to the CORR-Engine through a loopback interface using a propriety
protocol.

Effect on Communication when Components Fail

If any one of the software components is unavailable, it can affect communication between
other components.

If the CORR-Engine is unavailable for any reason, the Manager stops accepting events and
caches any events that were not committed to the CORR-Engine. The SmartConnectors
also start caching new events they receive, so there is no event data loss. The Console gets
disconnected.

When the CORR-Engine is filled to capacity, as new events come in the Manager starts
deleting existing events starting from the oldest dated event.

If the Manager is unavailable, the SmartConnectors start caching events to prevent event
data loss. The CORR-Engine is idle. The Console is disconnected.

If a SmartConnector fails, whether event data loss will occur or not depends on the
SmartConnector type. SmartConnectors that listen for events from devices such as the
SNMP SmartConnectors will stop accepting events. However, a SmartConnector that polls a
device, such as the NT Collector SmartConnector, may be able to collect events that were
generated while the SmartConnector was down, once the SmartConnector comes back up.

Choosing between FIPS Mode or Default Mode

ESM supports the Federal Information Processing Standard 140-2(FIPS 140-2). FIPS 140-2
is a standard published by the National Institute of Standards and Technology (NIST) and
is used to accredit cryptographic modules in software components. The US Federal
government requires that all IT products dealing with Sensitive, but Unclassified (SBU)
information should meet these standards.

Depending on your requirements, you can choose to install the ESM components in either
of these modes:

m  Default mode (standard cryptography)

®  FIPS 140-2 mode

®  FIPS with Suite B mode

Confidential
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1 What is ESM with CORR-Engine Storage?

Mode Comparison

The following table outlines some of the basic differences between the three modes that
ESM supports:

Use of . . Keystore/
Mode SSL/TLS Default Cipher Suites Truststore
Default SSL e TLS_RSA WITH_AES_128 CBC_SHA Keypair and
Mode - SSL_RSA WITH_3DES_EDE CBC_sHa  certificates
- - - - - - stored in
= More... Keystore and

cacerts, and
Truststore in

JKS format
FIPS TLS e TLS_RSA_WITH_AES 128 CBC_SHA Keypair and
140-2 - SSL_RSA WITH_3DES_EDE_CBC_SHA Certificates
Mode — - - - — - stored in
NSSDB
FIPS TLS « TLS_ECDHE_ECDSA WITH _AES 128 CBC_  Keypair and
with SHA Certificates
Suite B Suite B 128 bits security level, providing stored in
Mode . . NSSDB
protection from classified up to secret
information
e TLS_ECDHE_ECDSA WITH_AES 256 CBC_
SHA

Suite B 192 bits security level, providing
protection from classified up to top
secret information

Using PKCS#11

ESM supports the use of a PKCS#11 token such as the Common Access Card (CAC) to log
into the Console or ArcSight Web. PKCS#11 is Public-Key Cryptography Standard (PKCS),
published by RSA Laboratories which describes it as “a technology-independent
programming interface, called Cryptoki, for cryptographic devices such as smart cards and
PCMCIA cards.”

You can use the PKCS#11 token to log in regardless of the mode in which ArcSight Console
or ArcSight Web is running, in FIPS 140-2 mode or default mode.

Import Control Issues

If you are a customer in the United States, you can skip reading this section. If you are a
customer outside of the United States, you need to be aware of your country's restrictions
on allowed cryptographic strengths. The embedded JRE in ArcSight components, ship with
the Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy Files and they
are enabled by default. These files are:

m  jre\lib\security\local_policy.jar
m  jre\lib\security\US_export_policy.jar

This is appropriate for most countries. However, if your government mandates restrictions,
you should backup the above two *.jar files and use the restricted version files instead.
They are available at:
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jre\lib\security\local_policy.jar.original
jreNlib\security\US_export_policy.jar.original
You will have to rename *.jar.original to *.jar.

The only impact of using the restricted version files would be that you will not be able to
use ArcSight's keytoolgui to import unrestricted strength key pairs. Also, you will not be
able to save the keystore if you use passwords that are longer than four characters. No
other ESM functionality is impacted.

Confidential ESM Installation and Configuration Guide 11
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Chapter 2

Installing ESM

This chapter covers the following topics:

“System Requirements” on page 13

“Before you Install ESM” on page 14

“Preparing to Install” on page 14

“Installing ESM” on page 17

“Uninstalling ESM” on page 29

“Resource Migration” on page 29

“To Set Up ESM Reports to Display in a Non-English Environment” on page 30
“The Next Steps” on page 30

We recommend that you read the ESM Release Notes before proceeding further.

System Requirements

The hardware requirements for ESM 6.0c are as follows:

Minimum Required Recommended High Performance
Processors 8 cores 16 cores 32 cores
Memory 36 GB RAM 64 GB RAM 128 GB RAM
Hard Disk 250 GB disk space 1.5 TB disk space <=8TB
(RAID 10) (RAID 10) (RAID 10)
15,000 RPM 15,000 RPM 15,000 RPM
' The "Minimum Required" values applies to systems running base system
-1 content at low EPS (typical in lab environments). It should not be used for

systems running high number of customer-created resources, or for systems

that need to handle high event rates. Please use the "Recommended” or "High
Performance" specifications for production environments that will be handling
sizable EPS load with additional content and user activity.

Caution

Using Pattern Discovery or large numbers of Assets and Actors puts additional
load on the system that can reduce the search and event processing
performance. For further assistance in sizing your ESM installation, contact HP
ArcSight Customer Support.

Confidential ESM Installation and Configuration Guide 13



2 Installing ESM

Supported Platforms

ESM 6.0c is supported on Red Hat Enterprise Linux 6.2 64-bit platform that has been
installed using at least the "Basic Server" option with added "compatibility libraries" at the
time of installation. Refer to the Product Lifecycle document available on the Protect 724
site for further information on supported platforms and browsers.

If you would like to install the product in GUI mode, you will also need to install X Window
system package on your machine if it does not already exist.

Before you Install ESM

Before you begin to install ESM, do the following:

m  The ESM 6.0c installation package is available for download from the HP Software
Depot at http://support.openview.hp.com/downloads.jsp. Download the
ArcSightESMSuite-xxxx.tar file and copy it on to the system where you will be
installing ESM. The xxxx in the file name stands for the build number.

®  Once you have downloaded the .tar file from the HP Software Depot, initiate license
procurement by following the instructions in the Electronic Delivery Receipt you
receive from HP in an email after placing the order.

* You do not need to unzip the license zip file. ESM recognizes the
license file in the zipped state.

Note . Make sure that the ArcSightESMSuite-xxxx.tar file is owned by

the user “arcsight”.

B Copy the xfsprogs-3.1.1-6.e16.x86_64.rpm file from your Linux installation
CD to the machine where you will be installing ESM.

Keep these TCP ports Open

Before installing ESM, open the following TCP ports on your system if not already open and
ensure that no other process is using these TCP ports:

Open the following TCP ports for external incoming connections:

8443

9443

The following TCP ports are used internally for inter-component communication by ESM:

1976, 2812, 3306, 5555, 7777, 7778, 7779, 7780, 8005, 8009, 8080, 8088, 8089, 8666,
8765, 8808, 8880, 8881, 8888, 8889, 9000, 9123, 9124, 9999, 45450

Preparing to Install

Before you run the installation file, you must prepare your system.

The /tmp Directory Size

Make sure that your /tmp directory has at least 3 GB of space.

14 ESM Installation and Configuration Guide Confidential
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Sizing Guidelines for CORR-Engine

When installing ESM 6.0c, the CORR-Engine storage sizes are automatically calculated
based on your hardware per the default values in the table below. These are the
recommended sizing guidelines. You can change any of the default storage sizes in the
“CORR-ENngine Configuration” panel of the wizard, but when doing so, be sure that you take
the minimum and maximum values allowed into consideration.

System Storage - non-event storage, for example, resources, trends, and lists
Event Storage - storage for events
Online Event Archive - archive of online events

Available Space - the available space on your machine. ESM automatically detects it for
your machine.

Reserved Space - used for system internal use. This is calculated as either 10% of
available space or 10 GB whichever is greater.

Usable Space - calculated as Available Space minus Reserved Space.

Recommended Minimum Maximum
System Storage One-sixth of usable 3GB 500 GB
Size space
Event Storage Four-sixths of usable 5GB 8 TB
Size space
Online Event Remaining space after 1 GB No limit
Archive Size the System and Event

storage have been

allocated

Important!

The sum of space allotted to system storage, archive storage and online
Note event storage should not exceed usable space (90%).

Create “arcsight” User

While logged in as user “root”, create a new user called “arcsight” by entering the following
commands in a terminal:

groupadd arcsight

useradd -c “arcsight software owner” -g arcsight -d
/home/arcsight -m -s /bin/bash arcsight

Change the password for user “arcsight”:
passwd arcsight

Enter a new password when prompted and reenter it when prompted to confirm.

Confidential
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2 Installing ESM

Increase User Process Limit

On the Red Hat 6.2 platform, the default user process limit is 1024. This may cause an
error when the Manager tries to create more threads.

To ensure that the system has adequate processing capacity, increase this default limit,
while logged in as user “root”:

1 Edit /etc/security/limits.d/90-nproc.conf file to change or append the
following entries:

' Be sure to include the * in the lines below. It is important that you add all
-1 of the following entries exactly as specified below. Any omissions will lead
Caution O YOUr system experiencing runtime errors.
* soft nproc 10240
* hard nproc 10240
* soft nofile 65536
* hard nofile 65536

2 Reboot the machine.

3 Log in as user “arcsight”.

4 Run the following command to verify the new settings:
ulimit -a

5 Verify that the output shows the following values for Open files and Max user
processes:

open files 65536

max user processes 10240

/opt/arcsight Directory

ESM 6.0c gets installed in /opt/arcsight/. If the /opt/arcsight/ directory does not
exist, create it while logged in as a 'root' user.

Change /opt/arcsight/ to xfs Format

If not already in xfs format, ArcSight recommends changing /opt/arcsight/ to the xfs
format for optimum performance. To do so:

1 Log in as user “root” if you have not already done so.
2 Run the following command to install the xfsprogs RPM:
rpm -1 xfsprogs-3.1.1-6.el6.x86 64.rpm

3 Mount the partition containing /opt/arcsight/ with inode64 option.

Write and Execute Permission for /opt/arcsight/

Make sure that the user “arcsight” has write and execute permission for the
/opt/arcsight/ directory.

16 ESM Installation and Configuration Guide Confidential



2 Installing ESM

Change the owner and group of /opt/arcsight/ to 'arcsight' user and group by issuing
the following commands:

chown arcsight:arcsight /opt/arcsight

Installing ESM

= Using an ssh -X session to run the ESM 6.0c installation file causes errors
and the wizard does not complete. Instead of using ssh -X to run the
installation wizard, use ssh to connect to the machine where you will be
installing ESM 6.0c and set your DISPLAY environment variable to point to
a valid X11 display.

MNote

= Spaces in directory names appearing within paths are not supported.

1 Untar the tar file in order to obtain the installation file. To do so:
a Log in as user “arcsight”.

b  Transfer the license file and the .tar file to this machine where you will be
installing ESM.

¢ Change directory to the location where you downloaded the tar file.
d Make sure that the tar file is owned by the user “arcsight”.
e Run the following command to untar the file:

tar xvf ArcSightESMSuite-xxxx.tar

2 If not already granted, give the ArcSightESMSuite.bin file the execute
permission. To do so enter:

chmod +x ArcSightESMSuite.bin

Running the Installation File

While logged in as user “arcsight” do the following:
1 Run the installation file as follows:
./ArcSightESMSuite.bin

The installation wizard opens.

= If you are installing in console mode, be aware that the installation bits
install without confirmation of progress. Product components get installed
silently and the system displays the message, “File Delivery Complete”
after the bits are successfully installed.

MNote

= Make sure that X Window is not running when running the first boot
wizard in console mode.

Confidential ESM Installation and Configuration Guide 17



2 Installing ESM

2 Read the introductory message and click Next.

ArcSight<t
Introduction

License Agreerment
Special Motice

Pre-Installation Summa
Installing...
File Delivery Complete

-
-
-
w Choose Link Folder
-
-
-
-

Install Complete

e ]

Cancel

Installaryswhere will guide you through the installation of ArcSight
Esht &.0c Suite.

It is strongly recommended that vou guit all grograms befare
continuing with this installation.

Click the 'Mext' button to proceed 1o the next screen. If you
want to change something on a presvious screen, click the
'Previous’ buttan.

You may cancel this installation at ary time by clicking the
‘Cancel’ buttan.

EZZE T

3 The “I accept the terms of the License Agreement” radio button will be disabled until
you read and scroll to the bottom of the agreement text. After you have read the
License Agreement click the | accept the terms of the License Agreement radio

button and click Next.

ArcSIght<t

A WP Company

& Introduction

w License Agreement
Special Matice
Choose Link Folder
Fre-Installation Surmma
Installing. ..
File Delivery Complete
Install Complete

srbenn oottt b e

Cancel

Installation and Use of ArcSight ESM 6.0c Suite Requires

Acceptance of the Following License Agr

agreements, or Your additional or inconsistent
terms, whether oral or written. In the event any
provision of this Agreement is held invalid or
unenforceable the remainder of the Agreement will
remain enforceable and unaffected therehy.

g. HP's failure to exercise or delay in exercising
any of 1Ts rights under this Agreenent will not
constitute or be deemed a waiver or forfeiture of
those rights.

Additional License Authorizations:

Additional Ticense authorizations and
restrictions applicahle to wour software product
are found at: http: /A, hp. comsgosshilicensing

(@) | accept the terms of the License Agreement

O | do NOT acceptthe terms of the License Agreement

oo | e
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4 Read the special notice and click Next.

ArcSIght<t

W Introduction

i License Agreement

Special Motice

Choose Link Folder
Pre-Installation Summa
Installing..

File Delivery Complete
Install Complete

wrhfffeieteti i)

Cancel

Only applicable for US Government Entities

Limnited Rights Matice {June 1987)

(a) This data is submitted with limited rights under
Gowvernment Contract. This data may be reproduced and
used by the Government with the express limitation that
they will not, without written permission of the Contractar,
be used for purposes of manufacture nor disclosed outside
the Gowernment; except that the Government may disclose
these data outside the Gowernment for the following
purpases, if any, provided that the Government makes
such disclosure subject to prohibition against further use
and disclosure:

(b} This Maotice shall be marked on any regroduction of this
data, in whole ar in part.

Restricted Rights Motice {June 1587)

5 Select the location where you would like the installer to place the links for the
installation and click Next.

ArcSight<t

'As WP Compan

& Intraduction

W License Agreament

& Special Matice
Choose Link Folder
Pre-Installation Summa
Installing...
File Delivery Complete
Install Complete

T e Tt

Cancel

Where would you like to create links?

® In your home Tolder

) Don't create links
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6 Review the summary in the Pre-Installation screen. If need be, click Previous to make
any changes. When you are ready to proceed, click Install.

| om ArcSight ESM 6.0c Suite Installer ' (a0
AI’(SIghTé: Pre-Installation Summary
' e o
& Intraduction Please Review the Following Before Continuing:

& License Agreement
W Special Motice
& Choose Link Faolder

Product Name:
ArcSight ESM B.0¢ Suite

w Pre-Installation Surnmal Install Folder

o Installing... foptfarcsight/suite
w File Delivery Complete Link Folder:

@ Install Complete fhomefarcsight

| Frewious || Install |

7 The installer first places all the installation files in the appropriate folders and when it
is done, you will get a File Delivery Complete screen. Click Next.

5m ArcSight ESM 6.0c Suite Installer N E=REEN
Ar(SlghTi File Delivery Complete
An 5P Compan

W Introduction

W Licensze Agreement

& Special Motice

w Choose Link Folder

& Pre-Installation Summary
W Installing. ..

w File Delivery Camplete

@ Install Complete Product installation will now begin. This maytake some time.

Cancel | Prewious ||

The installer installs each component. After the installation completes, the configuration
screen opens.

Rerunning the Suite Installer
If your installation is interrupted before you get to the "File Delivery Complete™ screen and
your installation process exits for any reason (for instance, you abort it), you can rerun the
installer. Before you do so, make sure that you have removed all install.dir.XXXXX
directories from the /tmp directory. Also, be sure to delete all directories and files that
were created by the installer in the /opt/arcsight directory.

Running the First Boot Wizard in Console Mode

If you are installing the product in console mode, start the installation manually by issuing
the following command:
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/opt/arcsight/manager/bin/arcsight firstbootsetup -boxster -soft -i console

Make sure that X-Windows is not running when running the first boot wizard
in console mode.

MNote

Configuration
Once the installation completes, the configuration wizard to configure the ESM components
opens.

1 Read the Welcome screen and click Next.

N Introduction Yelcome to ESM v6.0c

This wizard will walk wou through setup and configuration of the
ESM vE.Oc compenents,

Before you proceed, make sure the license file is accessible from the
systam.

‘|| | < Previous H Mext = H Cancel |

2 Select the language for interface displays and click Next.

' ,

il In Language Options

Language Select the language ESM w&.0c will use for user interface displays and
interaction,

@ English

) French

) Japanese

) Traditional Chinese

‘|| = Previous | | Next = | | Cancel
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3 Set a password for the CORR-Engine and reenter it in the Password confirmation text
box and click Next. For information on password restrictions see the Administrator's
Guide for ESM, chapter ‘Configuration’; section ‘Managing Password Configuration”

™

<L ESM v6.0c Configuration Wizard C=

CORR-Engine Password

Provide a password for the "arcsight” database user,

CORR-Engine

Email

CORR-Engine password | |

Password confirmation | |

| < Previous | | Next = | ‘ Cancel |

4 Enter the CORR-Engine storage allocation information and click Next.

= The maximum event storage size allowed is 8TB. If you exceed this
limit, you will need to store data offline.

Note * You can disable archiving if need be from the Management Console
after you have installed ESM. Refer to the Management Console
User’s Guide for information on how to do so.
< ESM v6.0c Configuration Wizard [E=EER)

CORR-Engine Configuration

Please specify space allocation for the following storage. The sum of
System Storage Size, Event Storage Size, and Online Event Archive Size
should not exceed the usable space specified below.

Space Available: 49 CB

Usable Space: 39 GE

System Storage Size (GB) \6

Event Storage Size (GB) \26

Online Event Archive Size (GB) \7

Retention Period (Days) \30

‘|| ‘ < Previous H Next = H Cancel

5 Configure the following e-mail addresses:
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Notification e-mail address: An e-mail address of the person who should receive
e-mail notifications in the event that the ArcSight Manager goes down or encounters

some other problem.

From e-mail address: E-mail address that will be used to represent the sender of
the e-mail notifications.

mﬂﬂ‘

<& ESM v6.0c Configuration Wizard "

MNotification E-mails

Provide e-mail addrasses for notifications about system administration
issues for all ESM v&.0c components,

Error Notification Recipients \

From e-mail address [ |

‘|| = Previous | | Next > | | Cancel

Click Next.

6 Enter the location of the license file you downloaded. Alternatively, you can browse to
the file and click Next.

If you have a valid existing ESM license, you can use it with ESM 6.0c.

MNote

[E=SEER)

< ESM vw6.0c Conﬁgumtiflrf Wizard )

License File

ESM w6, 0c reguires a valid license file, If you do not have a valid licanse,
please contact HP Software Support Online to obtain one,

License file |, ==

‘|| < Previous ‘ | Next = | ‘ Cancel
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7  Select whether you want to install ESM in default mode or FIPS mode.

N
& ESM v6.0c Configuration Wizard [

Select the Product Mode

Salact the mode for the product to run in:

(@ Run product in default mode

2 Run product in FIPS mode

< Previous ‘ | Next = | ‘ Cancel

Click Next.

L]
Caution

If you choose to install the product in FIPS mode, be sure to install the
Console in FIPS mode too. Refer to “Installing ArcSight Console in
FIPS Mode” on page 85 for instructions on installing the Console in
FIPS mode.

Once you have configured the software in FIPS-140 mode, you will not
be able to convert it to default mode without reinstalling it.

Converting from default mode installation to FIPS 140-2 mode is
supported. If you need to do so at any time, refer to the
Administrator’s Guide for instructions to do so.

By default, ESM uses a self-signed certificate. If you would like to use
a CA-signed certificate, you will have to import the CA-signed
certificate manually after the configuration wizard completes
successfully. Refer to the Administrator’s Guide for ESM for details on
using a CA-signed certificate.
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8 (If you selected FIPS mode only) You will see a screen asking you to select the
cipher suite.

N
& ESM v6.0c Configuration Wizard [

Select the Cipher Suite Options

Select the cipher suite options:

® FIPS 140-2
) FIPS with Suite B 128 bits

) FIPS with Suite E 192 bits

| = Previous “ Mext = ” LCancel |

Suite B defines two security levels of 128 and 192 bits. The two security levels are
based on the Advanced Encryption Standard (AES) key size that is used instead of the
overall security provided by Suite B. At the 128-bit security level, the 128 bit AES key
size is used. However, at the 192-bit security level, a 256 bit AES key size is used.
Although, a larger key size would mean more security, it would also mean
computational cost in terms of time and resource (CPU) consumption. In most
scenarios, the 128-bit key size is sufficient.
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9 Enter the Manager’s hostname or IP address and set a password for the admin user
and click Next.
& ESM v6.0c Configuration Wizard [E=ER)

Manager Information

Provide ArcSight Manager host name {recommended) or IPaddress,
and Administrator login credentials,

If you choose to provide a host name here, make sure it can be resolved
through your Domain Name System (DNS) server,

Manager host name (or IPy |

Administrator user name |admin

|
|
Administrator password | |
|

Passwaord confirmation |

= Previous || Next = || Cancel
I Manager host name is the local host name or IP address of the machine
H where the Manager gets installed. Note that this name is what all clients
caution (fOr example, ArcSight Console) will need to specify to talk to the ArcSight

Manager. Using a host name instead of an IP address is recommended for
flexibility.
The Manager host name will be used to generate a self-signed certificate.

The Common Name (CN) in the certificate will be the Manager host name
that you specify in this screen.

Although the Manager uses a self-signed certificate by default, you can
switch to using a CA-singed certificate if needed. This can be done post
installation. Refer to the ESM Administrator’s Guide for instructions.

10 The next screen informs you of the steps that will take place in order to configure
ESM. Read it and click Next.

I Review the selections you made in the previous screens of this wizard and
make sure that they are to your satisfaction. Once you click Next, the product
is installed as specified and cannot be changed.

l
Caution
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About to Configure ESM v6.0c

You are about to configure the software with the settings specified in
previous panels, Once you click Mext, you will not have the option to go
back to the previous panels.

The configuration will accomplizh the following tasks:

# Setup Arclight Storage

& Start Arclight Storage

# Initialize schema and content

# Configure the ArcSight Manager
 Start the ArcSight Manager

o Configure the Arclight Web server
& Start the ArcSight Wab server

)

| =< Previous || Next = || Cancel

11 Upon successful configuration, you will see the Configuration Completed Successfully
screen. Click Finish.

Configuration Completed Successfully

ESM w6, 0c is configured with the settings you specified,
Refar 1o the Configuration Guide, ESM vE Oc for the next steps,

IMPORTANT: The root user must run the following script to start up
required sarvicas: foptfarcsight/manager/bin/setup_servicas.zh.

mﬂﬂ‘

< Previous | | Finish | | Cancel
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12 Click Done in the Install Complete screen.

| om ArcSight ESM 6.0¢ Suite [nsialle‘ C=10
Ar(SIghT@Z Install Complete
An P Compon

& Introduction

Congratulations! Arcsight ESM &.0c Suite has been successfully
@ License Agreement installed to:

& Special Notice foptfarcsight/suite
& Choose Link Folder
@ Pre-Installation Surmmary Fress "Done" to guit the installer.
W Installing. ..

& File Delivery Camplete

w Install Complete

Cancel Prewious ‘ | Done

Important!

13 Log in user “root” and run the following script to set up the required services:

' This step is required in order to start the services.
L ]
Caution

/opt/arcsight/manager/bin/setup services.sh

14 If you would like to migrate your resources from an existing (legacy) ESM installation,
you should do so now. Contact HP ArcSight Customer Support for further instructions.

Changing the Manager Heap Size

If you need to change the Manager’s heap size after the installation completes, you can do
so from the Management Console. Refer to the Management Console User's Guide, chapter
“Administration”, section, “Configuration Management”.

Rerunning the Wizard

The wizard can be rerun manually only if you exit it at any point before you reach the first
configuration screen called “About to Configure ESM v6.0c” (Step 10 on page 26).

If for any reason you cancel out of the wizard or run into an error before the configuration
screen, you can re-run the wizard manually after cancellation or error-out.

1 To rerun the wizard run:
rm /opt/arcsight/manager/config/fbwizard*

2 To run the First Boot Wizard, run the following from the
/opt/arcsight/manager/bin directory while logged in as user “arcsight”:

In GUI mode
./arcsight firstbootsetup -boxster -soft

In console mode
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./arcsight firstbootsetup -boxster -soft -1 console

l Make sure that X-Windows is not running when running the first boot wizard
H in console mode.
Caution

If you encounter a failure during the configuration stage, you will need to uninstall the
product and reinstall it.

Uninstalling ESM

To uninstall ESM,

1 Log in as user “root”.

2 Run the following command:
/opt/arcsight/manager/bin/remove_services.sh

3 Log in as user “arcsight”.

4 Shutdown any "arcsight" processes that are not already down.

5 Run the uninstaller program from either the directory where you have created the links
while installing the product or if you had opted not to create links, then run this from
the /opt/arcsight/suite/UninstallerData directory:

./Uninstall ArcSight ESM Suite

Alternatively, you can run the following command from the /home/arcsight (or
wherever you installed the shortcut links) directory:

./Uninstall ArcSight ESM Suite 6.0

6 Verify that the /tmp and /opt/arcsight directories contain no ESM-related files. If
that is not the case:

a While logged in as user “arcsight”, kill all arcsight processes.

b Delete all remaining arcsight-related files/directories in /opt/arcsight/ and
/tmp directory manually.

c Delete any links created during installation.

Resource Migration

If you would like to migrate your resources from an existing (legacy) ESM installation, you
should do so on a freshly installed ESM on which resources have not been altered or
added. Any resources that are changed or added after installation along with their
associations with any events will be wiped out while migrating the resources.

Once you have installed the ESM 6.0c software, if you would like to migrate your resources
from a legacy ESM installation, contact HP for assistance to do so.
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To Set Up ESM Reports to Display in a Non-English
Environment
To enable international characters in string-based event fields to be retrieved by queries,

you need to store such characters correctly. Following the processes in this section will
allow the international characters to be stored and recognized correctly by ESM.

On the Manager

This procedure is required only if you plan to output reports that use international
characters in PDF format. You will need to purchase the ARIALUNI.TTF font file.

1

On the Manager host, place the font file ARIALUNI.TTF in a folder. For example:
/usr/share/fonts/somefolder

Modify the ESM reports properties file, sree.properties, located in
/opt/arcsight/manager/reports/ directory by default.

Add the following line:
font.truetype.path=/usr/share/fonts/somefolder
Restart the Manager by running:

/sbin/service arcsight services restart manager

In the ArcSight Console Ul, select the Arial Unicode MS font in all the report elements,
including the report template.

On the Console

Set preferences in the Console and on the Console host.

1

Install the Arial Unicode MS font on the Console host operating system if not already
present.

Edit the following script located in <ARCSIGHT HOME>/current/bin/scripts
directory by default:

On Windows: Edit console.bat

On Macintosh: Edit console. sh

On Linux: No edits required. The coding is set correctly.

Find the section ARCSIGHT JVM_ OPTIONS and append the following JVM option:

" -Dfile.encoding=UTF8"

In the ArcSight Console Preferences menu, set Arial Unicode MS as the default font:
Go to Edit > Preferences > Global Options > Font

On Windows: Select Arial Unicode MS from the drop-down

On Linux: Enter Arial Unicode MS

The Next Steps

Download the ArcSight Console and install it on a supported platform. Refer to the chapter,
Installing ArcSight Console, for details on how to do this.
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You can also access the ArcSight Manager from the Management Console using a browser.
To do so, enter the following URL in the browser’s address bar:

https://<Manager’s IP or hostnames>:8443

Refer to the Management Console User’s Guide for more information on using the
Management Console.

Read the Release Notes available on the HP ArcSight Customer Support download site.
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Chapter 3

Installing ArcSight Console

The ArcSight Console provides a host-based interface (as opposed to the browser-based
interface of ArcSight Web) to ArcSight ESM. This chapter explains how to install and
configure the ArcSight Console in default mode. To install the Console in FIPS mode, see
Appendix D, ESM in FIPS Mode, on page 81. Section “Mode Comparison” on page 10 lists
the basic differences between the three modes.

The following topics are covered in this chapter:

“Console Supported Platforms” on page 33

“Using a PKCS#11 Token” on page 34

“Installing the Console” on page 34

“Starting the ArcSight Console” on page 44
“Reconnecting to the ArcSight Manager” on page 46
“Reconfiguring the ArcSight Console” on page 47
“Uninstalling the ArcSight Console” on page 47

Start the Manager and make sure it is running before installing the ArcSight Console. The
ArcSight Console may be installed on the same host as the Manager, or on a different
machine. Typically, ArcSight Console is deployed on several perimeter machines located
outside the firewall which protects the ArcSight Manager.

Console Supported Platforms

Refer to the Product Lifecycle document available on the Protect 724 site for the most
current information on supported platforms and browsers.

Required Libraries on the RHEL 6.2 64 Bit
Workstation

On the RHEL 6.2 64-bit Workstation, the Console requires the following libraries to be
installed:

pam-1.1.1-10.el6.x86 64.rpm
pam-1.1.1-10.el6.1i686.rpm
1libXtst-1.0.99.2-3.el6.x86_64.rpm

libXtst-1.0.99.2-3.el6.1686.rpm
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libXp-1.0.0-15.1.el6.x86_ 64.rpm
1ibXp-1.0.0-15.1.el6.1i686.rpm
libXmu-1.0.5-1.el6.x86 64.rpm
libXmu-1.0.5-1.el6.1686.rpm
1ibXft-2.1.13-4.1.el6.x86_64.rpm
1libXft-2.1.13-4.1.el6.1686.rpm
libXext-1.1-3.el6.x86_64.rpm
libXext-1.1-3.el6.1686.rpm
gtk2-engines-2.18.4-5.el6.x86_64.rpm
gtk2-2.18.9-6.el6.x86_64.rpm
compat-libstdc++-33-3.2.3-69.e16.x86_64.rpm
compat-libstdc++-33-3.2.3-69.el6.1686.rpm
compat-db-4.6.21-15.el16.x86_64.rpm

compat-db-4.6.21-15.el6.1686.rpm

Using a PKCS#11 Token

ArcSight ESM supports the use of a PKCS#11 token, such as the Common Access Card
(CAC), which is used for identity verification and access control. PKCS#11 is a public key
cryptography standard which defines an API to cryptographic tokens.

You can use the PKCS#11 token regardless of the mode that the client is running in - with
clients running in FIPS 140-2 mode or with clients running in the default mode. See
Appendix C, Using the PKCS#11 Token, on page 69 for details on using a PKCS #11 token
with the Console.

Installing the Console

On Macintosh platforms, please make sure that:

L = You are using an intel processor based system

Caution
< You have the JRE installed on your system before installing the Console.

Refer to the Release Notes for the version of JRE to install

« If you are installing the Console on a new system for the first time, or if you
have upgraded your system causing the JRE update, your Console
installation might fail. To work around this issue, make sure that you
change the permissions on the cacerts file to give it write permission before
you import it.

— A Windows system was used for the sample screens. If you are installing on a
= Unix based system, you will notice a few Unix-specific screens. Path
Note separators are / for Unix and \ for Windows.
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On Macintosh platform, if your JRE gets updated, you will see the following
error when you try to log into the Console:

Note IOException: Keystore was tampered with or password was
incorrect.

This happens because the Mac OS update changed the password for the
cacerts file in the system's JRE. To work to around this issue, before you start
the Console, change the default password for the cacerts file by setting it to
the following in the client.properties file (create the file if it does not
exist) in the Console’s /current/config folder by adding:
ssl.truststore.password=changeme

Make sure that you have the ArcSight Manager installed before installing the ArcSight
Console.

To install ArcSight Console, run the self-extracting archive file that is appropriate for your
target platform. Go to the directory where the ArcSight Console Installer is located.

Platform Installation File

Linux ArcSight-6.0.x.nnnn.y-Console-Linux.bin
Windows ArcSight-6.0.x.nnnn.y-Console-Win.exe
Macintosh ArcSight-6.0.x.nnnn.y-Console-MacOSX.zip

1 Click Next in the Installation Process Check screen.
2 Read the introductory text in the Introduction panel and click Next.

3 The “I accept the terms of the License Agreement” radio button will be disabled until
you read and scroll to the bottom of the agreement text. After you have read the text
click the “I accept the terms of the License Agreement” radio button and click Next.

4 Read the text in the Special Notice panel and click Next.

5 Navigate to an existing folder where you want to install the Console or accept the
default and click Next. If you specify a folder that does not exist, the folder gets
created for you.

' e On Linux and Macintosh systems, spaces are not supported in install paths
-1 for ESM 6.0c.

Caution < On Windows Vista (64-bit): Make sure that you have administrative
privileges to the C:\, C:\Program Files, and C:\Windows directories
because these are protected folders and you will not be able to create files
(creating a folder is allowed, but you need administrative privileges to
create a file) under them without having administrative privileges. When
you try to export a package to one of these protected folders, the Console
checks the permissions for the parent folder, and when it tries to write the
file, an exception is thrown if the parent folder does not have explicit write
permission. As a result, the Console will not be able to export a resource
package directly under these folders.

6 Select where you would like to create a shortcut for the Console and click Next.

7  View the summary in the Pre-Installation Summary screen and click Install if you are
satisfied with the paths listed. If you want to make any changes, use the Previous
button to do so.

You can view the installation progress in the progress bar.
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Character Set Encoding

Install the Console on a machine that uses the same character set encoding as the
Manager.

If the character encodings do not match, then user IDs and passwords are restricted to
using the following characters:

a-z A-Z 0-9_e@.#8%"&*+?2<>.{}|, () -[]

If the Console encoding does not match and a user ID contains other characters, That
user should not save any custom shortcut key (hot key) schema. The user ID is not
properly encoded in the keymap .xml file and that makes it impossible to establish the
user’s shortcut schema during login. In that circumstance, a// /ogins fail on that Console.

If you must use a non-UTF-8 encoding, and you must have user IDs with other characters
in them then custom shortcut keys are not supported on any Console where these users
would log in. In that situation add the following property to the console.properties
file: console.ui.enable.shortcut.schema.persist=false. This property
prevents custom shortcut key schema changes or additions.

If the Console encoding does not match and a password contains other characters, that
user cannot log in from that Console, as the password hash won't match the one created
on the Manager when the password was created.

Configuration Settings

After the Console has been installed, the wizard asks if you would like to transfer
configuration options from an existing installation of ArcSight Console. Choose No, I do
not want to transfer the settings to create a new, clean installation and click Next.

ArcSight Console Configuration Wizard ] 5

Configure

Do you want to transfer configuration settings from a previous ArcSight Console
installation? If you installed ArcSight Conscle before, choosing this option will transfer
settings from your previous ArcSight Console configuration to the new version.

= ¥es, I want to transfer the settingg

{* Mo, I do not want to transfer the settings

Cancel | < Previous | MNext > I
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Selecting the Mode in which to Configure ArcSight
Console

Next, you will see the following screen:

ArcSight Console Configuration Wizard — |El|i|

Configure

Select the mode for console to run in: -
WARNING 1: Do not instzll in FIPS 140-2 mode unless
@ you are a federal agency required to comphy with the FIPS 140-2 standard,
AND
@ you have reviewed the setup and configuration steps required for enabling
FIPS 140-2 mode
Refer to the ArcSight ESM Installation and Configuration Guide for details. ﬂ

¥ Run console in default mode

™ Run console in FIPS mode

Caneel | < Previous | Mext = I

Select the mode in which to install the Console. This should be the same mode in which the
Manager is installed. If you selected Run console in FIPS mode, you will be prompted to
select a cipher suite.

- = — —
< ArcSight Console Configuration Wizard =

Configure

Select the cipher suite options:
Before you proceed, be sure to make the necessary configuration changes to the
system. Refer to the ArcSight ESM Installation and Configuration Guide for details.

(@) FIPS 140-2
() FIPS with Suite B 123 bits

() FIPS with Suite B 192 bits

[ < Previous ] | Mext>= J

Suite B defines two security levels of 128 and 192 bits. The two security levels are based
on the Advanced Encryption Standard (AES) key size that is used instead of the overall
security provided by Suite B. At the 128-bit security level, the 128 bit AES key size is used.
However, at the 192-bit security level, a 256 bit AES key size is used. Although, a larger key
size would mean more security, it would also mean computational cost in terms of time and
resource (CPU) consumption. In most scenarios, the 128-bit key size is sufficient.

Click Next.
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Manager Connection

The ArcSight Console configuration wizard prompts you to specify the ArcSight Manager
with which to connect. Enter the host name of the Manager to which the Console will
connect.

I Do not change the Manager’s port number.

l
Caution

Click Next.
LI

Configure

Flease complete the following ArcSight Manager information.

Manager Host Name ||

Manager Port |8443

Ar(s'gﬂ'rz Cancel | < Previous | Next = I

8 Select Use direct connection option and click Next. You can set up a proxy server
and connect to the Manager using that server if you cannot connect to the Manager
directly.

ArcSig ht Console Configuration Wizard — |EI|5|

COﬂflg ure ArcSight Console can connect to ArcSight Manager using a HTTP proxy server,

Flease choose whether you would like to configure ArcSight Console for a proxy
connection.

¥ Use direct connection.

= Use proxy server,

Cancel | < Previous | Mext = I
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If you select the Use proxy server option, you will be prompted to enter the proxy server

information.

ArcSight Console Configuration Wizard
Configure

Please complete the Follawing information about the HTTP prasy server,

= 3

Proxy Host Marne I

Prozey Park 3123

Cancel |

< Previous | Mext = I

Enter the Proxy Host name and click Next.
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Authentication

In order to use PKCS#11 authentication, you must select the Password Based

! or SSL Client Based authentication method.

Caution

The ArcSight Console configuration wizard prompts you to choose the type of client
authentication you want to use, as shown in the following screen:

ArcSight Console Configuration Wizard _ |I:I|i|

Configure

Please choose the authentication configuration to match the settings on ArcSight
Manager. If unsure, select the first option.

¥ Password Based Authentication
" Password Based and 55 Client Based Authentication
" Password Based or 550 Client Based Authentication

{550 Client Only Authentication

Cancel | < Previous | Next = I

Password Based and SSL Client Based Authentication option currently
supports only client keystore for SSL based authentication. Using PKCS#11
token as your SSL Client Based authentication method within the Password
Based and SSL Client Based Authentication option is not currently
supported.

MNote

If you select Password Based Authentication, you will have to login with a user name
and password.

If you select Password Based and SSL Client Based Authentication, you will be
required to enter both user name/password combination and you will be required to setup
your client certificate manually. Follow the procedure described in ESM Administrator’s
Guide to set up the client certificate.
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If you selected Password Based or SSL Client Based Authentication or SSL Client
Only Authentication, you will be required to select your SSL client based authentication
method.

Ed Arcsight Console Configuration Wizard ==
Configure

Select client keystore bype:

%+ Client Key Store

£ PKCS#11 Token

Cancel | < Previous | Mext = I

If you plan to use a PKCS #11 token, you should have the token’s software and hardware
already set up. If you have not set up the token yet, you can select Client Key Store and
continue with the installation. After you have finished installing the Console, you can refer
to Appendix C, Using the PKCS#11 Token, on page 69 for instructions on how to set up the
token.

If you select Client Key Store, you will see a message reminding you to set up the client
certificate after the installation completes.

Information Ei I

D Marual sekup of the client certificate will be required.
\:jj Do you wish to proceed?

After completing the Configuration Wizard, follow the procedure described in ESM
Administrator’s Guide to set up the client certificate.

Web Browser

The ArcSight Console configuration wizard prompts you to specify the default web browser
you want to use to display reports, Knowledge Centered Support articles, and other web
page content.
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Specify the location of the executable for the web browser that you want to use to display

the Knowledge Centered Support articles and other web pages launched from the ArcSight
Console. Click Next.

0]
Configure

Browser information: Please enter the path to your prefered web browser. This will be
used by the console when invoking ArcSight Web,

Browser Executable IC:‘lProgram Files\Internet Ex;ﬂ

Cancel | < Previous | Next = I

rcSight Console Configuration Wizard - | Ellil

Conflgure The ArcSight Console can be installed for use by single O3 user on this machine who has
write access to the installation directory or for multiple OS users without write access. A
single installation can also be shared by multiple OS5 users as long as they all have write
access to the installation directory. Mote: When switching from one mode to the other
your user preferences wil not be preserved.

* This is a single user installation. (Recommended)

™ Multiple users will use this installation.

Cancel | < Previous | Next = I

You can choose from these options:

m  This is a single system user installation

Select this option when:

& There is only one system account on this machine that one or more Console users
will use to connect to the Console. For example, a system account, admin, is used
by Console users Joe, Jack, Jill, and Jane.

OR
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¢ All Console users who will use this machine to connect to the Console have their
own user accounts on this machine AND these users have write permission to the
ArcSight Console’s \current directory.

Advantage: Logs for all Console users are written to one, central location in ArcSight
Console’s \current\logs directory. The user preferences files (denoted by
username . ast) for all Console users are located centrally in ArcSight Console’s
\current.

Disadvantage: You cannot use this option if your security policy does not allow all
Console users to share a single system user account or all users to write to the
ArcSight Console’s \current directory.

Multiple system users will use this installation

Select this option when:

¢ All Console users who will be using this machine to connect to the Console have
their own user accounts on this machine

AND
¢ These users do not have write permission to the ArcSight Console’s
\current\logs directory.

By selecting this option, each user’s log and preferences files are written to the user’s
local directory (for example, Document and
Settings\username\ .arcsight\console on Windows) on this machine.

Advantage: You do not have to enable write permission for all Console users to the
Console’s \current directory.

Disadvantages: Logs are distributed. Therefore, to view logs for a specific time
period, you will have to access them from the local directory of the user who was
connected at that time.

If you do not enable write permission for all the Console users to the Console’s
\current directory, they can only run the following commands (found in the
Console’s \bin\scripts) from the Console command-line interface:

¢ sendlogs
¢ console

& exceptions
¢ portinfo

& websearch

All other commands require write permission to the Console’s \current directory.

The location from which the Console accesses user preference files and writes
logs to depends on the option you select above. Therefore, if you switch

Note between these options after the initial configuration, any customized user

preferences may appear to be lost. For example, your Console is currently
configured with the “This is a single system user installation” option on a
Windows machine. Console user Joe’s customized preferences file is located
in the Console’s <ARCSIGHT HOME>\current. Now, you run the consolesetup
command and change the setting to Multiple system users will use this
installation. Next time Joe connects to the Console, the Console will access
Joe’s preference file from Document and Settings\joe\.arcsight\console,
which will contain the default preferences.
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You have completed configuring your ArcSight Console. Click Finish in the following
screen.

ArcSig ht Console Configuration Wizard - |E||£|

Configure

IThe changes to the ArcSight Console configuration are ready to be applied.
Flease proceed to save the changes.

MOTE: You must restart any running ArcSight Consoles for the changes to become
effective.

Cancel | = Previous | Finish I

Click Done in the next screen.

On Mac OS X 10.5 update 8 and later:

The Mac OS update changed the password for the cacerts file in the system's

Note JRE. Before you start the Console, you need to change the default password
for the cacerts file by setting it to the following in the client.properties
file (create the file if it does not exist) in the Console’s \current\config
folder by adding:

ssl.truststore.password=changeme

Importing the Console’s Certificate into the Browser

The online help from the Console gets displayed in a browser. Follow these steps in order to
view the online help in an external browser if you are using SSL Client Based authentication
mode:

1 Export the keypair from the Console. You will need to do this using the keytoolgui.
Refer to the Administrator’s Guide for ESM in the "Using Keytoolgui to Export a Key
Pair" section.

2 Import the Console’s keypair into the Browser.

You have installed the ArcSight Console successfully. Please be sure to install any available
patches for the Console. Refer to the ArcSight ESM Patch Release Notes for instructions on
how to install a patch for the Console.

Starting the ArcSight Console

After installation and setup is complete, you can start ArcSight Console.

To start the ArcSight Console, use the shortcuts installed or open a command window on
the Console’s bin directory and run:

On Windows:

arcsight console
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On Unix:

./arcsight console

ArcSight<t

An HP l:umpln;'

—— | SR B2 e LRl R T

User ID
Password

Manager

Please log in

l Login ” Cancel

Depending on the client authentication method you selected when installing the Console,
you will see the following buttons on the login screen shown above:

If you selected...

You will see the following buttons...

Password Based Authentication

Password Based and SSL Client Based
Authentication

Password Based or SSL Client Based
Authentication

SSL Client Only Authentication

Login
Cancel
Login

Cancel

If you selected Client Keystore as your
authentication method, you will see

* Login (username and password)

= SSL Client Login

* Cancel

If you selected PKCS#11 Token, you will see
e PKCS #11 Login

< Login

* Cancel

If you selected Client Keystore as your
authentication method, you will see

e Login (username and password). This option
is disabled and cannot be used

= Cancel
If you selected PKCS #11 Token, you will see
e PKCS #11 Login (SSL client authentication)

e Cancel
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Logging into the Console

While logging into a Manager that has been configured to use Password-
based or SSL Client Based authentication, if you try to log in using a
Note Certificate and the login fails, all subsequent attempts to use the
username/password login will also fail during the same session. To work
around this, restart the Console.

To start the Console, click Login. When you start the Console for the first time, after you
click Login, you will get a dialog asking you whether you want to trust the Manager’s
certificate. The prompt will show details specific to your settings (following is just an
example). Click OK to trust the Manager’s certificate. The certificate will be permanently
stored in the Console’s truststore and you will not see the prompt again the next time you
log in.

x

Do you want ko trust the certific.ate of server's signer?

Certificate Details

Version
3

Signature Alogorithm
MOEWithR SAENCrwption

Signature

Ay jdCCULOkF +TxGEiE5yKneF DG a)SiT3LIIY v C2r A8 Q3 NKT 6 1B IR phEEwaeX X Y vrRuCIS]
MRLY G 1 ZjE0uGROTida ¥ ruFel wDa/+ TIiEOY REEw W v Iv TOEd AcgtrPU +MHASIFqua +PiliniSHHR
AOMvLGqNTIRsk elDcBLGhysE cwHhO3A Uk K125 gdrS 126 HE oy szeni T Y azr SqurKiUTR
b andZtr 00T yEGIMIETRIILKPL CATZMTd7 2P qEPLILMDH IHE : /B iR ¥y ddnIrul
GEWMPVGURIEANR SZvedSy o ZybE1AZEUNEQIG==

Issued to
CH=tachpubsvm, DU=Technical P ublications,O=ArcSight L=Cupertino, ST=California, C=L54

Issued By
CH=techpubgvm, lU=Technical Publications,2=ArcSight L=Cupertino, ST=California,C=USA

Issued ©On
Wied Mow 19 09:11:32 PST 2008

Expires On
Fri Mo 20 09:11:32 PST 2009

Cancel |

Reconnecting to the ArcSight Manager

If the ArcSight Console loses the connection to the ArcSight Manager (for example,
because the Manager was restarted), a dialog box appears in the ArcSight Console stating
that your connection to the ArcSight Manager has been lost. Click Retry to re-establish a
connection to the ArcSight Manager or click Relogin.

Connections to the ArcSight Manager cannot be re-established while the ArcSight Manager
is restarting or if the Manager refuses the connection. In addition, you may see connection
exceptions during the Retry process while the connection is lost or ArcSight Manager is
restarting.
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Reconfiguring the ArcSight Console

You can reconfigure ArcSight Console at any time by running the following command within
a command window from the Console’s bin directory:

On Windows: arcsight.bat consolesetup
On Linux: ./arcsight consolesetup

and follow the prompts.

Uninstalling the ArcSight Console

Before uninstalling the ArcSight Console, exit the current session.

To uninstall on Windows, run the Start->All Programs (Programs in the case of
Windows XP)->ArcSight ESM Console ->Uninstall ArcSight ESM Console 6.0c

program. If a shortcut to the Console was not installed on the Start menu, locate the
Console’s UninstallerData folder and run:

Uninstall ArcSight ESM Console.exe

To uninstall on Unix hosts, open a command window on the
<ARCSIGHT_HOME>/UninstallerData directory and run the command:

./Uninstall ArcSight ESM Console

The UninstallerData directory contains a file .com.zerog.registry.xml with

Read, Write, and Execute permissions for everyone. On Windows hosts, these

Note permissions are required for the uninstaller to work. However, on UNIX hosts,
you can change the permissions to Read and Write for everyone (that is,
666).
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Chapter 4
Using SmartConnectors

This chapter covers the following topics:

“Installing the SmartConnector” on page 49

“Importing the Manager’s Certificate” on page 49

SmartConnectors process raw data generated by various vendor devices throughout an
enterprise. Devices are hardware and software products such as routers, anti-virus
products, firewalls, intrusion detection systems (IDS), VPN systems, anti-DoS appliances,
operating system logs, and other sources that detect and report security or audit
information.

ArcSight SmartConnectors collect a vast amount of varying, heterogeneous information.
Due to this variety of information, SmartConnectors format each event into a consistent,
normalized ArcSight events, letting you find, sort, compare, and analyze all events using
the same event fields. The “normalized” events are then sent to the ArcSight Manager and
are stored in the database.

Installing the SmartConnector

Installing and configuring the SmartConnector is a three step process:

1 Install the SmartConnector.

For an overview of the SmartConnector installation and configuration process, see the
SmartConnector User's Guide.

2 Import the Manager’s certificate to the Connector’s truststore. See the section
Importing the Manager’s Certificate for details on how to do this.

3 Configure the SmartConnector.

For complete configuration instructions for a particular SmartConnector, see the
configuration guide for that connector. The product-specific configuration guide
provides specific device configuration information, installation parameters, and device
event mappings.

Importing the Manager’s Certificate

When setting up the connector for a primary destination, you will be prompted to import
the Manager's certificate. If you select Import the certificate to the connector from
destination the Manager's certificate will be imported automatically. If you choose not to
do so, you must import the Manager's certificate manually.
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You will need to import the Manager's certificate manually for any additional destinations
that you set up and also if installing the connector in FIPS with Suite B mode.

Using keytoolgui to Import Manager’s Certificate

If you have the agentsetup wizard running, be sure to close it before
importing the Manager’s certificate.

MNote

You will need to export the Manager’s certificate before you can import it on the Smart
Connector in the Smart Connector server.

You can do so by running the keytool utility or by using the keytoolgui as described below.
For more information on the keytool utility, refer to the “Configuration” chapter in the
Administrator’s Guide.

Exporting the Manager’s Certificate

To export the Manager’s certificate:

1 Open a shell window.

2 Run the following command from the Manager’s /opt/arcsight/manager/bin
directory while logged in as user “arcsight”:

./arcsight keytoolgui

The keytoolgui interface will open.

Arcsight KeyTool GUI 4.5.0.5794.0 -0 5[

Eile Tools Examine Help

Y= I|ER ] &

)| Alias Name Last Modified

Ho KeyStore Loaded
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3 Select File-=0Open KeyStore from the menu and navigate to the Manager’s
truststore (cacerts) located in /opt/arcsight/manager/jre/lib/security/

4

directory.

Look In: |ﬁ Security

O
MIEIEIEES

x|

[ cacerts

[ java.policy

D java.security

D javaws.policy

D local_policy.jar

D local_policy.jar.orig
D US_export_policy.jar

[} us_export_policy.jar.orig

File Name:  |cacerts

Files of Tyne: |All Files

|v|

| Open || Cancel |

Enter the keystore password. The default password is “changeit” (without the quotes).

Password for KeyStore ‘cacerts’

X

Enter Password: [ssssssesl

oK

Cancel

File Tools Examine Help

=1 entrustglobalclientca

entrustgssica

entrustsslca

equifaxsecureca

equifaxsecureebysinesscal

[E] sguitaxsecuresbusinesecal
equifaxsecureglobalebusinesscal
geotrustglobalca
globalsignea
globalsignr2ca
godaddyclassZca
gtecyberrustaca

secomevronical
secomserootsal
secorwalicertclasstca

DEIRICIENIEEICTEY
[ @[ atias name Last Modified
= e JEmE, 2o T34TANTST

Jan, 2003 7:15:04 AM PST
Jan 8, 2003 7:14:27 AM PST
Jan 8, 2003 7:15:26 AM PET
Jul 18,2003 11:41:08 AM FDT
Jul 18,2003 11:43:22 AM PDT
Jul 18,2003 11:43:49 AM PDT
Jul 18, 2003 11:42:37 AM FDT
Jul 18,2003 11:44:48 AM FDT
Mar 26, 2008 11:51:35 AM POT
Aug 1, 2007 8:32:12 AM PDT
Jan 20, 2008 7:31:55 AM PST
May 10, 2002 5:19:08 AM PDT
May 10, 2002 4:18:23 AM PDT
May 1, 2008 7:221 2 AMPDT
May 1, 2008 7:24:32 AMPDT
May 1, 2008 7:30:16 AM POT

selfarcsight-manager
soneraclassica

B certificate Details

Moy 285, 2008 10:15:09 AM PST
Mar 28, 2006 1:14:13 FM PST

=
gtecybertrustglobalca
=

soneraclasslca & Export

har 28, 2006 1:15:00 PM PST

& strfeliclass2ia | § pelete
Export the Trusted Certific: Rename

Jan 20, 2005 7:32:44 AW PET

5 Right-click the Manager’s certificate as shown below and select Export.
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6  Accept the default settings in the following dialog and click OK.

Export KeyStore Entry ‘self |

Export Type

(® Head Certificate

i) Certificate Chain

_ Private Key and Certificates
Export Format

i® DER Encoded

i) PEM Encoded

i) PKCS #7

2 PKCS #12

7 Navigate to the location where you want to export the certificate and enter a file name
in the File Name text box when naming the certificate and click Export.

x
Look In: |ﬂ Manager |V| E
[ archive [lib [ system
[ hin Jlogo Ctmp
T config S logs [T UninstallerData
3 doc [ reports 3 upgrade
T examples T repository [ user
Ji18n Trules 3 utilities
jre [ schema [ webpages
File Hame: |ru1anagerCer1.cer |
Files of Type: |X.509 Certificate Files (*.cer;".crt) v

| Export | | Cancel |

8 You will see the following prompt when the certificate is exported successfully.

Export x|

@ Export Successful.

OK

9 Click OK and exit the keytoolgui.

10 Transfer (or scp) this exported certificate file from the Manager machine to the Smart
Connector server where you will be importing it into the SmartConnector.

Importing the Manager’s Certificate into the SmartConnector’s

Truststore
Import the certificate you exported above into the Connector’s truststore.

To do so:
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1 Open a shell window on the SmartConnector server.

2 While logged in as user “arcsight”, run the following command from the Connector’s
bin directory (/home/arcsight/ArcSightSmartConnectors/current/bin

on Unix and C:\arcsight\ArcSightSmartConnectors\current\bin on
Windows):

./arcsight agent keytoolgui

The keytoolgui interface will open.

BN Arcsight KeyTaol GUI 4.6.7.5178.0 N
File Tools Examine Help

\ I

‘ Alias Name

Last Madified

HNo KeyStore Loaded

3 Select File->0Open KeyStore from the menu and navigate to the Connector’s
truststore (cacerts) located in

/home/arcsight/ArcSightSmartConnectors/current/jre/lib/security
directory on Unix and

C:\arcsight\ArcSightSmartConnectors\current\jre\lib\security on
Windows.

x

Look In: ||j security |'| Eigily
D cacerts

Dja\ra.pulicy
Dja\ra.securily

[} jawaws.policy

[ tocal_policy.jar

[y us_export_policy.jar

File Name: |cacerts |

Files of Tyne: |All Files v

| Open || Cancel |

4 Enter the password. The default password is “changeit” (without the quotes).
xl

Enter Password: |“""“"*""“ |

| OK H Cancel ‘
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5 Click Tools-=Import Trusted Certificate.

B4 Arcsight KeyTool GUI 4.6.7.5178.0 - [C:Program Files', ArcSightSmartConnes =] )
Eile | Tools | Examine Help
1% Generate Key Pair ke |
L import Trusted Certificate ctil-T

4 &% iport Key Pair Cirkk EastiMudiicd

May 1, 2006 11:05:56 AM PDT (=]
S Set KeyStore Password  cu May 1, 2008 11:07:20 AM PDT

E? Change KeyStore Type » May 1, 2006 11:08:31 AM PDT
KeyStore Report bR May 10, 2002 5:05:16 AM PDT
ATITECYOEFTIETE May 10, 2002 5:28:14 AM PDT
comaodoaaaca May 1, 2006 11:04:47 AM PDT =
entrust2048ca Jan 8, 2003 7:13:01 AM PST
entrustclientca Jan 3, 2003 7:13:45 AM PST
entrustalobalclientca Jan 9, 2003 7:15:04 AM PST
entrustgssica Jan @, 2003 7:14:27 AM PST
entrustssica Jan 9, 2003 71526 AWM PST [
equifaxsecureca Jul 18,2003 11:41:05 AM PDT
equifaxsecurechusinesscal Jul 18,2003 11:43:22 AMPDT
equifaxsecureebusinesscal Jul 18,2003 11:43:48 AM PDT
equifaxsecureglobalebusinesscal Jul 18,2003 11:42:27 AMPDT
geotrustglobalca Jul 18,2003 11:44:49 AMPDT
godaddyclass2ea Jan 11, 2005 14517 PM PST
ptecybertrustaca May 10,2002 5:19:08 AM PDT

E] otecybertrustglobalea May 10,2002 4:18:23 AM PDT
soneraclasslica Mar 28, 2006 6:26:30 AM PST —
on | har nne & 1 oM PoT d
Import a Trusted Certificate into the loaded KeyStore

6 Navigate to the Manager’s certificate, select it and click Import.

Elmport Trusted Certificate x|
Look In: ||j Manager |V| EZEZ'EZ

3 archive ik 1 system [} ManagercCert.cer
I hin Jlogo Ctmp

T config Cdiogs 3 UninstallerData

doc [ reports 3 upgrade

] examples [ repository T user

Ji18n Crules [ utilities

Tire 3 schema ] webpages

File Name:  |ManagerCertcer |

Files of Tye: |X.509 Certificate Files (".cer;’.crt |~

| Import || Cancel |

7 You will see the following prompt. Click OK to see the certificate details.

Import Trusted Certificate x|

@ Could not establish a trust path for the certficate.
The certficate information will now he displayed after
which you may confirm whether or not you trust the

certificate.

The Certificate Details dialog will be displayed.

8 Click OK on the Certificate Details dialog to accept the certificate.
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9 Click Yes in the following dialog.
x|

E Do you want to accept the certificate as trusted?
|

10 Enter an alias for the certificate and click OK.

Trusted Certificate Entry Alias x|

Enter Alias: | |

11 You will see the following message when the import is successful.

Import Trusted Certificate |

@ Trusted Certificate Import Successful.

12 Click OK.

13 Click File->Save KeyStore to save the certificate in the Connector’s truststore and
exit the keytoolgui interface.

14 Run the following from the connector’s bin directory:

./runagentsetup

and follow the directions in the wizard screens. Refer to the SmartConnector User’s
Guide for details on the wizard screens.
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Appendix A

Troubleshooting

The following information may help solve problems that might occur when installing or
using ESM. In some cases, the solution can be found here or in other ESM documentation,
but HP ArcSight Customer Support is available if you need it.

This chapter covers the following topics:

“Location of Log files for Components” on page 57

“Customizing ESM Components Further” on page 59

“Fatal Error when Running the First Boot Wizard” on page 60

“Changing the IP Address of your machine” on page 61

“Changing the Host Name of the Machine After Running the First Boot Wizard” on

page 62

If you intend to have HP ArcSight Customer Support guide you through a diagnostic
process, please prepare to provide specific symptoms and configuration information.

Location of Log files for Components

The log files can be found in the following location:

Log file name location Description
Suite Installer Logs
ArcSight_ESM_<version>_ /opt/arcsight/suite
Suite_InstallLog.log
— or
/home/arcsight

First Boot Wizard Logs

fbwizard.log

/opt/arcsight/manager/logs/default/

Contains detailed
troubleshooting
information logged
during the steps in
“Configuration” on
page 21.
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Log file name

location

Description

firstbootsetup.log

/opt/arcsight /manager/logs/

Contains brief
troubleshooting
information about
commands that ran
during the steps in
“Configuration” on
page 21.

CORR-ENgine Log Files

logger_server.log

/opt/arcsight/logger/current/arcsig
ht/logger/logs

Contains
troubleshooting
information about
the CORR-Engine

logger_server.out.log

/opt/arcsight/logger/current/arcsig
ht/logger/logs

CORR-Engine
stdout log file

arcsight_logger.log

logger_init_driver.log

/opt/arcsight/logger/current/arcsig
ht/logger/logs

/opt/arcsight/logger/current/arcsig
ht/logger/logs

Logs for setting up
the CORR-Engine

Logs for setting up
the CORR-Engine

logger_init_setup.log

/opt/arcsight/logger/current/arcsig
ht/logger/logs

Logs for setting up
the CORR-Engine

logger_init.sh.log

logger_wizard.log

/opt/arcsight/logger/current/arcsig
ht/logger/logs

/opt/arcsight/logger/current/arcsig
ht/logger/logs

Logs for setting up
the CORR-Engine

Logs for setting up
the CORR-Engine

logger_wizard.out.log

/opt/arcsight/logger/current/arcsig
ht/logger/logs

Logs for setting up
the CORR-Engine

Manager Log Files

server.log

/opt/arcsight/manager/logs/default

Contains
troubleshooting
information about
the Manager

server.std.log

/opt/arcsight/manager/logs/default

Contains the
stdout output of
the Manager

server.status.log

/opt/arcsight/manager/logs/default

Contains a dump of
all the MBeans, the
memory status,

thread status, etc.

ArcSight Web Log Files

webserver.log

/opt/arcsight/web/logs/default

Contains
troubleshooting
information about
ArcSight Web

webserver.std.log

server.status.log

/opt/arcsight/web/logs/default

/opt/arcsight/web/logs/default

Contains the
stdout output of
ArcSight Web

Manager status
monitoring log file
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Log file name location Description

Log file for services

arcsight_services.log /opt/arcsight/services/logs/ Contains

information from
commands that
manage ArcSight
service processes.

monit.log /opt/arcsight/services/monit/data/ Contains timing

information from
startup and
shutdown of
ArcSight service
processes.

If you Encounter an Unsuccessful Installation

If you encounter an unsuccessful installation, or if your installation gets corrupted, do the
following before reinstalling the product.

If your installation became corrupted after running setup_services.sh, run the following
script as root user:

remove_services.sh

If your installation became corrupted before running setup_services.sh, perform the
following steps as arcsight user:

1 Kill any ArcSight services that are currently running. Either:

a run /opt/arcsight/services/init.d/arcsight_services killAllFast

b  Query if there are any arcsight processes running and manually kill them
2 Delete all arcsight-related files/directories under /opt/arcsight and /tmp

3 Delete any shortcuts created during installation (by default in the home directory of
the “arcsight” user)

Customizing ESM Components Further

The First Boot Wizard allows you to configure the ArcSight Manager and the CORR-Engine
Storage. But, in the event that you would like to customize a component further, you can
follow these instructions to start the setup program for the component:

ArcSight Manager
While logged in as user arcsight,
1 Stop the Manager if it is running:
/sbin/service arcsight services stop manager
2 Run the following command from /opt/arcsight/manager/bin directory:

./arcsight managersetup

Confidential

ESM Installation and Configuration Guide 59



A Troubleshooting

3

Follow the prompts on the wizard screens. See the Administrator’s Guide for
information on any specific screen.

4  Restart the Manager after the wizard completes by running:

/sbin/service arcsight services start manager

ArcSight Web

While logged in as user arcsight,

1

Stop ArcSight Web if it is running:

/sbin/service arcsight services stop arcsight web

Run the following command from /opt/arcsight/web/bin directory:
./arcsight webserversetup

Follow the prompts on the wizard screens. See the Administrator's Guide for
information on any specific screen.

Start ArcSight Web after the wizard completes by running:

/sbin/service arcsight services start arcsight web

Fatal Error when Running the First Boot Wizard

If you encounter a fatal error while running the First Boot Wizard, the wizard will display an
error message and then exit. Check the log files for the particular component for any error
messages. The log files are listed in the section “Location of Log files for Components” on
page 57.

To resolve this issue, try the following steps:

1

Check the /opt/arcsight/manager/logs/default/fbwizard.log file to
figure out where the error occurred.

Check to make sure that all the required TCP ports mentioned in the section “Keep
these TCP ports Open” on page 14 are open.

The First Boot Wizard can only be rerun if it did not reach the point where it configures
the Manager. See section “Rerunning the Wizard” on page 28 for more details on this.
If your error occurred before any component got configured, restart the First Boot
Wizard by running the following command from the /opt/arcsight/manager/bin
directory when logged in as user “arcsight”:

In GUI mode:
./arcsight firstbootsetup -boxster -soft
In console mode:

./arcsight firstbootsetup -boxster -soft -i console
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Changing the IP Address of your machine

In case you want to change the IP address of your machine after running the First Boot
Wizard successfully, follow these steps:

Please note, that the Manager setup command must be run when logged in
— as user “arcsight.”

Note

1 Stop all ArcSight services by running (as user arcsight):
/sbin/service arcsight services stop all

2 Change the IP address of your machine.

3 Reboot the machine.

4 While logged in as user arcsight, run the following to start the setup program for the
Manager from /opt/arcsight /manager/bin directory:

./arcsight managersetup
This will open the Manager’s setup wizard.

a Enter the new IP address (that you set for your machine in Step 2 above) in the
Manager Host Name field when prompted by the wizard.

b  Make sure to select the self-signed keypair option when prompted by the wizard
and enter the required information to generate the self-signed certificate
containing the new IP address.

5 Start the Manager by running (as user arcsight):
/sbin/service arcsight services start manager

6 Export the Manager’s newly generated self-signed certificate and import it into
ArcSight Web using the keytoolgui tool. See the Administrator’s Guide for details on
how to export and import a certificate. See the “Using Keytoolgui to Export a
Certificate” and “Using Keytoolgui to Import a Certificate” sections in the
“Configuration” chapter in the Administrator’s Guide available on the HP ArcSight
Customer Support download site for details on how to do this.

7  While logged in as user arcsight, run the following to start the setup program for
ArcSight Web from the /opt/arcsight/web/bin directory:

./arcsight websetup

a Enter the new IP address (that you set for your machine in Step 2 above) in
Webserver Host Name field when prompted.

b  Select the self-signed keypair option when prompted by the wizard and enter the
required information to generate the self-signed certificate containing the new IP
address.

8 Start ArcSight Web by running (as user arcsight):
/sbin/service arcsight services start arcsight web

9 Import the Manager’s newly generated certificate on all clients (Console and
connectors) that will be accessing the Manager. You can do so using the keytoolgui.
See the “Using Keytoolgui to Import a Certificate” section in the “Configuration”

Confidential

ESM Installation and Configuration Guide 61



A Troubleshooting

chapter in the Administrator’s Guide available on the HP ArcSight Customer Support
download site for details on how to do this.

10 Test to make sure that the clients can connect to the Manager.

Changing the Host Name of the Machine
After Running the First Boot Wizard

Note

Please note that the Manager setup command must be run when logged in as
user “arcsight.”

In case you want to change the host name of the machine after running the First Boot
Wizard successfully, follow these steps:

1

Stop all services by running (as user arcsighi):

/sbin/service arcsight services stop all

2 Change the host name of your machine.

3

Reboot the machine.

If you had entered a host name (instead of an IP address) when configuring the Manager
in the First Boot Wizard, then you will be required to do the following in addition to the
steps mentioned above:

4

Stop the Manager by running (as user arcsight):

/sbin/service arcsight services stop manager

Stop ArcSight Web by running (as user arcsight):

/sbin/service arcsight services stop arcsight web

While logged in as user arcsight, run the Manager’s setup program from the
/opt/arcsight/manager/bin directory as user “arcsight”:

./arcsight managersetup

a

Enter the new host name (that you set for your machine in the steps above), in
the Manager Host Name field when prompted by the wizard.

Make sure to select the self-signed keypair option when prompted by the wizard
and enter the required information to generate the self-signed certificate
containing the new host hame.

Start the Manager by running (as user arcsight):

/sbin/service arcsight services start manager

Export the Manager’s newly generated self-signed certificate and import it into
ArcSight Web using the keytoolgui tool. See the “Using Keytoolgui to Export a
Certificate” and “Using Keytoolgui to Import a Certificate” sections in the
“Configuration” chapter in the Administrator’s Guide available on the HP ArcSight
Customer Support download site for details on how to do this.

While logged in as user arcsight, run the following to start the setup program for
ArcSight Web from the /opt/arcsight/web/bin directory:
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./arcsight websetup
a Enter the new host name in Webserver Host Name field when prompted.

b  Select the self-signed keypair option when prompted by the wizard and enter the
required information to generate the self-signed certificate containing the new
hostname.

10 Start ArcSight Web by running (as user arcsight):
/sbin/service arcsight services start arcsight web

11 Import the Manager’s certificate on all clients (Console and connectors) that will be
accessing the Manager. You can do so using the keytoolgui. See the “Using Keytoolgui
to Import a Certificate” section in the “Configuration” chapter in the Administrator’s
Guide available on the HP ArcSight Customer Support download site for details on how
to do this.

12 Test to make sure that the clients can connect to the Manager.
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Appendix B
Default Settings for Components

This appendix gives you the default settings for each software component in ESM. It covers
the default settings for the following:

“General” on page 65
“CORR-ENngine” on page 65
“ArcSight Manager” on page 66
“ArcSight Web” on page 67

You can always customize any component by running its setup program.

The following tables list the default settings for each component.

General
Setting Default Value
default password for truststore changeit
default password for cacerts changeit
default password for keystore password

CORR-Engine

The following are some of the default values that have been pre-configured in the CORR-
Engine for you:

Setting Default Value

Location of Logger /opt/arcsight/logger
Database user name arcsight

Database Port 3306
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ArcSight Manager

ArcSight Manager uses a self-signed certificate, which gets generated for you

when you configure the system using the First Boot Wizard. When you log

Note into the Console for the very first time you will be prompted to accept the
Manager’s certificate. You can either click Yes in that dialog or optionally
import the Manager’s certificate manually at a later time.

The following are some of the default values that have been pre-configured in ArcSight

Manager for you:

Setting

Default Value

Location of Manager

/opt/arcsight/manager

Manager host name

Host name or IP address of ESM

Manager Port

8443

Manager license file

Please obtain from Customer Support

Java Heap Memory

8 GB

Authentication Type

Password Based

Type of certificate used self-signed
Default password for keystore password
Default password for cacerts changeit
Default password for truststore changeit
Default password for nssdb and changeit

nssdb.client (both used in FIPS mode)

E-mail Notification

Internal SMTP server. If you want to use
an External SMTP server,

1 Stop the Manager by running the
following command (as user arcsight):

/sbin/service arcsight services
stop manager

2 Run the following command from the
/opt/arcsight/manager/bin
directory and set up the external SMTP
server when prompted:

./arcsight managersetup

3 Start the Manager by running (as user
arcsight):

/sbin/service arcsight services
start manager

Sensor Asset Auto Creation

Enabled

Packages/default content installed

All system content
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ArcSight Web

The following are some of the default values that have been pre-configured in ArcSight

Web for you.

Setting Default Value
Location of ArcSight Web /opt/arcsight/web
ArcSight Web host name Host name or IP address of ESM
ArcSight Web Port 9443

Java Heap Memory 1 GB

Authentication Type Password Based
Type of certificate used self-signed

Default password for keystore password

Default password for cacerts changeit

Default password for truststore changeit

Default password for nssdb changeit
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Appendix C

Using the PKCS#11 Token

This appendix covers the following topics:

“What is PKCS?” on page 69

“PKCS#11 Token Support in ESM” on page 70

“References to <ARCSIGHT_HOME>" on page 70

“Setting Up to Use a CAC Card” on page 70

“Logging in to the Management Console Using CAC” on page 79
“Using CAC with ArcSight Web” on page 80

ESM supports the use of a PKCS#11 token, such as the Common Access Card (CAC), which
is used for identity verification and access control. The PKCS#11 token authentication
works using the SSL client-side authentication.

PKCS#11 authentication is not supported with Radius, LDAP and Active Directory
authentication methods.

What is PKCS?

Public Key Cryptography Standards (PKCS), published by RSA Laboratories, comprises a
group of standards used for reliable and secure public key cryptography. Public Key
Cryptography works by encrypting the data at the sender's end and decrypting it at the
receiver's end.

PKCS#11

PKCS#11, one of the PKCS standards, is an APl defining a generic interface to
cryptographic tokens, software tokens and hardware tokens such as hardware security
modules and smartcards. A cryptographic token is a security device that is used to
authorize the use of the software or hardware, such as the smartcard or Common Access
Card (CAC). The credentials of the authorized user are stored on the hardware itself. ESM
uses the PKCS#11 interface provided by the Network Security Services (NSS) cryptographic
module to communicate with it (the NSS cryptographic module). The use of PKCS #11 is
an example of client-side authentication.

PKCS#12

PKCS#12, also a PKCS standard, defines a file format, the .pfx file format, which is used to
store private keys and their accompanying public key in a single encrypted file in the NSS
DB. The .pfx files are password protected. Key pairs stored in NSS DB are required to be
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stored in this format. When ArcSight Web and Manager are configured to run in FIPS
mode, their key pairs are stored in the .pfx format in their NSS DB. PKCS #12 is applicable
to server-side authentication.

PKCS#11 Token Support in ESM

ESM supports any PKCS#11 Token vendor that supports PKCS#11 2.0 or above. You have
to make sure that The vendor’s driver and the PKCS#11 driver DLL are installed on the
machine on which you plan to use the PKCS#11 token.

Before you use the PKCS#11 token, make sure that you have installed the provider
software on the ArcSight Console system with which you plan to use the PKCS#11 token.
Refer to your PKCS#11 token provider’s documentation on how to install and configure
your cryptographic device.

You can use a PKCS#11 token regardless of the mode in which the client is running (FIPS
140-2 mode or default mode). However you must use “Password or SSL Authentication,”
which you set up as follows:

Log in to the Management Console.

Go to the Administration tab.

Select Configuration Management, on the left.
Select Authentication Configuration.

Select Password or SSL Client Based authentication.

o a0 b~ W N PP

Restart the Manager.

To use a PKCS #11 token, make sure that the token’s CA's root certificate and the
certificate itself are imported into the Manager’s truststore. You also have to map the CAC
card’s Common Name (CN) to the External User ID in the ArcSight Console. In the
Management Console, you can edit the External ID to match the common name on the
Admin tab.

References to <ARCSIGHT_HOME>

<ARCSIGHT HOME> in the paths represents

m /opt/arcsight/manager for the Manager,
B /opt/arcsight/web for ArcSight Web.

m  Whatever path you specified when you installed the ArcSight Console

Setting Up to Use a CAC Card

Even though ESM supports authentication through any PKCS#11 token, this appendix,
covers how to use the ActivClient's Common Access Card (CAC) as an example.

Install the CAC Provider’'s Software

Before you use the Common Access Card (CAC), make sure that you have installed its
software on each client system. That includes the ArcSight Console and any machine with a
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browser from which you intend to access the Management Console. Refer to your CAC
provider’'s documentation on how to install and configure it.

- Install both the 32-bit version and the 64-bit version of the ActivClient
= software if you are on a 64-bit system. You can do so by double-clicking on

Note the setup.exe link instead of the .msi files for the specific platform.

Map a User’s External ID to the CAC’s Subject CN

The CAC card contains three types of certificate, Signature, Encryption and ID certificates.
Only ID certificate is supported.

Map the Common Name (CN) on the CAC to a User’s External ID on the Manager. The
external user ID must be identical to the Common Name that appears in the CAC card’s ID
certificate (include any spaces and periods that appear in the Common name). This allows
the Manager to know which of its user is being represented by the identity stored in the
CAC card.

You can do this in the Management Console’s Admin tab under User Management, when
adding or editing a user.

1 Obtain the Subject CN from the CAC card.
a Insert the CAC card into the reader if not already inserted.

b  Start the ActivClient Software by clicking Start > Activldentity > ActivClient
> User Console.

)
User Console ActivePer] 5.8, Bulld 822 4 & Advanced Configuration Manager
- ¥ahoo! 3 # Advanced Diagnostics
- Advanced Configura
@5 Manager J @ ¥ahaoo! Mail § PIN Change Toal
CMM,com Deskkop Alerter 4 43¢ PIM Initiglization Tool

All Programs
0 » Google Talk @ Troubleshooting

M activClient » | ' User Console
B

Gmail Motifier | iser Console |

] 5 g
iy Start - T CleantyPC Registry Cleaner

¢ Double-click My Certificates in the following screen:

@ ActivClient - [BEEDGEN.CHRISTIAN. 1160134298's Smart Card]

File Edit Yiew Tools Help

QA X -S4 - Q@

# ° Tasks %
My Certificates Tasks -
17 view my certificates Smart Card My Personal
& Info Info

My Personal Info Task .
L:’ Yigw my personal info
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d Double click ID Certificate in the following screen:

¥ ActivClient - My Certificates [BEEDGEN.CHRISTIAN.1160134298's Smart Card]

© Fle Edit Wew Tools Help
)
QX = Ldfp [T
- Tasks - X @ 4?
My Certificate Tasks N

= Wiew this cartificate Signature Encryption
» Certificate Certificate

n_ﬂ Export this certificate. ..

Temporarily disable the default certificate auto. ..

Smart Card Tasks N
g Change my smart card PIN
[#9 show my smart card info

e Click on the Advanced tab and copy the contents in the Common name text box.
You will have to copy it by hand on to a sheet of paper. Using the context menu to
copy is not supported.

@ ActivClient - My Certificate [BEEDGEN.CHRISTIAN. 1160134298's Smart Card]

Eile Edit Wiew Tools Help

QW H Le-Sd[E- @O

O IS [ Propetties | s |
My Certificate Tasks a a
&) Export this certificate. . w_% Certificate
Make this certificate available to Windows
Yersion: | .3
Smart Card Tasks .
4% Change my smart card PIN Serial number: | 0BS1

3 show my smart card nfo Signature algorthm: | shalWithRSAEnciyption

Issuer: | CH=DOD JITC CA&-15,0U=PKI.0U=DaD.0=U.5
Walid from: | 03/27/2007
Valid tor | 03/26/2010

Subject
Common name: | BEEDGEM . CHRISTIAN. 1150134233

T T
Organizational uni | DoD

Organization: | 1.5, Govemment

Countryr | 15

Publickey: |sE8z 9CDO DE74 AES7 CFEC COS6 3F29
9190 F439 474D CCO9 GSAS 3A34 16D2

Help Tasks - 3274 DEDA BBA4 FADE BEFF 2812 EFTE
@R ok haln an sinn Hhic cnfhussae cmam ammm mman mmmm mme s e s

~

2 In the Management Console, go to the Administration tab to edit the user to make
the external ID match the CN.

a Select User Management, on the left.
b In the hierarchy tree on the left, click on the group containing the user.

c To edit a user, click anywhere on the user’s row in the list.
The user details fields appear in the lower half of the list.

d In the External ID field, enter the CN you obtained in step 1 and click Save. It
must be identical, character by character.

Alternately, you can make the external ID match the CN in the ArcSight Console:

a In the ArcSight Console, go to Resources > Users and double-click the user
whose External ID you want to map to the CAC card common name. This will
open the Inspect/Edit pane for that user.

b  Enter the CN you obtained in step 1 into the External User ID field and click
Apply.
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Obtain the CAC’s Issuers’ Certificate

PKCS#11 Token authentication is based on SSL client-side authentication. In the case of
the Common Access Card, the key pair for the client (the CAC device) is stored within the
card itself. You need to export the CAC's certificate from its keystore so that you can extract
the root CA and any intermediate certificates from this certificate.

If your certificate is issued by an intermediate CA, export not only the issuer (the
intermediate root CA) certificate, but also, its top root CA certificate.

Option 1:

You can obtain the CAC card’s certificate signer’s root CA certificate and any intermediate
signers’ certificates from the PKI administrator.

Option 2:

You can export the CAC card’s certificate and any intermediate signers’ certificates from its
keystore and then extract the root CA certificate from this certificate.

The steps to extract the CAC card’s certificate from the card are:

1 Insert the CAC card into the reader if not already inserted.

2  Start the ActivClient Software by clicking Start->Activldentity->ActivClient-
>User Console.

User Console ActivePer] 5.8, Bulld 822 4 € Advanced Configuration Manager 3
- ‘ahoo! 3 I% Advanced Diagnostics
@3 #ﬂ:\;:g?r'd Configura @ ahoo! Mail 8 PIN Change Tool
CMM.com Deskbop Alerter » 43 PIM Initiglization Tool

All P
rograms Google Tak &) Troubleshooting

Grnail Mokifier

] 5 ¥
15 start - CleanMyPC Registry Cleaner

3 Double click My Certificates in the following screen:

@ ActivClient - [BEEDGEN.CHRISTIAN. 1160134298's Smart Card]

Fle Edt Wew Tools Help

QA X - $d [- Q@

- Tasks %
My Certificates Tasks .
10§ Wiew my certificates Smart Card My Personal
£ Info Info

My Personal Info Task -
[ Wiew my personal info
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4 Double click ID Certificate in the following screen:

@ ActivClient - My Certificates [BEEDGEN.CHRISTIAN. 11601 34298's Smart Card]

QT

* Tasks

%
&

Smart Card Tasks

My Certificate Tasks
= View this certificate

@7 Export this certificate. .,
Temparatily disable the default certificate auta. .,

g Change my smart card PIN
[# show my smart card info

Eile Edit Wiew Tools Help

RO [ QO

EEX

Signature  Encryption
Certificate Certificate

5 Click Export this certificate... in the following screen:

¥ ActivClient - My Certificate [BEEDGEN.CHRISTIAN. 1160134298's Smart Card]

© Fle Edt Wew Todls Help

QT A e g B @O
# % Tasks - X
My Certificate Tasks -

Smart Card Tasks
fg‘ Change ry smart card PIN
[¥5 show my smart card info

&| Expart this certificate...

Make this certificate available o wWindows

{Froperies [ advanced |

2

lzsued to:
lgsued by
Yalid from:
Email:
Purpase:

Friendly name:

,.;‘S; Certificate

BEEDGEN.CHRISTIAN. 1160134238

CN=DOD JITC C4-15,0U=PK1,0U=DoD 0=U 5. Gavem
03/27/2007 to; | 03/26/2010

<Al

1D Certificate

A rissabe ks that comssnands b this canifeats i

6 Enter a name for the certificate in the File name box and navigate to a location on
your machine where you want to export it to and click Save.

7  When you see the success message, click OK.

8 Exit the ActivClient window.

Extract the Root CA Certificate From the CAC Certificate

The CAC certificate signer’s CA root certificate and any intermediate signers’ certificate(s)
have to be imported into the Manager’s nssdb (in FIPS mode) or truststore (in default

mode).

You should extract all intermediate certificates too (if any exist) using the following steps:

1 Double-click the CAC’s certificate that you exported. The Certificate interface will open.
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2 Click the Certification Path tab and select the root certificate as shown in the
example below:

Certificate |E|r>__<|
M Certification Path |

Certification path

CCA-15

BEEDGEM, CHRISTIAM. 1160134295

View Certificate
Certificate status:
The issuer of this certificate could not be Found,

3 Click View Certificate.

4 Click the Details tab and click Copy to File...

Certificate |E| E‘

General | Details | Certification Path

Shiw;

Field valus ~

BElversion ¥3

[Eserial rurnber 0681

[Esignature algarithm shalRsA L
Lssuer DOD JTTC CA-15, PKL, Do, U...

[Evald from Monday, March 26, 2007 S:00...

Elvaidto Friday, March 26, 2010 4:58:5...

Elsubject BEEDGEN, CHRISTIAN, 116013...

[Flrublic key RS, (1024 Bits) v

Edit Froperties... Copy toFile. .

5 The Certificate Export Wizard opens. Follow the prompts in the wizard screens and
accept all the defaults.

6 Enter a name for the CAC root CA certificate file when prompted and continue with the
wizard by accepting all the defaults. The certificate is exported to the same location as
the CAC certificate from which you extracted it.

7  Exit the Certificate dialog.
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Import the CAC Root CA Certificate into the Manager

This procedure is slightly different depending on whether you are in FIPS or default mode:

FIPS Mode - Import into the ESM Manager’s nssdb

To import the certificate into the Manager’s nssdb:

1

Stop the Manager as user arcsight, if it is running:
/sbin/service arcsight services stop manager
Import the CAC card signer’s CA root certificate by running:

./arcsight runcertutil -A -n CACcert -t “CT,C,C” -d
/opt/arcsight/manager/config/jetty/nssdb -i
<absolute path to the root certificate>

' For the -t option, be sure to use CT,C,C protocols only and in the same
H order that it is shown above.
Caution

Restart the Manager as user arcsight by running:

/sbin/service arcsight services start manager

Default Mode - Import into the Manager’s Truststore

Use the following procedure to import the CAC card’s root CA certificate into the Manager’
truststore:

1

6
7
8
9

Start the keytoolgui from the component into which you want to import the certificate.
To do so, run the following command from the component’s /bin directory.

./arcsight keytoolgui

Click File->0Open keystore and navigate to the truststore
(/opt/arcsight/manager/config/jetty/truststore) of the component.

Select the store named truststore and click Open.

Enter the password for the truststore when prompted. The default password is
‘changeit’ (without quotes).

Click Tools-=Import Trusted Certificate and navigate to the location of the
certificate that you want to import.

Click Import.
When you see the message that the certificate information will be displayed, click OK.
The Certificate details are displayed. Click OK.

When asked if you want to accept the certificate as trusted, click Yes.

10 Enter an alias for the Trusted Certificate you just imported and click OK.

11 When you see the message that the import was successful, click OK.

12 Save the truststore file.
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13 Restart the Manager as user arcsight by running:

/sbin/service arcsight services start manager

Select Authentication Option in Console Setup

The authentication option on the Console should match the authentication option that you
set on the Manager. Run the Console setup program and either confirm or change the
authentication on the Console to match that of the Manager. To do so:

1 Stop the Console if it is running.
2 Run the Console’s setup program from the Console’s bin directory:
./arcsight consolesetup

3 Follow the prompts in the wizard screens by accepting all the defaults until you get to
the screen for the authentication option shown in the next step.

4  Select the authentication that you selected for the Manager in the following screen.

ArcSight Console Configuration Wizard IZIIEIFS__(I

Configure

Please choose the authentication configuration ko match the settings on ArcSight
Manager. If unsure, select the First option,

() Passward Based Authentication

(") Password Based and 550 Client Based Authentication

(%) Password Based or 550 Client Based Authenbicatiort

() 55L Client Only Authentication

Arcs%h% ’ < Previous H Mext = l

5 Follow the prompts in the next few screens by accepting the defaults.
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6 Select PKCS #11 Token option in the following screen.

ArcSight Console Configuration Wizard IZIIEIEI

Conﬁg ure Select client keystore bype:

() Client Key Stare

A_r—cs%h% [ < Prewious H Mext =

7  Enter the path or browse to the PKCS #11 library when prompted.

If you are using a vendor other than ActivClient, this should point to the library
location for that installation.

If you are using ActiveClient, by default the PKCS #11 library is located in:

On 32-bit Windows:
C:\Program Files\ActivIdentity\ActivClient\acpkcs211.d1ll

On 64-bit Windows:
C:\Program Files (x86)\ActivIdentity\ActivClient\acpkcs211.d1l
(this is the 32-bit version of the ActivClient library)

8 Complete the setup program by accepting all the defaults.

9 Restart any running ArcSight Consoles.

Logging in to the Console Using CAC

When you start the Console, you will see a screen with a PKCS #11 login button.
You have the option to log in using one of the following methods:

m  Username and password combination (For this option, disconnect the CAC card.)
m  PKCS#11 Login
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To log in using CAC, select the PKCS #11 Login option. In the following dialog, enter the
PIN number of your ActivClient card in the PIN text box.

ActivClient Login

Actividentity

ActivClient

Please enker your PIM.

PIN | | |

Ok ]’ Cancel ]

Logging in to the Management Console Using CAC

Use a supported web browser such as Firefox or Internet Explorer to connect to the
Management Console.

1 Make sure that the CAC card is securely placed in its card reader.

2 Go to URL https://<hostname>:8443/.

3 You will be requested to enter your PIN

ActivClient Login E] le
Arrjwd.enm'r "
ActivClient

Flease enter vour PIN,

PIN [1

[ Ok, ][ Cancel ]

If using Firefox, you will see an exception. Click 'Add exception’, then generate and confirm
the certificate key. You will see the following dialog. Click OK.

User |dentification Request rg|
This site has requested that you identify yourself with a certificate:

Organization: ™
Issued Under: ™

Choose a certificate to present as identification:

ActivIdent nE 0:I0 Cerki
Dietails of selected certificate:

Issued o
CHN=BEEDGEN, CHRISTIAN. 1160134 295, OU=USN, OU=FKI, Ol=0al, O=L
5. Governmment, C=05
Serial Mumber: 06:81
Yalid From 3/26/2007 17:00:00 PM to 3/26/2010 16:59:59 PM
Certificate Key Usage: Signing, Mon-repudiation
Issued byt CHM=DOD JITC CA-15,0U=PKI,0U=DoD,0=U.5.
Government, C=L5
Strrerd in: ActivTdenkiby ArtivdClirnk 0

Remember this decision

|2

[

oK ] ’ Cancel
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4 At the Management Console login, do not enter any user ID or password. Leave them
both blank and click Login.

Using CAC with ArcSight Web

You access ArcSight Web from the Management Console. When the Management Console
is set up for CAC, no additional setup is required to access ArcSight Web, because its CAC
access is handled by the Management Console.
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Appendix D

ESM in FIPS Mode

This section covers the following topics:

“What is FIPS?” on page 81

“Network Security Services Database (NSS DB)” on page 82

“What is Suite B?” on page 82

“NSS Tools Used to Configure Components in FIPS Mode” on page 83
“TLS Configuration in a Nutshell” on page 83

“Using PKCS #11 Token With a FIPS Mode Setup” on page 85
“Installing ArcSight Console in FIPS Mode” on page 85

“Configure Your Browser for FIPS” on page 90

“Installing SmartConnectors in FIPS mode” on page 91

“How do | Know If My Installation is FIPS Enabled?” on page 91

ESM supports the Federal Information Processing Standard 140-2 (FIPS 140-2) and Suite
B. You can choose to install the product components in FIPS mode if you have the

requirement to do so.

= When the Manager is installed in FIPS mode, all other components must
also be installed in FIPS mode.

MNote

What is FIPS?

FIPS is a standard published by the National Institute of Standards and Technology (NIST)
and is used to accredit cryptographic modules in software components. A cryptographic
module is either a piece of hardware or a software or a combination of the two which is
used to implement cryptographic logic. The US Federal government requires that all IT
products dealing with Sensitive, but Unclassified (SBU) information should meet the FIPS
140-2 standard.

To be FIPS 140-2 compliant, you need to have all components configured in
the FIPS 140-2 mode. Even though a Manager running in FIPS mode can
Note accept connections from non-FIPS mode components, if you opt for such a
: mixed configuration, you will not be considered FIPS 140-2 compliant.
ArcSight recommends that you run all components in FIPS mode in order to
be fully FIPS 140-2 compliant.
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Mozilla’s Network Security Services (NSS) is an example of FIPS certified cryptographic
module. It is the core and only cryptographic module used by ESM in FIPS mode. NSS is an
open source security library and collection of security tools. It is FIPS 140-2 compliant and
validated. The NSS cryptographic module provides a PKCS #11 interface for secure
communication with ESM. You can configure NSS to use either an internal module or the
FIPS module. The FIPS module includes a single built-in certificate database token, the
Network Security Services Database (NSS DB), which handles both cryptographic
operations and the communication with the certificate and key database files.

Network Security Services Database (NSS DB)

A difference between default mode and FIPS mode is that in default mode you use the
keystore and truststore to store key pairs and certificates respectively in JKS format,
whereas in FIPS mode both key pairs and certificates are stored in NSS DB. Key pairs are
stored in the .pfx format (in compliance with PKCS #12 standard) in NSS DB. The NSS DB
is located in:

u /opt/arcsight/manager/config/jetty/nssdb on the Manager
B <ARCSIGHT HOME>/current/config/nssdb.client on the ArcSight Console

B /opt/arcsight/web/config/jetty/webnssdb on ArcSight Web

The default password for the NSS DB on every component is”’changeit”

without the quotes. However, we recommend that you change this password

Note by following the procedure in section “Changing the Password for NSS DB” in
the Administrator’s Guide.

What is Suite B?

Suite B is a set of cryptographic algorithms put forth by the National Security Agency (NSA)
as part of the national cryptographic technology. While FIPS 140-2 supports sensitive but
unclassified information, FIPS with Suite B supports both unclassified information and most
classified up to top secret information. In addition to AES, Suite B includes cryptographic
algorithms for hashing, digital signatures, and key exchange.

= Not all ESM versions support the FIPS with Suite B mode. Refer to the
ESM Product Lifecycle Document available on the Protect 724 website for
Note supported platforms for FIPS with Suite B mode.

= When the ESM Manager is installed in FIPS with Suite B compliant mode,
all components (ArcSight Web, ArcSight Console, SmartConnectors, and
Logger, if applicable) must be installed in FIPS with Suite B compliant
mode, and browser used to access ESM must be FIPS enabled.

= Before installing ESM in FIPS with Suite B mode, keep in mind that pre-
v4.0 Loggers will not be able to communicate with a FIPS-enabled
Manager.

When configured to use Suite B mode, ESM supports Suite B Transitional profile. There are
2 level of security defined in Suite B mode:
m  -TLS ECDHE ECDSA WITH_AES 128 CBC_SHA

Suite B 128-bit security level, providing protection from classified up to secret
information
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m  <TLS_ECDHE_ECDSA WITH_AES 256 CBC_SHA

Suite B 192-bit security level, providing protection from classified up to top secret
information.

NSS Tools Used to Configure Components in FIPS
Mode

NSS is a cross-platform cryptographic C library and a collection of security tools. ESM
comes bundled with the following three basic NSS command line tools:

B runcertutil - is a certificate and key management tool used to generate key pairs
and import and export certificates.

B runmodutil - is the NSS module configuration tool. It is used to enable or disable the
FIPS module and change Keystore passwords. For ArcSight Console on 64-bit Linux
6.1, install the 32-bit zlib package to make sure that you do not encounter errors when
enabling and disabline FIPS mode using runmodutil.

B runpkl2util - is an import and export tool for PKCS #12 format key pairs (.pfx
files).

See “Appendix A, Administrative Commands” in the Administrator’s Guide for details on the

above command line tools. You can also refer to the ‘NSS Security Tools’ page on the

Mozilla website for more details on any of the above NSS tools (make sure to search for

them as certutil, modutil, or pkl2util).

For help on any command, enter this command from a component’s \bin directory:

arcsight <command name> -H

TLS Configuration in a Nutshell

TLS configuration involves either server side authentication only or both server side and
client side authentication. Setting up client side authentication is optional. To configure
ESM in FIPS mode, you need to set up TLS configuration on the Manager, Console, and
ArcSight Web.

Since TLS is based on SSL 3.0, we recommend that you have a good understanding of how
SSL works. Please read the section “Understanding SSL Authentication” in the
Administrator’s Guide for details on how SSL works.

TLS and SSL require the server to have a public/private key pair and a cryptographic
certificate linking the server's identity to the public key. The certificate should be signed by
an entity that the client trusts. The clients, in turn, should be configured to 'trust' this
entity. If the server and clients are controlled by the same authority then certificates can be
created locally (self-signed certificates). A more secure approach would be to get the
certificate signed by an organization that clients are pre-configured to trust. This involves
dealing with one of the many commercial Certification Authorities (CAs).

Refer to the Administrator's Guide for information on upgrading an existing default mode
installation into FIPS mode.

Understanding Server Side Authentication

The first step in an SSL handshake is when the server (Manager) authenticates itself to the
client (Console, ArcSight Web). This is called server side authentication. To set up TLS
configuration on your Manager for server side authentication, you need:
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m A key pair in your Manager’s NSS DB.

The Manager’s certificate, which incorporates the public key from the key pair located in
the Manager’s NSS DB. By default this is a self-signed certificate. Next, you should export
the Manager’s certificate from its NSS DB and lastly import this certificate into the NSS DB
of the clients that will be connecting to this Manager.

Understanding Client Side Authentication

SSL 3.0 and TLS support client side authentication which you can optionally set up as an
extra measure of security. Client side authentication consists of the client authenticating
itself to the server. In an SSL handshake, client side authentication, if set up, takes place
after the server (Manager) has authenticated itself to the client (Console or ArcSight Web).
At this point, the server requests the client to authenticate itself.

For the Console to authenticate itself to the Manager, you should have the following in the
Console’s NSS DB:

m A Key pair.
m  The Console’s certificate, which incorporates the Console’s public key.

If you plan to use PKCS #11 token such as the Common Access Card, you will be required
to import the token'’s certificate into the Manager’s NSS DB as the token is a client to the
Manager.

For detailed procedures on each of the steps mentioned above, refer to “Setting up Client-
Side Authentication” on page 172 in the Administrator's Guide.

Setting up Authentication on ArcSight Web - A Special
Case

ArcSight Web plays a dual role. On one hand, it acts as a client to the Manager to which it
connects. On the other, it acts as a server to web browsers that connect to it. Therefore,
ArcSight Web authenticates the Manager but has to authenticate itself to web browsers.

To authenticate the Manager, it should have the Manager’s certificate. That certificate is
imported automatically during installation.

The web browsers that try to connect to ArcSight Web import ArcSight Web'’s certificate
into their truststore and use it to trust the webserver.

Exporting the Manager’s certificate for Other Clients

You are required to have this exported certificate available when installing clients that
connect to this Manager, such as Connectors. (ArcSight Console can skip this step, it
automatically imports the certificate.) You have to import this certificate into the clients’
NSS DB (For Connectors that iS <ARCSIGHT HOME>/current/user/agent/nssdb.client)
when installing them. Importing the Manager’s certificate allows the clients to trust the
Manager.

To export the Manager’s certificate, run the following command from the Manager’s
/opt/arcsight /manager/bin directory:
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./arcsight runcertutil -L -n mykey -r -d
<ARCSIGHT HOME>/config/jetty/nssdb -o <absolute path to

_Managercertificatename.cert>

The -o specifies the absolute path to the location where you want the

exported Manager’s certificate to be placed. If you do not specify the absolute

Note path the file will be exported to the /opt/arcsight/manager directory by
default.

For example, to export the Manager’s certificate as a file named ManagerCert.cer to
the/opt/arcsight/manager directory, run:

./arcsight runcertutil -L -n mykey -r -d
<ARCSIGHT HOME>/config/jetty/nssdb -o
/opt/arcsight/manager/ManagerCert.cer

This will export the ManagerCert. cer file, the Manager’s certificate, in the
/opt/arcsight/manager directory.

References to ARCSIGHT_HOME

<ARCSIGHT HOME> in the paths represents:

B /opt/arcsight/manager for the Manager
m /opt/arcsight/web for ArcSight Web

m  Whatever path you specified when you installed the ArcSight Console

Using PKCS #11 Token With a FIPS Mode Setup

If you plan to use a PKCS #11 Token, such as the ActivClient’s Common Access Card (CAC),
you need to follow the steps below.

For details on any of these steps, see Appendix C, Using the PKCS#11 Token, on page 69.

1 Install the CAC provider’s software on each client machine. That includes the ArcSight
Console and every machine using a browser to access ArcSight Web or the
Management Console. See “Install the CAC Provider’s Software” on page 70.

2  Export the CAC card’s certificate from the card.
3  Extract the root CA's certificate from the CAC card’s certificate.

4 Import the CAC card’s certificate and root CA’s certificate into the Manager’s nssdb.

Installing ArcSight Console in FIPS Mode

If you would like to set up client-side authentication on the Console, refer to
the Administrator’s Guide for detailed steps to do so.

Note For ArcSight Console on 64-bit Linux 6.1, install the 32-bit zlib package to
make sure that you do not encounter errors when enabling and disabline FIPS
mode using runmodutil.

Typically, ArcSight Console is deployed on several perimeter machines located outside the
firewall which protects the ArcSight Manager.
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Refer to the ESM Product Lifecycle document available on the Protect 724 website
(https://protect724.arcsight.com) for details on supported platforms for the Console.

This section tells you how to install the Console in FIPS mode only. For details on installing
the Console in default mode, refer to the “Installing ArcSight Console” chapter, earlier in
this guide.

In order for an ArcSight Console to communicate with a FIPS enabled Manager, the
Console must trust the Manager. This trust is established by importing the Manager’s
certificate into the Console’s NSS DB

(<ARCSIGHT HOME>/current/config/nssdb.client). After you configure the
ArcSight Console for FIPS, it will automatically import the Manager’s certificate the first
time you start it.

To install the Console in FIPS mode:

1 Run the self-extracting archive file that is appropriate for your target platform.

2  Follow the prompts in the wizard screens. Refer to “Installing ArcSight Console”
chapter for details on each screen.

3 Select No, | do not want to transfer the settings in the following screen and click
Next.

ArcSight Console Configuration Wizard _ |EI|5|

Configure

Do you want to transfer configuration settings from a previous ArcSight Console
installation? If you installed ArcSight Console before, choosing this option will transfer
settings from your previous ArcSight Console configuration to the new version.

(= ¥es, I want to transfer the settings

% Mo, [ do not want to transfer the settings

Cancel | = Previous | Mext > I
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4 Next, you will see the following screen:

ArcSight Console Configuration Wizard
Configure

=169

Select the maode for consalg ta run in:
WARNING 1: Do not install in FIPS 140-2 mode unless
# you are a federal agency required to comply with the FIPS 140-2 standard,
AND
@ you have reviewed the setup and configuration steps required for enabling
FIFS 140-2 mode
Referto the ArcSight ESM Installation and Configuration Guide for details.

[l

) Run console in default mode

{® Run console in FIPS mode

AKSlgRE < Previous | | Mext =

Select Run console in FIPS mode and click Next.

On the Windows XP, SP2 platform, you may see an error asking you to

check the certificates in the NSSDB even though you have followed the

Note steps to import the Manager’s certificate into the NSSDB successfully. If
you encounter this error:

1 Either delete or rename the C:\Windows\system32\nspr4.d1l1 file.

2 Resume your Console installation process by selecting Run console in
FIPS mode and clicking Next.

5  You will be reminded that once you select the FIPS mode, you will not be able to revert
to the default mode. Click Yes.

x

\\?/ Are you sure you wank to switch ko FIPS mode? You cannot revert to default mode once you select FIPS mode.
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6 You will be prompted to select a cipher suite. Select the type of FIPS the Manager uses
and click Next.

cSight Console Configuration Wizard ] |
Configure

Select the cipher suite options:
Before ywou proceed, be sure to make the necessary configuration changes to the
system, Refer bo the ArcSight ESM Installation and Configuration Guide For details,

{* FIPS 140-2
"~ FIPS with Suite B 128 bits

™ FIPS with Suite B 192 bits

Cancel | < Previous | Mext = I

7  Next you will be prompted for the Manager’s hostname and port. The Manager
hostname must be the same (short name, fully qualified domain name, or IP address)
as the Common Name (CN) you used when you created the Manager key pair.

8 Follow the prompts in the next few wizard screens (Refer to the “Installing ArcSight
Console” chapter, earlier in this guide, for details on any screen) until you get to the
screen where you have to select the authentication option.

ArcSight Console Configuration Wizard |Z| |§|[5__(|

Configure

Please choose the authentication configuration to match the settings on ArcSight
Manager. If unsure, select the first option.

(") Password Based Authentication

(") Password Based and 550 Client Based Authentication

(%) Password Based or S50 Client Based Authenticatiort

() 55L Client Only Authentication

Arcs%hﬁ ’ < Previous H Mext = ]

Select the option that you had set on the Manager when installing it.
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9 If you are using SSL client-based authentication and if you plan to use a PKCS #11
token with the Console, select PKCS #11 Token option in the following screen.
Otherwise skip this step.

ArcSight Console Configuration Wizard E| |§|['S__<|

COﬂflgUre Select client keystore bype:

() Client Key Store

. [ < Previous H Mexk =

Enter the path or browse to the PKCS #11 library.
By default, the PKCS #11 library is located in the following directory:

On 32-bit Windows:
C:\Program Files\ActivIdentity\ActivClient\acpkcs211.d11l

On 64-bit Windows:
C:\Program Files (x86)\ActivIdentity\ActivClient\acpkcs211.d1l1l
(this is the 32-bit version of the ActivClient library)

If you do not plan to use a PKCS #11 token with the Console, select Client Key
Store, you will see a message reminding you to set up the client certificate after the
installation completes.

Information E3 I

L 9D Manual sekup of the client certificate will be required.
\tr) Do you wish ko procesd?

After completing the Configuration Wizard, follow the procedure, Setting up Client-Side
Authentication described in Appendix E, Configuration Changes Related to FIPS, on
page 163, in the Administrator’s Guide to set up the client certificate.

10 Follow the prompts in the next few wizard screens to complete the Console
installation. Refer to the “Installing ArcSight Console” chapter, earlier in this guide, for
details on any screen.

If you have installed the product in FIPS with Suite B mode, select Firefox as
your default browser when installing the Console on Windows. You cannot use
Note the Internet Explorer browser because it does not support FIPS with Suite B.
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When you start the Console, you should see a message saying that the Console is being
started in FIPS mode.

Connecting a Default Mode Console to a FIPS 140-2
Manager

To have an ArcSight Console installed in the default mode to connect to a Manager running
in the FIPS 140-2 mode:

m  Either add server.fips.enabled=true in your console.properties file
located in the Console’s <ARCSIGHT HOME>/current/config directory...

Or add -Dhttps.protocols=TLSv1 to the ARCSIGHT JVM_OPTIONS variable in
the Console’s <ARCSIGHT HOME>/current/bin/scripts/console. sh file.

®  import the Manager’s certificate into \current\jre\lib\security\cacerts on
the Console using the keytoolgui tool. See section, “Using Keytoolgui to Import a
Certificate” in the Administrator’s Guide for details on how to do this.

I Once you configure your Console running in Default mode to connect to a FIPS
H enabled Manager by following the steps above, you will not be able to connect
Caution his Console to a Manager running in Default mode without reversing the
changes you made to the files.
- You cannot connect a default mode ArcSight Console to a Manager using FIPS
= Suite B.
MNote

Connecting a FIPS Console to FIPS Enabled Managers

This procedure should be automatic for multiple managers. Just make sure that each
Manager certificate has a unique Common Name (CN) so that it's CN does not conflict with
the CN of any existing certificate in the Console’s nssdb.client.

If you need to import a Manager’s certificate into the Console’s nssdb.client manually.
refer to the Administrator’s Guide for details on the procedure.

Configure Your Browser for FIPS

To connect a browser to a FIPS web server, the browser must be configured to support
FIPS. Review the documentation for your browser and follow the instructions to make it
FIPS compliant before using it for ArcSight Console online help or to connect to ArcSight
Web or the Management Console.

If you are using Firefox 13.x or later, you must change two preferences
network.http.spdy.enabled to false.

In the URL address window type about :config.

Find the preference “network.http.spdy.enabled.”

1

2

3 If the value is true, double click the entry to change it to false.

4 In all versions of Firefox, find the preference “security.enable_tls_session_tickets.”
5

If the value is true, double click the entry to change it to false.
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Installing SmartConnectors in FIPS mode

When the Manager is installed in FIPS mode, the SmartConnectors must also be installed in
FIPS mode. When you run the SmartConnector installation, continue until you see the
screen below. Select the “Exit” and click Next to quit the installation. You have to import
the Manager's certificate to allow the connector to trust the Manager before adding a new
connector.

Connector Setup !E I!l
Configure

Would you like to continue or exit?

& Continue

i Exit

< Previous |

To import the Manager's certificate, run the following command from the connector's
<ARCSIGHT HOME>/current/bin directory:

./arcsight runcertutil -A -d
<ARCSIGHT HOME>/current/user/agent/nssdb.client -n mykey -t
"CT,C,C" -i <absolute path to managercertificatename.certs

Enter “changeit” (without quotes) for password when prompted.

For example, to import the certificate as a file named ManagerCert.cer from
/opt/arcsight/smartconnector directory, run:

./arcsight runcertutil -A -d
<ARCSIGHT HOME>/current/user/agent/nssdb.client -n mykey -t
"CT,C,C" -1i /opt/arcsight/smartconnector/ManagerCert.cer

Run runagentsetup to resume your connector setup.

For more information on installing SmartConnectors in FIPS mode see /nstalling FIPS-
Compliant SmartConnectors. It is used in conjunction with the individual device
SmartConnector configuration guides for your device.

How do | Know If My Installation is FIPS Enabled?

To figure out whether your existing installation has been installed in FIPS mode or default
mode, check the fips.enabled property in the component’s property file located as
follows:
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B /opt/arcsight/manager/config/server.properties for the Manager

B <ARCSIGHT HOME>/current/config/console.properties for the ArcSight
Console

B /opt/arcsight/web/config/webserver.properties for the ArcSight Web
console

If FIPS mode is enabled, the property should be set to fips.enabled=true. If the
component is running in default mode, the property will be set to false.
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