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Configuration Guide for
ArcSight Forwarding Connector

This guide provides information for installing an ArcSight Forwarding Connector for event
collection from an ArcSight ESM Manager installation. The ArcSight Forwarding Connector
is supported on Windows, Linux, Solaris, and AIX platforms.

ArcSight recommends using the Forwarding Connector installer included with the
corresponding ESM release. The base Forwarding Connector for ESM v4.5 is

ArcSight-4.6.6.5173.0-SuperConnector.

The Forwarding Connector version number need not match those of the other
ESM components.

1]

This Arcsight Forwarding Connector release is not FIPS compliant. If you
require FIPS compliance, please retain your current Forwarding Connector
version.

Product Overview

The ArcSight Forwarding Connector (formerly the ArcSight Manager SmartConnector) lets
you receive events from a source ESM Manager installation and send them to a secondary
destination ESM Manager, a non-ESM location, or to an ArcSight Logger.

What’s New

The ArcSight Forwarding Connector (Enhanced) offers these updates:

m  Supports higher event forwarding rates ranging towards thousands of events per
second.

m  Improved recoverability. In the event of a system failure, events are fully recoverable
and accessed via a source Manager cache.

The capacity of events that can be stored during a system failure is
dependent on the FileStore size of the source ESM Manager. For instructions
on how to determine and change your source disk settings on an ArcSight
ESM Manager, see “Increasing the FileStore size (Enhanced version only)” on
page 5.

I
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The ArcSight ESM Source Manager

The ESM Source Manager is the installation from which events originate on a network using
the ArcSight Forwarding Connector. The Forwarding Connector sends on (or “forwards")
events to a destination ESM Manager, a non-ESM location or a Logger appliance.

Forwarding Connector Destination Options
With data originating from an ArcSight ESM Source Manager, the ArcSight Forwarding
Connector provides three destination options for forwarding events. These options include

®  an ArcSight ESM destination Manager
®  anon-ESM location
m  an ArcSight Logger

Sending Events to an ArcSight ESM Destination Manager

The ArcSight Forwarding Connector logs into the source ESM Manager and then forwards
events to a destination ESM Manager. For detailed configuration instructions, see
“Forwarding Events to an ArcSight ESM Manager” on page 7.

Sending Events to a Non-ESM Location

The ArcSight Forwarding Connector logs into the source ESM Manager and then forwards
events to a non-ESM location.

When configuring the Forwarding Connector to send events to a non-ESM destination, you
may encounter a problem with certificate validation during connector setup. To make sure
that the demo CA is added to the client trust store to validate the ESM Manager's demo
certificate, do the following:

1 Install the connector as usual, but stop at the screen that asks you to select a
destination type.

2 Once the screen asking you to select the destination type is displayed, run the
following command from the $4ARCSIGHT_HOME |current|bin directory:

arcsight connector tempca -ac
3 Return to the wizard and complete the installation.

For detailed configuration instructions on forwarding events to NSP, proceed with
“Forwarding events to NSP Device Poll Listener” on page 11.

For detailed configuration instructions on forwarding CEF Syslog events, proceed with
“Forwarding CEF Syslog Events” on page 13.

For detailed configuration instructions on forwarding events to a .csv file, proceed with
“Forwarding events to a CSV File” on page 14.

Sending Events to ArcSight Logger

ArcSight Logger is a hardware storage solution optimized for extremely high event
throughput. A typical use for Logger is to collect firewall data and then forward a subset of
that data to an ArcSight ESM Manager for realtime monitoring and correlation.

2 Forwarding Connector Configuration Guide ArcSight Confidential
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SmartMessage is an ArcSight technology that provides a secure channel between
ArcSight SmartConnectors and Logger. SmartMessage provides an end-to-end encrypted
secure channel. One end is an ArcSight SmartConnector, receiving events from the many
devices supported by ArcSight SmartConnectors, the other is a SmartMessage Receiver
housed on the Logger appliance.

Before configuring the Forwarding Connector that sends events to the Receiver, you need
to create a Receiver of type SmartMessage. Once this Receiver is created, you can
configure the SmartConnector to send events to Logger.

For detailed configuration instructions on configuring a Forwarding Connector to forward
events to Logger, see “Forwarding Events to ArcSight Logger” on page 10.

Refer to the ArcSight Logger Administrator's Guide for complete instructions about:

B Receivers

m  Configuring a SmartConnector to Send Events to Logger

m  Configuring SmartConnectors to Send Events to Both Logger and an ESM Manager
m  Sending Events from ArcSight ESM to Logger

Standard Installation Procedures
Installing ArcSight ESM

Before you install the ArcSight Forwarding Connector, make sure that ArcSight ESM has
already been installed correctly. Also, ArcSight recommends reading the ArcSight
Installation and Configuration Guide before attempting a new ArcSight Forwarding
Connector installation.

For a successful installation of ArcSight ESM:

1 Ensure that the ArcSight ESM Manager, Database, and Console are installed correctly.

2 Run the ArcSight ESM Manager; the ArcSight ESM Manager command prompt window
or terminal box displays a Ready message when the Manager has started
successfully. You can also monitor the server.std.log file located in
ARCSIGHT HOME\current\logs.

3 Run the ArcSight Console. Although not necessary, it is helpful to have the ArcSight
Console running when installing the SmartConnector to verify successful installation.

Before installing the SmartConnector, be sure the following are available:

m  Local access to the machine where the SmartConnector is to be installed
m  Administrator passwords

Assigning Privileges on the ESM Source Manager

Before installing the ArcSight Forwarding Connector, you need to create a Forwarding
Connector account on the source Manager. After doing this, you can assign filters for
incoming events.

To assign privileges in the ESM Manager, do the following:

1 Run the ArcSight Console on the ArcSight ESM Source Manager.

2 From the Navigator Resources tab, choose a user group.

ArcSight Confidential Forwarding Connector Configuration Guide 3
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3 Create a user account of user type Forwarding Connector.
Inspect)’Edit g7«
Event Inspectnr @ User Editar | |

| F\ttl’lbUtES |Integrat|on Parameters |
fEl i
* User (]
i Corrcor v
Login Enabled Mormal User
External User 1D Management Tool
% Password ding Connector
2 Canfirm Archive Ukility
‘B User (Connector Installer
Lask Marne Web User

4 From the Navigator Resources tab, right-click your chosen user group.

5 From the resulting menu, choose Edit Access Control.
Mavigator 0 7 x| ¥ie
Resources I Packagesl %

IEI Users Chri+al+l W | [}
-7 Users
[2] admin
B-£7 shared
: . 1
Mew User
Edit User
Delete User
Reset password
Add ko Package
Graph Yiew
Mew Group
Edit Group
Delete Group
Rename
Walidate Group
6

From the Inspect/Edit window, click the Event Privileges tab under the new user
type and assign the proper filters.

Inspect,/Edit 0?7 X
Ewvent Inspector | [2] User:superagent-test
AiCL Editor [fall UsersfDefault User Groups]
Resource: | [=] Filker LI add... I
Lser Permissions | Access Privileges Event Privileges I Sortable Field Seks |
Filker |

For detailed instructions on assigning filters and other Arcsight Console functions, refer to

the ArcSight ESM 4.0 Administrator's Guide.

4 Forwarding Connector Configuration Guide

ArcSight Confidential




Configuration Guide for ArcSight Forwarding Connector

Configuring to Allow Forwarding of Correlation Events

The ArcSight Forwarding Connector can forward events based upon the ACL assigned to
the User Group on the source ESM Manager. The Forwarding Connector can be configured
to allow forwarding of ArcSight correlation events from the source ESM Manager to the
target (or destination) ESM Manager. The ACL also can be configured to allow for viewing
of the detailed chain of the forwarded correlation event, which can include the original
base event.

To configure the source Manager to send both correlation events and on-demand base
events to the destination Manager, the ACL must contain two separate filters:

m  Filter 1, provided with the latest version of ArcSight ESM:

/A1l Filters/ArcSight System/Event Types/ArcSight Correlation
Events

m  Create Filter 2 containing the following conditions:
¢ Event Annotation Flags ContainsBits correlated

¢ Both filters need to be applied to the Event Permissions of the User Group ACL to
be able to extract base events from the correlation events that are forwarded to
the target ESM Manager.

Increasing the FileStore size (Enhanced version only)

Installation of the ArcSight Forwarding Connector (Enhanced) option provides fault-
tolerance, enabling events to be saved in the event of a failure.

The capacity of events that can be stored during a system failure is dependent on the
amount of disk space the FileStore can use on the source ESM Manager. Although the
default size of 1024 MB (1 GB) is suitable for most installations, you can increase the size
of your FileStore by doing the following:

1 Open the properties file server.defaults.properties, found under
$ARCSIGHT HOME\config.

The file displays the current default
filestore.disksize.max.megabytes.int=1024

2 Use the following formula to determine the appropriate rate for minutes of storage for
your system:
MinutesOfStorage = (((#MB / 1024) * 21,474,833) / EPS) / 60

¢ Given the most typical event sizes, a FileStore of 1 GB can store approximately
21,474,833 events, and at a rate of 5000 events per second, the default size
provides approximately 71 minutes of storage.

¢ When the FileStore fills up, the oldest events are purged to make room for the
recent ones.

Installing the Forwarding Connector

Before installing the ArcSight Forwarding Connector, you need to assign privileges on your
ESM Manager. For instructions on how to do this, see “Assigning Privileges on the ESM
Source Manager” on page 3.

For information regarding operating systems and platforms supported, refer
= to SmartConnector Product and Platform Support, available from ArcSight
Technical Support with each SmartConnector release.
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To install an ArcSight Forwarding Connector:

1 Download the ArcSight executable for your operating system from the ArcSight
Customer Support Site per the instructions provided in the connector release notes.

2 Start the installer by running the executable for your operating system.

Follow the installation wizard through the following folder selection tasks and
installation of the core connector software:

Introduction

Choose Install Folder
Choose Install Set
Choose Shortcut Folder
Pre-Installation Summary
Installing...

When the installation of connector core component software is finished, the following
window is displayed:

Smartl:onnector Configuration Wizard ) = ||j|1|

Please select the destination bype that you want to configure For this SmartConnector:

Configure

" ArcSight Logger SmartMessage {encrypted)
™ MSP Device Pall Listener

{~ CEF Syslog {cleartext)

' SV File

Af'( S !g h f@: Cancel | = Preyious | ’WI

3 Choose your ArcSight Forwarding Connector destination, which includes ArcSight
Manager (encrypted), ArcSight Logger SmartMessage (encrypted), NSP
Device Poll Listener, CEF Syslog (cleartext) or a .csv file.

To forward events to an ArcSight ESM Manager, proceed with “Forwarding Events to
an ArcSight ESM Manager” on page 7.

To forward events to an ArcSight Logger, proceed with “Forwarding Events to
ArcSight Logger” on page 10.

To forward events to an NSP appliance, proceed with “Forwarding events to NSP
Device Poll Listener” on page 11.

To forward events to a CEF Syslog, proceed with “Forwarding CEF Syslog Events” on
page 13.

To forward events to a .csv file, proceed with “Forwarding events to a CSV File” on
page 14.

6 Forwarding Connector Configuration Guide ArcSight Confidential
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Destination Configuration

The following provides step-by-step instructions for configuring Forwarding Connector
destinations.

Forwarding Events to an ArcSight ESM Manager

To continue connector configuration for forwarding events to an ESM Manager:

1 Select ArcSight Manager (encrypted) from the following dialog box; click Next.
[ smortConnector Configuration Wizard R IaTE

Please select the destination bype that you want to configure For this SmartConnector:

Configure

" ArcSight Logger SmartMessage {encrypted)
™ MSP Device Pall Listener

{~ CEF Syslog {cleartext)

' SV File

Af'( S !g h f@: Cancel | = Preyious | ’WI

2 The Wizard first prompts you for Manager certificate information.

The default selection is No, the ArcSight Manager is not using a demo
certificate. Choose Yes if ArcSight Manager is using a demo certificate. (Before
selecting this option, make sure the Manager is, in fact, using a demo SSL certificate.
If you are unsure, select No or consult your system administrator.)

Smartl:onnector Configuration Wizard ) = ||j|1|

Is the ArcSight Manager you are connecting to using a demo S5L certificate? If you are
unsure about this option, select "Nao",

Configure

{~ Yes, the ArcSight Manager is using a dema certificate

P

Arc S !g h r%: Cancel | < Previous | Mext = I

If your ArcSight Manager is using a self-signed or CA-signed SSL certificate, select No,
the ArcSight Manager is not using a demo certificate and click Next.

ArcSight Confidential Forwarding Connector Configuration Guide 7



Configuration Guide for ArcSight Forwarding Connector

After completing the SmartConnector installation wizard, remember to
manually configure the connector for the type of SSL certificate your
Manager is using. Refer to the ArcSight ESM 4.5 Administrator's Guide for
instructions about configuring your SmartConnector when the Manager is
using a self-signed or CA-signed certificate, and for instructions about
enabling SSL client authentication on SmartConnectors so that the
connectors and the Manager authenticate each other before sending data.

3 You are prompted for Manager Host Name and Manager Port. This is your
destination ESM Manager. Enter the information and click Next.

Smartl:onnector Configuration Wizard B 10} =]
Q) Please complete the Following ArcSight Manager information.
S
T
c
8 Manager Host Mame Ilocalhost
Manager Park I8443
AUP Master Destination IFaIse VI
Filker Cut: All Events |False VI
Arc S ‘g h r@: Cancel | < Previous | Mexk = I

4  Enter a valid ArcSight User Name and Password. This should be the user name and
password for the user account you created with permissions for the Forwarding
Connector on the destination ESM Manager.

Smartl:onnector Configuration Wizard n = |EI|1|
Q) In order ko configure SmartConnectors, you must login as a user with the appropriate
L. privileges,
Hod
IS
User Mame Iadmin
Passward I********
Arc S ‘g h r@: Cancel | < Previous | Mexk = I
Click Next.

5 You are given a choice of Forwarding Connector versions to install. If you are currently
using ESM v4.0 SP3 or later, ArcSight recommends choosing the ArcSight
Forwarding Connector (Enhanced) option.

8 Forwarding Connector Configuration Guide ArcSight Confidential
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When choosing which version to use, note the following:

L 4

The ArcSight Forwarding Connector option supports the previous software
version and does not include the increased event rate and recoverability features
of ArcSight Forwarding Connector (Enhanced). ArcSight recommends using
the older option only when communicating with an ESM installation prior to
v4.0 SP3.

Neither Forwarding Connector release is FIPS compliant. If you require FIPS
compliance, please retain your current Forwarding Connector version.

The capacity of events that can be stored during a system failure is dependent on
the FileStore size of your source ESM Manager. Choosing the ArcSight
Forwarding Connector (Enhanced) version requires configuration
adjustments on your source ESM Manager:

For instructions on how to determine and change your source disk settings, see
“Increasing the FileStore size (Enhanced version only)” on page 5. Click Next.

Smartl:onnector Configuration Wizard X = |EI|1|

Arc S ‘g h r%: Cancel | < Previous | Mext = I

Configure

Please select the SmartConnector ko install:

{+ ArcSight Forwarding Connector (Enhanced)

= ArcSight Forwarding Connector,

6 Enter the parameters below to configure the Forwarding Connector. This is information
regarding your source ESM Manager.

Smartl:onnector Configuration Wizard X = |EI|1|

Arc S ‘g h r%: Cancel | < Previous | Mext = I

Configure

Flease fill in the required parameters for this SmartConnector,

ArcSight Source Manager Host Mame InZDD-h18.qa.arcsight.com

ArcSight Source Manager Port |8443

ArcSight Source Manager User Mame I TEEEE

ArcSight Source Manager Password I FEEREREEK

Click Next to continue.

ArcSight Confidential
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Parameter Description

ArcSight Source Hostname where the ArcSight ESM Source Manager is
Manager Hostname installed.

ArcSight Source Network Port where the ArcSight ESM Source Manager
Manager Port is accepting requests.

ArcSight Source ArcSight's user name that will be used to log this
Manager User Name Connector into the ArcSight ESM Source Manager.
ArcSight Source ArcSight's password that will be used to log this
Manager Password Connector into the ArcSight ESM Source Manager.

7 Enter a name for the connector and provide other information identifying the
connector's use in your environment. Click Next.

8 Read the connector summary; if it is correct, click Next. If the summary is not correct,
click Back to make changes before continuing.

9 When the connector completes its configuration, click Next. The wizard now prompts
you to choose whether you want to run the connector as a process or as a service. If
you choose to run the connector as a service, the wizard prompts you to define service
parameters for the connector.

10 After making your selections, click Next. The wizard displays a dialog confirming the
connector's setup and service configuration.

11 Click Finish.

Forwarding Events to ArcSight Logger

When configuring the Forwarding Connector to send events to a non-ESM
destination, you may encounter problems with certificate validation during
connector setup. See “Sending Events to a Non-ESM Location” on page 2 for
information on certificate validation.

To continue connector configuration for forwarding events to an ArcSight Logger, first
ensure that a SmartMessage Receiver has been set up on ArcSight Logger for the
Forwarding Connector (Refer to the ArcSight Logger Administrator's Guide for details).
Then continue connector configuration as follows:

10 Forwarding Connector Configuration Guide ArcSight Confidential
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1 Select ArcSight Logger SmartMessage (encrypted) from the following dialog

box:
Ed smartconnector Configuration Wizard o =] 54
e Please select the destination bype that you want to configure For this SmartConnector:
-.._:,
c
° (= ArcSight Manager {encrypted)
0 ¥ ArcSight Logger SmartMessage {encrypted)
™ MSP Device Pall Listener
{~ CEF Syslog {cleartext)
= C5Y File
Arc S ‘g h r@: Cancel | = Preyious | Mext = I

2 Enter the Logger Host Name/IP address, leave the port number at the default value
of 443, and enter the Receiver Name. This nhame is the name of the SmartMessage
Receiver you set up on ArcSight Logger for the Forwarding Connector. Click Next to

continue.
Smartl:onnector Configuration Wizard B 10} =]
Q) Please enter the parameters for the destination:
S
o
S
8 Hast Name/IP IID.D.111.131
Fort Ja43
Receiver Mame IOFFiceTest|
Compression Mode lDisabIed - I
Arc S ‘g h r@: Cancel | < Previous | Mexk = I

3 Click Next and continue following the Configuration Wizard to complete your
configuration until a message confirms that it was successful. Click Finish to exit the
wizard.

Forwarding events to NSP Device Poll Listener

When configuring the Forwarding Connector to send events to a non-ESM
destination, you may encounter problems with certificate validation during
connector setup. See “Sending Events to a Non-ESM Location” on page 2 for
information on certificate validation.

ArcSight Confidential Forwarding Connector Configuration Guide 14
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To continue connector configuration for forwarding events to NSP:

1 Select NSP Device Poll Listener from the selections and click Next.

Smartl:onnector Configuration Wizard B 10} =]
e Please select the destination bype that you want to configure For this SmartConnector:
-.._::
c
° = ArcSight Manager {encrypted)
0 " ArcSight Logger SmartMessage {encrypted)
%' NSP Device Pall Listener
{~ CEF Syslog {cleartext)
= C5Y File
Arc S ‘g h r@: Cancel | = Previous | Mext = I

2 Enter the NCM Host name or IP address, the NCM/TRM User, and the NCM/TRM
Password. The NCM/TRM Host is the IP address or hostname of the NCM/TRM
system that will interact with the syslog connector. The NCM/TRM User and
NCM/TRM Password are the user name and password credentials you use to log
into the NCM/TRM system.

[EdsmortConnector configuration wizard i
Q) Please enter the parameters for the destination:
iy
>
=
O
0 MCMHost |
N User |
NCM Password |
Arc S ‘g h r@: Canicel | < Previous | Mexk = I

3 Click Next and continue following the Configuration Wizard to complete your
configuration until a message confirms that it was successful. Click Finish to exit the
wizard.

For more details regarding NSP, refer to the ArcSight™ NSP Installation and Administration
Guide.

12 Forwarding Connector Configuration Guide ArcSight Confidential
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Forwarding

CEF Syslog Events

You can also configure the ArcSight Forwarding connector to send CEF Syslog (cleartext)
events to any Syslog receiver (including ArcSight Logger.)

When configuring the Forwarding Connector to send events to a non-ESM
destination, you may encounter problems with certificate validation during
connector setup. See “Sending Events to a Non-ESM Location” on page 2 for
information on certificate validation.

1 Select CEF Syslog (cleartext) from the following window:

Smartl:onnector Configuration Wizard . 10} =]
e Please select the destination bype that you want to configure For this SmartConnector:
-.._::
c
° = ArcSight Manager {encrypted)
0 " ArcSight Logger SmartMessage {encrypted)

ArcS

™ MSP Device Pall Listener

SV File

‘g h r%: Cancel | = Previous | Mext = I

2 Enter the Logger hostname or IP address, the desired port, and choose UDP or
TCP output. Click Next to continue.

Smartl:onnector Configuration Wizard b 7= |EI|1|
Q) Please enter the parameters for the destination:
S
Hod
IS
0 InfHost [192.168.35.7
Port 514
Protocal IUDP * l
LDP
Arc S ‘g h r%: Cancel | < Previous | Mexk = I

3 Click Next and continue following the Configuration Wizard to complete your
configuration until a message confirms that it was successful. Click Finish to exit the
wizard.

ArcSight Confidential
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Forwarding events to a CSV File

This option allows you to capture events a SmartConnector would normally send to the
ArcSight ESM Manager and send them to a .csv file. The Excel-compatible “comma-
separated values” (CSV) format allows for comments prefixed by ‘#.

When configuring the Forwarding Connector to send events to a non-ESM
destination, you may encounter problems with certificate validation during
connector setup. See “Sending Events to a Non-ESM Location” on page 2 for
information on certificate validation.

To forward events to a .csv file:

1 Select CSV File and click Next.
g

Please select the destination bype:

= ArcSight Manager {encrypted)

Configure

" ArcSight Logger SmartMessage {encrypted)
™ MSP Device Pall Listener

{~ CEF Syslog {cleartext)

Arc S ‘g h r%: Cancel | < Previous | Mext = I

2 For these parameters, enter the values below.

Ed smartconnector Configuration ¥ ] 10l =|

Please complete the Following information For the file transpaort,

CS¥ Path [ _|

Fields Ievent.deviceReceiptTime,event.r

)
g
3

D

S
S
)

O

File: rotation intersyal ISSDD

‘Write format header IFaIse - l

Arc S ‘g h r%: Cancel | < Previous | Mext = I

Parameter Description
CSV Path The path to the output folder. If one does not exist, a folder
is created.

14 Forwarding Connector Configuration Guide ArcSight Confidential
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Parameter Description

Fields A comma-delimited string of field names to be sent to the
.csv file. Field names are in the form event.targetPort.

File rotation interval The desired file rotation interval, in seconds. The default is
3,600 (one hour).

Write format header Select true to send a header row with labels for each
column, as described above.

3 Click Next and continue following the Configuration Wizard to complete your
configuration until a message confirms that it was successful. Click Finish to exit the
wizard.

For more detailed information regarding capturing events and .csv files, refer to the section
titled “Capturing Events from SmartConnectors (ESM v4.0)" in the SmartConnector Users
Guide.

Uninstalling a Connector

Before uninstalling a connector that is running as a service or daemon, first stop the
service or daemon. To uninstall on Windows, open the Start menu. Run the Uninstall
SmartConnectors program found under All Programs, ArcSight SmartConnectors.
If Connectors were not installed on the Start menu, locate the
$ARCSIGHT_HOME\UninstallerData folder and run:

Uninstall ArcSightAgents.exe

To uninstall on UNIX hosts, open a command window on the
$ARCSIGHT HOME/UninstallerData directory and run the command:

./Uninstall ArcSightAgents

The UninstallerData directory contains a file .com.zerog.registry.xml with
Read, Write, and Execute permissions for everyone. On Windows platforms,
these permissions are required for the uninstaller to work. However, on UNIX
platforms, you can change the permissions to Read and Write for everyone
(that is, 666).

The Uninstaller does not remove all the files and directories under the
ArcSight SmartConnector home folder. After completing the uninstall
procedure, manually delete these folders.

Upgrading a Connector
To locally upgrade the Forwarding Connector:
1 Stop the running connector.

2 Run the new installer for the ArcSight Forwarding Connector, which prompts you for an
installation location.

3  Select the location of the Forwarding Connector you want to upgrade; you will receive
the message “Previous Version Found. Do you want to upgrade?” Select the option to
continue and upgrade the connector.
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The original installation will be renamed by prefacing characters to the original folder
name; the upgraded connector will be installed in the location
$ARCSIGHT HOME\current.

To rollback the connector:

1 Stop the upgraded connector, which is under current.

2 Rename the current folder to a name based upon the build version of the upgraded
connector.

3 Rename the old connector build folder to current.

4 Start the connector.

16 Forwarding Connector Configuration Guide ArcSight Confidential



	SmartConnectorTM Configuration Guide for
	Configuration Guide for ArcSight Forwarding Connector
	Product Overview
	What’s New
	The ArcSight ESM Source Manager
	Forwarding Connector Destination Options
	Sending Events to an ArcSight ESM Destination Manager
	Sending Events to a Non-ESM Location
	Sending Events to ArcSight Logger

	Standard Installation Procedures
	Installing ArcSight ESM
	Assigning Privileges on the ESM Source Manager
	Configuring to Allow Forwarding of Correlation Events
	Increasing the FileStore size (Enhanced version only)

	Installing the Forwarding Connector

	Destination Configuration
	Forwarding Events to an ArcSight ESM Manager
	Forwarding Events to ArcSight Logger
	Forwarding events to NSP Device Poll Listener
	Forwarding CEF Syslog Events
	Forwarding events to a CSV File

	Uninstalling a Connector
	Upgrading a Connector




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


