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Getting Started with ArcSight™ ESM Appliance

Use this document and the Rack Installation Guide, included in the ArcSight ESM
Appliance, to install your appliance and connect to it the first time.

The ArcSight ESM Administrator’s Guide explains in detail how to deploy,
configure and use ArcSight ESM. The guide is available:

B From the ESM Console Browse Docs page

B As a download from https://support.arcsight.com

B On the Server in the /opt/arcsight/docs directory

Installation Instructions CAUTION

Read through the instructions,
cautions, and warnings in the
Rack Installation Guide
carefully. Failing to do so can

1. Follow the instructions in the Rack Installation
Guide for unpacking the appliance and its
accompanying accessories.

2. Securely mount the appliance in a rack and make result in bodily injury or
the rear panel connections. system malfunction.

3. Attach a monitor, keyboard and mouse to the
system.

4. Power on the system, and wait for the system to boot.

The ArcSight ESM Appliance comes with the Oracle Enterprise Linux operating
system already installed. When setting preferences for Oracle Enterprise
Linux, consider the following:

¢ When you accept the License agreement, note that the license agreement
is for Oracle Linux only. ArcSight ESM has a separate license agreement
that appears when ArcSight ESM component is installed.

e If you choose to enable the firewall, you will need to open ports 8443 and
9443 for ArcSight Manager and ArcSight Web communication. You might
also want to open port 22 for remote SSH access.

For more information on Oracle Enterprise Linux, see
http://www.oracle.com/linux/.

Installing ArcSight ESM

The installation files for ArcSight ESM components are available in the
/opt/arcsight/installers directory. Navigate to this directory and install
the ESM components according to the instructions found in the ArcSight ESM
Installation and Configuration Guide.
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After installing the ArcSight Manager, download the Console installer file from
the ArcSight Customer Support website and install the Console on one or
more systems.

Note that the ‘arcsight’ user is pre-defined in the system. You do not need to
create this user.

Preparing to Install the Oracle Database

Before you install the ArcSight Database, please note the following
recommendations:

e There are 6 physical disks set up in a RAID 10 group that appear as a
single logical disk to the Operating System. This is partitioned so that
there is approximately 1 TB on /opt/data and 100 GB on “/”. ArcSight
recommends:

a. Installing the ArcSight Database in the
/usr/local/arcsight/db45spl directory

b. Setting the Oracle user home and installation directory as
/home/oracle and Oracle Home as /home/oracle/OraHomel0g.

c. Storing Redo Logs and default Oracle data files (System, SysAux,
etc.) under default /7home/oracle/OraHomelOg/oradataZarcsight.

d. Storing data files for all arcsight tablespaces (ARC_*) in
/opt/data.

e Estimate your retention needs and whether you want to enable partition
archiving or not. Contact ArcSight Support if you need help with
enablement. You can completely fill the /Jopt/data directory with data
files.

e Review the “Preparing a Linux System” section, steps 5-7 in the ArcSight
ESM Installation and Configuration Guide for details on how to configure
and verify that the hostname is properly set and can be pinged. The
Oracle installation will fail if your host system cannot be pinged.

e When the Oracle database installation is complete, install the ArcSight
Manager in the /Zhome/arcsight/ directory, for example
/home/arcsight/manager45spl.

Oracle Installation

For more information about Oracle installation, see the ArcSight ESM
Installation and Configuration Guide. Refer to the ArcSight ESM
Administrator’s Guide for instructions on how to use ArcSight ESM and
confirm that initialization was successful. Also, refer to the appropriate
Release Notes, available on the ArcSight Customer Support site,
https://support.arcsight.com.

When you are prompted to set the ArcSight Database Template, ArcSight
recommends choosing the Extra Large template. This template will dedicate 6
GB memory for Oracle, leaving enough memory for the ArcSight Manager,
operating system, and any other ArcSight components you need.
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Restoring Factory Settings

ArcSight ESM Appliance can be restored to its original factory settings using
built-in Acronis True Image software.

= Restoring ArcSight ESM Appliance to factory settings will irrevocably
delete all event data and configuration settings.

To restore ArcSight ESM Appliance to its original factory settings, perform these
steps:

1. Attach a keyboard, monitor, and mouse directly to the ArcSight ESM
Appliance system.
2. Reboot ArcSight ESM Appliance.

[ress any key to enter the menu

ooting Enterprise (2.6.9-89.0.0.0.1.ELsmp) in 0 seconds...J]

ArcSightst
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3. When the system has started, use the mouse or arrow keys to select
System Restore and press Enter.

GHU GRUB version 8.95 (638K lower + 391184K upper memory)

Ent ise (2.6.9-67.8.8.8.1.ELsnp)

Use the * and 4 keys to select which entry is highlighted.
Press enter to boot the selected 05 or 'p’ to enter a
passuord to unlock the next set of features.

ArcSight<t

4. On the Pick a Task list, choose Recovery.

< Manage Acronis Secure Zone
#1 Activate Acronis Startup

Recovery Manager
2] ShowLog

or Pick a Tool

Validate Backup s*n Clone Disk
Archive 3
... Activate Acronis 7§ Add Hew Bligk
“# Startup Recovery

Manager
< Manage Acronis

Secure Zone

-

Ready | 4 Local Computer 4
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5. The Restore Data Wizard opens. Click Next to continue.

ore Data Wizard

Acroni Welcome to the Restore Data Wizard!
True Image Server

This wizard will help you to recover lost or cormupted files or entire
paritions from the backup archive you have previously created

2 Acroni

Please click Nextto continue,

Q) Help <Back Conesl |

6. Select the Acronis Secure Zone and click Next. You will have an opportunity
to review the choices you make on this page and the wizard pages that
follow before initiating the restore process.

Restore Data Yizard

Backup Archive Selection

My Computer
4 ‘”)m ‘. 5# Acronis Secure Zone
# % Local Disk (sdal) Free space: 1277 GB
#%w Local Disk (sdaZ) Total size: 1.953 GB
# e Local Disk (sda3)
< LocaDokein) | A Sacie Sorei s paon o
%< Local Disk {sak) a1y 8pp
@ Local Disk (sdak) We recommend that you create backup archives in the
# 9% Acronis Backup Servers || Acronis Secure Zone: the file name is not required in this
# FTP Connections ase
# gy Metwork
Eilename: Mo file name is required in this area j
Files of type:| Backup Archives (“fil) j
e < Hack e > ancel
@) telp Bock [Ne> ] _concel |
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Select Restore disks or partitions, and then click Next. Only choose other
options if specifically directed to do so by ArcSight Customer Support.

Restore Data Wizard

Restoration Type Selection

You can select type of backup archive restoration

Select one of the following restoration hypes:

" Restore specified files or folders

~D

Select this option if you want to restone a disk or partition entirely,

@) Help <gock [ New> ] _cancel |,

Select the entire drive, labeled ‘sda’ in the figure below. Click Next to
continue.

il Restore Data Wizard

| Please selecta parition or a whale hard disk drive to restare,
‘ 8y of o
| Partition |Path (mountpoing  |Flegs  |Capecity |Free Space | Typd
EL sda
T E T I R R
T zdal (fhoat) Pri.Act 101.9MB 68,67 MB Ext3
Fesda? () P 3907 GB 1.743 GB Ext3
B <wsdab 1172GB Linux
] < zdab (fopydate) 886.4ME 8555 MB Ext3
4| ] »
Q) Help <Back [ Mear | cancel | 7
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9. Select Generate new NT signature, and then click Next.

Plense slect the way how NT signahane jor digk
€ Copy NT signature from image srchive
New NT sigrishure 5 " " rehivg and Gtk Moo
sanmi signahan, in his dlisk's i i qed). This is detault
@) Help cgock [ Hed> | goncel |/J

10. Choose the drive to restore (‘sda’), and then click Next.

Restore Data Wizard

Restored Hard Disk Drive Location

“¥ou should select & hard disk drive for the

Please selecta destination hard disk drive 1o restore the hard disk drive image. The hard
disk drives already restored are disabled. The destination hard disk drives without enough
space for restoring an image are disabled as well,

Drive Capacity Model Interface

|| E—] ——
Lﬂ’npb‘d

8864

S
8 GB

W |ACROMIS 52
3807 GB Ext3 |1953GB FAT32

J|C
=
I
i

117G

I~ Erimary W Logical I Unallocated gy DQynamic W Ungupported

‘lume

@) Help <Back | Me> | cancel | v
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11. Choose Yes, | want to delete all the partitions on the destination
hard disk drive before restoring, and then click Next.

j Restors Dot Wizard

| Hon-empty Dastination Hard Disk Drve

Thi non hard disk P i
dtn. Hard disk drive i ‘] ly ifth inati sk drive is Bmpsy:
& [ifns lwantto deloto all the partitions on the destnation hard disk dre befons rastor
" Mo, | do notwart to debate the paritions.
(- Dascriptian
useful dasa All the data on th hard disk dri A Bha chasta e th
backup archive.
DL <k g | |

12. Because there are no other partitions or disks to restore, choose No, | do
not, and then click Next.

Restore Data Wizard

Next Selection

ou like to

other partiion or hard disk drive from the back

“You can restore another partition or hard disk drive from the backup archive. Do you want o
choose another partiion or hard disk drve?

€ Yes, |wantto restore another partition or hard disk drive

i~ Description

Select this itern if you have chasen all the partiions and hard disk drives you would ke to
restore and are now ready to proceed with restoration.

!_)) Help

<Bock [ Heds | concel |
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13. Select Restart machine automatically if needed for recovery, and then
click Next.

Restore Data Wizard ke 2]
Restoration Oplions .
y ‘ 3'
“ron Al g1 o options: Choose the cateogony in the e and set i options in th .-
- EEER & Additional seti
@y Errar hancding pakpNings
0 Tor the dala
process.
T Validats bockup orchive betons rEstorstion
T Rebag compuier aherthe is
Nrwsheed
™ Riestors files and folders without restoring full path
™ Fun Acronis Aecomny for ME E B2 Rusitorn
aftar dats racoven,
T Restaet maching sutomatically if needed for thix necoiny
@) Lielp <Dack Lancel I 7

14. Review the checklist of operations to be performed and click Proceed to
begin the restore process, or click Back to revisit previous wizard pages.

E
Acronis True Image Echo Server is ready to proceed with restaring
wour data from the backup archive. Here is the complate list of
operafions 1o be performed,
Stage 10ot2 =
Disk Parition Recovery from Archive
From Acronis Secure Zone
Operation 1 of 6
Restoring partition
System Name: sdal -> sdbl
File system: Exi3
olume label fooot
Size: 10149 MB
Operation 2 ot 6
Restoring partition
System MName: sda? - sdb2
File system: Ext3
“olume label !
Size 3907 GB
Operation 3 of B
'} Crealing partition
Acronis System Name: sdbd
R ussutag Type: 0xBC (Acronis Secure Zone) =
ww com Please click Proceed fo stan.
| < Back cee ancel
@) Help B I Bro ﬂ [ | 4

Do not interrupt or power-down ArcSight ESM Appliance during
the restore process. Interrupting the restore process may force
the system into a state from which it cannot be recovered.
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15. The progress bars shown in the figure below display the status of the
current and total operations. When the restoration is complete, an alert is

displayed that says “Data was successfully restored.” Click OK.

Operation Progress

Acronis
True Image Server

Stage 1of 2
From:

Operation 2 of 6

Restoring partition
Systam Name:
File system:
“olume label:
Size:

Disk Partition Recovery from Archive

Acronis Secure Zone

sda? -» sdfy
Ext3 ¥

/
3907 GB

Current operation progress:

Total progress:

5 minutes remaining

16. Close the Acronis True Image Server window to reboot ArcSight ESM

Appliance.

10
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Customer Support

To answer any questions, contact ArcSight Customer Support:
Phone: 1-866-535-3285 (North America)

+44 (0)870 141 7487 (EMEA)
E-mail: support@arcsight.com

Web: https://support.arcsight.com
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