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Chapter 1

Overview

The ArcSight Express Virtual Appliance is a Security Information and Event Management 
(SIEM) solution that collects and analyzes security data from heterogeneous devices on 
your network and provides you a central, real-time view of the security status of all devices 
that are of interest to you. 

ArcSight Express components gather and store events generated by the devices you 
identify. These events are filtered and correlated with events from other devices or 
collection points to discover risks and assess vulnerabilities. 

ArcSight Express uses the Correlation Optimized Retention and Retrieval Engine Storage 
(CORR-Engine Storage), a proprietary data storage and retrieval framework that receives 
and processes events at high rates, and performs high-speed searches. This provides a 
number of benefits, including increased performance and more compact data storage. 

The ArcSight Express Virtual Appliance allows deployment of ArcSight Express on servers 
that have VMware ESXi installed.
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Chapter 2

Installing the ArcSight Express Virtual 
Appliance

The following topics are covered in this chapter:

Supported ESXi Version and Required Hardware
The ArcSight Express Virtual Appliance is supported on VMware ESXi 5.5. The hardware 
requirements for installing the ArcSight Express Virtual Appliance OVA file are:

 12 CPU cores

 36 GB of RAM

 1.8 TB disk available

Operating System
The ArcSight Express Virtual Appliance operating system is Centos 6.2 and the following 
security patches:

 bind-libs-9.8.2-0.17.rc1.el6_4.4.x86_64.rpm

 bind-utils-9.8.2-0.17.rc1.el6_4.4.x86_64.rpm

 cups-1.4.2-50.el6_4.4.x86_64.rpm

 cups-libs-1.4.2-50.el6_4.4.x86_64.rpm

 cvs-1.11.23-15.el6.x86_64.rpm

 dbus-glib-0.86-6.el6.x86_64.rpm

 dhclient-4.1.1-34.P1.el6.centos.x86_64.rpm

 dhcp-common-4.1.1-34.P1.el6.centos.x86_64.rpm

 freetype-2.3.11-14.el6_3.1.x86_64.rpm

 ghostscript-8.70-15.el6_4.1.x86_64.rpm

“Supported ESXi Version and Required Hardware” on page 7

“Operating System” on page 7

“Browser Support” on page 9

“Downloading the ArcSight Express Virtual Appliance OVA Files” on page 9

“Deploying the ArcSight Express Virtual Appliance OVA File” on page 9

“Installing a License File” on page 13
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 krb5-appl-clients-1.0.1-7.el6_2.1.x86_64.rpm

 krb5-libs-1.10.3-10.el6_4.2.x86_64.rpm

 krb5-workstation-1.10.3-10.el6_4.2.x86_64.rpm

 liberation-fonts-common-1.05.1.20090721-5.el6.noarch.rpm

 liberation-sans-fonts-1.05.1.20090721-5.el6.noarch.rpm

 libexif-0.6.21-5.el6_3.x86_64.rpm

 libjpeg-turbo-1.2.1-1.el6.x86_64.rpm

 libpng-1.2.49-1.el6_2.x86_64.rpm

 libproxy-0.3.0-4.el6_3.x86_64.rpm

 libproxy-bin-0.3.0-4.el6_3.x86_64.rpm

 libproxy-python-0.3.0-4.el6_3.x86_64.rpm

 libsmbclient-3.6.9-151.el6.x86_64.rpm

 libtalloc-2.0.7-2.el6.x86_64.rpm

 libtdb-1.2.10-1.el6.x86_64.rpm

 libtiff-3.9.4-9.el6_3.x86_64.rpm

 libvorbis-1.2.3-4.el6_2.1.x86_64.rpm

 libxml2-2.7.6-12.el6_4.1.x86_64.rpm

 libxml2-python-2.7.6-12.el6_4.1.x86_64.rpm

 nspr-4.9.2-1.el6.x86_64.rpm

 nss-3.14.0.0-12.el6.x86_64.rpm

 nss-sysinit-3.14.0.0-12.el6.x86_64.rpm

 nss-util-3.14.0.0-2.el6.x86_64.rpm

 openjpeg-libs-1.3-9.el6_3.x86_64.rpm

 openssl-1.0.0-27.el6_4.2.x86_64.rpm

 perl-5.10.1-131.el6_4.x86_64.rpm

 perl-libs-5.10.1-131.el6_4.x86_64.rpm

 perl-Module-Pluggable-3.90-131.el6_4.x86_64.rpm

 perl-Pod-Escapes-1.04-131.el6_4.x86_64.rpm

 perl-Pod-Simple-3.13-131.el6_4.x86_64.rpm

 perl-version-0.77-131.el6_4.x86_64.rpm

 pixman-0.26.2-5.el6_4.x86_64.rpm

 samba-client-3.6.9-151.el6.x86_64.rpm

 samba-common-3.6.9-151.el6.x86_64.rpm

 samba-winbind-3.6.9-151.el6.x86_64.rpm

 samba-winbind-clients-3.6.9-151.el6.x86_64.rpm

 sudo-1.8.6p3-7.el6.x86_64.rpm

 xulrunner-17.0.6-2.el6.centos.x86_64.rpm

 yelp-2.28.1-17.el6_3.x86_64.rpm

FIPS Support
FIPS is not supported for this release of the virtual appliance.
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Browser Support
Supported browsers for connecting to the ESM Manager are:

 Internet Explorer 9 and 10

 Firefox 24

Downloading the ArcSight Express Virtual Appliance 
OVA Files

The ArcSight Express Virtual Appliance OVA files are available for download from the HP 
Software Depot at: 

http://software.hp.com.

If you use Internet Explorer to download the files, ensure that the files names remain as 
shown below.

Download the 3 files and the MD5 checksum to a disk accessible by your vSphere client:

 B7500_B1312_1800GB_V8.ova.part1 

 B7500_B1312_1800GB_V8.ova.part2 

 B7500_B1312_1800GB_V8.ova.part3 

Join the 3 files into one file by running one of the following commands:

Windows - copy /b 
B7500_B1312_1800GB_V8.ova.part1+B7500_B1312_1800GB_V8.ova.part2+B7

500_B1312_1800GB_V8.ova.part3 B7500_B1312_1800GB_V8.ova 

Linux - cat B7500*.part* > B7500_B1312_1800GB_V8.ova 

After joining the 3 files together, use the MD5 checksum to verify the file’s integrity.

Upgrade Support
The ArcSight Express 4.0 Virtual Appliance cannot be upgraded from any prior versions of 
ArcSight Express.

Deploying the ArcSight Express Virtual Appliance OVA 
File

To deploy the virtual appliance OVA file, use a vSphere client to perform the following 
procedure:
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1 Select File > Deploy OVF Template. The Source screen displays: 

2 Click Browse and navigate to where you downloaded the OVA file.

3 Select the file and then click Next. The OVF Template Details screen displays: 
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4 Click Next. The Name and Location screen displays: 

5 Enter a name for the virtual appliance or accept the default. You can change the name 
later. Click Next. The Storage screen displays:  
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6 Select a drive with 1.8 TB of disk space. The virtual appliance requires 1.8 TB of disk 
space. Click Next. The Disk Format screen displays:

7 Select the Thick Provisioned Lazy Zeroed Format. Click Next. The Ready to 
Complete screen displays.
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8 If the deployment settings are correct, click Finish. A progress timer will appear 
showing the progress of the deployment. When the deployment completes, the virtual 
machine created from the OVA file is added to the inventory (Virtual Machines tab) on 
your vSphere client.

9 Right-click your VM and select Power > Power Off. 

10 Before running the First Boot Wizard, configure your network settings and increase the 
memory from 12 GB to 36 GB. To configure the network settings and increase the 
memory for your virtual appliance, right-click your virtual machine in the Virtual 
Machines tab. Select Edit Settings. 

After configuring the network settings and increasing the memory for your virtual machine, 
select Power > Power On. The virtual machine performs an initial boot process that 
displays in the console. After installing the license, refer to the Configuring the ArcSight 
Express chapter of the ArcSight Express with CORR-Engine 4.0 Configuration Guide. The 
guide is available at: 

https://protect724.arcsight.com

Installing a License File
The ArcSight Express Virtual Appliance requires that a license be installed. 

Perform the following procedure to install the license:

1 Download the license file from the Customer Support web site at 
http://support.openview.hp.com to a computer from which you can connect to the 
virtual appliance.

2 Follow the First Boot Wizard directions for license installation.

3 Click Browse and navigate to where you stored the license and select the license file.

4 Click Upload & Install.

5 Perform the rest of the First Boot Wizard steps.

The base license includes:

 4 onboard connectors 

 25 remote connectors 

 3 console users 

 25 web users 

 2500 IDView users 

 1500 devices

 25000 assets 

 Threat detector enabled

The base license includes 250 sustained events-per-second (EPS). Additional EPS can be 
added only in increments of 250 up to a maximum of 1250.

Pattern Discovery jobs can be resource intensive. Under high EPS, Pattern Discovery jobs 
can cause a degradation in performance, and may fail to return a matching result set. 
ArcSight recommends that you reduce the number of events over which the Pattern 
Discovery search runs and/or frequency of Pattern Discovery jobs when running a system 
with high EPS.
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