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Chapter 1
Overview

The following topics are covered here:

“Connector Management Overview” on page 7
“Connector Management on ArcSight Express” on page 7

“Groups and Permissions” on page 8

Connector Management Overview

The Connector Management feature allows management and configuration of connectors
available on the ArcSight Express appliance, on other ArcSight Connector Appliance
systems, or any software-based SmartConnectors running on remote machines in your
network.

Connectors are ArcSight software components that forward events from a wide variety of
devices and security event sources to ArcSight Express, and other ArcSight event collection
systems.

With Connector Management’s web-based user interface, you can:

m  Configure, monitor, tune, and update connectors
m  Perform bulk operations across all managed connectors

The ArcSight Express appliance comes pre-configured with two connectors you set up with
the First Boot Wizard: The Syslog Daemon and the Windows Unified Event Log
connectors. If you chose to skip the First Boot Wizard process, you can add connectors at a
later time. For instructions on adding connectors, see “Adding a Connector” on page 41.

There are certain connectors that require additional configuration when used with
Connector Management on ArcSight Express. For detailed instructions concerning these
connectors, see Appendix B, Special Configurations, on page 101.

Connector Management on ArcSight Express

Connector Management is one module in the ArcSight Express suite of products. The initial
view of Connector Management is from the Manage tab, which enables you to configure
and organize your connectors. For detailed instructions on working within the Manage
page, see “Navigating the Manage Menu” on page 10.

Confidential
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1 Overview

Groups and Permissions

If you wish to retain or change the group rights and permissions set for Connector
Management users, see the chapter titled “Editing Access Control Lists (ACLs)” in the
ArcSight Console User’s Guide.
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Chapter 2
Managing Connectors

The following topics are discussed here.

“Connector Overview” on page 9
“Navigating the Manage Menu” on page 10
“Locations” on page 11

“Hosts” on page 15

“Containers” on page 21

“Connectors” on page 40

“Configuration Suggestions for Connector Types” on page 70

Connector Overview

You can manage the configuration of the following types of connectors:

m  Local (on-board) connectors: If present on the form factor you are using. For
example, you can install and manage local connectors on Connector Appliance
(hardware form factor), Logger appliance, and ArcSight Express appliance.

B Remote connectors: These connectors are either installed on Windows, Unix, Linux
systems on your network, or present as local connectors on a remote Connector
Appliance, Logger appliance, or Arcsight Express appliance.

A connector configuration consists of properties such as name and type, and a set of
parameters that customize how the connector works in a specific environment. Parameters
vary based on the type of connector; for example, a connector for a firewall has different
parameters than a connector that reads an intrusion detection system database.

Connectors operate within containers. Each container runs its own Java Virtual Machine
(JVM). Your maximum number on containers depends on your ArcSight Express license
agreement.

You can manage connectors of many types, including the following:

m  File Connectors

m  Database Connectors
m  Scanner Connectors
m  SNMP Connectors

m  Syslog Connectors

m  SNMP Connectors

Confidential
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2 Managing Connectors

The connectors you manage are configured to automatically run as
= services.

Mote

Individual software-based connectors are described in ArcSight documents specific to those
connectors, including the connector-specific configuration guides available with each
connector. You can also find general connector information in the SmartConnector User’s
Guide. All of these documents are available from the Protect 724 Community site

(https://protect724.arcsight.com/index.jspa).

There are certain connectors that require special configuration when used with Connector
Management on ArcSight Express. For more information, see Appendix B, Special
Configurations, on page 101.

Navigating the Manage Menu

The Manage menu enables you to configure and organize connectors. This section
describes the user interface elements and explains how to use them effectively.

Actions specific to Ul
Elements lower in hierarchy to the element, in this case  Bulk actions possible

one selected in the Connector Tree Location on the Ul element Aclions spacifc fa/eaoh fow
Connector Tree

«
Locations Hosts Containers Connectors

@s\«stem
Default @
|l jELocalhost —

‘& [fjContainer 1-bk

& [fjContainer 2

& [FjContainer 3
EContainer 4
EjContainer 5
EContainer 6
EContainer 7
EContainer &

- [EEast Delete
B jE192.168.35.153

& [fjContainer 1
[Container 2
Ejcontainer 3
Ejcontainer 4

[ West
[E@North

Name % Number of Hosts
Default 1
East 1
West 1
North 0

I]EII]EID&

Figure 2-1  Managing Connectors

The Connector tree (the left panel of the window shown in Figure 2-1) organizes
connectors into a hierarchy as follows:

SsLtem
Location

Host

I— Container

Connector

Each connector you manage belongs to a container; each container belongs to a host; each
host belongs to a location; and, all locations belong to root of the System.
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2 Managing Connectors

When you click on an upper-level user interface element in the left panel, the interface
displays elements lower in the hierarchy to it on the right panel. You can also perform
management operations on the elements displayed on the right side.

For example, System provides the root (top-level) view. When you click System, all
configured locations are listed in the left panel, as well as under the Locations tab in the
right panel. You can perform various management tasks, such as editing, deleting, or
adding a host, on those locations. In addition, all hosts, containers, and connectors on this
system are displayed in specific tabs in the right panel. Click the Hosts tab to view all hosts
on the system, and click Containers and Connectors to view the respective elements
and perform management operations on them. Similarly, if you select a host (from the left
panel), all containers and connectors configured on that host are displayed on the right
panel, as shown in the following figure.

When a container is down or a host is unreachable, the system waits for it

to come online. There might be a delay of several minutes before the

Nots connector tree (in the left panel) and the Container tab (in the right panel)
display.

On any user interface, you can perform three kinds of operations:

m A global operation—Listed on top of a user interface page; for example, you can
upload a CSV file of locations.

m  Alocalized operation—An operation on a single element displayed on the user
interface page; for example, you can add a connector to a container by clicking the

lf.‘i; icon in the Action column in the container’s row.

m A bulk operation—A single operation performed on multiple elements on the user
interface page; for example, you can upgrade multiple containers by selecting the
containers (click the box to the left of the container to select it) and clicking Upgrade
at the bottom of the page.

n * The &3 icon refreshes a Ul screen. This icon is available on the Ul pages

- When. -relevant.

Tip

* Click the column filter icon (ﬂ) to display drop down lists of values on
which to filter each table column. Click the check box in the table header
to check or uncheck all check boxes in a single column.

= When processing user provided data, Connector Management wizards
“escape” some HTML-specific characters. Any other entered characters
are not “escaped” (or validated) and are used as entered.

Locations@

Location is a logical grouping of hosts. The grouping can be based on any suitable
abstraction—geographical, organizational, and so on. For example, you can group all hosts
in New York separately from hosts in San Francisco and label them as such. Similarly, you
can group a few machines under “Sales” and others under “Marketing”.

Confidential
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2 Managing Connectors

A location can contain any number of hosts. A Default location is provided on a new
appliance by default.

' ArcSight recommends that you do not delete the location Default.
.
Caution

You can view all locations on the system and view hosts, containers, and connectors in a
location. You can add, edit, and delete a location. You can also add hosts to a location. All
these procedures are described below.

Viewing All Locations

You can see all the locations that exist on the system.

To view all locations:
1 Click Manage from the top-level menu bar.

2  Click System in the left panel.

All existing locations display on the Locations tab in the right panel.

Viewing Hosts, Containers, and Connectors in a Location

You can see all the hosts, containers, and connectors that exist in a location.

To view hosts, containers, and connectors in a location:
1 Click Manage from the top-level menu bar.

2 Click the location (listed under System) from the left panel.

The hosts, containers, and connectors in the location display in the right panel, under
specific tabs, as shown below.

Hosts Containers Connectors
[&[system
& [F]Default
[#]192.168.35.152

East
520
B

[] Hestname Path Type Model Version

Comment Action
- [£]192.168.35.135 [0 192.168.35.33 //East 8 Containers C5000 5.1-C5167 Imported from CSV

Adding a Location

Before adding hosts, you need to add a location, which is a logical grouping of hosts.

You can also add locations in bulk using a comma-separated values (CSV)
file. For more information see, “Adding Locations and Hosts from a File” on
page 14, below.

Note

To add a location:

1 Click Manage from the top-level menu bar.

2  Click System in the left panel.

3 Click Eli_ (on top of the page) in the right panel.

12 Connector Management User’s Guide Confidential



2 Managing Connectors

4  Enter the name of the new location and click Next.

5 Click Done.

Exporting and Importing a Remote Management
Configuration

You can create a backup of your complete remote management configuration settings on
Connector Management module, all remote software connectors, or any remote appliances
that are managed by the system—then import the configuration onto another or Connector
Management module of another ArcSight Express.

' You can import the remote management configuration only on the same
. appliance model as the one from which the configuration has been exported.
Caution

The remote management configuration is saved in AUP format in the Remote Management
AUP repository so you can download it to your local computer.

You cannot manage the same connectors using two appliances at the same time. Before
importing the remote management configuration to another Connector Management
module of ArcSight Express, you need to shut down the appliance from which you exported
the configuration.

To export the remote management configuration:
1 Click Manage from the top-level menu bar.

2 Click System in the left panel.
3 Click Iﬂ (on top of the page) in the right panel.

4 Follow the instructions in the Export Remotely Managed Host Wizard to export
the configuration. The remote host configuration is saved in AUP format in the Remote
Management AUP repository.

After you export the remote management configuration, you need to download it to your
local computer from the Remote Management AUP repository.

After you have exported the remote management configuration and have downloaded it to
your local computer, you can import the configuration to another appliance.

Importing the remote management configuration overwrites the current
remote management configuration on the appliance.

MNote

To import the remote management configuration:

1 On the appliance where you want to copy the remote management configuration, click
Manage from the top-level menu bar.

2  Click System in the left panel.

3 Click Iﬂ (on top of the page) in the right panel.

Confidential
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2 Managing Connectors

4 Follow the instructions in the wizard. When selecting the type of upload, choose Full
remote management (AUP format).

If there are no valid CA certificates for any connectors in the
configuration, you see a question mark (?) next to the container that
contains the connectors in the left panel. Refer to “Resolving Invalid
Certificate Errors” on page 35.

Note

Adding Locations and Hosts from a File

To add hosts (and consequently, containers and connectors) in bulk, you can use a
comma-separated values (CSV) file. When you add a host, the containers (and connectors)
on the system are scanned automatically and the CA certificates from the containers that
reside on the host are retrieved. You can manage the containers on the hosts only if it can
authenticate using the certificates and the credentials. When the certificates are retrieved,
you are prompted to import them.

A host is not added if:

= Any containers on the host are down.

Note = If you choose not to import the certificates that are retrieved.

« Authentication fails on any of the containers.

The CSV file needs to be in the format shown in the following example. Also, ensure that
an end-of-line character is included in the last line of the CSV file if the file was created on
a Windows system. However, an end-of-line character is not required if the file was created
on a Linux system.

A B | ¢ | o | E | F |
| 1 |Location Hostname Port Type User Password
LEE@ emie.company.com 9006 8 Containers admin password
| 3 [West elmo.company.com 9008 Software admin password

4

To add locations and hosts from a CSV file:
1 Click Manage from the top-level menu bar.

2  Click System in the left panel.

3 Click |ﬂ (on top of the page) in the right panel to open the wizard.

4  Select Remote hosts (CSV format) and click Next. Follow the instructions in the
wizard to upload the file.

5 Connector certificates are retrieved automatically so that the system can communicate
with each connector in a container. The Upload CSV wizard lists the certificates. (To
see certificate details, hover your mouse over the certificate.)

¢ Select Import the certificates..., then click Next to import the certificates and
continue.

¢ Select Do not import the certificates... and click Next if you do not want to
import the certificates. The Upload CSV wizard does not complete the upload CSV
process.

The Upload CSV wizard does not complete the upload if certificate download
failed for any of the connectors in a container or if any of the certificates
failed to import into the trust store on the system.

Mote
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2 Managing Connectors

Editing a Location
You can edit the name of a location from the System-level page or from a specific Location

page.

To edit a location:
1 Click Manage from the top-level menu bar.

2  From the System-level page:
Click System (left panel) > Locations tab (right panel) > _" «in the Action column.
From a specific Location page:
Click System (left panel) > Location > _’ . (on top of the page, in the right panel).
3 Enter the new name of the location and click Next.

4  Click Done.

Deleting a Location

When you delete a location, the hosts, containers, and connectors that it contains are also
deleted.

To delete a location:
1 Click Manage from the top-level menu bar.

2  Click System in the left panel.
3  Select the location you want to delete. You can select multiple locations.
4

Click Delete at the bottom of the page, in the right panel.

Adding Hosts to a Location
See “Adding a Host” on page 16.

Hostsz

A host is a computer on a network, associated with an IP address, on which connectors are
installed. A host can be of three types:

m  The Localhost (a local appliance, such as Connector Appliance). By default, Localhost
exists on a brand new appliance or on the Logger platform with an integrated
Connector Appliance, and contains a default number of containers, which are empty.

m A remotely-managed appliance.

m A software-type host, such as Arcsight Express, Windows, Linux, or UNIX system
running software-based connectors from ArcSight. A software-type host can contain
up to 20 containers.

You can view all hosts on the system, and view containers and connectors in a host. You
can add, scan, delete, and edit a host. You can move a host to a different location and
upgrade a host remotely. You can also add a container to a host. All these procedures are
described below.

Viewing All Hosts

You can see all the hosts you are managing.
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2 Managing Connectors

To view all hosts:
1 Click Manage from the top-level menu bar.

2 Click System in the left pane. All hosts display on the Hosts tab in the right panel.

Viewing Containers and Connectors on a Host

You can see all the containers and connectors that exist on a host.

To view containers and connectors on a host:
1 Click Manage from the top-level menu bar.

2 In the left panel, click the location (under System) in which the host exists.
3 In the left panel, click the host to view the containers and connectors.

All containers display on the Containers tab and all connectors display on the
Connectors tab in the right panel.

Containers  Comeclors
#[System

B fH0ctault East -> 192.168.35.33
¥ 2]192.168.35.152
b East N
# |[{g192.168.35.33 4
% fWest ¥ =
- [E|Nurth oL Anory Fort  Wersion Status Last Check Action -
% [FSouth [ cantainer 1 4001  4.7.3.5308.0 tritialized Thu Jul 06 15:49:82 POT i Lty & J W R W
[#192.168.35.135 [0 container 2 9002 4.6.3.5051.0 Ernpty Thu Jul 09 15:49:50 FOT XY FERE
[l container3 003 46350510 Empty Thus 3 5 P s & [l 5 W&
[0 container 4 9004 4.6.3.5051.0 Empty Thus Jul 0 15149 Pl G 4 He R
[ container 5 .168.35.33 9005 4.6.3.5051.0 Ernty Thus Jul 09 1 sOT Pl Ju s
[l container & HEBs/192.160.35.33 9006 46250510 Emdfy Thu Jul 09 1 POT s 'l Gl R W
O cantainer 7 #/East/192.164. 9007 4.6.3.505L.0 Ermuty Thu Jul 08 1 soT 22 EERE
[[]  container u HEBSY192.160.95.3 000 4.6.2.5051.0 Emoty Thu Jul 09 15:49:51 POT St Pl [l 4 W R W
[ oetete | [ Properties | [ certificates FIPS | [ upgrade | [ credentials | [ Logs

Adding a Host

By default, a Localhost exists on ArcSight Express. However, Connector Management can
manage connectors installed on other appliances, and other systems such as Windows,
UNIX, or Linux. To manage remote connectors, you need to add the hosts on which those
connectors are running.

When you add a host, the system also attempts to retrieve the CA certificates from the
containers that reside on the host. Containers on the remote host can be managed only if
the system can authenticate using the certificates and the credentials. When the
certificates are retrieved, you are prompted to import them.

A host is not added if:

< Any containers on the host are down.

Not . - .
ore = If you choose not to import the certificates that are retrieved.

e Authentication fails on any of the containers.

You can add hosts from the System-level page or from a specific Location page.

You can also add locations and hosts using a comma-separated values
(CSV) file. For more information see, “Adding Locations and Hosts from a
File” on page 14.

Note
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Remote Connectors on a Software Host

Connector Management can manage connectors that are installed on a different computer
on your network. These types of connectors are remote connectors on a software-type
host, a category that includes ArcSight Express.

When you add a remote software-type host, it is scanned automatically for the
currently-running containers and the connectors associated with them. If additional
containers are added to the remote host after it has been added to the system, you need
to scan the host manually to detect the new containers. For information about scanning
software-type hosts, see “Scanning a Software-Type Host” on page 19.

To manage these software connectors, you need to perform steps on the software
connector that enable remote management.

To manage a remote connector:

1 Install the connector on the remote host as a service. Follow the instructions in the
connector’s configuration guide.

2  After completing the installation, open the file
/opt/arcsight/connector_ x/current/user/agent/agent.propertieson
the remote host and add these two properties:

remote.management .enabled=true
remote.management.listener.port=<9001>

The property remote .management .enabled configures the connector to be
managed remotely. The property remote.management . listener.port specifies
the port on which the connector receives commands from Connector Management.

« If port 9001 is already in use on the same host by another remotely
managed connector or by any other application, change this value to
any available port. ArcSight recommends a port in the range 9001 -
9020.

Note

* If you want to manage more than one software connector on the
same host, you must specify sequential ports; for example, 9002,
9003, 9004.

3 Restart the connector service.

4  Continue by following the steps under To add a host, below.

To add a host:
1 Click Manage from the top-level menu bar.
2 From the System-level page, click System (left panel) > Locations tab (right panel)
> 'a__|-i- in the Action column.
From a specific Location page, click System (left panel) > Location (under which the

host exists) > 'a__|+ (on top of the page, in the right panel).
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3  On the Host Wizard form, shown below, enter values for the parameters listed in the
following table and then click Next.

Parameter Description
Hostname The hostname or IP address of the actual host.
Starting Port Each container on a host listens on a port. Specify the starting

port number. Subsequent containers will use subsequent ports.

User The user name that the system uses to connect to the host.

Ending Port By default, Connector Management scans port 9001 to port
9020 when adding a host. If you select software in the
Hardware Type field, you can specify the ending port number
(for example, 9003) to speed up the add host process.

Password The password for the user name you specify.

Comment A meaningful description for the host you are adding.

Hardware Type <«

If you want to manage connectors that reside on a remote
Connector Appliance, select the number of containers on
that host. A host can have up to 8 containers.

For the number of connectors applicable to each model type
and container specifics, see the ArcSight Appliance
Specifications document. This document is available at the
Protect 724 Community website at
https://protect724.arcsight.com

If you want to remotely manage connectors running on
ArcSight Express, Windows, UNIX, or Linux system, select
Software.

The system can detect the presence of software-based
connectors on remote hosts using the Starting Port value
you specified earlier. The system scans up to 20 configurable
ports from the starting port to find the “listening”
connectors.

Software connectors require enablement on the connectors.
For more information, see “Remote Connectors on a
Software Host” on page 17.

Any found connectors are added into the host. For more
information, see “Scanning a Software-Type Host” on
page 19.

4 Connector certificates are retrieved automatically so that the system can communicate

with each connector in

a container. The Add Host wizard lists the certificates. (To see

certificate details, hover your mouse over the certificate.)

¢ Select Import the certificates..., then click Next to import the certificates and

add the host.

¢ Select Do not import the certificates... and click Next if you do not want to
import the certificates. Connector Management does not add the host.

The Add Host wizard does not add the host if the certificate download failed
= for any of the connectors in a container or if any of the certificates failed to

Mote

import into the trust store.
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Scanning a Software-Type Host

Scanning a host enables the system to detect new or removed containers from a remote
software-type host such as ArcSight Express. When a software-type host is added for the
first time, it is scanned automatically for containers running at that time; however, to keep
this information up-to-date, you need to scan the host manually whenever you add
connectors to the remote host.

You can scan a host from the System-level page, a specific Location page, or a specific
Host page.

= You can scan only software-type hosts. See “Hosts” on page 15 for
information about software-type hosts.

Note = The connectors on a software-type host (such as ArcSight Express)
need to be configured for remote management. For steps on how to do
this, see “Remote Connectors on a Software Host” on page 17.

= A maximum of 20 connectors are scanned on port 9001 through 9020.

When you scan a host, the CA certificates from the containers that reside on the host are
retrieved. The containers on the remote host can be managed only if the system can
authenticate using the certificates and the credentials. When the certificates are retrieved,
you are prompted to import them.

A host cannot be scanned (the scan fails) if:

= Any containers on the host are down.
Note

If you choose not to import the certificates that are retrieved.

Authentication fails on any of the containers.

To scan a host:
1 Click Manage from the top-level menu bar.

2 From the System-level page, click System (left panel) > Locations tab (right panel).

From a specific Location page, click System (left panel) > Location (under which the
host exists).

From a specific Host page, click System (left panel) > Location (under which the host
exists) > Host.

3 Click Ly in the Action column for the host that you want to scan.
4 Click Next in the Host Scan wizard.

5 Enter values for the parameters in the following table, then click Next.

Parameter Description

Starting Port The port number on the host on which Connector Management
starts scanning for containers.

Ending Port The port number on the host on which Connector Management
ends scanning for containers.

User The user name that the system uses to authenticate with the
host.

Confidential
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Parameter Description

Password The password for the user name you provide.

Connector certificates are retrieved automatically so that the system can communicate
with each connector in a container. The Host Scan wizard lists the certificates. (To see
certificate details, hover your mouse over the certificate.)

¢ Select Import the certificates..., then click Next to import the certificates and
continue.

¢ Select Do not import the certificates... and click Next if you do not want to
import the certificates. The Host Scan wizard does not continue the scan.

The scan is not completed if the certificate download failed for any of
— the connectors in a container or if any of the certificates failed to import

Note into the trust store.

Deleting a Host

When you delete a host, the containers and connectors that it contains are also deleted
from the system that is managing the host. You can delete a host from the System-level
page or from a specific Location page.

To delete a host:

1
2

3
4

Click Manage from the top-level menu bar.
From the System-level page, click System (left panel) > Hosts tab (right panel).

From a specific Location page, click System (left panel) > Location (under which the
host exists).

Select the host you want to delete. You can select multiple hosts.

Click Delete on the bottom of the page.

Moving a Host to a Different Location

When you move a host, the containers and connectors that it contains are also moved. You
can move a host from the System-level page or from a specific Location page.

To move a host:

1
2

Click Manage from the top-level menu bar.
From the System-level page, click System (left panel) > Hosts tab (right panel).

From a specific Location page, click System (left panel) > Location (under which the
host exists).

Select the host you want to move. You can select multiple hosts.
Click Move at the bottom of the page.

Follow the instructions in the Hosts Move wizard.
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Editing a Host

You cannot edit a host, however, you can delete an existing host and add a new one (as
described in “Adding Hosts to a Location” on page 15) or move an existing host (as
described in “Moving a Host to a Different Location” on page 20).

Upgrading a Host Remotely

If you are upgrading the local host, refer to the instructions in the Release
= Notes for this release. The following instructions only apply to upgrading a
Note remotely-managed Connector Appliance.

®  You can upgrade a single remotely-managed Connector Appliance or several
remotely-managed Connector Appliances at the same time (in bulk).

Remotely upgrading a Connector Appliance is a two-step process.

To upgrade a Connector Appliance remotely:

1 Upload a Connector Appliance .aup upgrade file from the ArcSight Customer Support
site to the Upgrade AUP repository.

This step is only required if the version that you want to upgrade does not already
exist in the repository.

2 Push the .aup upgrade file to the remote Connector Appliances, as follows:
a Click Manage from the top-level menu bar.
b  From the System-level page, click System (left panel) > Hosts tab (right panel).

From a specific Location page, click System (left panel) > Location (under which
the host exists).

c Select the host you want to upgrade. You can select multiple hosts.
d Click Upgrade at the bottom of the page.

e Follow the instructions in the upgrade wizard.

Adding a Container to a Host
See “Adding a Container” on page 23.

Containers®

A container is a single Java Virtual Machine (JVM) that can run up to four connectors (This
number depends on your current license agreement and the type of connector). The
following illustration depicts Container 1 and the connectors it runs.

@System
B [ Default
E---DgLocalhost
- FContainer 1

A default number of containers exist on eachArcSight Express. The number depends on the
many factors such as your base system—Connector Appliance, ArcSight Express, or Logger
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appliance, and your current license agreement. Each container is identified with a label
(Container Name) and an associated port number (9001 or higher).

ArcSight recommends using one connector per container for ArcSight Express
= users.

Note

You can perform many operations on containers. You can view all containers on the system
and view the connectors in a container. You can add, delete, and edit a container. You can
update container properties and change container credentials. You can manage certificates
on a container, run a command on a container, and upgrade a container to a specific
connector version. You can also view and delete container logs and run the Logfu utility. All
these procedures are described below.

If you see a question mark (?) next to a container in the left panel, as shown below, the
connectors in the container cannot be authenticated. The CA certificates for the connectors
might be no longer valid. Refer to “Resolving Invalid Certificate Errors” on page 35.

[+ ﬁContainer 1
{[F)Container 2(?) |

Viewing All Containers

You can see all the containers you are managing.

To view all containers:
1 Click Manage from the top-level menu bar.

2 Click System in the left panel. All containers display on the Containers tab in the right
panel.

Viewing Connectors in a Container

You can see all the connectors in a container.

To view connectors in a container:
1 Click Manage from the top-level menu bar.

2 From the System-level page, click System (left panel) > Host > Connectors tab
(right panel).

3 From a specific Location page, click System (left panel) > Location (under which the
host exists).
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4 In the left panel, click the Location > Host (under which the container exists) >
Container (whose connectors you want to view). The connectors are listed on the right
panel.

<
Connectors

[&]system
- [i]Default Default -> Localhost -> Container 1 (Initialized)

41 HEOCLHESE
B Name Path Type EPS I_n EPS Out Cache Las! Check Action

I syslog109 //Default/Localhost/Container 1 syslog 0.0 0.0 0 Tue Jan 18 16:49:06 PST g % d
I"| syslogfile //Default/Localhost/Container 1 syslog_file 0.0 0.0 0 Tue Jan 18 16:49:06 PST g wd

[Delete| [Runtime Parameters| [Destinations| [Parameters|

[F]west

[Etest
[Etest1

Adding a Container

This feature is only available for localhost.

Note

To add a container:
1 Click Manage from the top-level menu bar.

2 From the System-level page, click System (left panel) > Hosts tab (right panel) >

ﬂ in the Action column.

From a specific Host, ﬁ appears at the top of the page, in the right panel.

3 Choose an AUP by following the Install Container Wizard through the required steps.

If you have 32-bit AUP loaded on your system, it will not appear in the
= list.

Note

4 Click Done when finished. An empty container is created. To add connectors to this
container, see “Adding a Connector” on page 41.

When you add a software-type host, it is scanned automatically for
containers (and connectors) as described in “Scanning a Software-Type
Host” on page 19. If you add connectors to such a host at a later date,
you need to scan it manually.

Note

Adding a Connector to a Container

See “Adding a Connector” on page 41.

Editing a Container

The default names for containers are numerical, but you can change them.

To edit a container:
1 Click Manage from the top-level menu bar.
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2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) >
Containers tab (right panel).

From the location in which the Click System (left panel) > Location

container exists (left panel) > Containers tab (right
panel).

From the host on which the container Click System (left panel) > Location

exists (left panel) > Host (left panel) >

Containers tab (right panel).

From the Containers page Click System (left panel) > Location
(left panel) > Host (left panel).

3 Click _’ «in the Action column of the container whose name you want to change.
If you are on the specific Container page, .-’. ,is at the top of the page.

4  Enter the new name in the Name field and click Next.

5 Click Done.

Deleting a Container

You can delete containers from hosts that do not have a fixed number of containers, such
as ArcSight Express or any software-type host. All other hosts (such as a
remotely-managed Connector Appliance) have a fixed number of containers and cannot be
deleted.

When you delete a container, the connectors that it contains are also deleted.

To delete a container:
1 Click Manage from the top-level menu bar.

2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) > Containers
tab (right panel).

From the location in which the Click System (left panel) > Location (left

container exists panel) > Containers tab (right panel).

From the host on which the Click System (left panel) > Location (left

container exists panel) > Host (left panel) > Containers

tab (right panel).

3 Select the container you want to delete. You can select multiple containers.

4  Click Delete.
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Updating Container Properties

You can update existing container properties (located in the agent .properties file),
delete them, or add new ones.

To update container properties:
1 Click Manage from the top-level menu bar.

2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) >

Containers tab (right panel).

From the location in which the
container exists

Click System (left panel) > Location
(left panel) > Containers tab (right
panel).

From the host on which the container
exists

Click System (left panel) > Location
(left panel) > Host (left panel) >
Containers tab (right panel).

3 Select the container whose properties you want to update. You can select multiple
containers.

4  Click Properties.

5 Follow the instructions in the wizard to update connector properties.

= When a property is removed, it is still visible until the container is
=5 restarted.

Note

Changing Container Credentials

Each container has a user name and password associated with it. The default user name is
connector_user and the default password is change me. For security reasons, it is
important to change these values before deploying the system in production.

To change container credentials:
1 Click Manage from the top-level menu bar.

2 Use one of these navigation paths:

User Interface Options

Path

From the System-level page

From the location in which the
container exists

From the host on which the container
exists

Click System (left panel) >
Containers tab (right panel).

Click System (left panel) > Location
(left panel) > Containers tab (right
panel).

Click System (left panel) > Location
(left panel) > Host (left panel) >
Containers tab (right panel).
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3 Select the container whose credentials you want to update. You can select multiple
containers.

4  Click Credentials.

5 Follow the instructions in the wizard to update connector credentials.

This feature does not apply for containers managed by another Connector
! Appliance, as that appliance will not be notified of the changes. If the local
caution System tries to communicate with the remote Connector Appliance, a
credentials error occurs.
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Enabling and Disabling FIPS on a Container

FIPS mode is supported on local, remote, and software connectors running version 4.7.5 or
later, but certain connectors do not support FIPS mode. For information about which
connectors do not support FIPS mode, see the document Installing FIPS-Compliant
SmartConnectors, available on Protect 724. Before enabling FIPS on a container that
contains software connectors running as a service, review the caveats listed in that
document.

You can enable FIPS on a container. Any FIPS-compliant connector in that container (or
added later) will automatically communicate in FIPS mode. If the connector destination is
ArcSight Manager, Connector Management automatically imports the ArcSight Manager
certificate into its trust store and applies it to the container. However, if the connector
destination is Logger, the Logger certificate must be uploaded manually and applied to the
container.

A FIPS Suite B certificate is not retrieved automatically and must be uploaded manually,
regardless of the connector destination, as described in “Enabling FIPS Suite B on a
Container” on page 28.

To enable or disable FIPS mode on a container:
1 Click Manage from the top-level menu bar.

2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) > Containers tab
(right panel).

From the location in which the Click System (left panel) > Location (left
container exists panel) > Containers tab (right panel).
From the host on which the Click System (left panel) > Location (left
container exists panel) > Host (left panel) > Containers tab

(right panel).

3  Select the container on which you want to enable or disable FIPS mode. You can select
multiple containers.

4 Click FIPS, then click Next to run the FIPS Management wizard.

Wizard
|&isystem

# [Ejoefault FIPS Management Wizard

4 [EEast Choose an action
= Enable FIPS Mode

T | Disable FIPS Mode

[ereviows ] [ |

5 Click Enable FIPS Mode or Disable FIPS Mode, then click Next.
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If FIPS mode is already enabled or disabled on the container, the FIPS Management
wizard indicates this on the Summary page.

Wizard
FIPS Management Wizard

ontainer 192.168.35.22):
FIPS mode is already enabled on the connector

Container 1 (192.168.35.22):

FIPS mode is already enabled on the connector

Check that the appropriate CA certificates are in the trust store so that the connectors
in the container can validate their configured destinations successfully. If necessary,
add the appropriate certificates to the container. Refer to “Managing Certificates on a
Container” on page 28 below.

Enabling FIPS Suite B on a Container

Connectors managed by Connector Management can communicate in FIPS Suite B mode
with their destination. A FIPS Suite B certificate must be imported manually and applied to
the container, regardless of the connector destination.

To enable FIPS Suite B on a container:

1

0 ~N o O

Export the certificate for the connector destination (either ArcSight Manager or
Logger) to a temporary directory.

For example, on ArcSight Manager, from $ARCSIGHT_HOME/current/bin, enter the
following command:

./arcsight runcertutil -L -n mykey -r -d
/opt/arcsight/manager/config/jetty/nssdb -o
/tmp/managercert.cer

Upload the certificate from the temporary directory to the CA Certs Repository, as
described in “Uploading CA Certificates to the Repository” on page 78.

Enable FIPS on the container, as described in “Enabling and Disabling FIPS on a
Container” on page 27.

Add the certificate on the container, as described in “Adding CA Certificates on a
Container” on page 29.

In Connector Management, click Manage from the top-level menu bar.
On the Connectors tab, select the connector.
Click Destinationsat the bottom of the page to open the wizard.

Complete the wizard as needed until the Enter these parameters screen is
displayed.

Click the FIPS Cipher Suites drop-down list and select either FIPS with Suite B
128 bits or FIPS with Suite B 192 bits.

10 Complete the remaining wizard screens to save your changes.

Managing Certificates on a Container

Connectors require a Certificate Authority (CA) issued or self-signed SSL certificate to
communicate securely with a destination. The Certificate Management wizard, available
from the Containers tab, helps you add and remove certificates on a container. Using the
wizard, you can:
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Enable or disable a demo certificate on a container that is in non-FIPS mode only.
Add a certificate on a container.

Add certificates in bulk, enabling multiple containers at once.

Add a CA Certs file on a container that is in non-FIPS mode only.

Remove a certificate from a container.

From the Containers tab and the Connectors tab, you can view details about the
certificates applied to a container. See “Viewing Certificates on a Container” on page 34.

For information about resolving invalid certificates, see “Resolving Invalid Certificate Errors”
on page 35.

Adding CA Certificates on a Container

You can add a single CA certificate on a container that is in FIPS mode or non-FIPS mode.

Mote

Whenever you enable or disable FIPS mode on a container, check that the
required certificates are present in the trust store and add them if
necessary.

Hover your mouse over a container name to see the type of certificate

applied to it. Click the -dJ icon to display a list of the certificates available
on the container.

Before you perform the following procedure, make sure the certificate you want to apply is
loaded in the CA Certs repository.

To apply a single CA certificate on a container:

1
2

Click Manage from the top-level menu bar.

Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) > Containers
tab (right panel).

From the location in which the Click System (left panel) > Location (left
container exists panel) > Containers tab (right panel).

From the host on which the Click System (left panel) > Location (left
container exists panel) > Host (left panel) > Containers

tab (right panel).

Select the container to which you want to add the certificate. You can select multiple
containers.

Click Certificates, then click Next to run the Certificate Management wizard.
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5 Click Add Certificate to add a certificate.

Wizard

Certificate Management Wizard

Choose an action

| Add certificate

P

I

-

Remove certificate
CA Cert (Legacy)

Demo CA (Legacy)

{ Import destination certificates
o

6 Follow the instructions in the wizard.

If a container is down or a connector is running an older build, the wizard reports
errors in the progress bar and on the Summary page.

Wizard

Certificate Management Wizard
Adding certificate ...
Adding certificate [Certificate2] - [//Location1/192.168.35.21/Container 2]
Adding certificate [Certificate2] - [//Location1/192.168.35.21/Container 3]
Skipped adding certificate [Certificate2] - [//Location1/192.168.35.22/Container 2] Container may not be running

Removing CA Certificates from a Container

You can remove CA certificates from a container when they are no longer needed. When
you remove a CA certificate, the certificate is removed from the container’s trust store; but
it is not deleted from the repository.

.
Caution

Use caution when deleting certificates. When you delete a certificate on a
container but the connector destination is still using that certificate, the
connector can no longer communicate with the destination.

To remove CA certificates from a container:
1 Click Manage from the top-level menu bar.

2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) > Containers

tab (right panel).

From the location in which the Click System (left panel) > Location (left
container exists panel) > Containers tab (right panel).

From the host on which the Click System (left panel) > Location (left
container exists panel) > Host (left panel) > Containers

tab (right panel).

3  Select the container from which you want to remove the CA certificates. You can select
multiple containers.
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4  Click Certificate, then click Next to run the wizard.

5 Click Remove certificate and click Next.

Wizard
Certificate Management Wizard
Choose an action
| Add certificate
# | memove certificate
| A Cert (Legacy)
Demo CA (Legacy)

1 Import destination certificates

=]

Select one or more certificates from the certificate list and click Next.

The certificates are removed from the list of certificates and no longer used. When you
remove a certificate from a container in FIPS mode, the container restarts
automatically.

The Certificate Management wizard displays the certificates that are removed
successfully in a comma-separated list. Certificates that cannot be removed are shown
in a comma-separated list together with a reason why the certificate removal failed.

Wizard

Certificate Management Wizard

Container 3 (192.168.35.22):

Ci removed y: certifi certifi
Failed to remove these certificates: certifiacate7, certif
Failure Reason:
- CA Certificate for alias ] does not exist in the truststore
- CA Certificate for alias [certificate1] does not exist in the truststore
- CA Certificate for alias [certificate3] does not exist in the truststare
- CA Certificate for alias [certificateS] does not exist in the truststore

certificated, certificate2
e 3 . T

iner 2 (192.168.35.22):

Container may not be running

Failed to remove these certificates: certifiacate?, certi
certificate2, certificatel

Failure Reason:

- Skipped removing certificate(s) [certifiacate?, certificatel, certificate2, certificate3, certificated, certificates, certificates,
certificate8] - [//Location1/192.168.35.22/Container 2] Container may not be runmning

Container 1 (192.168.35.22):

Certificates removed successfully: certifiacate?, certificateS, certificate3, certificate1
Failed to remove these certificates: certificate8, certificates, certificated, certificate2
Failure Reason:

= CA Certificate for alias [certificate2] does not exist in the truststore

- CA Certificate for alias [certificate4] does not exist in the truststore

- CA Certificate for alias [certificates] does not exist in the truststore

- CA Certificate for alias [certificate8] does not exist in the truststore

Done

Adding a CA Certs File to a Container

You can add a CA Certs file on any container that is in non-FIPS mode.

When you apply a CA Certs file, the entire trust store on the container is
! overwritten. All previously-added certificates are overwritten.

Caution

Before you follow the procedure below, make sure that the CA Certs file you want to add is
loaded in the CA Certs repository.

To add a CA Certs file on a container:
1 Click Manage from the top-level menu bar.
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2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) > Containers
tab (right panel).

From the location in which the Click System (left panel) > Location (left
container exists panel) > Containers tab (right panel).

From the host on which the Click System (left panel) > Location (left
container exists panel) > Host (left panel) > Containers
tab (right panel).

3 Select the container to which you want to add the CA Certs file. You can select multiple
containers.

4  Click Certificates, then click Next to run the wizard.

5 Click CA Cert (Legacy). You can add a CA Certs file to a container only if it is in
non-FIPS mode.

Wizard

Certificate Management Wizard
Choose an action
| Add certificate

Remove certificate

@ ca Cert (Legacy)

Demo CA (Legacy)

Import destination certificates

=

6 Follow the instructions in the wizard.

After the CA Certs file has been added to a container, the container restarts
automatically.

Enabling or Disabling a Demo Certificate on a Container

You can use the demo certificate on a container for testing purposes. By default, the demo

certificate on a container is disabled. You can enable the demo certificate temporarily for
testing purposes on a container that is non-FIPS mode.

Enable a demo certificate on a container in non-FIPS mode for testing
purposes only. Using a demo certificate in a production environment is
Note a serious security issue because the demo certificate is not unique.

Hover your mouse over a container name to see the type of certificate
applied to it.

To enable or disable a demo certificate on a container:
1 Click Manage from the top-level menu bar.
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2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) >
Containers tab (right panel).

From the location in which the Click System (left panel) > Location

container exists (left panel) > Containers tab (right
panel).

From the host on which the container Click System (left panel) > Location

exists (left panel) > Host (left panel) >

Containers tab (right panel).

3  Select the container to which you want to apply the demo certificate. You can select
multiple containers. All the containers need to be in non-FIPS mode.

4 Click Certificates, then click Next to run the Certificate Management wizard.
5 Click Demo CA (Legacy), then click Next.
Wizard

Certificate Management Wizard

Choose an action

| Add certificate
Remove certificate
| cA Cert (Legacy)
| Demo CA (Legacy)

Import destination certificates

]

6 Follow the instructions in the Certificate Management wizard.
After you add the demo certificate on a container, the container restarts automatically.

Adding Multiple Destination Certificates to a Container

You can add multiple destination certificates to a container that is in FIPS mode or
non-FIPS mode.

Whenever you enable or disable FIPS mode on a container, check that the

required certificates are present in the trust store and add them if
Note necessary.

Click the _dj icon to display a list of the certificates available on the
container.

To apply multiple destination certificates to a container:
1 Click Manage from the top-level menu bar.
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2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) > Containers
tab (right panel).

From the location in which the Click System (left panel) > Location (left
container exists panel) > Containers tab (right panel).
From the host on which the Click System (left panel) > Location (left
container exists panel) > Host (left panel) > Containers

tab (right panel).

3  Select the container to which you want to add the certificates. You can select multiple
containers.

4  Click Certificates, then click Next to run the Certificate Management wizard.
5 Click Import destination certificates to add a certificate.
Wizard

Certificate Management Wizard

Choose an action

| Add certificate

| Remove certificate
| cacert (Legacy)
" Demo CA (Legacy)

@ | Import destination certificates

6 Follow the instructions in the wizard.

Viewing Certificates on a Container

From the Containers tab or the Connectors tab, you can display a list of the CA certificates
applied to a container and view the details for a particular certificate in the list.

m  On the Containers tab, click the Lg| icon in the Action column for the container
whose certificates you want to view.

«
Contaimers | Cornectors

[&|system
= [ElDefault Default -> Localhost
= [Flocalhost
Bjcontainer 1 EL =)

Bcontainer 2 ]
Bcontainer 3
Bycontainer 4

Name Path Port  Version Status Last Check Action

= [ycontainer 5 ] Container 1 //Default/Localhost 9001 4.7.55372.0  Connected  Tue Sep 08 15:12:56 POT :’ fo & ‘0_., & W
Bcontainer 6 =

Ricontainer 7 ™| Container 2 //Default/Localhost 9002 4.7.5.5372.0  Connedted  Tue Sep 08 15:12:56 POT Y IrREE Y

Bcontainer 8 ™ Container3  //Default/Localhest 9003 4.7.5.5372.0  Connected  Tue Sep 08 15:12:56 POT R e & FRE Y]

" Containera  //Default/Localhost 9004  4.7.5.5372.0  Connected  Tue Sep 08 15:12:56 PDT BE Y FFERE Y

[T ContainerS  //Default/Localhost 9005 4.7.5.5372.0  Initislized Wed Sep 09 13:42:59 FO? BEY FFRE Y

| Container&  //Defoultflocolhost 5006  4.7.5.5372.0  Connected  Tue Sep 08 15:12:56 PDT BE 1 FFEREE

™| Conmtainer 7 //Default/Localhost 9007  4,7.5.5372.0  Connected  Tue Sep 08 15:12:56 POT BX Y EFFRERE

" Container8  //Default/Localhost 9008 4.7.5.5372.0  Connected  Tue Sep 08 15:12:56 POT Pl 0 W & @

Delete | [ Properties | [cortificates | [ FIPS ] [Usarade | [ Credentials |

34 Connector Management User’s Guide Confidential



2 Managing Connectors

®m  On the Connectors tab, select the gl icon at the top of the page.

Connectors

[£)system

Default -> Localhost -> Container 2 (Connected)

u‘hcnnlainerl ?I- 4 ’.E @ =) a !_.

Fcontainer 2 ]
BContainer 3

FiCentainer 4 ”I— Name Path Type EPS l.n : EPS Out Cache Last Check Action
# [jContainer 5 No item is available for this operation.

Fcontainer 6

Eicontainer 7 Deletel | Runtime Parameters| | Destinationsl | Parameters

Bcontainer 8

The Certificate List wizard displays the certificates applied to a container. To see details
about a certificate, select the certificate and click Next at the bottom of the page.

Wizard
Certificate List Wizard

Select a certificate to view its details

| addtrustclassica
CN=AddTrust Class 1 CA Root, OU=AddTrust TTP Networlk,
O=AddTrust AB, C=5E

T | addtrustexternalca
CN=AddTrust External CA Root, OU=AddTrust External TTP
Network, O=AddTrust AB, C=5E

. addtrustqualifiedca
CN=AddTrust Qualified CA Root, OU=AddTrust TTP Network,
O=AddTrust AB, C=5E

. baltimorecodesigningca
CN=Baltimore CyberTrust Code Signing Root, OU=CyberTrust,
O=Baltimore, C=IE

. baltimorecybertrustca
CN=Baltimore CyberTrust Root, OU=CyberTrust, O=Baltimore,
C=IE

| comodoaaaca
CN=AAA Certificate Services, O=Comodo CA Limited, L=Salford,
ST=Greater Manchester, C=GB

c verisignserverca
OU=Secure Server Certification Authority, O="RSA Data Security,
Inc.", C=US

Resolving Invalid Certificate Errors

If no valid CA certificates exist for the connectors in the container, you see a question mark
(?) next to the container in the left panel, as shown below.

&2

EiContainer 1
{[f)Container 2(?) |

To resolve the invalid certificate error:

1 Click the container name in the left pane to view the certificate error on the
Connectors tab.
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2 Click the ™8 icon to run the Certificate Download wizard.

Connectors

Default -> Localhost -> Container 2 (Down : javax.net.ssl.SSLHandshakeException: sun.security.validator.ValidatorException: PKIX path validation faile:

o L[W]w & @

ﬁl [ Downlead and Import Certificate(s) |

3 Follow the instructions in the wizard to import the valid certificates.

Running a Command on a Container

You can run commands on a container to configure memory settings, pull an OPSEC
certificate, or restart the container.

To run a command on a container:
1 Click Manage from the top-level menu bar.

2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) >
Containers tab (right panel).

From the location in which the Click System (left panel) > Location

container exists (left panel) > Containers tab (right
panel).

From the host on which the container Click System (left panel) > Location

exists (left panel) > Host (left panel) >

Containers tab (right panel).

From the Container page Click System (left panel) > Location
(left panel) > Host (left panel) >
Container.

3  Click f- in the Action column of the container.

If you are on the specific Container page, f. is at the top of the page.
4 Select the command you want to run and click Next.

5 Enter values for the parameters that the user interface displays and click Done.

Upgrading a Container to a Specific Connector Version

All connectors in a container are upgraded to the version you select.

= You can’'t upgrade the same container more than once within a short period
— of time. After you upgrade a container, wait at least 15 minutes before

Note upgrading it again.
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To upgrade a container to a specific connector version:

1 Upload a connector build AUP from the ArcSight Customer Support site to the AUP
(Upgrade) repository.

This step is only required if the build does not already exist in the AUP (Upgrade)
repository.

2 Apply the connector build to a container, as follows:
a Click Manage from the top-level menu bar.

b  Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) >
Containers tab (right panel).

From the location in which the Click System (left panel) > Location

container exists (left panel) > Containers tab (right
panel).

From the host on which the Click System (left panel) > Location

container exists (left panel) > Host (left panel) >

Containers tab (right panel).

c Select the container that you want to upgrade. You can select multiple containers
for a bulk upgrade.

d Click Upgrade.

e Select the version to which you want to upgrade the selected containers and click
Next.

= On a slow network or when the system is under a particularly
n heavy load, the upgrade might be interrupted by a session
timeout. To prevent this interruption, you can upload the .aup
file to a higher-performance system if one is available, then push
the result to the lower-performance system.

Tip

« If you are upgrading an empty container, the system creates a
temporary connector during the upgrade process. You can safely
ignore this temporary connector; it is deleted shortly after being
created.

e Empty containers can be upgraded from versions 5.1.2 and
after. Upgrading empty connectors is not supported in previous
versions.

Viewing Container Logs

You can retrieve and view the log files for a container. The log files are in . zip format.

To view container logs:
1 Load the logs to the Logs repository.

If the logs that you want to view are already in the Logs repository, skip this step.

a Click Manage from the top-level menu bar.
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b  Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) >
Containers tab (right panel).

From the location in which the Click System (left panel) > Location
container exists (left panel) > Containers tab (right
panel).

From the host on which the container  Click System (left panel) > Location
exists (left panel) > Host (left panel) >
Containers tab (right panel).

¢ Select the container whose logs you want to view. You can select multiple
containers.

d Click Logs.

The logs are loaded to the Logs repository. If you selected multiple containers, a
log file for each container is loaded.

2 Retrieve and view the logs:
a Click Setup > Repositories from the top-level menu bar.

b Click Logs.

c Click |£] to retrieve the log files (in . zip format) you want to view.

Deleting Container Logs

To delete a container log file, click Setup > Repositories > Logs >from the top-level

menu bar. In the right panel, click 3 next to the log files you want to delete.

Running Logfu on a Container

The Logfu utility is a diagnostic tool that parses ArcSight logs to generate an interactive
visual representation of the information contained within the logs.

When event flow problems occur (with a connector or the connected device), it is useful to
have a visual representation of what happened over time. You can use Logfu to analyze
this behavior.

To run Logfu on a container:
1 Click Manage from the top-level menu bar.

2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) >
Containers tab (right panel).

From the location in which the Click System (left panel) > Location
container exists (left panel) > Containers tab (right
panel).
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6

User Interface Options Path
From the host on which the container Click System (left panel) > Location
exists (left panel) > Host (left panel) >

Containers tab (right panel).

From the Container page Click System (left panel) > Location
(left panel) > Host (left panel) >
Container (left panel).

Click in the Action column of the container. A separate window is displayed. If you
are on the specific Container page, is at the top of the page.

The system proceeds to retrieve and analyze system data logs. After this process is
complete, a group of panels appear in the window.

From the Group box, choose which type of data you would like to view. The Group
box lists all connectors within the chosen container, plus many other types of data
such as memory usage, and transport rates and logs.

Choose one of the Group box data points. Depending on which data point you chose,
a list of fields appears in the Field box below.

Choose a field to view. A graphic chart appears in the Chart box, providing rate and
time information. The key at the bottom of the Chart box defines the data points
mapped in the chart.

If you need to choose a different data point for analysis, click Reset Data.

Running Diagnostics on a Container

You can run certain diagnostics on a local or remote container. Currently, the Edit a File
diagnostic action only is available.

1

2

To run diagnostics on a container:

Click Manage from the top-level menu bar.

Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) > Containers
tab (right panel).

From the location in which the Click System (left panel) > Location (left
container exists panel) > Containers tab (right panel).

From the host on which the Click System (left panel) > Location (left
container exists panel) > Host (left panel) > Containers

tab (right panel).

From the Container page Click System (left panel) > Location (left
panel) > Host (left panel) > Container (left
panel). The Connectors tab displays.

3 To open the Container Diagnostics wizard:

¢ From the Container tab, click ‘sf in the Action column.
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¢ From the Connectors tab, click 3 at the top of the page.
4 Follow the steps in the wizard:
a Select the action you want to take on the selected container:

e Select Edit a configuration file to edit a file in the user/agent folder on
the container with the extension .properties, .csv or .conft.

e Select Edit a user file to edit any file (except binary files, such as . zip,
.jar, or .exe) in the user/agent folder on the container.

b From the list of available files, select the file you want to edit. The file displays in
the Edit File panel. Make your edits, then click Next to save your edits and restart
the container.

On Mozilla Firefox, if the text is underlined with red lines, right click

n on the text area and uncheck Check Spelling.

Tip

= When you click Next, Connector Management saves the updated

— file in the user/agent folder on the container; the original file is
Note overwritten.

¢ Click Done to close the Diagnostics wizard.

Connectors#

A connector (also known as a SmartConnector) is an ArcSight software component that
collects events and logs from various sources on your network. A connector can be
configured on Connector Appliance, ArcSight Express through Connector Management, on
a Logger platform with an integrated Connector Appliance, or installed on a computer on
your network, managed remotely. For a complete list of supported connectors, go to the
ArcSight Customer Support site.

You can perform many operations on connectors. You can view all the connectors you are
managing and add, remove, and edit a connector. You can update connector and table
parameters, add and remove connector destinations, and edit destination parameters and
runtime parameters. You can send a command to a connector or a destination, and run the
Logfu utility. All these procedures are described below.

Whenever applicable, the above listed operations can be performed on more
= than one connector at a time. Each procedure described in this section
Note indicates if multiple connectors can be selected when performing a
procedure.

Viewing all Connectors

You can see all the connectors you are managing.

To view all connectors:
1 Click Manage from the top-level menu bar.

2 Click System in the left panel. The connectors display on the Connectors tab in the
right panel.
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Adding a Connector

Before you add a connector, review the following important information.

Make sure that the container, host, and location to which you want to add the
connector exist on the system. If any of these elements do not exist, first create them
using procedures described in “Adding a Location” on page 12, “Adding a Host” on
page 16, and “Adding a Container” on page 23.

Follow the configuration best practices described in “Configuration Suggestions for
Connector Types” on page 70.

If you are configuring the Check Point OPSEC NG Connector, see “Configuring the
Check Point OPSEC NG Connector” on page 71 and refer to the SmartConnector
Configuration Guide for Check Point OPSEC NG.

If you are configuring a database connector that requires the MS SQL Server Driver for
JDBC, follow instructions in “Adding the MS SQL Server JDBC Driver” on page 73.

This connector type has special requirements concerning JDBC and
! authentication setup. It is important that you refer to the
Canticn SmartConnector Configuration Guide for Microsoft SQL Server Multiple
Instance Audit DB for this important information before installing the
connector.

If you are adding a software-based connector, make sure that the username and
password for the connector match the username and password for the container to
which you are adding the connector. Refer to “Changing Container Credentials” on
page 25.

For file-based FlexConnectors, make sure that an NFS Mount is established and a
repository is created on the system before you add the connector. In addition, when
entering the connector parameters, type the configuration file nhame without an
extension in the Configuration File field. The extension
.sdkrfilereader.properties is appended automatically.

Certain connectors require special configuration when used with Connector
Management on ArcSight Express. For more information, see Appendix B, Special
Configurations, on page 101.

To add a Connector:

If you are adding a connector for the Check Point FW-1/VPN-1 system, see a
n more detailed procedure in “Configuring the Check Point OPSEC NG

Tip Connector” on page 71.

1

2

Click Manage from the top-level menu bar.

Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) >
Containers tab (right panel).

From the location in which the Click System (left panel) > Location
container exists (left panel) > Containers tab (right
panel).
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User Interface Options

Path

From the host on which the container

Click System (left panel) > Location

exists (left panel) > Host (left panel) >

Containers tab (right panel).

Click System (left panel) > Location
(left panel) > Host (left panel) >
Container (left panel).

From the Container page

3 Click € in the Action column of the container to run the wizard to configure a
connector.
If you are on the specific Container page, {.‘i_ is at the top of the page.

4  Select a connector type from the pull-down list of available types. Click Next.

5 Enter basic parameters for the connector. Parameters vary based on the connector
type. You can hover the mouse pointer over a field for more information. When all
fields have been entered, click Next.

When entering parameters that include a file path, enter the path in
POSTIX format (for example, /folder/filename). If you enter the path
in DOS/NTFS format (for example, \folder\filename), the backslash
(\) is included as part of the file name and the path will be incorrect.

Note

For file-based connectors on Windows systems, specify the name of the CIFS mount
point you created for the connector, as shown in the following example. (You need to
specify /opt/mnt/CIFS share name.)

<«
Connector Table Parameters

[#lsystem ¥
[38 Containers - Localhc  Edit Connector Table Parameters - Table Parameters

Enter the device details

Upload CSV File %

Server Log Folders Latest

og

I
Server Log Folder | o . | L
Only

fopt/mny/1s sox| [P %
Add Row

[CPrevious | [ Next | [ cancel |

Some connectors include table parameters. For example, the Microsoft Windows Event
Log includes parameters for each host in the domain and one or more log types
(security, application, system, directory service, DNS, file replication, and so on). You
can import table parameters from a CSV file. See “Adding Locations and Hosts from a
File” on page 14 for the file format. You can import a CSV file that was exported from
another connector as long as you export and import the CSV file from the same
container. If the CSV file was exported from a different container, you need to change
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the secret parameters, such as the password, which appear in obfuscated format in
the CSV file to plain text before you import the CSV file.

For connectors that query Microsoft Active Directory to detect devices
(for example, Microsoft Windows Event Log - Unified), if the “Network
Security: LDAP Server Signing Requirements” policy is set to “Signing

Note Required” on the Domain Controller, Connector Management will be
unable to connect to the Active Directory or browse for devices. You see
an error when selecting Windows Host Browser as the connector
device browser type.

For detailed information about individual connector parameters, refer to
= the specific ArcSight SmartConnector Configuration Guide for the type of

Note connector chosen. The configuration guide also describes how to set up

the source device for use with the connector.

6 Choose a primary destination for the connector and enter destination-specific
parameters on the following page(s), then click Next. Destinations can be:

¢ ArcSight Logger SmartMessage (encrypted)
¢ ArcSight Manager (encrypted)
& CEF Syslog (cleartext, that is, unencrypted)

For containers running 5.1.2.5823 and later, Connector Management
retrieves the ArcSight Manager certificate for the destination
automatically and displays the certificate summary.

Mote
For containers running 5.1.2 and earlier, upload the certificate on the
container and then add the destination.

FIPS Suite B certificates are not retrieved automatically and must be
uploaded manually, as described in “Enabling FIPS Suite B on a
Container” on page 28.

To see certificate details, hover your mouse over the certificate.

* Select Import the certificate to the connector from the
destination, then click Next to import the certificate and continue.

e Select Do not import the certificate to the connector from the
destination and click Next if you do not want to import the
certificate. The destination will not be added.

7  Enter connector details:

Parameter Description

Name A descriptive name for this connector.

Location The location of the connector (such as the hostname).
Device Location The location of the device that sends events to the connector.
Comment Additional comments.

Configuring a connector can take some time; the connector might
— initially display Down while it is restarting.

Note

8 Click Done.
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Editing Connector Parameters

ArcSight supports a large number of connector types to gather security events from a
variety of sources, including syslog, log files, relational databases, and proprietary devices.
Accordingly, configuration parameters vary widely depending on the type of connector
being configured.

You can edit parameters (simple and table) for a specific connector or for multiple
connectors at the same time.

Updating Simple Parameters for a Specific Connector

The following procedure describes how to update simple parameters for a specific
connector. To update table parameters for a specific connector, see “Updating Table
Parameters for a Specific Connector” on page 45. To update both simple and table
parameters for multiple connectors at the same time, see “Updating Simple and Table
Parameters for Multiple Connectors” on page 46.

To update parameters for a specific connector:
1 Click Manage from the top-level menu bar.

2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) > Connectors
tab (right panel) > Name of the Connector
(right panel).

From the location in which the Click System (left panel) > Location (left
connector exists panel) > Connectors tab (right panel) >
Name of the Connector (right panel).

From the host on which the Click System (left panel) > Location (left

connector exists panel) > Host (left panel) > Connectors
tab (right panel) > Name of the Connector
(right panel).

From the Connector page Click System (left panel) > Location (left
panel) > Host (left panel) > Container >
Name of the Connector (left panel).
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3 Click ( j) next to the Connector Parameters link.

[r———
£ System

[ Dl Wi Fowm m#
= East
DAy aL 19828132 L) Lo Iopyh Bevols SLE), Loput EES SLE)
RhContainer 1 - Intiahed ) 0.0
WuC e
#-KContainer & Connector Parameters
Jlontathar 4 arameter walue
20683527 e
2 Domain Name
716835135 R
2.168.35 81
W172:160.35.152 Table Parameters
Demain Name HestName User Name. _Secunity Logs _System Logs
agentan 10.0.111.415 admeistrstor true true
Desunavions
Output  Gutput —
Hame Lvents LP& Cached Type Location | oo, Lemment Parameters
(L LT T
Host Name/1P: 192,168,35,167
443 " &
wue o (2] u a0 — us A N
(encrypted) Compression Mode: Disabled
3 CEF Syslog -
wUE ¢ 00 o A iy 1
€ »

Clicking the heading Connector Parameters toggles between displaying
— and hiding the information in the Connector Parameters section.

MNote

4 Modify parameters as necessary and click Next.

= Configuration parameters depend on the type of connector being
configured.

Note < When editing parameters that include a file path, enter the path in

POSTIX format (for example, /folder/filename). If you enter the
path in DOS/NTFS format (for example, \folder\filename), the
backslash (\) is included as part of the file name and the path will be
incorrect.

5 Click Done when complete.

The updated parameters display in the Connector Parameters section of the Connector
page.

Updating Table Parameters for a Specific Connector

Certain connectors, such as the Microsoft Windows Event connector, have table
parameters. You can update the table parameters for a specific connector when necessary.

To update table parameters for a specific connector:
1 Click Manage from the top-level menu bar.

2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) >
Connectors tab (right panel) > Name

of the Connector (right panel).

From the location in which the
connector exists

Click System (left panel) > Location
(left panel) > Connectors tab (right
panel) > Name of the Connector (right
panel).
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User Interface Options

Path

From the host on which the connector

Click System (left panel) > Location

exists

From the Connector page

(left panel) > Host (left panel) >
Connectors tab (right panel) > Name
of the Connector (right panel).

Click System (left panel) > Location
(left panel) > Host (left panel) >
Container > Name of the Connector
(left panel).

Click ( ._’i) next to the Table Parameters link.

Note

Clicking the heading Table Parameters toggles between displaying and
hiding the information in the Table Parameters section.

L 4
*

Modify parameters as necessary and then click Next.

To add more rows of parameter information, click the Add Row link.

You can use an Excel-compatible program to prepare a comma-separated values
text file with the information and click the Import File button to load the entire
table at once. The file needs to be in the same format as the rows shown on the
Update Table Parameters page and needs to include a header row with parameter
labels in the order shown on that page. For fields that require checkbox values,
enter True or False as the value. An example is shown below.

A | 8 [ ¢ [ b | E | F |

Dornain Marme Host Mame
test
test?

User Mame  Password Secunty Logs | Systermn Logs
adrmin password TRLUE FALSE
admin password TRUE FALSE

1.1.1.1
1.1.1.1.1

Note

You can import a CSV file that was exported from another
connector as long as you export and import the CSV file from the
same container. If the CSV file was exported from a different
container, you need to change the secret parameters, such as the
password, which appear in obfuscated format in the CSV file to
plain text before you import the CSV file.

¢ To export the table parameters to a CSV file for use as a backup or to import on
another ArcSight Express, click the Export File button.

Click Done when complete.

The updated table parameters display in the Table Parameters section of the
Connector page.

Updating Simple and Table Parameters for Multiple Connectors

If you have multiple connectors of the same type, you can change the simple and table
parameters for all the connectors at the same time.

To edit parameters for multiple connectors at once:

1 Click Manage from the top-level menu bar.
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2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) > Connectors tab
(right panel).

From the location in which the Click System (left panel) > Location (left

connector exists panel) > Connectors tab (right panel).

From the host on which the Click System (left panel) > Location (left

connector exists panel) > Host (left panel) > Connectors tab
(right panel).

From the Connectors page Click System (left panel) > Location (left
panel) > Host (left panel) > Container (left
panel).

3 Select the connectors whose parameters you want to update.
= The connectors must be the same type; for example, you can change the
— parameters for several syslog connectors at the same time; however,
Note you cannot change the parameters for several syslog and several SNMP
connectors at the same time.
4  Click Parameters.
5 Follow the instructions in the wizard.

¢ You can choose to modify the simple parameters for all the selected connectors at
once or modify the simple parameters per connector.

¢ If the connectors have table parameters, the table parameters are displayed so
that you can modify them. If you have many table parameters to modify for
multiple connectors, you can import the parameters from a CSV file (for
information about adding rows and CSV file format, see Step 3 on page 46). You
can also export the table parameters to a CSV file for use as a backup or to import
on another Connector Appliance.

When you update parameters for connectors that are of different
versions, the newer connectors might have additional parameters. In
this case, only the parameters that are the same for all connectors are
displayed for updating.

Mote

Managing Destinations

Connectors can forward events to more than one destination, such as ArcSight Manager
and ArcSight Logger. You can assign one or more destinations per connector. You can
assign multiple destinations to a connector and specify a failover (alternate) destination in
the event that the primary destination fails.

The following procedures describe how to perform these actions on a specific connector or
for multiple connectors at the same time:

Add a primary or failover destination
Edit destination parameters and destination runtime parameters
Remove destinations

Re-register destinations
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®  Manage alternate configurations for a destination

m  Send a command to a destination

* You cannot configure two connectors with the same ArcSight Manager
destination if the destination (connector) name and location used for
Note configuration is the same.

= Logger receivers do not support encrypted data.

= You cannot use the Edit button ( ._") to change or add a connector
destination. Its purpose is to change destination parameters. To add a

new destination, remove the unwanted destination configuration (ﬁ)

and create a new one (== ).

Adding a Primary Destination to a Specific Connector

When you add a primary destination to a connector, you need to enter details for the
destination, such as the destination hostname and port used.

To add a primary destination to a connector:
1 Click Manage from the top-level menu bar.

2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) > Connectors
tab (right panel) = Name of the Connector
(right panel).

From the location in which the Click System (left panel) > Location (left
connector exists panel) > Connectors tab (right panel) >
Name of the Connector (right panel).

From the host on which the Click System (left panel) > Location (left

connector exists panel) > Host (left panel) > Connectors
tab (right panel) > Name of the Connector
(right panel).

From the Connector page Click System (left panel) > Location (left
panel) > Host (left panel) > Container >
Name of the Connector (left panel).
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3 Click (== ) next to the Destinations link.

= Gystem
[ Default
= [East
= (g 92.168.35.152
= EContainer 1
Gwuc
# FContainer 2
# FContainer 4
#-[ig92.168.35.22
 [ig92.168.35.135
- [igh 92.168.35.81
# [ig92.168.35.153
FWest
HMurth
Elmest
st
Fltestt

Lonnector

woe ¥ X W
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windowsfg Initislized l. ” (LX)

£
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parmater, Yalu,

Cinmain Name

Cinmain Lisar

Tahle Parameters

Damain Namen Hast Name User Mame Security Logs System Logs

ag=itys 10.0.111.11% adiminstrator trus trus
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Output | Dutput Frr
Name  Events EPS Cached Type Location (VRS | Comment  Parameters
(IO (sie)
arcsight Hist -..nm;,f]l:: v:;.ma.:s.m; ]
Logger urts 4 % |
c "
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Mote

Clicking the Destinations heading toggles between displaying and
hiding the information in the Destinations section.

4 Follow the steps in the wizard.

You can either select an existing destination or add a new destination. If you are
adding a new destination, select the destination type and enter parameters for the
destination.

Mote

For containers running 5.1.2.5823 and later, Connector Management
retrieves the certificate for the ArcSight Manager destination
automatically and displays the certificate summary.

For containers running 5.1.2 and earlier, upload the certificate on the
container and then add the destination.

FIPS Suite B certificates are not retrieved automatically and must be
uploaded manually, as described in “Enabling FIPS Suite B on a
Container” on page 28.

To see certificate details, hover your mouse over the certificate.

« Select Import the certificate to the connector from the
destination, then click Next to import the certificate and continue.

= Select Do not import the certificate to the connector from the
destination and click Next if you do not want to import the
certificate. The destination will not be added.

5 Click Done when complete.

Adding a Failover Destination to a Specific Connector

Each destination can have a failover destination that is used if the connection with the
primary destination fails.

n

Tip

UDP connections cannot detect transmission failure; use Raw TCP for CEF

Syslog destinations.
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To add a failover destination:
1 Click Manage from the top-level menu bar.

2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) > Connectors
tab (right panel) = Name of the Connector
(right panel).

From the location in which the Click System (left panel) > Location (left
connector exists panel) > Connectors tab (right panel) >
Name of the Connector (right panel).

From the host on which the Click System (left panel) > Location (left

connector exists panel) > Host (left panel) > Connectors
tab (right panel) > Name of the Connector
(right panel).

From the Connector page Click System (left panel) > Location (left
panel) > Host (left panel) > Container >
Name of the Connector (left panel).

3 Click ( I_h) in the Destinations section to display the Add Connector Destination
wizard.

4 Follow the steps in the wizard to select from available destinations and enter the
destination details.

For containers running 5.1.2.5823 and later, Connector Management
retrieves the ArcSight Manager certificate for the destination
automatically and displays the certificate summary.

MNote
For containers running 5.1.2 and earlier, upload the certificate on the
container and then add the destination.

FIPS Suite B certificates are not retrieved automatically and must be
uploaded manually, as described in “Enabling FIPS Suite B on a
Container” on page 28.

To see certificate details, hover your mouse over the certificate.

= Select Import the certificate to the connector from the
destination, then click Next to import the certificate and continue.

= Select Do not import the certificate to the connector from the
destination and click Next if you do not want to import the
certificate. The destination will not be added.

Adding a Primary or Failover Destination to Multiple Connectors

You can add a primary or failover destination to several connectors at the same time.

To add a primary or failover destination to more than one connector:
1 Click Manage from the top-level menu bar.
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2

o 0 M~ W

Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) >
Connectors tab (right panel).

From the location in which the Click System (left panel) > Location
connector exists (left panel) > Connectors tab (right
panel).

From the host on which the connector Click System (left panel) > Location
exists (left panel) > Host (left panel) >
Connectors tab (right panel).

From the Connectors page Click System (left panel) > Location
(left panel) > Host (left panel) >
Container (left panel).

Select all connectors to which you want to assign a destination.
Click at the bottom of the page to open the wizard.
Select Add a destination and click Next.

Choose between a creating a new destination or selecting an existing destination, then
click Next.

If you choose to create a new destination, select the destination type and then
provide the destination parameters.

If you choose to select an existing destination, select a destination from the list.

Connector Management retrieves the ArcSight Manager certificate for
the destination automatically and displays the certificate summary.

Note FIPS Suite B certificates are not retrieved automatically and must be
uploaded manually, as described in “Enabling FIPS Suite B on a
Container” on page 28.

To see certificate details, hover your mouse over the certificate.

 Select Import the certificate to the connector from
destination, then click Next to import the certificate and continue.

= Select Do not import the certificate to the connector from the
destination and click Next if you do not want to import the
certificate. The destination will not be added.

Define the destination function by choosing between a primary or failover destination.
If you choose Primary destination, click Next to update the configuration.

If you choose Failover destination:

a Select the primary destination that applies to your failover.

b  Click the check box in the table header to modify all of the displayed connectors.
¢ Click Next to update the configuration.

Click Done when complete.
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Removing Destinations

You can remove a destination from a connector at any time. The following procedures
describe how to remove a single destination from a specific connector and how to remove
multiple destinations from one or more connector.

To remove a single destination from a specific connector:
1 Click Manage from the top-level menu bar.

2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) > Connectors
tab (right panel) > Name of the Connector
(right panel).

From the location in which the Click System (left panel) > Location (left
connector exists panel) > Connectors tab (right panel) >
Name of the Connector (right panel).

From the host on which the Click System (left panel) > Location (left

connector exists panel) > Host (left panel) > Connectors
tab (right panel) > Name of the Connector
(right panel).

From the Connector page Click System (left panel) > Location (left
panel) > Host (left panel) > Container >
Name of the Connector (left panel).

3 In the Destinations section, click # for the destination you want to remove.

= The # shows in the Destinations table only if more than one destination

is listed.
Note

4 When prompted, confirm the removal.

To remove multiple destinations from one or more connector:
1 Click Manage from the top-level menu bar.

2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) > Connectors
tab (right panel).

From the location in which the Click System (left panel) > Location (left
connector exists panel) > Connectors tab (right panel).

From the host on which the Click System (left panel) > Location (left
connector exists panel) > Host (left panel) > Connectors

tab (right panel).

From the Connectors page Click System (left panel) > Location (left
panel) > Host (left panel) > Container
(left panel).
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Select the connectors whose destinations you want to remove.

3

4 Click the Destinations button to open the wizard.
5 Select Remove destinations and click Next.

6

Follow the instructions in the wizard and click Done when complete.

Re-Registering Destinations

At certain times, you might need to re-register the destinations for one or more connector;
for example, after you upgrade ESM, or if a Logger appliance or ESM appliance becomes
unresponsive.

To re-register destinations for one or more connector:
1 Click Manage from the top-level menu bar.

2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) >
Connectors tab (right panel).

From the location in which the Click System (left panel) > Location

connector exists (left panel) > Connectors tab (right
panel).

From the host on which the connector Click System (left panel) > Location
exists (left panel) > Host (left panel) >
Connectors tab (right panel).

From the Connectors page Click System (left panel) > Location
(left panel) > Host (left panel) >
Container (left panel).

3  Select the connectors whose destinations you want to re-register.
4 Click the Destinations button to open the wizard.
5 Select Re-register destinations and click Next.

6 Follow the instructions in the wizard and click Done when complete.

Editing Destination Parameters

The following procedures describe how to edit destination parameters for a specific
connector and how to edit destination parameters for multiple connectors at the same
time.

You cannot change the connector type; however, you can remove the
unwanted connector configuration and create a new one.

Mote

To edit destination parameters for a specific connector:
1 Click Manage from the top-level menu bar.
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2 Use one of these navigation paths:

User Interface Options

Path

From the System-level page

From the location in which the

connector exists

From the host on which the
connector exists

From the Connector page

Click System (left panel) > Connectors
tab (right panel) > Name of the Connector
(right panel).

Click System (left panel) > Location (left
panel) > Connectors tab (right panel) >
Name of the Connector (right panel).

Click System (left panel) > Location (left
panel) > Host (left panel) > Connectors
tab (right panel) > Name of the Connector
(right panel).

Click System (left panel) > Location (left
panel) > Host (left panel) > Container >
Name of the Connector (left panel).

3 In the Destinations section, click ( j) next to the destination you want to edit to
display the Edit Destination Parameters page.
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— Edit

Caution

You cannot use the Edit button ( j) to change or add a connector
destination. Its purpose is to change destination parameters. To add a

new destination, remove the unwanted destination (ﬁ) and create a

new one (= ).

4 Make your changes and click Next.

5 Click Done when complete.

To edit destination parameters for multiple connectors:
1 Click Manage from the top-level menu bar.
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2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) > Connectors
tab (right panel).

From the location in which the Click System (left panel) > Location (left
connector exists panel) > Connectors tab (right panel).

From the host on which the Click System (left panel) > Location (left
connector exists panel) > Host (left panel) > Connectors

tab (right panel).

From the Connectors page Click System (left panel) > Location (left
panel) > Host (left panel) > Container (left
panel).

3  Select the connectors whose destination parameters you want to edit.
4  Click Destinations to open the wizard.
5 Select Edit a destination and click Next.

6 Follow the instructions in the wizard and click Done when complete.

Editing Destination Runtime Parameters

The runtime parameters for a destination enable you to specify advanced processing
options such as batching, time correction, and bandwidth control. All the parameters listed
in that table are not available for all destinations. The user interface automatically displays
the parameters valid for a destination.

The following procedures describe how to edit the runtime parameters for a specific
connector and how to edit the runtime parameters for multiple connectors at the same
time.

To edit destination runtime parameters for a specific connector:
1 Click Manage from the top-level menu bar.

2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) > Connectors
tab (right panel) > Name of the Connector
(right panel).

From the location in which the Click System (left panel) > Location (left
connector exists panel) > Connectors tab (right panel) >
Name of the Connector (right panel).

From the host on which the Click System (left panel) > Location (left

connector exists panel) > Host (left panel) > Connectors
tab (right panel) > Name of the Connector
(right panel).

From the Connector page Click System (left panel) > Location (left
panel) > Host (left panel) > Container >
Name of the Connector (left panel).
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3 In the Destinations section, click -:-,':‘ next to the destination whose runtime
parameters you want to edit.

4  Click | next to the alternate configuration that you want to edit.

If

you have not set up alternate configurations, click i‘ next to the Default. For more

information about alternate configurations, see “Manéging Alternate Configurations”
on page 56.

5 Specify or update values for the listed parameters and click Save.

To edit destination runtime parameters for multiple connectors at the same time:
1 Click Manage from the top-level menu bar.

2 U

se one of these navigation paths:
User Interface Options Path
From the System-level page Click System (left panel) > Connectors tab

(right panel).

From the location in which the Click System (left panel) > Location (left
connector exists panel) > Connectors tab (right panel).
From the host on which the Click System (left panel) > Location (left
connector exists panel) > Host (left panel) > Connectors tab

(right panel).

From the Connectors page Click System (left panel) > Location (left
panel) > Host (left panel) > Container (left
panel).

3  Select the connectors whose destination runtime parameters you want to edit.

4 C

lick Runtime Parameters to open the wizard.

5 Follow these steps in the wizard to edit the runtime parameters:

a
b

Cc

d

Manag

Select the destinations whose runtime parameters you want to modify.
Select the configurations to be affected (default or alternate configurations).

Select the group of parameters you want to modify (for example, batching, cache,
network, processing).

Modify the parameters.

ing Alternate Configurations

An alternate configuration is a set of runtime parameters that is used instead of the default

config

uration during a specified portion of every day. For example, you might want to

specify different batching schemes (by severity or size) for different times of a day. You can
define more than one alternate configuration per destination and apply them to the
destination for different time ranges during the day. For example, you can define a
configuration for 8 am to 5 pm time range and another configuration for the 5 pm to 8 am
time range.

By default, a configuration labeled Default exists and is applied to a destination. Any
subsequent configurations you define are labeled Alternate#1, Alternate#2, and so on.
The default configuration is used if the time ranges specified for other alternate
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configurations do not span 24 hours. For example, if you specify an alternate configuration,
Alternate#1 that is effective from 7 am to 8 pm, the Default configuration will be used
from 8 pm to 7 am (assuming that there are no other alternate configurations defined on
this system).

If you need to apply the same alternate configuration for multiple destinations, you need to
define an alternate configuration (with the same settings) for each of those destinations.

Defining a New Alternate Configuration

The process of defining a new alternate configuration includes first defining the
configuration, and then editing it to specify the time range for which that configuration is
effective.

«
Alternate Configurations

E‘sy;tem
- [E|pefault

S [hocalhost

= FjContainer 1

Pesf

FjContainer 2
FjContainer 3

This is a list of alternate configurations which you can edit,

Name [From] [To]

7
FiContainer 4 Defaule h x
7
- [E192.168.35.21 Alternate#1 12 AM 7 AM 4 =
Alternate#2 7 AM 12 PM A ®
Alternate#3 12 PM 8 PM /] X

To define an alternate configuration:
1 Click Manage from the top-level menu bar.

2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) >
Connectors tab (right panel) > Name
of the Connector (right panel).

From the location in which the Click System (left panel) > Location

connector exists (left panel) > Connectors tab (right
panel) > Name of the Connector (right
panel).

From the host on which the connector Click System (left panel) > Location

exists (left panel) > Host (left panel) >
Connectors tab (right panel) > Name
of the Connector (right panel).

From the Connector page Click System (left panel) > Location
(left panel) > Host (left panel) >
Container > Name of the Connector
(left panel).

4

Click ( Z#) in the Destinations section.
Click Add.

Specify or update values for the listed parameters.

o 0 b~ W

Scroll down to the end of the page and click Save.

If this is the first alternate configuration you defined, it is saved as Alternate#1.
Subsequent configurations are saved as Alternate#2, Alternate#3, and so on.
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To specify the time range for which the configuration you just defined is effective, edit
the configuration you just defined using the following procedure Editing an Alternate
Configuration below.

Editing an Alternate Configuration

In addition to editing an alternate configuration to change parameter values, you can edit it
to specify the time range for which it is effective.

To edit an alternate configuration:
1 Click Manage from the top-level menu bar.

2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) >
Connectors tab (right panel) > Name
of the Connector (right panel).

From the location in which the Click System (left panel) > Location

connector exists (left panel) > Connectors tab (right
panel) > Name of the Connector (right
panel).

From the host on which the connector Click System (left panel) > Location

exists (left panel) > Host (left panel) >
Connectors tab (right panel) > Name
of the Connector (right panel).

From the Connector page Click System (left panel) > Location
(left panel) > Host (left panel) >
Container > Name of the Connector
(left panel).

4

3 Click (&#) in the Destinations section.

4 Select the alternate configuration that you want to edit and click ( _.f)-

5 Specify or update values for the listed parameters, including the time range in the
From Hour/To Hour.

6  Scroll down to the end of the page and click Save.
Specifying a Time Range for an Alternate Configuration

See “Editing an Alternate Configuration” on page 58.

Editing Alternate Configurations in Bulk

If you need to update the same parameters in multiple alternate configurations, follow the
procedure described in “Editing Destination Runtime Parameters” on page 55.

Sending a Command to a Destination
You can send a command to a connector destination.

To send a command to a destination on a connector:
1 Click Manage from the top-level menu bar.
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2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) >
Connectors tab (right panel) > Name
of the Connector (right panel).

From the location in which the Click System (left panel) > Location

connector exists (left panel) > Connectors tab (right
panel) > Name of the Connector (right
panel).

From the host on which the connector Click System (left panel) > Location

exists (left panel) > Host (left panel) >
Connectors tab (right panel) > Name
of the Connector (right panel).

From the Connector page Click System (left panel) > Location
(left panel) > Host (left panel) >
Container > Name of the Connector
(left panel).

3 Click (‘4;3\) in the Destinations section.

4  Select the command you want to run and click Next.

5 Enter values for the parameters that the user interface displays and click Finish.

Removing a Connector

After removing a connector, you need to reboot the system; otherwise, the
= removed connector continues to forward events to its destination.

Note

To remove a Connector:
1 Click Manage from the top-level menu bar.

2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) >
Connectors tab (right panel).

From the location in which the Click System (left panel) > Location
connector exists (left panel) > Connectors tab (right
panel).

From the host on which the connector Click System (left panel) > Location
exists (left panel) > Host (left panel) >
Connectors tab (right panel).

3  Select the connectors you want to delete. You can select multiple connectors.

4  Click Delete at the bottom of the page.
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5 Reboot the system.

You can also delete a specific connector from its details page: Click System
= (left panel) > Location (left panel) > Host (left panel) > Container >
Note Connector > % at the top of the page.

Sending a Command to a Connector

You can send a command to a connector.

To send a command to a connector:
1 Click Manage from the top-level menu bar.

2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) >
Connectors tab (right panel) > Name
of the Connector (right panel).

From the location in which the Click System (left panel) > Location

connector exists (left panel) > Connectors tab (right
panel) > Name of the Connector (right
panel).

From the host on which the connector Click System (left panel) > Location

exists (left panel) > Host (left panel) >
Connectors tab (right panel) > Name
of the Connector (right panel).

From the Connector page Click System (left panel) > Location
(left panel) > Host (left panel) >
Container > Name of the Connector
(left panel).

3 Click ;f in the Action column for the connector.

4 From the Command Type drop-down list, select the command you want to send to
the connector.

5 Click Next.

Running Logfu on a Connector

Run Logfu on a connector to parse ArcSight logs and generate an interactive visual
representation of the information contained within the logs.

To run Logfu on a connector:
1 Click Manage from the top-level menu bar.
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2

6

Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) >
Connectors tab (right panel) > Name
of the Connector (right panel).

From the location in which the Click System (left panel) > Location

connector exists (left panel) > Connectors tab (right
panel) > Name of the Connector (right
panel).

From the host on which the connector Click System (left panel) > Location

exists (left panel) > Host (left panel) >

Connectors tab (right panel) > Name
of the Connector (right panel).

From the Connector page Click System (left panel) > Location
(left panel) > Host (left panel) >
Container > Name of the Connector
(left panel).

Click () on top of the page. A separate window displays.

The system proceeds to retrieve and analyze system data logs. After this process is
complete, a group of panels appears in the window.

From the Group box, choose which type of data you would like to view. The Group
box lists all connectors within the chosen container, plus many other types of data
such as memory usage, and transport rates and logs.

Choose one of the Group box data points. Depending on which data point you
choose, a list of fields appears in the Field box below.

Choose a field to view. A graphic chart appears in the Chart box, providing rate and
time information. The key at the bottom of the Chart box defines the data points
mapped in the chart.

If you need to choose a different data point for analysis, click Reset Data.

Changing the Network Interface Address for Events

Connector Management has multiple network interfaces. By default, the connector
determines which network interface address is used for events displayed in the ArcSight
Console or Logger, but typically uses etho.

To use a specific network interface address for events, add the parameter
connector.network.interface.name to the Connector's agent.properties file.
For example, to use the IP address for eth1l, specify the following parameter:

connector.network.interface.name=ethl

Developing FlexConnectors

FlexConnectors are custom SmartConnectors that can read and parse information from
third-party devices and map that information to ArcSight’s event schema.

Connector Management provides a FlexConnector Development wizard that lets you quickly
and easily develop a FlexConnector by creating a parser file, and enables you to test and
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package your new FlexConnector before deploying it. The wizard generates regular
expressions and provides event field mapping suggestions automatically so you do not
need to be an expert in regular expression authoring, parser syntax, or ArcSight event
schema.

Use the FlexConnector Development wizard to develop FlexConnectors for simple log files.
For complex log files, use the FlexConnector SDK (available from the ArcSight Customer
Support site).

Currently, the FlexConnector Development wizard supports Regex Files,
Folder Follower, and Syslog (Daemon, File, Pipe) FlexConnectors only.

Note The FlexConnector Development wizard does not support the extra
processors property or multiple sub messages. If you need these features,
use the FlexConnector SDK to create your FlexConnector.

I A FlexConnector that you develop with the FlexConnector Development
H wizard might perform more slowly than an ArcSight SmartConnector.
Caution

To develop a FlexConnector:
1 Click Manage from the top-level menu bar.

2 Use one of these navigation paths to go to the Containers tab:

User Interface Options Path

From the System-level page Click System (left panel) > Containers tab
(right panel).

From the location in which the Click System (left panel) > Location (left
container exists panel) > Containers tab (right panel).
From the host on which the Click System (left panel) > Location (left
container exists panel) > Host (left panel) > Containers tab

(right panel).

3 Click % in the Action column of the container to which you want to add the
FlexConnector. When the FlexConnector Development wizard opens, click Next.

4 Provide the vendor and product name of the device for which you are creating a
FlexConnector, then click Next.

The device vendor and product name are required.

MNote

5 Select the data source type, then click Next:

¢ Select Syslog to create a Syslog FlexConnector to read events from Syslog
messages.

¢ Select File to create a FlexConnector to parse variable-format log files using
regular expressions (ArcSight FlexConnector Regex File) or to parse
variable-format log files in batch mode (ArcSight FlexConnector Folder Follower).
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6 Upload a sample log file for the data source type you selected in the previous step,

then click Next.

7 The wizard finds the first unparsed line in the log file, generates a regular expression

to match and extract tokens from that line, and displays the suggested field mappings
for each extracted token in the Mappings table.

Wizard
FlexConnector Development Wizard

Enter regular expression corresponding to text Lines Skipped: 0% Lines Parsed: 0%
Text 2005 Aug 24 13:57:54 EDT -04:00 %SPANTREE-6-PORTFWD: Port 3/16 state in VLAN 203 changed to forwarding

Regex  (\d+ \S+ \d+ \d+:\d+:\d+ \S+ \S+) %SPANTREE-6-PORTFWD: Port (\S+7) state

in VLAN (\d+) changed to forwarding TS T
Mappings table
Extracted Value Type Format Event Field

1 [2005 Aug 24 13:57:54 TimeStamp [ yyyy MMM dd HH:mm: deviceReceiptTime

2 [3/is String [+] String devicelnboundInterface

3 203 Integer String devicelnboundInterface
Extra Mappings table

Event Field value

name [ __stringConstant(SPAN ®
Add Row

[Skip Line| [Skip To End] [Previous | [Next|

The mappings are displayed in descending order of probability (based
on ArcSight training data). You can change the mappings by selecting
from the list.

Mote
The percentage of parsed lines in the file is shown in the top right of
the panel. You can use this percentage to estimate where you are in
the log file. The percentage of unparsed lines skipped in the file is
also shown in the top right of the panel.

¢ To change the regular expression in the Regex box and recalculate the
mappings, edit the expression and then click the Recalculate button. You can
set the regular expression back to the suggested value by clicking the Reset
button.

¢ Field mappings that do not correspond directly to the extracted tokens in the
unparsed line of the log file are displayed in the Extra Mappings table. You can
change the Event Field and provide a token operation. To add a new Event Field,
click Add Row.

You can use extra mappings to:

e Remap an extracted token to a different Event Field in addition to the existing
mapping. For example, you can add an Event Field with the value $3 where
$3 is the third token in the list of suggested mappings.

e Map a modified token or combination of tokens to an Event Field. For
example, you can add an Event Field with the value _ operation($1,$3).

e Map an Event Field to a constant string or integer. For example, you can add
an Event Field with the value _ stringConstant (constant).

The wizard always contains an extra mapping for the Event Field
name, which maps all the words in the input log line. ArcSight
strongly recommends that you do not simply delete the name
Event Field but map it in either the Mappings or the Extra Mappings
table.

Note

For a list of the token operations used when tokens are mapped to ArcSight event
fields, refer to the FlexConnector Developer’s Guide (available from the ArcSight
Customer Support site).
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8 Click Next to save the mapping to the parser file and display the next unparsed line in

the log file.
Click the Skip Line button to go to the next unparsed line in the log file
n without saving the mapping.
Tip Click the Skip to End button to go to the end of the log file without

processing any other lines and display the parser file for review.

Click the Previous button to go back to the previous line in the log file
and make changes if necessary. If you configured any mappings for the
previous line, the Previous button displays the configured mappings,
not the default mappings.

After all unparsed lines in the log file have corresponding regular expressions and
mappings, the wizard displays the parser file for review.

9 Review the parser file and make changes, if necessary, directly in the Review Parser

File panel.
In Mozilla Firefox, if certain text in the Review Parser File panel is
= underlined in red, you can disable Spell Check; Right-click in the panel
Note and click Check Spelling to remove the check mark.

10 Click Next to save and package the parser file.
11 Choose how you want to deploy the FlexConnector:

¢ Select Deploy parser to existing connector in container and click Next to
use the parser file with an existing connector. Click Done to close the
FlexConnector wizard and re-display the Container tab.

= The Deploy parser to existing connector in container option
— displays only if the container already contains a connector of the

Note same type.

¢ Select Add new connector to container and click Next to add the parser as a
new connector. Follow the steps to add the connector to the container.

After deploying your FlexConnector, you can edit it any time from the
= Connectors tab. See “Editing FlexConnectors” on page 64.

Mote

You can share FlexConnectors with other users. See “Sharing Connectors (ArcExchange)”
on page 65.

Editing FlexConnectors

After you have developed a FlexConnector with the FlexConnector wizard and have
deployed it in a container, you can edit the FlexConnector to make changes to the parser
file when needed.
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[&System
B [EDefault
= [glocalhost

= {E3con!

@svslog u

The FlexConnector Edit wizard is available on the Connectors tab in the Action column.

«
Connectors

Default -> Localhost -> Container 1 (Initialized)
GlrlfBECDae @

g | B

I~ Name Path Type EPSIn EPS Out Cache Last Check Action

" syslog using flex //Default/Localhost/Container 1 syslog 001 6 0.01 0 Thu Dec 16 09:34:31 PST £ and

Delete| [Runtime Parameters| [Destinations| [Parameters]|

Click ‘ in the Action column for the FlexConnector to open the wizard. To edit the
parser file, follow Step 6 through Step 11 in “Developing FlexConnectors” on page 61.

l Only edit a FlexConnector that is created with the FlexConnector wizard.
H Editing manually-created FlexConnectors might produce unpredictable
Caution results.

In addition to the FlexConnector Edit wizard, you can also use the Edit a File
action in the Container Diagnostics wizard to edit your FlexConnector. Refer
Tip to “Running Diagnostics on a Container” on page 39.

1]

Sharing Connectors (ArcExchange)

You can share FlexConnectors and parser overrides with other users.

A FlexConnector is a custom connector that you define to gather security events from log
files, databases, and other software and devices. You can share the following
FlexConnector types:

m  Syslog FlexConnectors (to read events from syslog messages)
m  Log File FlexConnectors (to read fixed-format log files)
m  Regular Expression Log File FlexConnectors (to read variable-format log files)

m  Regular Expression Folder Follower FlexConnectors (to read variable-format log files
recursively in a folder)

m  Regular Expression Multiple Folder Follower FlexConnectors (to read events in real
time or batch mode from multiple folders)

m XML FlexConnectors (to read events recursively from XML-based files in a folder)

A parser override is a file provided by ArcSight used to resolve an issue with the parser for
a specific connector, or to support a newer version of a supported device where the log file
format changed slightly or new event types were added. You can share parser overrides for
all connector types that use a parser.

To share a FlexConnector or parser override, you need to package and upload it to
ArcExchange on the ArcSight online community (Protect 724) or to your local machine. You
can also download a FlexConnector or parser override that you need from ArcExchange or
from your local machine and add it to a container.
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Packaging and Uploading Connectors

Before uploading your FlexConnector or parser override to Protect 724 or to your local
computer, you need to package it into a zip file, (called an AUP package) using the upload
wizard.

A FlexConnector AUP package contains the connector properties file, categorization file,
connector parameters, and a manifest file with all the metadata on the package required
for successful deployment. Metadata includes information about the AUP package, such as
the package type, connector type, connector description, and so on. You can create only
one AUP package per connector per device type. You can package a FlexConnector in Basic
or Advanced mode. In Basic mode:

m  The wizard packages the FlexConnector properties file automatically. If the wizard
finds more than one properties file, you are prompted to select the file you want to
package.

m  The wizard packages the categorization file automatically only if it can be determined
based on the device vendor and product information found in the properties file.

®  The wizard does not package connector parameters. You are prompted to configure
the connector when it is downloaded and deployed.

In Advanced mode:

®  The wizard packages the FlexConnector properties file automatically. If the wizard
finds more than one properties file, you are prompted to select the file you want to
package. (This is same as Basic mode.)

®  The wizard packages the categorization file automatically if it can be determined based
on the device vendor and product information found in the properties file. If the
categorization file cannot be determined, you are prompted to select the
categorization file you want to package from the list of files found in the container.

m  The wizard displays connector parameters so you can configure the parameters you
want to display and set the default values you want to provide during connector
deployment (download). The parameters you do not configure for display are
preconfigured with the current values and will not be displayed during connector
deployment.

A parser override package contains the parser override properties file and the manifest file
only.

Follow the steps below to package and upload a FlexConnector or parser override.

= To upload to ArcExchange, you must have a valid username and
password for Protect 724.

Note = Make sure that you have configured ArcSight Express network settings
under Setup > System Admin > Network and that the appliance can
communicate with the Protect 724 server.

To package and upload a FlexConnector or parser override:
1 Click Manage from the top-level menu bar.
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2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) >

Connectors tab (right panel) > Name
of the Connector (right panel).

From the location in which the Click System (left panel) > Location
connector exists (left panel) > Connectors tab (right

panel) > Name of the Connector (right
panel).

From the host on which the connector Click System (left panel) > Location
exists (left panel) > Host (left panel) >

Connectors tab (right panel) > Name
of the Connector (right panel).

From the Connector page Click System (left panel) > Location

(left panel) > Host (left panel) >
Container > Name of the Connector
(left panel).

3 Click # atthe top of the Connector page to open the upload wizard. (From the

Connectors page, select the connector in the right panel and click ‘g in the Action
column.)

4 Click Next and follow the steps in the wizard to:

a

Select the type of AUP package you want to create for the selected connector.

Connector Management scans the container and displays the relevant files that
can be packaged.

For a FlexConnector, select Basic to create a default package or select
Advanced to customize the package to meet your needs. For a description of
Basic and Advanced mode, refer to “Packaging and Uploading Connectors” on
page 66.

If the connector contains several properties files, you are prompted to select the
properties file you want to package. Certain connectors, for example, syslog
connectors, can have more than one parser override folder, in this case, you are
prompted to select the folder you want to package.

If you selected Advanced mode for a FlexConnector in Step b and the
categorization file cannot be determined, you are prompted to select the
categorization file you want to package from a list of files found in the container.

Categorization files are not packaged for parser overrides.

Note

If you selected Advanced mode for a FlexConnector in Step b, select the
configuration parameters you want to display when the connector is deployed and
then provide default values for these parameters. Parameters you do not select
are pre-configured with the current values.
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If any advanced connector parameters were previously modified from their
defaults, the wizard displays these parameters so that you can select which ones
you want to be configured automatically during deployment.

Configuration parameters are not displayed for parser overrides.

If the connector has table parameters, they are not displayed

Note during packaging. However, when the connector is downloaded to a
container, you will be prompted to provide values for all the table
parameters.

f  Provide a description of the AUP package and instructions on how configure the
device used by the connector.

g Provide the vendor, product, and version of the device used by the connector.

If the wizard can determine the vendor, product, and version of the device, the
information is displayed in the fields provided. You can change the information to
meet your needs.

h  Upload the created AUP package to ArcExchange or to your local machine.

To upload the AUP package to ArcExchange, you must have a valid
username and password for Protect 724.

Mote

Downloading Connectors

You can download a FlexConnector or parser override that is available from ArcExchange
on Protect 724 or from your local computer. You download a FlexConnector or parser
override directly to a container.

You can download only one FlexConnector per container using the download wizard.
However, there is no limit to the number of parser overrides you can download to a

container.
= When downloading a parser override to a container, the download
— wizard overwrites any existing parser override with the same name in
Note the container without prompting for confirmation. To avoid overwriting

an existing parser override, send a Get Status command to the
existing parser override to check the parser information before you
download a new parser override. For information on sending a Get
Status command, refer to “Sending a Command to a Connector” on
page 60.

= ArcSight recommends that you back up the container to the Backup
Files repository before downloading a connector or parser override so
you can revert to the previous configuration if the download produces
unexpected results.

Follow the steps below to download a FlexConnector or parser override to a container.

To download to ArcExchange, you must have a valid username and password for Protect
724. Also, make sure that you have configured ArcSight Express network settings under
Setup > System Admin > Network and that the appliance can communicate with the
Protect 724 server.

To download a FlexConnector or parser override:
1 Click Manage from the top-level menu bar.
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2 Go to the Containers page. Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) >
Containers tab (right panel).

From the location in which the Click System (left panel) > Location

container exists (left panel) > Containers tab (right
panel).

From the host on which the container Click System (left panel) > Location

exists (left panel) > Host (left panel) >

Containers tab (right panel).

3 In the right panel, select the container into which you want to download the

connector, and then click " in the Action column to open the download wizard.

4  Click Next and follow the steps in the wizard to:

a

Select whether you want to download the connector from ArcExchange on Protect
724 or from your local computer.

Select the AUP package you want to download.

On Protect 724, you can search for a parser override or FlexConnector AUP
package using a keyword or a combination of keywords.

You can only download a parser override package to a container
that has a connector of the same type as the package.

Note You can download only one FlexConnector per container using the
download wizard. If the container already contains a FlexConnector
of the same type as the one you want to download, you can replace
the existing FlexConnector with the one you are downloading, but
you cannot create a new one.

For a FlexConnector, provide connector configuration parameters, if needed.

Preconfigured and advanced parameters are deployed automatically with the
values that were packaged; you are not prompted to configure these parameters.
The configurable parameters are displayed with suggested defaults, which you
can modify if necessary. The table parameters are displayed with no configured
values, you have to provide the values manually, as needed.

Add or select a destination for the connector.

If you are downloading the connector to a container that has an existing
connector of the same type, you are not prompted for a destination.

The wizard copies the properties and categorization files to the appropriate locations and
also installs the zip file for the AUP package in the user/agent/deployedaups folder on
Connector Management to keep track of the deployment history.

After a successful download, the container is restarted automatically.

MNote

To use memory efficiently, parser overrides for the Windows Unified
connector only load when the first event is received.
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Configuration Suggestions for Connector Types

The following table provides configuration suggestions for different types of connectors.

Connector Type

Effects of Limited Usage

Syslog connectors

SNMP connectors

Database
connectors

File connectors

Asset Scanner
connectors

Proprietary API
connectors

Due to the nature of UDP (the transport protocol typically used
by Syslog), these connectors can potentially lose events if the
configurable event rate is exceeded. This is because the
connector delays processing to match the event rate configured,
and while in this state, the UDP cache might fill and the
operating system drop UDP messages.

Note: ArcSight recommends that you do not use the Limit CPU
Usage option with these connectors because of the possibility
of event loss.

Similar to Syslog connectors, when the event rate is limited on
SNMP connectors, they can potentially lose events. SNMP is also
typically UDP-based and has the same issues as Syslog.

Because connectors follow the database tables, limiting the
event rate for database connectors can slow the operation of
other connectors. The result can be an event backlog sufficient
to delay the reporting of alerts by as much as minutes or hours.
However, no events will be lost, unless the database tables are
truncated. After the event burst is over, the connector might
eventually catch up with the database if the event rate does not
exceed the configured limit.

Similar to database connectors, file-based connectors follow
files and limiting their event rates causes an event backlog. This
can eventually force the connector to fall behind by as much as
minutes or hours, depending on the actual event rate. The
connectors might catch up if the event rate does not exceed the
configured rate.

All connectors on Connector Management run as a service (not
as an application). Therefore, asset scanner connectors running
on ArcSight Express are not supported in Interactive mode.

To run the asset scanner connector in Interactive mode, install
the connector on a standalone system and manage it as a
software-based connector.

The behavior of these connectors depends on the particular API,
(for example, OPSEC behaves differently than PostOffice and
RDEP). But in most cases, there will be no event loss unless the
internal buffers and queues of the APl implementation fill up.
These connectors work much like database or file connectors.

Deploying FlexConnectors

FlexConnectors are custom connectors that are user-defined. FlexConnectors can be
hosted on the system if they are compatible with a Linux platform. ArcSight Express ships
with several prototype FlexConnectors, including:

m  ArcSight FlexConnector File

m  ArcSight FlexConnector ID-based Database

m  ArcSight FlexConnector Multiple Database

m  ArcSight FlexConnector Regular Expression File
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m  ArcSight FlexConnector Regular Expression Folder File

m  ArcSight FlexConnector Simple Network Management Protocol (SNMP)
m  ArcSight FlexConnector Time-based Database

m  ArcSight FlexConnector XML File

You can create and manage FlexConnectors using repositories. You can share
FlexConnectors with other ArcSight Express users. Refer to “Sharing Connectors
(ArcExchange)” on page 65.

For more information, consult the FlexConnector Developer’s Guide, available from ArcSight
Customer Support.

Configuring the Check Point OPSEC NG Connector

The Check Point FW-1/VPN-1 OPSEC NG connector can operate in clear channel or ssica
mode.

= This procedure is supported only for ArcSight connector release 4.6.2 or
later.

Note = A hostname is called an Application Object Name on Check Point. A
password is a Communication Activation Key on Check Point.

To configure a connector to operate in ssica mode

On the Check Point SmartDashboard:

1 Create an OPSEC Application Object using the Check Point SmartDashboard. You need
to provide these parameters when creating the application object.

Parameter Description

Name A meaningful name for the application object you
are creating; for example, ArcSightLea-1.

This name is used to pull the OPSEC certificate in
the system.

Host The hostname of the ArcSight Express managing
the connector.

Client Entities Select LEA.
Secure Internal If a DN string is not present, initialize the
Communication communication by providing an activation key. The

activation key is used when the certificate is
pulled. This is the SIC Name.

Click Communication > Initialize.

After the object is created, note down the following information, which you will need
to provide when continuing configuration.

¢ SIC Name—DN string that you obtain after initializing communication as described
below.

¢ SIC Entity Name—Double-click the Check Point Gateway name in the
SmartDashboard to view its general properties. The SIC Entity Name is the SIC
string configured in the general properties window.

¢ Check Point IP address or hostname.
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2

3

Pull the Check Point certificate.

<«
Hosts Container Commands Conneckors

[z]System Container Command Type

[Z]Default Select the connectar command

Ewest ke
[@east

Command Type Pull OPSEC Certificate vl

To do so, run the Pull OPSEC Certificate command on the container to which
you will be adding the connector. For detailed information about running a command
on a container, see “Running a Command on a Container” on page 36. You need to
provide this information when running the command:

Parameter Description

Server The name or IP address of the Check Point server.
hostname or
IP address

Application The OPSEC Application object name you specified in the
object name previous step. This parameter is case sensitive.

Password The activation key you entered when creating the OPSEC
application object in the previous step.

If the certificate is pulled successfully, a message similar to this is displayed:

OPSEC SIC name (CN=ArcSightLea-1,0=cpfwl..5ad8cn) was retrieved
and stored in /opt/arcsight/<container
name>/current/user/agent/checkpoint/<name>. Certificate was
created successfully and written to "/opt/arcsight/<container
name>/current /user/agent/checkpoint/ArcSightLea-1.opsec.pl2".

Note down the OPSEC SIC Name (CN=ArcSightLea-1, 0=cpfwl..5ad8cn in the
above example) and the file name (ArcSightLea-1.opsec.pl2 in the above

example).

If the certificate is not pulled successfully, check to ensure that the
n Application object name you specified is correct (including the case) and
the container on which you are running the command is up and

Tip "
running.

Install Policy on the LEA client for the Check Point Gateway using the SmartDashboard.

On ArcSight Express:
4 Add a Check Point connector by following instructions described in “Adding a

Connector” on page 41. You need to provide the following information.

Parameters Values to input

Type Check Point FW-1/VPN-1 OPSEC NG
Connection SSLCA

Type
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Parameters Values to input
Connector Server IP: The IP address of the Check Point server.
Table

Server Port: The port on the server that listens for SSLCA

Parameters connections. Use the default value 18184.
OPSEC SIC Name: The name you noted in Step 1.

OPSEC SSLCA File: The name you noted after pulling the
certificate in Step 2.

OPSEC Entity SIC Name: The name you noted in Step 1.

An error similar to the following is displayed.

-1:[X] Unable to connect to the Lea Server[10.0.101.185] -1:1
connection test failed!

Click the Ignore warnings check box. Click Next.

Continue to configure the rest of the connector. Go to Step 6 in “Adding a Connector”
on page 41.

Adding the MS SQL Server JDBC Driver

When you install and configure database connectors that use Microsoft SQL Server as the
database, a JDBC driver is required. This driver does not ship pre-installed on the system;
you need to install it before configuring database connectors on the appliance.

To install a JDBC Driver:

1

Download the MS SQL Server JDBC Driver to a computer that can access ArcSight
Express. You can download the driver from Microsoft at:

http://msdn.microsoft.com/en-us/sqlserver/aa937724
Run the setup program to install the driver.

Follow the instructions in “Uploading Files to a Repository” on page 85 to add the
sgljdbc. jar file.

The name of the jar file may be different from that of some JDBC driver

n versions. Different versions of the JDBC driver are required for different SQL
Tip Server database versions; be sure to use the correct driver for your
database.

The new driver file is added to the repository, as shown in the following example.

JDBC Drivers Settings for JDBC Drivers

Retrieve Container Files ] [ Upload To Repository
Add Connector JDBC Driver File
Name Last Modified Size State Error Message
MSSQL2000IDBC. zip Tue Jun 02 13:00:35 PDT S 356.82 KB Retrieved FRE I

After you have installed the JDBC driver, you need to upload the driver file to the
containers that will contain the SQL Server database Connectors. Follow the
instructions in “Uploading a File from the Repository” on page 87.

After the driver file has been uploaded to a container, follow the instructions in “Adding
a Connector” on page 41 to add a connector that requires a JDBC driver.
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Adding the MySQL JDBC Driver

When you install and configure database connectors that use MySQL as the database, a
JDBC driver is required. This driver does not ship pre-installed on the system; you need to
install it before configuring database connectors on the appliance.

To install a JDBC Driver:

1

Download the MySQL JDBC Driver to a computer that can access Connector
Management. You can download the driver from:

http://dev.mysqgl.com/downloads/connector/j/5.0.html
Extract the driver.

Follow the instructions in “Uploading Files to a Repository” on page 85 to add the
mysqgl-connector-java-x.x.x-bin. jar file.

The new driver file is added to the repository, as shown in the following example.

JDBC Drivers Settings for JDBC Drivers

Retrieve Container Files | | Upload To Repository

Add Connector JDBC Driver File

Name Last Modified Size
mysql-connector-java- 5.0.8.zip Fri Mar 02 11:41:38 GMT-08:00 2012 8.33 MB F

After you have installed the JDBC driver, you need to upload the driver file to the
containers that will contain the MySQL database Connectors. Follow the instructions in
“Uploading a File from the Repository” on page 87.

After the driver file has been uploaded to a container, follow the instructions in “Adding
a Connector” on page 41 to add a connector that requires a JDBC driver.
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Chapter 3
Managing Repositories

The following topics are discussed here.

“Overview” on page 75

“Logs Repository” on page 76

“CA Certs Repository” on page 77

“UpgradeAUP Repository” on page 78

“Content AUP Repository” on page 80

“Remote Management AUP Repository” on page 81
“Emergency Restore” on page 82

“User-Defined Repositories” on page 83

“Pre-Defined Repositories” on page 87

Overview

Certain management operations require a specific upgrade or content update (. enc) file,
or a certificate. Other operations such as viewing the logs require you to load the logs to a
Log repository. You can also maintain centralized repositories for files needed for connector
configuration and management.

Repositories

JDBC Drivers Settings For JDBC Drivers

Logs

LA Certs Retrieve Container Files | | Upload To Repository

Upgrade AUP Add Connector IDBC Driver File

Content AUP

Remote Management AUP Name Last Modified Size State Error Message

Emergency Restore JDBC-2005.zip Wed Jun 02 11:24:34 PDT 552.54 KB  Retrieved @ ® Iﬂ

Repositories

+ New Repository
Backup Files
Map Files
Parser Overrides
Flex Connector Files
Connector Properties

JDBC Drivers
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By default, a number of pre-defined repositories are provided. However, you can create
more repositories to suit your needs. The repositories you create are referred to as
user-defined repositories.

The following specific terms are used for repository functions.

Retrieve Container Files copies a file from one or more connectors to the
repository.

Upload to Repository sends a file from your local computer (the computer running
the browser) or a network host accessible from your local computer to the repository.

Retrieve |£| downloads a file from the repository to your local computer network.

Upload |ﬂ copies a file from the repository to one or more connectors.
User-defined Repository

Retrieve

| upload To Repository |

Browser
host

£
\

Retrieve Container Files ]

N~
¥y

SmartConnectors

Upload 1
(Apply to
Container)

You can perform these operations using repositories:

Manage logs in the Logs repository

Manage CA certificates in the CA Certs repository

Upgrade a connector using an upgrade file available in the Upgrade repository
Apply a Content ArcSight Update Pack (AUP) on one or more connector

Manage remote management configuration AUP files in the Remote Management AUP
repository

Restore a container when it is damaged and irrecoverable

Maintain centralized repositories of files for connector configuration and management

Logs Repository

When you want to view connector logs, you need to first Load the logs of the container
that contains the connector to the Logs repository, then Retrieve the logs to view them.

If a container contains more than one connector, logs for all connectors are
retrieved.

Mote
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For information on loading, retrieving, and deleting the logs, see “Viewing Container Logs”
on page 37.

Uploading a File to the Logs Repository

Uploading a file into the Log repository is useful for sharing annotated log or other files
with other users. The file needs to be in . zip format.

To upload a file:
1 Click Repositories.

2 Click Logs from the left panel.

3 Click Upload from the right panel.

4 Enter the local file path or click Browse to select the file.
5

Click Submit to add the specified file to the repository or Cancel to quit.

CA Certs Repository

Connectors require a Certificate Authority (CA) issued or self-signed SSL certificate to
communicate securely with a destination. The CA Certs repository (shown below) enables
you to store CA Certs files (that contain one or multiple certificates) and single CA
certificates. When certificates are stored in the CA Certs repository, you can add the
certificates to a container so that the connectors in the container can validate their
configured destinations successfully.

“! | cACerts Repositories

Logs

CA Certs

Upgrade AUP

Castait AUP Add CA Certs Repository

Remote Managment AUP

Emergency Restare Name Type Status  Error Message

Repositories cacerts-2009-09-14-15 -34-52--0700 CACERT COMPLETE x
— logger-35-167-receive r-2009-09-14-15-35-17 -...  CERTIFICATE COMPLETE x

% New Repository managercert-2009-09-1 4-11-45-30--0700.cert CERTIFICATE COMPLETE ®

Backup Files

Map Files

Parser Overrides
Flex Connector Files
Connectar Properties
IDBC Drivers

To associate a CA certificate to a connector, you need to:
m  Upload the CA certificate or CA Certs file to the CA Certs repository, as described
below.

m  Add a CA certificate from the CA Certs repository to the container that contains the
connector, as described in “Managing Certificates on a Container” on page 28.

You can add a single certificate to a container that is in FIPS or non-FIPS
mode. You can only add a CA Certs file to a container that is in non-FIPS
mode.

Note
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Uploading CA Certificates to the Repository

You can upload a CA Certs file or a single certificate to the CA Certs repository.

Before you upload a single CA certificate, change the name of the certificate
n on the local computer to a name that you can recognize easily. This helps
you distinguish the certificate when it is displayed in the Certificate

Tip .
Management wizard.

To upload certificates to the repository:
1 Click Repositories.

2 Click CA Certs in the left panel.
3 Click Upload in the right panel.
4  Enter the local path for the CA Certs file or the certificate, or click Browse to select it.

Click Submit to add the specified CA Certs file or the certificate to the repository, or
Cancel to quit. The CA Certs Repositories tab shows all the CA Certs files and single
certificates that have been uploaded. The Type column shows CERTIFICATE for a single
certificate and CACERT for a CA Certs file.

Removing CA Certificates from the Repository

You can delete a CA Certs file or a single certificate from the repository. When you delete a
CA Certs file or a single certificate from the repository, it is deleted from the system.

When you delete a CA Certs file or a single certificate from the CA Certs
repository, containers are not affected; the connectors continue to use the
certificates, which are located in a trust store after being added to a
container. For information about adding a CA certificate to a container, see
“Managing Certificates on a Container” on page 28.

Note

To remove a certificate from the repository:
1 Click Repositories.

2 Click CA Certs in the left panel.

3 ldentify the certificate or the CA Certs file you want to remove and click its associated

Remove button (¥ ).

UpgradeAUP Repository

The Upgrade AUP repository enables you to maintain a number of connector AUP
(upgrade) files. You can apply any of these AUP upgrade files to containers when you need
to upgrade to a specific version. As a result, all connectors in a container are upgraded to
the version you apply to the container.

This repository can also maintain upgrade files for upgrading remotely-managed Connector
Appliances.
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About the AUP Upgrade Process

The process discussed in this section only applies to upgrading connectors
— and to upgrading a remotely-managed Connector Appliance.

Mote

To upgrade a connector or to upgrade a remotely-managed Connector Appliance, you need
to:

Upload the appropriate . aup upgrade file to the Upgrade AUP repository, as described
below.

Apply the . aup upgrade file from the Upgrade AUP repository to the container (see
“Upgrading a Container to a Specific Connector Version” on page 36) or to a remote
Connector Appliance (see “Upgrading a Host Remotely” on page 21).

Uploading an AUP Upgrade File to the Repository

To upload AUP upgrade files to the repository:

1

0o N o g A~ W

Download the upgrade AUP file for the connector or the remote Connector Appliance
from the ArcSight Customer Support site at http://support.openview.hp.com/ to the
computer that you use to connect to the browser-based interface.

From the computer to which you downloaded the upgrade file, log in to the
browser-based interface.

Click Repositories from the top-level menu bar.

Click UpgradeAUP from the left panel.

Click Upload from the right panel.

Click Browse and select the file you downloaded earlier.

Click Submit to add the specified file to the repository or click Cancel to quit.
If you want to apply this upgrade file, follow these instructions:

& For a container upgrade, see “Upgrading a Container to a Specific Connector
Version” on page 36.

¢ For a remotely-managed Connector Appliance upgrade, see “Upgrading a Host
Remotely” on page 21.

Removing a Connector Upgrade from the Repository

You can remove a connector upgrade file from the repository when you no longer need it.
When you remove a connector upgrade file from the repository, it is deleted from the
system.

1
2

3

To remove a Connector upgrade from the repository:

Click Repositories from the top-level menu bar.

Click UpgradeAUP from the left panel.

Locate the upgrade file that you want to delete and click the associated # icon.
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Content AUP Repository

ArcSight continuously develops new connector event categorization mappings, often called
content. This content is packaged in ArcSight Update Packs (AUP) files. All existing content
is included with major product releases, but it is possible to stay completely current by
receiving up-to-date, regular content updates through ArcSight announcements and the
Customer Support site. The AUP files are located under Content Subscription Downloads.

The ArcSight Content AUP feature enables you to apply an AUP file to applicable connector
destinations that you are managing. Only the event categorization information can be
applied to the connectors using this feature.

You can maintain a number of Content AUP files in the Content AUP repository. When an
AUP file with a version number higher than the ones already in the repository is loaded, it
is automatically pushed out to the connector destinations being managed. However, these
connectors or connector destinations are skipped:

m  Connectors that are unavailable at the time of the AUP file push

m  Connectors whose current version does not fall in the range of versions that the
Content AUP supports

m  The ESM destination on a connector

m  All destinations of a connector that have an ESM destination with the AUP Master flag
set to Yes

Also, when a new connector is added, the highest number Content AUP is pushed
automatically to its destinations.

Applying a New Content AUP

You can add a new content AUP file to the repository and push it automatically to all
applicable connectors

To apply a new Content AUP:

1 Download the new Content AUP version from the support site at
http://support.openview.hp.com/ to the computer that you use to connect to the
browser-based interface.

2  From the computer to which you downloaded the AUP file, log in to the browser-based
interface.

Click Repositories from the top-level menu bar.
Click Content AUP from the left panel.
Click Upload from the right panel.

Click Browse and select the file you downloaded earlier.

N o o b~ W

Click Submit to add the specified file to the repository and push it automatically to all
applicable connectors, or Cancel to quit.

You can verify the current Content AUP version on a connector by performing either of
these steps:

B Run the GetStatus command on the connector destination and check that the value
for aup [acp] .version is the same as the AUP version you applied. For information
about running a command on a connector destination, see “Sending a Command to a
Destination” on page 58.
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m  Hover your mouse over a connector name to see the AUP version applied to all
destinations of that connector.

Applying an Older Content AUP

If you need to apply an older Content AUP from the Content AUP repository, delete all
versions newer than the one you want to apply in the repository. The latest version (of the
remaining AUP files) is pushed automatically to all applicable connectors.

To delete a Content AUP from the Content AUP repository:
1 Click Repositories from the top-level menu bar.

2 Click Content AUP from the left panel.

3 Locate the AUP file that you want to delete and click the associated # icon. Repeat

for multiple files.

Remote Management AUP Repository

The Remote Management AUP repository stores AUP files that contain the remote
management configuration of an appliance (a snapshot of all the remote software
connectors and remote Connector Appliances that the appliance manages).

From the Remote Management AUP repository, you can:

®m  Download a Remote Management AUP file to your local computer (or network host
accessible from the local computer) so that you can import the remote management
configuration on another appliance.

m  Upload Remote Management AUP files from your local computer (or network host
accessible from the local computer) to the repository for storage.

m  Delete Remote Management AUP files you no longer need.

The following example shows the Remote Management AUP repository.

Add Remote Managment Repository

Name

RemoteManagementConfi g-5.6-C5606-

127204...

RemoteManagementConfi g-5.6-C5606-

127206...

RemoteManagementConfi g-5.6-C5606-

127232...

RemoteManagementConfi g-5.6-C5606-

127232...

Last Modified

Fri Apr 23 11:25:17
PDT 2010

Fri Apr 23 17:05:48
PDT 2010

Mon Apr 26 15:52:17
PDT 2010

Mon Apr 26 16:19:37
PDT 2010

Size  State Erros

Message
.]&E‘G Retrieved |i| X
1.3 KE Retrieved & =
.]éésg Retrieved |i| X
.]&él]' Retrieved |i| X

Downloading Remote Management AUP Files

After you export the remote management configuration of a Connector Appliance, you can
download the AUP file that contains the configuration to your local computer (or network
host accessible from the local computer) so that it can be imported on another appliance.
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For information on exporting and importing the remote management configuration of an
appliance, refer to “Exporting and Importing a Remote Management Configuration” on
page 13.

To download a Remote Management AUP file to your local computer:
1 Click Repositories from the top-level menu bar.

2 Click Remote Management AUP from the left panel.

3 Locate the AUP file in the table and click |ﬂ next to the file to download it to your
local computer.

Uploading Remote Management AUP Files

You can upload remote management AUP files to the Remote Management AUP repository
for storage.

To upload a Remote Management AUP file to the repository:
1 Click Repositories from the top-level menu bar.

2 Click Remote Management AUP from the left panel.
3 Click the Upload button at the top of the page.
4

Click Browse and select the file you want to upload from the local computer (or
network host accessible from the local computer).

5 Click Submit to add the specified file to the repository.

Deleting Remote Management AUP Files

When a remote management AUP file is no longer up-to-date or needed, you can remove it
from the repository.

To delete a Remote Management AUP file:
1 Click Repositories from the top-level menu bar.

2 Click Remote Management AUP from the left panel.

3 Locate the AUP file that you want to delete and click the associated # icon. Repeat
for multiple files.

Emergency Restore

The Container Restore wizard guides you through the process of restoring a modified
container. This feature is supported only for connectors and containers on the local host.

ArcSight recommends that you use this process only when a container is
' severely damaged and is no longer available. The Emergency Restore process
deletes all information about that container and renders it empty. The
connector is restored to the AUP version that you select.

.
Caution

To restore a container:
1 Click Repositories from the top-level menu bar.

2 Click Emergency Restore from the left panel.
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3  Follow the instructions in the Container Restore wizard.

4 Re-import the SSL certificate for the container. On the Manage tab, click the container

name in the left panel. On the Connectors tab in the right panel, click the i icon to

run the Certificate Download wizard and import the valid certificate.

User-Defined Repositories

A user-defined repository is a user-named collection of settings that control upload and
download of particular files from connectors to the repository. Each repository uses a
specified path, relative to SARCSIGHT HOME/user/agent, for files to be uploaded or for
to download files. ArcSight connectors use a standard directory structure, so map files, for
example, are always found in $SARCSIGHT HOME/user/agent, (that is, the root
directory, $SARCSIGHT HOME, of the connector installation) in a folder called map/.

After they are created, user-defined repositories are listed on the left-side menu, under the
New Repository heading, and appear with the user-specified display name.

User-defined repositories are expected to be grouped by file type and purpose, such as log
files, certificate files, or map files. Each user-defined repository has a name, a display
name, and an item display name, which are defined under the Settings tab that appears
for user- or pre-defined repositories (for details about pre-defined repositories, see
“Pre-Defined Repositories” on page 87).

Files viewed in the user-defined repository can be bulk processed with specified connectors
and can be exchanged with the user’s browser host.

Creating a User-Defined Repository

You can create a new repository at any time.

The repository requires correct directory paths. Your file will be applied to
the wrong directory if the entered path contains errors, such as extra
spaces or incorrect spellings. You can verify your directory paths by
accessing the Directory. txt file, which lists the directory structure for
every entered path. View the Directory. txt file by accessing your
container logs and finding the Directory.txt file.

Tip

To create a new user-defined repository:
1 Click Repositories from the top-level menu bar.

2 Click New Repository under the Repositories section in the left panel.

3 For the new repository, enter the parameters listed in the following table.

Parameter Description

Name A unique name for the repository, typically based on the
type of files it contains.

Display Name The name that will be displayed on the left-side menu and
for tabs: Process names, View names, Settings for names.
Typically plural.

Item Display Name The name used to describe a single item.

Recursive Check to include sub-folders.
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Parameter

Description

Sort Priority

-1 by default

Restart Connector
Process

Check to restart the connector process after file operations.

Filename Prefix An identifying word that is included in the names of
retrieved files. For example, map files are identified by Map
in the file name:

localhost_Container -1.Map-2009-04-06_12-22-25-607

.zip

Relative path
(Download)

The path for download, relative to $ARCSIGHT_ HOME, for
example, user/agent/map Or user/agent/flexagent.
Leave this field blank to specify files in $SARCSIGHT HOME.

Note: The relative path is used for download only.

Include Regular
Expression

A description of filenames to include. Use .* to specify all
files. The following example selects properties files that
consist of map. followed by one or more digits, followed by
.properties:

map\. [0-9] +\ .propertiess

Exclude Regular
Expression

A description of filenames to exclude. The following
example excludes all files with a certain prefix or in the
agentdata folder.

(agentdata/|cwsapi fileset ).*$

Delete Before Upload Check to delete earlier copies before upload.

CAUTION: If you check Delete Before Upload and do not
specify a Relative path (Upload), all files and folders in
current/user/agent will be deleted.

Delete Groups Whether to delete folders recursively in

SARCSIGHT HOME/user/agent/map directory.

Relative path (Upload) The path for upload, relative to
SARCSIGHT HOME/current/user/agent/flexagent/

<connectorname>

Delete Relative Path Whether the directory specified in Relative Path (Upload)
and its contents should be removed when a file is uploaded

from the repository.

Delete Include Regular
Expression

Typically the same as the Include Regular Expression.

Delete Exclude Regular
Expression

Typically the same as the Exclude Regular Expression.

4  Click Save at the bottom of the page.

The new repository displays under the New Repository heading in the left-side
window panel.

Retrieving Container Files

The Retrieve Container Files button copies a file from one or more connectors to a
repository. The specific files that are retrieved depend on the settings of a repository.

To retrieve a container file:
1 Click Repositories from the top-level menu bar.
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3
4

In the left panel, click the name of the repository to which you want to copy connector
files.

Click Retrieve Container Files in the right panel.

Follow the instructions in the Retrieve Container Files wizard.

Uploading Files to a Repository

The upload process copies files from your local computer to a repository.

To upload files to a repository:

1

2

Click Repositories from the top-level menu bar.

In the lower left panel (under Repositories), click the name of the repository to
which you want to upload files.

Click Upload To Repository from the right panel.
Follow the instructions in the Repository File Creation wizard.

Although you can select Repository zip file in the Select the type of file that you
want to upload page of the Repository File Creation wizard, ArcSight recommends
that you select Individual files to create a zip file with appropriate path information.

Be sure not to change the default sub-folder name 1ib in the Enter the sub folder
where the files will be uploaded page of the Repository File Creation wizard.

Deleting a Repository

You can delete user-defined repositories only.

To delete a repository:

1
2
3

Click Repositories from the top-level menu bar.
From the left panel, click the name of the repository you want to delete.

Click Remove Repository from the right panel.
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Updating Repository Settings

The Settings tab displays the settings associated with the current repository. An example is
shown below. Most settings for pre-defined repositories are read-only; however, you can
update settings for user-defined repositories.

Map Files | Settings for Map Files

View Map Files Setting

Name

Display name
Item display name
Recursive

Sert prionty

Restart connector process

Filenrame prefix

Download

Relative path:
Include regular exprassion:

Exclude ragular expression:
Upload
Celete before uplcad:

Delete groups:

Relative path:
Delate relative path:

Delate include ragular expression:

map

Map Files
HMap File
Bl

5

i

Hap

map

map\.[0-9]+\.propertiess

Fves

DN;

map

map.[0-9]+\.propertiess

Dalate exclude regular expression:

D N W s T TV VOU e W

To update settings of a repository:
1 Click Repositories from the top-level menu bar.

2 In the left panel, click the name of the repository whose settings you want to update.
3 Click the Settings for Repository Name tab from the right panel.

4 Update the settings.
5

Click Save at the bottom of the page.

Managing Files in a Repository
You can retrieve files in a repository (download files to your local computer network),
upload files to a repository, or remove files from a repository.

Connectors require correct properties and proper files. Applying incorrect files,
! including empty files or files with binary content, can prevent a connector
Canticn from functioning correctly.
It is possible to upload files with incorrect content, such as an empty .map
n file. The system does not check or warn against such files. To ensure a
Tip successful result, only upload known, correct files.

Retrieving a File from the Repository

To retrieve a file from the repository:
1 Click Repositories from the top-level menu bar.
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2  From the left panel, click the name of the repository in which the file exists.
3 Click |£| from the right panel for the file that you want to retrieve.

4 Follow the file download instructions to copy the file to your local computer.

Uploading a File from the Repository

To upload a file from the repository:
1 Click Repositories from the top-level menu bar.

2 In the left panel, click the name of the repository in which the file exists.

3 In the right panel, click Iﬂ next for the file that you want to upload.

4 Follow the Upload Container Files wizard instructions to upload the file to the
containers of your choice.

5 Verify that the file was uploaded correctly:

¢ If you have SSH access to the connectors, connect to them and check the file
structure.

¢ Obtain the connector logs and check the contents of the Directory. txt file for
each connector.

Removing a File from the Repository

To remove a file from the repository:
1 Click Repositories from the top-level menu bar.

2 In the left panel, click the name of the repository in which the file exists.

3 In the right panel, click ¥ for the file that you want to delete.

Pre-Defined Repositories

You can define repositories for any connector-related files. As a convenience, the following
repositories are pre-defined.

m  Backup Files: connector cloning (see “Cloning Container Configuration” on page 91).
m  Map Files: enrich event data

m  Parser Overrides: customize the parser (see “Adding Parser Overrides” on page 92)
m  Flex Connector Files: user-designed connector deployment

m  Connector Properties: agent .properties; subset of cloning

m  JDBC Drivers: database connectors

To view the settings for a pre-defined repository, click the name of the repository and then
click the Settings tab in the right panel.

= The settings for pre-defined repositories are read-only; to modify the
— settings, click New Repository in the left panel to create a user-defined

Note repository and provide the settings you want to use.

The following tables lists the settings for each pre-defined repository.
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Settings for Backup Files

This table lists pre-defined settings for backup files.

Name Default Setting
Name backup

Display Name Backup Files
Item Display Name Backup File

Recursive

Sort Priority

Restart Connector Process

Filename Prefix

Download Relative Path

Download Include regular expression
Download Exclude regular expression
Delete before upload

Delete groups

Upload Relative Path

Delete Relative Path

Delete Include regular expression

Delete Exclude regular expression

Checked (Yes)
0
Checked (Yes)

ConnectorBackup

(agentdata/|cwsapi_fileset ).*$
Checked (Yes)

Checked (Yes)

(agentdata/|cwsapi_fileset ).*$

Settings for Map Files

This table lists pre-defined settings for map files.

Name Default Setting
Name map

Display Name Map Files

Item Display Name Map File

Recursive

Sort Priority

Restart Connector Process

Filename Prefix

Download Relative Path

Download Include regular expression
Download Exclude regular expression

Delete before upload

Un-checked (No)
5

Un-checked (No)
Map

map

map\.[0-9]+\.properties$

Checked (Yes)
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Name

Default Setting

Delete groups

Upload Relative Path

Delete Relative Path

Delete Include regular expression

Delete Exclude regular expression

Un-checked (No)

map

map\.[0-9]+\.properties$

Settings for Parser Overrides

Settings for FlexConnector Files

This table lists pre-defined settings for FlexConnector files.

This table lists pre-defined settings for parser overrides.

Name

Default Setting

Name

Display Name

Item Display Name
Recursive

Sort Priority

Restart Connector Process
Filename Prefix

Download Relative Path

Download Include regular expression

Download Exclude regular expression

Delete before upload

Delete groups

Upload Relative Path

Delete Relative Path

Delete Include regular expression

Delete Exclude regular expression

parseroverrides
Parser Overrides
Parser Override
Checked (Yes)
10

Checked (Yes)
Parsers

fcp

*

Checked (Yes)

Checked (Yes)

fcp

Name

Default Setting

Name
Display Name
Item Display Name

Recursive

flexconnectors
Flex Connector Files
Flex Connector File

Checked (Yes)
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Name

Default Setting

Sort Priority

Restart Connector Process

Filename Prefix

Download Relative Path

Download Include regular expression
Download Exclude regular expression
Delete before upload

Delete groups

Upload Relative Path

Delete Relative Path

Delete Include regular expression

Delete Exclude regular expression

15
Checked (Yes)
FlexConnector

flexagent

*

Checked (Yes)

Checked (Yes)

flexagent

*

Settings for Connector Properties

This table lists pre-defined settings for Connector Properties.

Name

Default Setting

Name

Display Name

Item Display Name

Recursive

Sort Priority

Restart Connector Process

Filename Prefix

Download Relative Path

Download Include regular expression
Download Exclude regular expression
Delete before upload

Delete groups

Upload Relative Path

Delete Relative Path

Delete Include regular expression

Delete Exclude regular expression

connectorproperties
Connector Properties
Connector Property File
Un-checked (No)

20

Checked (Yes)

ConnectorProperties

agent\..*

Un-checked (No)

Un-checked (No)

agent\..*
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Settings for JDBC Drivers

This table lists pre-defined settings for JDBC Drivers.

Name Default Setting

Name jdbcdrivers

Display Name JDBC Drivers

Item Display Name Connector JDBC Driver File
Recursive Un-checked (No)

Sort Priority 25

Restart Connector Process Checked (Yes)

Filename Prefix

Download Relative Path lib

Download Include regular expression

Download Exclude regular expression

Delete before upload Un-checked (No)
Delete groups Un-checked (No)
Upload Relative Path

Delete Relative Path lib

Delete Include regular expression

Delete Exclude regular expression

Cloning Container Configuration

Using the Backup Files repository, you can quickly copy a container to other containers.
As a result, all connectors in the source container are copied to the destination container.
This process is called c/loning a container configuration. You can clone a container to
several containers at once. The contents of the source container replace the existing

contents of the destination container.

l Do not clone older, software-based connectors (such as build 4.0.8.4964) to

- containers with newer connector builds (such as 4.0.8.4976 or later).

Caution Cloning a connector using the Backup repository only works if the connector

version numbers are the same.

To clone a container:

1

2
3
4

Click to list the containers and determine the source and destination for cloning.
Click Repositories from the top-level menu bar.
Click Backup Files under the Repositories section in the right panel.

If the backup file that you need to use for cloning exists in the repository, go to the
next step. Otherwise, follow the instructions in “Retrieving a File from the Repository”
on page 86 to retrieve the container’s backup file to the Backup repository.
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The retrieved file is named in <connector name> ConnectorBackup <date> format.

5 Follow the instructions in “Uploading a File from the Repository” on page 87 to upload
the backup file to one or more containers.

The destination containers are unavailable while the backup file is applied and the
connectors are restarted.

The backup file does not include the container certificates. You have to
re-apply the certificates to the container after you upload the backup file.

Note After applying the certificates, check the status of the destination container
to make sure it is available.

Adding Parser Overrides

A parser override is a file provided by ArcSight used to resolve an issue with the parser for
a specific connector, or to support a newer version of a supported device where the log file
format changed slightly or new event types were added.

To use parser overrides, you need to:

m  Upload a parser override file to the pre-defined Parser Overrides repository.

®  Download the parser override file to the container that contains the connector that will
use the parser override.

Follow the steps below.

To upload a parser override file:
1 Click Repositories from the top-level menu bar.

2 Click Parser Overrides under the Repositories section in the right panel.
3 On the Parser Overrides tab, click the Upload To Repository button.
4 Follow the wizard to upload the file. When prompted by the wizard, make sure you:

¢ Select the Individual Files option from the Select the type of file that you
want to upload field.

¢ Add a slash (/) after fcp before adding the folder name in the Enter the sub
folder where the files will be uploaded field. For example,
fcp/multisglserver audit_db.

When upload is complete, the parser override file is listed in the table on the Parser
Overrides tab.

To download the parser override file to a container:
1 Click Repositories from the top-level menu bar.

2 Click Parser Overrides under the Repositories section in the right panel.

3 In the table on the Parser Overrides tab, locate the parser override file you want to
download and click the up arrow next to the file.

4 Follow the wizard to select the container to which you want to add the parser
overrides.
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When the wizard completes, the parser overrides will be deployed in the selected
container.

= You can download a parser override file from ArcExchange. For more
— information, refer to “Sharing Connectors (ArcExchange)” on page 65.

Mote

To verify that the parser override has been applied successfully, issue a Get Status
command to the connector. See “Sending a Command to a Destination” on page 58. In the
report that appears, check for the line starting with the text
ContentInputStreamOverrides.
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Audit Logs

The following topics are discussed here.

“Audit Event Information” on page 95
“Audit Event Forwarding” on page 95
“Application Events” on page 97

You can forward ArcSight Express application audit events, which are in Common Event
Format (CEF), to a destination of your choice.

Audit Event Information

A Connector Management audit event contains information about the following prefix
fields.

m  Device Event Class ID

m  Device Severity

m  Name

m  Device Event Category—(key name for this CEF extension is cat)

Audit Event Forwarding

The process for configuring audit forwarding potentially starts when setting up ArcSight

Express using the First Boot Wizard. If a Syslog Daemon connector was selected through
the First Boot Wizard, this connector automatically forwards the audit events to all of its

configured destinations. If a Syslog connector is installed after this process (as explained
below), historical audit events are not pulled in.

If a Syslog Daemon connector was not selected during the First Boot Wizard and placed in
one of the two default containers (container_1 or container_2), the system polls each
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container until a Syslog connector is found. If there is more than one Syslog connector on
the local host, it designates the first instance to forward audit events.

If a Syslog Daemon connector is not installed or configured on your local
= machine, no audit event will be visible.

Note
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Application Events

Signature Severity Definition Category

Connector

connector:101 1 Connector add /Connector/Add/Success
successful

connector:201 1 Connector add failed /Connector/Add/Fail

connector:102 1 Connector deleted /Connector/Delete

connector:202 1 Connector delete failed /Connector/Delete/Fail

connector:103 1 Connector parameters /Connector/Parameter/Update/
update successful Success

connector:203 1 Connector parameters /Connector/Parameter/Update/
update failed Fail

Connector Management

connectorappliance:108 1 You are about to reach /ConnectorAppliance/
or exceed the RemotelyManagedconnectors/
maximum number of Exceeded
allowed managed
connectors

connectorappliance:109 1 The number of ConnectorAppliance/
managed connectors RemotelyManagedConnectors/
has been restored to Restored
the licensed limit

Destination

destination:102 1 Destination update toa  /Connector/Destination/Update/
connector successful Success

destination:202 1 Destination updatetoa  /Connector/Destination/Update/
connector failed Fail

destination:103 1 Destination delete from  /Connector/Destination/Delete/
a connector successful Success

destination:203 1 Destination delete from /Connector/Destination/Delete/
a connector failed Fail

destination:104 1 Destination /Connector/Destination/
configuration update Configuration/Update/Success
successful

destination:204 1 Destination /Connector/Destination/
configuration update Configuration/Update/Fail
failed

destination:105 1 Register destination /Connector/Destination/
successful Registration/Success

destination:205 1 Register destination /Connector/Destination/
failed Registration/Fail

destination:106 1 Destination /Connector/Destination/
configuration add Configuration/Add/Success
successful
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Signature Severity Definition Category

destination:206 1 Destination /Connector/Destination/
configuration add failed Configuration/Add/Fail

destination:107 1 Destination /Connector/Destination/
configuration delete Configuration/Delete/Success
successful

destination:207 1 Destination /Connector/Destination/
configuration delete Configuration/Delete/Fail
failed

Container

container:101 1 Container upgrade /Container/Upgrade/Success
successful

container:201 1 Container upgrade /Container/Upgrade/Fail
failed

container:301 1 Container upgrade /Container/Upgrade/Start
started

container:102 1 User file push to a /Container/UserFiles/Push/
container successful Success

container:202 1 User file push to a /Container/UserFiles/Push/Fail
container failed

container:103 1 User file delete from /Container/UserFiles/Delete
container

container:104 1 CA cert push to a /Container/CACert/Push/
container successful Success

container:204 1 CA cert push to a /Container/CACert/Push/Fail
container failed

container:105 1 Enable demo CA for a /Container/DemoCA/Enable/
container successful Success

container:205 1 Enable demo CA for a /Container/DemoCA/Enable/Fail
container failed

container:106 1 Disable demo CA for a /Container/DemoCA/Disable/
container successful Success

container:206 1 Disable demo CA for a /Container/DemoCA/Disable/
container failed Fail

container:109 1 Delete property from a  /Container/Property/Delete/Suc
container successful cess

container:209 1 Delete property from a  /Container/Property/Delete/Fail
container failed

container:110 1 Update property to a /Container/Property/Update/Suc
container cess

container:210 1 Update property to a /Container/Property/Update/Fail
container failed

container:111 1 Container password /Container/Password/Update/

update successful

Success
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Signature Severity Definition Category

container:211 1 Container password /Container/Password/Update/
update failed Fail

container:112 1 Container add /Container/Add/Success
successful

container:212 1 Container add failed /Container/Add/Fail

container:113 1 Container update /Container/Update

container:114 1 Container delete /Container/Delete

container:115 1 Add certificate for a /Container/Certificate/Add/
container successful Success

container:215 1 Add certificate for a /Container/Certificate/Add/Fail
container failed

container:116 1 Delete certificate for a /Container/Certificate/Delete/
container successful Success

container:216 1 Delete certificate for a /Container/Certificate/Delete/
container failed Fail

container:117 1 Enable FIPS on a /Container/FIPS/Enable/Success
container successful

container:217 1 Enable FIPS on a /Container/FIPS/Enable/Fail
container failed

container:118 1 Disable FIPS on a /Container/FIPS/Disable/
container successful Success

container:119 1 Upgrade was triggered Container/FromEndOfLifeModel/
for container that Upgrade/Triggered
resides on end of life
appliance model

container:218 1 Disable FIPS on a /Container/FIPS/Disable/Fail
container failed

Location

location:101 1 Location add successful /Location/Add/Success

location:201 1 Location add failed /Location/Add/Fail

location:102 1 Location update /Location/Update

location:103 1 Location delete /Location/Delete

Host

host:101 1 Host add successful /Host/Add/Success

host:201 1 Host add failed /Host/Add/Fail

host:103 1 Host delete /Host/Delete

host:104 1 Host upgrade started /Host/Upgrade/Start

host:204 1 Host upgrade /Host/Upgrade/Success
successful

host:304 1 Host upgrade failed /Host/Upgrade/Fail
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Appendix B
Special Configurations

Certain connectors require additional configuration when used with Connector
Management on ArcSight Express. This appendix describes the additional configuration. For
general information about installing connectors, see “Adding a Connector” on page 41.

The following topics are discussed here:

“Microsoft Windows Event Log - Unified Connectors” on page 101
“Database Connectors” on page 103

“Add a JDBC Driver” on page 104

“API Connectors” on page 105

“File Connectors” on page 106

“Syslog Connectors” on page 106

Microsoft Windows Event Log - Unified Connectors

The SmartConnector for Microsoft Windows Event Log - Unified is not part of a FIPS-
compliant solution. When you add a Windows Event Log - Unified connector, be sure the
container is not FIPS enabled in order for the connector to collect events.

When adding a Windows Event Log - Unified connector, be sure to follow specific
instructions in the SmartConnector configuration guide for entering parameters, entering
security certifications when using SSL, enabling audit policies, and setting up standard user
accounts.

There are currently two parser versions for the Microsoft Windows Event Log - Unified
SmartConnector.

m  Parser Version 0 is generally available with each SmartConnector release
m  Parser Version 1 is available with the Microsoft Windows Monitoring content

The Microsoft Windows Event Log - Unified SmartConnector configured for you during
initial configuration uses Parser Version 1. Detailed Security Event mappings for this parser
version can be found in Security Event Mappings: SmartConnectors for Microsoft Windows
Event Log - Unified with Parser Version 1
(MSWindowsEventLogUnifiedMappingsParserVersionl.pdf), distributed with the ArcSight
Express 4.0 documentation.

When you install additional Microsoft Windows Event Log Unified connectors, they are
installed with the generally available base parser version (Parser Version 0). Mappings for
the base parser version are available with each SmartConnector release (Security Event
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Mappings: SmartConnectors for Microsoft Windows Event Log) and can be found on
Protect 724, along with the SmartConnector configuration guide. You must use Parser
Version 1 if you want the default Windows Monitoring content to work. For details see the
SmartConnector Configuration Guide for Microsoft Windows Event Log - Unified, or

SmartConnector Configuration Guide for Microsoft Windows Security Events - Mappings.

The pre-bundled SmartConnector for Microsoft Windows Event Log - Unified

installed using the First Boot Wizard is installed with Parser Version 1. Any

Note Windows Event Log - Unified connectors you add using the connector
configuration wizard are installed with Parser Version O (the base parser).

Change Parser Version by Updating Container Properties

A parser is a SmartConnector component that specifies how to parse the information
contained in the device raw events, and how to map it to HP ArcSight security event
schema fields. Parsers can be in the form of property files, map files, or CSV files. Each
SmartConnector has its own parser or set of parsers.

Multiple parser versions lets each SmartConnector parse raw events in many different ways
to generate ArcSight security events with appropriate mappings. For the SmartConnector
for Microsoft Windows Event Log -- Unified, two parser versions are supported: Base Parser
and Parser Version 1. In this document, variations between the two parser versions are
highlighted in blue in the mappings tables. Values that are not used are indicated with a
dash (-).

With multiple parser versions:

®  One SmartConnector build supports multiple parser versions.

m  Users can configure their connectors to use the available parser versions of their
choice, depending on their event mapping requirements.

m  Users can reconfigure connectors to use the appropriate parser version as needed.

Multiple parser versions currently are supported only for the SmartConnector for Microsoft
Windows Event Log -- Unified. This functionality is not supported for user-developed
ArcSight FlexConnectors.

Each SmartConnector has its own internal £cp.version parameter setting to represent
its current parser version. The default value for the fcp.version parameter is the base (or
default) parser version, which is Parser Version 0. Each SmartConnector can support a total
of 8 parser versions. The fcp.version parameter values range from O through 7. For the
Microsoft Windows Unified SmartConnector, parser versions 0 and 1 are supported.

Be sure that when you have content with new mappings, you change the parser version to
match that content.

To update container properties (located in the agent.properties file) to change the parser
version being used when mapping events:

1 Click Manage from the top-level menu bar.
2  Select a navigation path.

3 Select the container whose properties you want to update. You can select multiple
containers.

4  Click Properties.
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5 Follow the instructions in the wizard to update connector properties.

The fcp.version parameter value O designates the base parser. To use parser 1,
change the fcp.version parameter value to 1. For example:

agents[0] .fcp.version=1

SSL Authentication

If you choose to use SSL as the connection protocol, you will be required to add security
certificates for both the Windows Domain Controller Service and for the Active Directory
Server. Installing a valid certificate on a domain controller permits the LDAP service to
listen for, and automatically accept, SSL connections for both LDAP and global catalog
traffic. With the First Boot Wizard installation of the connector, the certificates are already
imported for you. If you add Windows Event Log - Unified connectors, see the
SmartConnector Configuration Guide for Microsoft Windows Event Log - Unified for
instructions.

Database Connectors

The following database connectors are available for installation with ArcSight Express:

m  IBM SiteProtector DB*

m  McAfee ePolicy Orchestrator DB*

m  McAfee Vulnerability Manager DB*

m  McAfee Network Security Manager DB*

®  Microsoft SQL Server Audit Multiple Instance DB*

®  Oracle Audit DB

m  Symantec Endpoint Protection DB*

m  Trend Micro Control Manager NG DB*

m  Snort DB*

*These connectors extract events from an SQL Server or MySQL databases, which requires
a JDBC driver. See “Add a JDBC Driver” on page 104 for instructions.

At the least, all of these database connectors require the following information when being
added to ArcSight Express; some connectors require additional parameters, such as event

types or polling frequency.

Parameter Description

Database JDBC Driver If you are using an ODBC DRIVER, select
'sun.jdbc.odbc.JdbcOdbcDriver' driver. For JDBC
drivers, select the
‘com.microsoft.sqlserver.jdbc.SQLServerDriver' driver.
If you are using an ODBC DRIVER, select
'sun.jdbc.odbc.JdbcOdbcDriver' driver. For JDBC
drivers, select the
‘com.microsoft.sqlserver.jdbc.SQLServerDriver' driver.
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Parameter Description

Database URL If you are using an ODBC DRIVER, enter:
‘jdbc:odbc:<ODBC Data Source Name=>, where the
<ODBC Data Source Name=> is the name of the ODBC
data source you just created. If you are using a JDBC
DRIVER, enter: ‘jdbc:sqlserver://<MS SQL Server
Host Name or IP
Address>:1433;DatabaseName=<MS SQL Server
Database Name=>,' substituting actual values for <MS
SQL Server Host Name or IP Address> and <MS SQL
Server Database Name=>.

Database User Enter the login name of the database user with
appropriate privilege.

Database Password Enter the password for the SiteProtector Database
User.

Add a JDBC Driver

The IBM SiteProtector DB, McAfee ePolicy Orchestrator DB, McAfee Vulnerability Manager
DB, McAfee Network Security Manager DB, Microsoft SQL Server Audit Multiple Instance
DB, Symantec Endpoint Protection DB, and Trend Micro Control Manager NG DB connectors
extract events from a SQL Server database. For information about and to download the MS
SQL Server JDBC Driver, see:

http://msdn.microsoft.com/en-us/sqlserver/aa937724

Different versions of the JDBC driver are required for different SQL Server
database versions; be sure to use the correct driver for your database
version. The name of the jar file may be different for some JDBC driver
versions.

Note

The SmartConnector for Snort DB extracts events from a MySQL database. For information
about and to download the MySQL JDBC Driver, see:

http://dev.mysql.com/downloads/connector/j/5.0.html

After downloading and extracting the JDBC driver, upload the driver into the repository and
apply it to the appropriate container or containers, as follows:

1 From ArcSight Express, select Setup -> Repositories.

2 Select JDBC Drivers from the left pane and click the JDBC Drivers tab.

3 Click Upload to Repository.

4 From the Repository File Creation Wizard, select Individual Files, then click
Next.

5 Retain the default selection and click Next.

6 Click Upload and locate and select the .jar file you downloaded.

7  Click Submit to add the specified file to the repository and click Next to continue.

8 After adding all files you require, click Next.
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9 In the Name field, enter a descriptive name for the zip file (JDBCdriver, for
example). Click Next.

10 Click Done to complete the process; the newly added file is displayed in the Name
field under Add Connector JDBC Driver File.

11 To apply the driver file, select the driver . zip file and click the up arrow to invoke the
Upload Container Files wizard. Click Next.

12 Select the container or containers into which the driver is to be uploaded; click Next.
13 Click Done to complete the process.

Configuration guides for the database connectors supported with ArcSight Express can be
found on the Protect 724 community. The individual configuration guides that provide
setup information and mappings for the applications listed below can be found on Protect
724

m  |BM SiteProtector DB

m  McAfee ePolicy Orchestrator DB

m  McAfee Vulnerability Manager DB (formerly FoundScan)

m  McAfee Network Security Manager DB

m  Microsoft SQL Server Multiple Instance Audit DB

m  Oracle Audit DB

®  Symantec Endpoint Protection DB

m  Trend Micro Control Manager DB

m  Snort DB

API Connectors

The following API connectors are available for installation with ArcSight Express. They
require a client and authentication credentials, as well as configuring the events types to be
sent to the connector by the device.

m  Cisco Secure IPS SDEE

m  Sourcefire Defense Center eStreamer

For Cisco Secure IPS SDEE, if you want the SmartConnector to validate the Cisco IPS
sensor's authentication certificate, you will need to obtain the authentication certificate
from the IPS sensor and import it to the appliance.

For Sourcefire Defense Center eStreamer, you will need to add an eStreamer client, create
an authentication certificate, and select event types to be sent to the connector.

See the individual configuration guides for these connectors for instructions.

Follow the instructions in "Uploading Certificates to the Repository" in the Connector
Management for ArcSight Express 4.0 User's Guide to import the trusted certificates to
ArcSight Express.

Configuration guides for the APl connectors supported with ArcSight Express can be found
on the Protect 724 community. The individual configuration guides that provide setup
information and mappings for the applications listed below can be found on Protect 724:

m  Cisco Secure IPS SDEE
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m  Sourcefire Defense Center eStreamer

File Connectors

File-based connectors use the Network File System (NFS) or the Common Internet File
System (CIFS).

The following File connector is available for installation with ArcSight Express:

m  Blue Coat Proxy SG Multiple Server File
See the configuration guide for device setup, parameter configuration, and mappings
information for the SmartConnector for Blue Coat Proxy SG Multiple Server File.

File-based connectors use the Network File System (NFS) or the Common Internet File
System (CIFS). For the file-based connectors on a Windows system, a CIFS share needs to
be configured before you add the connectors.

For information on creating a CIFS Mount or an NFS Mount, see "Managing a Remote File
System" in the Connector Management for ArcSight Express 4.0 User's Guide.

Syslog Connectors

If you selected Syslog Daemon during initial installation with the First Boot Wizard, the
Syslog Daemon connector has already been installed.

You can add a Syslog File, Pipe, or Daemon connector in a new container. Syslog
connectors for the following devices are available with ArcSight Express:

m  Cisco PIX/ASA Syslog

m  Cisco 10S Router Syslog

®  Juniper Network and Security Manager Syslog

®  Juniper JUNOS Syslog

m  UNIX OS Syslog

Be sure your device is set up to send syslog events. See your device documentation or the
SmartConnector Configuration Guide for device configuration information; the guide also
includes specific device mappings to ArcSight event fields as well as further information
needed for configuration if you are installing the Pipe or File connectors. Mappings in the
SmartConnector for UNIX OS Syslog configuration guide apply to all syslog connectors.
Specific mappings per device are documented in the configuration guide for the device.

Configuration guides for these syslog connectors supported with ArcSight Express can be
found on the Protect 724 community:

m  Cisco PIX/ASA Syslog

m  Cisco I0S Syslog

m  Juniper JUNOS Syslog

m  Juniper Network and Security Manager Syslog

m  UNIX OS Syslog
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